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2 Tool: DyePack

DyePack
Names
swift
Category Malware
Type Wiper
(FireEye) Has the ability to delete itself and can be configured to self-destruct at a specific
Description

time.

Information  <https://vision.fireeye.com/editions/02/acceleration-in-the-rise-of-destructive-attacks.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.dyepack>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool DyePack

Changed Name Country Observed

APT groups

i

Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8cf2c63e-6e8c-42a6-937b-fd1b8f20112d
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