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[QuickNote] Phishing email distributes WarZone RAT via
DBatl.oader

Published: 2024-04-09 - Archived: 2026-04-05 21:07:44 UTC

3 Votes

I. Execution Flow Summary:

Below is an illustrated and summarized way of how WarZone RAT sample infects the victim system via

DBatloader:

ive[Jlive 1 Bk

L

. Public Cloud Services
255_Vesvafwijik
o 2]

C2 Server
halal[.Jhome-webserver(.]de:3109
—Attached—>» a s"" ""“’ ""—b —Extracte EXE —Dncrypt payload—————> h EE ——Communicate

Phishing Mail Malicious HTML

Download encr; ypuu payload

-RAR file contain .EXE DBatLoader Warzone RAT

I1. Technical Analysis

The attacker’s email sent to the user includes an attached .html file as follows:

Vui long giup chuén bi Bao gia cho yéu cau nay.

Pung ngan ngai lién hé vai chung toi néu cé bat cur diéu gi chidng
tdi ¢6 thé [dAm cho ban

va mong sém nhan dugc hoi am cua ban!

about:blank Show image

E Attachments (1)
‘.

PO-2200934-

KINGTE. html

Observing the file P0-2200934-KINQTE.html in Hex mode, it appears to contain scripts and a large blob of
base64-encoded data.
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Offset 01 2 3 4 5 & 7 g 8 & B C D E F Racii

00000000 | 3C 21 44 4F 43 54 5% 50 45 20 &8 74 €D &C 3E 0D | «<!DOCTYFE.html:.
000000lo | 0& 3C &8 74 eD &C 3E 0D 0& 3C &8 €5 €1 ¢4 3E 0D | .<html>..<head>.

00000020 | 0& 20 20 20 20 3C 74 &5 74 6C 65 3E 45 T8 &5 €3 | ..... <title>Exec
00000030 | 75 74 65 20 53 &3 72 69 70 74 3C 2F 74 69 T4 6C  ute.Script</titl
00000040 | €5 3E OD OR 20 20 20 20 3C 73 63 72 €9 TO T4 3E  ex...... <script>
00000050 | 0D OR 20 20 20 20 20 20 20 20 2F 2F 20 48 75 €E | uvvunnnnn S/ Fun

00000080 | 63 74 6% &F 6E 20 74 &F 20 63 72 65 61 T4 65 20 | ction.to.create.
00000070 | 61 20 62 €% €6E &1 72 78 20 66 &5 &C 65 20 66 72 | a.binary.file.fr
00000030 | 6F 6D 20 &2 €61 73 €5 36 34 20 &5 6E €3 &F 64 €5  om.basedd.encode
00000050 | g4 20 &4 €1 74 &1 0D 0O& 20 20 20 20 20 20 20 20  d.dat8..seasansn
00000080 | &6 75 6E €3 74 &% &F cE 20 683 72 65 €1 T4 &5 42 | function.creatsB
000000BO | 69 6E 61 72 79 46 €9 &C 65 28 2% 20 7B 0D 0& 20 | inaryFile().{...
0oooooZo | 20 20 20 20 20 20 20 20 20 20 20 78 61 72 20 62 | ...vuuuannn var.b
00o0oo0Do | 81 73 65 36 34 44 61 T4 6l 20 3D 20 22 55 6D 46 asedd4Data.=."UmF
000000ECD | 79 49 52 6F 48 41 51 43 70 46 51 5% TA 44 41 45 yIRoHROCpFQYzDAE
000000FD | 45 43 41 41 48 41 51 48 43 37 36 6D 41 41 4% 56 FCARHAOHHTemALTV
00000100 | 48 4E 64 41 33 41 &7 4D 4C 2B 75 36 T0 &7 41 4] HNdA3AgML+uepghl
00000110 | 45 67 4R &R 54 &7 41 41 67 65 72 65 36 2B 6F 41 EgJdjTghRgered+ol
0ooooLlz2o | ef 41 42 56 51 54 7% 30 7% 4D &R 41 77 4F 54 4D JABVOTvOyMjAwWCTM
00000130 | 30 4C 55 74 4R 54 &C 48 93 52 53 35 &6C 65 47 55 | OLUGJT1FURSS51eGU
00000140 | 4B 41 77 4A TR &C 66 48 4D 75 34 50 €1 41 5% 30 ERwJz1fHMudFPal¥o
oooooLlso | 72 72 46 42 77 64 32 SR 45 4D 69 52 48 63 46 64 | rrFBwd2ZEMiRHcFd
00oo0le0 | 33 76 68 6B &6C 79 45 43 37T &7 77 53 41 78 57 4B  3vhklyECTgwShxWE
0ooooL7o | 97 55 6% &7 4D &7 43 68 43 51 53 77 €E 41 51 34 wUigMgChCQSwniQd
oooooLlso | 37 4R 43 51 68 44 68 T8 4C 43 4D 42 45 44 4R 4B TJCUhHhiHJEEDJE
00000190 | 73 42 55 34 4R 4D 73 €D 73 €F 70 76 4D 6D 5S4 €9  sBU4JMsmsopvMmZi
00oooLlao | 37 72 &D 72 75 36 €D 72 gD 37 &D 47 47 35 70 €% | Trmrutmrmim>Gopl
000001BO | 75 4R 45 53 4D 3R 48 55 7% 45 42 77 59 51 63 53 | wIEEMZJYyEBwWYQcS
00000120 | 51 6% 65 45 44 48 4B &8 SA 6% 77 34 45 &C &7 57 | QihEDHEhZiwdElgW
000001Do | eC 37 58 64 6B 35 64 64 31 58 78 51 4D &3 T3 84 | 1TEdAkSdd1VyOMcxd
000001lED | 2B €5 2F €E &R 33 2B 58 76 2B 45 68 €4 31 58 €6 | +e/nj3+Ev+EhdlEL
00000LF0 | &6 5% 66 58 48 33 T4 S& S8 6E 38 T4 31 39 43 85 | fEfEH3IzVVnEtlale
00000200 | 66 50 72 72 72 Te €3 75 56 58 31 55 38 4C 2B 42 | fPrrrvhuVV1UsL+B

00000210 | 2B 45 2F €3 50 2F 41 41 51 42 &3 50 2F &% 41 4C | +E/hF/RRQBcF/iLL
oooone2n | g9 A1 A2 Ag T 2F 34 F7 A4 AR £7 AS 32 FF PF A9 | SRRTESANDENFIE/T

The main task of the script as shown below:

base: :
nteArray (byseArray. length) ;
< bytehrray.length: i++) {
array(i] = byteArray.charCodeAt(i):

turn array:

document.creaveElement ('2');
17

ownload = *P0-2200834-KINQTE.rar';
document. body. appendChild (Link) ;

document. body. removeChild (Link) ;
window. URL. revokeObjectURL (url) ;

}, 1000);

e function to save and execute the binary file when the page loads
window.onload = saveAndExecuteBinaryFile;
</script>
</head>

By quick analyzing the content of the script, it will simulate downloading the file P0-2200934-KINQTE.rar rather

than a file with the .exe extension. This can be verified by opening the .html file through popular browsers such
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as Edge or Chrome.

4% Execute Script

& - X (D) File | C/Users/Administrator/Desktop/dbat_wzr/PO-2200934-KINQTE.ht...

e Would you like to set Microsoft E - This page says Downloads

Document downloaded successfully! = PO-2200924-KINQTE.rar
Open file

See more

6705670 KB

] *
( Execute Script X +
& > X @ File | CfUsersfAdministrator/Desktop/dbat_wzr/PO-2200934-KINQTE.html| * O
i Apps :
This page says
Document downloaded successfully!
PO-2200934-KINQTErar A Show all X

Decode the base64Data to obtain the RAR file. This RAR file contains an executable file named P0-2200934-

KINQTE.exe .
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Offset 01 2 3 4 5 & 7 g 8 & B C D E F Racii
00000000 | 52 61 72 21 1A 07 01 00 A9 15 08 33 0C 01 05 08 Rar!....... K
00000010 | 00 07 01 01 C7 EF AS & 00 85 47 35 D0 37 02 03 | wassannasns G5.7..
00000020 | OB FA EE AS 50 00 04 5 2 D3 30 00 20 TA BT BR | teevvennnnnnn Z..
00000030 | FA 80 23 00 15 50 4F 2D 32 32 30 30 39 33 34 2D | ..#..P0-22005834-
0ooooo4o | 4B 49 4E 51 54 45 2E 65 78 685 0A 03 02 73 95 F1 KIHQTE.ExE...E..
00000050 | OC BB 83 DR 01 3D 2B AC S0 70 77 g6 44 32 24 47 | L..... +. FpwiDasG
00000080 | 70 57 7T BE 19 25 C& 40 BE 33 04 30 C5 62 BO 52  pWw..%:.0..... kE.R
000aaaTa g o0c 3 g 42 41 a2C 27 01 0OE 3B 24 24 21 0E 1C | (.. (B&,'..;5%!..
00000030 | 8B 0% CO 44 0OC %2 AC 05 4E 0% 32 C% AC 22 9B CC | ...D....H.2.....
000000590 | 99 98 BB AE 6R EE E& 62 E€ EE €1 856 E€ 93 AE 24 | ....J..J..8....%
00000080 | 45 OC 64 96 32 10 1C 18 41 C4 50 82 11 03 1T A% E.d.2...R.......
000000BO | 5% SB OE 04 S¢ 05 AS ED 77 €4 F5 D7 75 57 24 00 Y....... wd. .uWs.
00o0oooco | 73 17 TE 7B F9 E3 DF ES EF F& 48 5D D5 77 DF 5D | 8u~{euuunn H] .w.]
000o0oDo | F5 C7 DF 35 55 8F CB 75 F4 27 5F 3E BA EB BE 1B | ...50..u.".>....
000000ED | 85 57 55 3C 2F EO0 TE 13 2 4F FC 00 10 05 €3 FF | JWU</um. 0uunnns
000000F0 | 28 02 E2 00 12 OF FF &8 03 2R 01 3¢ TF F2 00 00 | suueuunnn YoBau..
00000100 | 01 80 00 00 4E 72 81 BA E6 0B 97 2E o4 BY 42 E7 | ....Hr..uuus daas
00000110 | EF 7 TA C5 CB TF 36 5D 87 5C &F 35 FO 0D EB 55 | ..z2...68].%05...0
0ooooLza g 2E E7 D9 87 FE 1D D5 €2 FC D8 ES 57 57 A0 B4 | ........ b...WW..
00000130 | D4 D3 47 €B A9 75 BE 3D 2D 0OF 53 1D E4 BS Rd 42 | ..Gk.U.=—..uaun B
00000140 | 3B C5 D4 47 52 BE Do 47 OF 94 52 3 & ED OE A7 | ;..GR..G..Z2.X...
00000150 | 59 BE Ce EO 62 23 F2 0B AF 3F C5 €F 31 D7 33 6B | Y¥...b#...2.01.3k
000001le0 | E1 D7 €1 B4 D9 &E FE F4 IDCZEF C3 51 80 3EC3 | vu@eallannnns Qa
00000170 | 0T BB 33 0&A 22 &D 30 50 2k 5F C7 28 €1 AB 30 €B | ..3."m0BF*_. (&a..k
00000130 | A1 4E E7 &0 50 77 OC Ba g BD EE 25 FO 97 D1 18 | .H. "FW..... ...
000001530 | 2B DS AL A3 CAR F7 €& BR F4 0D FB FB EF &0 D7 78 | +aua.. Jeaanas TLM
00o0o001a0 | 67 4C Cf Feé 86 31 EC 3E C1 &0 DD & 2 B4 17 5E | gL...l.>."..%x.."
000001BO | 7D 3D 48 04 &7 DE 26 E= g EO 3F A% 0B FD C2 &C | }=H.g..... Taaaal

File P0-2200934-KINQTE.exe (bdb74765f6e99f2af997bb1916e373390aafa21100f8638c4d4dc89553fbba35) is
DBatLoader :
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v L4 P0O-2200934-KINQTE.rar
v | Executables
v P0-2200934-KINQTE.exe
“ | Images

Cursar 1 [lang:1033]
Cursor 2 [lang:1033]
Cursor 3 [lang:1033]
Cursor 4 [lang:1033]
Cursor 5 [lang:1033]
Cursor & [lang:1033]
Cursor 7 [lang:1033]
Bitrnap "BBABORT" [lang:1033]
Bitrnap "BBALL" [lang:1033]
Bitrnap "BBCAMCEL" [lang:1033]
Bitrnap "BBCLOSE" [lang:1033]
Bitrnap "BBHELP" [lang:1033]
Bitrnap "BBIGMORE" [lang:1033]
Bitrmap "BBMO" [lang:1033]
Bitrnap "BBOK" [lang:1033]
Bitrnap "BEBRETRY" [lang:1033]
Bitrmap "BEYES" [lang:1033]
Bitrnap "PREVIEWGLYPH" [lang:1033]
lcon 50 [lang:0]
lcon 51 [lang:0]
lcon 32 [lang:0]
lcon 33 [lang:0]
lcon 54 [lang:0]

Fie : |PO-2200934-KINQTE.bin
Entry Point : |00066744 00 : itext

00064D44 ' 55 8B EC 83 (4
Windows GUI
0014CCOO0h NO 00000000

Borland Delphi 2006/2007 - borland.com [ Downloader - Internet Behavior

32 ms.

" |Not packed , try debug www.ollydbg.de or wwav.x64dbg.com

DBatLoader typically performs download obfuscated later stage payloads from public cloud services such as

OneDrive or Google Drive. In the sample I’'m analyzing, it will load the payload from OneDrive.

ive.com/download?resid=FDB@512DE793B32E%211888authkey=!
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hxxps://onedrive[.]live[.]com/download?resid=FDB@512DE793B32E%21180&authkey="!AHbZUypgd3P@8kc

At the time of analysis, the encrypted payload is still downloadable via the link above.

== L= L - — e _ ]

0

2 255 _Vesvgfwtjjk

573 KB » Done

Ux 255_Vesvgfwtjjk
Offaet 01 2 3 4 5 & 7 % 9 B B C D E F Bscii

00000000 | 53 30 6C 4B 52 6D 46 57 48 42 64 43 5% 55 52 6F | SO1ERmFWHBACYURG
00000010 | 49 &9 49 53 59 55 52 46 52 69 46 48 53 30 6C 4B | IiIXYURFRiFHSO1K
00000020 | 49 &9 4A 45 59 55 56 45 56 6C 68 46 52 45 4% 68 | IiJEYUVEVIhFREJh
00000030 | 4D 43 73 78 50 53 73 39 4R 43 7 6C 4D 54 6B 37 | MCsxPS5sSJCglMTET
00000040 | 4F &R 5% 74 50 43 34 36 4R 43 38 33 4F €9 73 71 | OjY¥tPC46JCE30iag
00000050 | 4F 54 67 76 4E 6& 77 37 4B 44 49 6C 4% 7A 77 &C | OTgvNiwTEDI1Jzwl
00000060 | 4B 43 6B 37 53 30 6C 4B 52 6D 46 57 4% 42 €4 43 | ECKT7S01KRmFWHBAC
00000070 | 59 55 52 6F 49 69 49 S8 59 55 52 46 52 69 46 48 | YURoIiIXYURFRiFH
00000080 | 53 30 6C 4B 49 69 4R 45 59 55 56 45 56 6C 63 46 | SOLKIiJEYUVEVLhF
00000090 | 52 45 4& 63 47 53 67 32 4F 54 51 70 4F 6& &3 74 | EEJhGS5g20TQp0ict
000C00R0 | 4C 53 35 4C 53 55 70 47 59 56 59 63 46 30 4R 68 | LSSLSUpGYVYcFOJh
O00000BO | 52 47 67 €9 49 63 €4 63 52 45 56 47 49 55 64 4C | RGgiThdhREVGIUAL
000000C0 | 53 55 6F 69 4% 6B 52 68 52 55 52 57 57 45 56 45 | SUciIkRhRURWWEVE
000000D0 | 51 6D 47 71 72 36 32 68 72 36 47 6D &F 71 €D 74 | (mGgréZhreGmoqmt
O00000ED | 6C SR 2B 55 6D 4C 47 €5 73 4R 53 6D 71 35 4F 55 | 1I4UmLGesJSmgSoU
000C00FD | 72 36 53 56 6B 71 75 59 6E 70 2B €9 72 4B €D 6k | réSVkqu¥np+irkmj
00000100 | 6E 71 6D &9 70 SA 2B 71 72 36 32 68 72 36 47 6D | namipZ+qré2hraGm
00000110 | 6F 71 6D 74 &C S& 2B 55 6D 4C 47 €5 73 4R 53 6D | oqmclZ+UmLGesdsm
00000120 | 71 35 4F 55 72 36 53 56 6B 71 75 59 6E 70 2B 69 | gS0UreSVkquinp+i
00000130 | 72 4B 6D R 6E 71 €D €% 70 SR 2B 71 72 36 32 6%  rEmjngmipZ+grézh
0000140 1 A A7 fDER T £ T4 g Cn 2R ST Fn oA 7 £S5 reCmormmt 1 74T TmLEs

Decrypting the encrypted payload:

Done! Here is the strip

The decrypted payload (4c014a78f07a12a659b780d0da285a897a7ff56234796da909dc7al72e9282fc) is indeed
the Warzone RAT, based on the following strings:
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'
point :(00006DAs Moo ll < | EPSe

00021000h NO 00000000

Microsoft Visual C++ v.7.10 (55 8B) - 14.31 - Visual Studio 2022 [ Win Vit
47 ms.

’iq Mot packed , try debug www.olydbg.de or www.x64dbg.com u E
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aultcli.dll

ipPreference -Exclus

hRegD riptorDacl
url

WININET.d11l
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001n744 RAllowMultipleTSSessions
001a774 RDEClip
0012784 Name
001ATS0 Type
001na7Rn6 A\cmd.exe
001A7CE ASOFTWARE\Microsoft\Cryptography

0012808 MachineGuid

0012870 root\CIMVZ

0012888 SELECT Name FROM Win32_ VideoController

0012558 [Ave Maria Stealer PpenSource github Link: https://github.com/syochex/java-simple-mine-sweeper
0012218 C:\Users\Vitali Fremez\Documents\MidgestPorn\workspace\MsgBox.exe

0012280 Software\Microsoft\Windows\CurrentVersion\Explorer\

001ABO8 inst

0012B14 InitWindows|

0012BE30 Software\Microsoft\Windows\CurrentVersion\Run\

0012B9%0 :Zone.Identifier

001aEB4 \programs.bat

001ABD0 for /F "usebackg tokens=*" %%& in ("

001laclc  :start

00lac2c ") do %2

0012040 wmic process call create "

OD01ACBC SOFTWARE\ rptls

001ACDC Install

001acEC \System32\cmd.exe

DO1ATII4 WM DSP

Reuse the script in the article I analyzed here, extracting the C2 information that the WarZone RAT payload will

connect to.

A warzone_rat d : decrypted payload.bin
Extracted

This sample doesnt contain Builder ID or Warzone Key!

I11. References

e Dbatl.oader Triage

e [QuickNote] Decrypting the C2 configuration of Warzone RAT

IV. Indicators Of Compromise (IOCs)

End.

m4n0w4r
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