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Netwalker Ransomware
Aliases: Mailto, Koko, NetWalker
NetWalker Doxware

(umdpoBanbIUMK-BHIMOraTe/ib, My0/1uKarop, RaaS) (mepBoHCTOUHHUK)

Translation into English

OTOT KpPHITTO-BEIMOTaTeslb MM(pyeT JaHHble O13HeC-TI0/Ib30BaTene ¢ momorgeio Salsa20, a 3arem TpebyeT HarvcaTb Ha
email, uTo6bI y3HaTh, KaK 3aM/IaTHTh BHIKYI U BePHYTH (aiiibl. OpUrHHaIbHOE Ha3BaHUe: B 3alMCKe He yKa3aHo. [1o3xke
ObLT MOJIyYeH OPUTMHAJIBHBIN [elnpPOBIINK, KOTOPbIM Ha3biBas cebs "Netwalker Decrypter" v HOBasi 3amvcKa C Ha3BaHUEM
"Netwalker" (ceTeBoii X0[j0K) B 3arojioBke. B HOBbIX BepCHsIX BbIMOTaTe/ Iy Meperiy oT TpeboBaHMH BbIKyIIa K yrpo3am
MyOnMuKaLuy JaHHbIX. ECTh JaHHbIe 0 MPUYacTHOCTH rpak/iad PymbiHun, Bosrapuy, KaHazgb! 1 Ipyrux cTpaH K

PaCIPOCTPAHEHHIO 3TOU TIPOrPaMMBbI-BEIMOTaTeJIsl.

Brimorareny, pacnipoctpansitorie Netwalker, uepe3 HeKoTopoe BpeMsi CTajli yrpoXkaThb OMyOIMKOBaTh YKpa/ieHHbIe
JJAHHBIE C 1]eJIbI0 YCHJIeHHs JIaB/IeHHsT Ha >KepTBY (OTCIO/ja /JOTIOJIHUTe/IbHOe Ha3BaHue — my6smkarop). s 3Toro
BBIMOTaTe/Id HaYWHAIOT KPaXKy JaHHBIX Tlepef; IHdpoBaHueM ¢aiiioB. O6 3THX akLUsIX BEIMorarenei coobirianocs B CMU.
Ha MOMeHT ny6/IMKaliK CTaThH, He ObIJIO U3BECTHO O MyO/MKALMAX YKPaJeHHbBIX [JAHHBIX, BBIMOTaTe/H TOJbKO YIPOXKaH.

IToToM OHY peas30Bai CBOU yrpo3bl, UTOOBI I0Ka3aTh, UTO 3TO HE HIYTKH.

OGHapyKeHHUS:
DrWeb -> Trojan.Encoder.29450, Trojan.Encoder.29998, Trojan.Encoder.31232, Trojan.Encoder.32738,
Trojan.Encoder.32816, Trojan.Encoder.32938

Avira (no cloud) -> TR/Crypt. XPACK.Gen
BitDefender -
> Gen:Trojan.Heur. FU.euW@agmXI0f, Gen:Variant.Razy.553720, Gen:Trojan.Heur.FU.fuW @aKB239, Gen: Variant.Ransom.Netwal

ESET-NOD32 -> A Variant Of Win32/Filecoder.NXP, A Variant Of Win32/Filecoder.NetWalker.B
Kaspersky -> Trojan.Win32.DelShad.aqi, Trojan-Ransom.Win32.Mailto.a

McAfee -> Ransom-CWall!3D6203DF53FC

Microsoft -> Ransom:Win32/Mailto, Trojan:Win32/Nemty.PD!MTB

Symantec -> Downloader, ML.Attribute.HighConfidence

TrendMicro -> Ransom.Win32.NEMTY.THIBDAI, Ransom.Win32.MAILTO.ADC

VBA32 -> BScope.TrojanPSW.Spy

© Teneanorus: 9C Scarab-Amnesia + apyroii Kog >> Mailto / Netwalker
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V306pakeHre — JIOTOTUIT CTaTbU
K 3aumcpoBanHbiM (aiiiam no6aBisieTcst pacipeHre, KOTOpoe MOXKHO 3aricuarh Kak .<random> wm .<ID>

®DaKTUYeCKH HCITO/b3YeTCsl COCTABHOE PacIIMpeHye Mo 1I1ab/IoHy:
.mailto[<email>].<random{4-6}> w1 .mailto[<email>].<ID>

IMop .<random> u .<ID> MoryT HaxoAUThCS LPb! U OyKBbI B HID)KHEM perucTpe. BHauase 6b110 6 3HaKOB, HO ITOTOM YHCJ/IO

3HAKOB CTa/I0 MEHSTbCS Ha 4 U 5.

[IpruMeps! UCIIO/B30BAHHBIX PACIIMPEHUH € 6-10 3HAKaMu:
.1be018
.d0e731

[Tpumepsl 3a1udpoBaHHbIX QaiiioB
(c 6-r0 3HaKaM¥ B PaCIIUPEHNN)::

original_filename.mailto[kokoklock@cock.li].1be018
original_filename.mailto[kokoklock@cock.li].dOe731

[IpuMeprl UCIIOIB30BaHHBIX PACIIMPEHUH ¢ 4-5-10 3HaKaMHu:

.1401
fbf2u

IIpumepsl 3a1udpoBaHHbIX GaiiioB (¢ 4-Ms U 5-10 3HAKaMH B PaCIIUPeHUN):
.mailto[kazkavkovkiz@cock.li].1401

.rnailto[kkeessnnkkaa@cock.li].fbfZUOBHnmaHne! HoBble paciiypenust, email 1 TeKCThI 0 BBIKyTIe MO)KHO HalTH B

KOHLIe CTaTbH, B obHoB/eHUsX. Tam MOryT ObITh pas/inuvs C repBoOHa4Ya/IbHbIM BAPDUAHTOM.

AKTHBHOCTb paHHUX BAPUAHTOB 3TOTO KPHUITTO-BBIMOTaTesIsl MPHUILLIAch Ha Hauasio ceHTsiops 2019. [lara
KOMIU/ISLUK daiina, 3arpy>keHHOro B VT - 1 ceHtsi6psi 2019. AKTUBHOCTb HOBBIX BapHaHTOB (C 4-5 3HaKamu B
pacIIMpeHUn) TPUIIIACE Ha OKTSI0pb-HOs16pb 2019 1. 1 mpogomkunack B 2020 rozy ¢ 4-5-6-10 3HaKaMy B PaCIIMPEHUH.

OpHeHTHPOBAH Ha aHIVIOS3bIUHBIX M0/Ib30BaTe/IeH, UTo He MelllaeT PaclpoCTPAHSTh €ro M0 BCEMY MHPY.
3aricka ¢ Tpeb0BaHHEM BBIKYTIa Ha3bIBAeTCS IO 11a0/I0HY:

<RANDOM>-Readme.txt
<ID>-Readme.txt

Page 2 of 21


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjuNIQGd-x_3_NQVoHRsxw6hH861E2ECXOt6nvP-ceFqiRjgZKzavgky5ksvN9_Cr3KMibgmpnncd9UaDa3lcj4Y9w83iiNnEcDWpQoGXz-aTvOYONx5XdhNuCqW5VCt1lBGmjDSQxiXHc/s1600/logo.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjuNIQGd-x_3_NQVoHRsxw6hH861E2ECXOt6nvP-ceFqiRjgZKzavgky5ksvN9_Cr3KMibgmpnncd9UaDa3lcj4Y9w83iiNnEcDWpQoGXz-aTvOYONx5XdhNuCqW5VCt1lBGmjDSQxiXHc/s1600/logo.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png

https://id-ransomware.blogspot.com /2019 /09 /koko-ransomware.htm|

B Ha3BaHue 3anMCKM BXOAAT LUQPHI U 3araBHble OyKBbI U3 ID.

[Ipumepsbl:
1BE018-Readme.txt
DOE731-Readme.txt

CopepixaHue 3alICKHU 0 BBIKyIIe:

What happen ?

Your files are encrypted, and currently unavailable.

You can check it: all files on your computer has expansion 1be018.

By the way, everything is possible to recover, but you need to follow our instructions.
Otherwise, you cant return your data.

What guarantees?

Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not do our work and
liabilities - nobody will not cooperate with us.

Its not in our interests.

To check the ability of returning files, you should write to us by email.

There you can decrypt one file for free. That is our guarantee.

How to contact with us ?

Email us:

1.kokoklock@cock.li

2.pabpabtab@tuta.io

Be sure to include your personal code in the letter:
{key_1be018:EQAAADFCRTAXOC1SZWFkbWUudHhOIQAAACS5tY WlsdG9ba29rb2
tsb2NrQGNvY 2subGldLjFiZTAxOBbhG6/ZTIwcXSyoPZgY8TMD
2p1vkUHFSmsrgiyypKETyjgMI4SbuwMO0zSFNYw7SkWlrwk/s4D
WPimnvwOe7PAOsuwew1QoVHXCeyPII1iALwAJstGkayfAIRwie
/ZtwZRC37Qz9Fs5wQWCW4MOFd3U=}

ITepeBop 3anmMCKH Ha PYCCKHUH A3BIK:
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UYro ciryunnocs?

Barm ¢aiinsl 3anmvdpoBaHbl U ceifuac He/[OCTYIIHBI.

BbI MoskeTe TIpOBepHTH: BCe (haii/ibl Ha BallleM KOMITbIOTepe UMeroT paciypenye 1be018.
Kcraty, Bce MOJKHO BOCCTaHOBHUTD, HO HY)KHO C/IeZl0BaTh HAIlIUM MHCTPYKLIMSIM.

B npoTrBHOM Cilyuyae Bbl He CMOKeTe BepHYTb CBOU [JAHHBIE.

Kakue rapantuun?

3To npocto 6usHec. Mbl abCOMOTHO He 3a060TUMCS 0 Bac M BALIUX C/ie/IKaX, KpOMe Mo/Ty4yeHust BbIrogpl. Ecim Mbl He Oyzem
BBITIOJIHSATE CBOKO paboTy U 00si3aTesIbCTBa - HUKTO He Oy/ieT ¢ HaMH COTPY/JHUYATb.

OTO He B HAllIMX UHTepecax.

Yr06bI MPOBEPUTH BO3MOXXHOCTB BO3Bpara (haii/ioB, BbI JO/DKHBI HAMMCcaTh HaM Ha email.

Torya BbI MOXKeTe paciingpoBaTh OfWH (aiin 6ecriatHo. DTO Hallla rapaHTHsL.

Kak c Hamu cBsi3aTbCsi?

CBsDKHTECH C HaMH 110 email:

1.kokoklock@cock.li

2.pabpabtab@tuta.io

He 3a0yapTe yka3arb CBOW JIMUHBIN KOJ, B MUCHME:
{key_1be018:EQAAADFCRTAXxOC1SZWFkbWUudHhOIQA AAC5tYWlsdG9ba29rb2
tsb2NrQGNvY 2subGldLjFiZTAxOBbhG6/ZTlwcXSyoPZgY8TMD
2p1vkUHFSmsrgiyypKETyjgMI4SbuwMO0zSFNYw7SkWIrwk/s4D
WPimnvwOe7PAOsuwew1QoVHXCeyPII1iALwAJstGkayfAIRwie
/ZtwZRC37Qz9Fs5wQWCW4MOFd3U=}

Texuuueckue AeTa/In

Araku NetWalker ocymjectsisirotcst yepe3 He3aluiieHHy0 KoHduryparmio RDP ¢ ncronb3oBaHueM ysizBuMocteld B Oracle
WebLogic n Apache Tomcat. Crierjuaymictsl @BP coobimuy, uto oreparopsl NetWalker cramm mcrons3oBarhs AJ1st atak

9KCIUIOUTHI st ysi3BuMocTel B Pulse Secure VPN (CVE-201911510) u asist Be6-nipuoxkeHut, ucrnone3ytomux Telerik Ul
(CVE-2019-18935).
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HenckiroueHbl U3BeCTHBIE CITOCOOBI aTaKy 1 BO3/[eMCTBHS: C TOMOIIBIO email-criaMa v BpeJOHOCHBIX BIIOKEHHH, 0OMaHHBIX
3arpy30K, 60THETOB, SKCIIJIOWTOB, BPeJOHOCHOH PeK/IaMbl, BeO-UHKXEKTOB, (asIbIIMBbIX 0OHOB/IEHHH, eperlakoBaHHbIX U
3apa)kKEHHBIX UHCTANIATOPOB. CM. Takxe "OCHOBHBIE CIIOCOOBI pacrpoCTpaHeH!s! KPUIITOBBIMOTraTesieli" Ha BBOJHOM

crpanure biora.

OHy)KHO BCer/ia UCMOIb30BaTh AKTYalnbHYI0 aHTUBUPYCHYIO 3aiuTy!!!

Ecnu BbI ipeHebperaete KOMIIJIEKCHOM aHTUBUPYCHOH 3auuTol kiacca Internet Security umu Total Security, To XoTst Ob1

Jleialite pe3epBHOe KOITMPOBaHHe Ba)KHbIX (aiiyioB 1o Metony 3-2-1.

» Vlcrnionb3yeT Mapkep ¢aiina B KoHLle daiina: 0Ox16E11BAF.

» YnanseT TeHeBble KoruM ¢aiinos. Vcronb3yer API-untepdetic omiagku WaitForDebugEvent as BHepeHMst
BpefoHOCHOro Kofa B IIpoBoanuk Windows (explorer.exe) 1 3amycka ero OT/JIa)KeHHOT'O 3allUII[eHHOT0 MpoLiecca BMecTe C
cucreMoi. ITocste mmgpoBaHys explorer.exe 3aBepIliaeT POAUTEILCKUN MPOLIECC U YAA/ISIeT UCXOHBIM obpasely, daiin

cbpaceiBaetcs B "ProgramFiles", a Takxe B 3armck RUN, yHUUTOXasi C/e/ibl €ro CylijeCTBOBaHHSI.

Crnucok (haii/I0BBIX paclIMpeHuii, NoABepraoImxcsa mudpoBaHuo:
310 nokymentsl MS Office, OpenOffice, PDF, TekcToBble aitnibl, 6a3bl faHHBIX, oTorpaduy, My3blKa, BHeO, (aiiibl

06pa30B, apXUBbI U TIP.

ITpornycKarTCcsi CUCTeMHbIe JUPeKTOPUM U MHOTHE [JMPEKTOPUH MPOrPaMMHBIX (aiiyioB:
\system volume information\

\windows.old\

\$windows.~ws

\boot\

\appdata\

\windows\

\Internet Explorer\

\windows defender\

\program file*\windows media\

\program file*\windows portable\
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\program file\

\program file*\vmwaree\
\program file*\windows nt\
\program file*\windows photo\
\program file*\windows side\
\program file*\windowspowershell\
\program file*\

\program file*\microsoft games\
\program file*\common files\
\windows\cache\

\temporary internet\

\media player\
\users\*\appdata\*\microsoft

\users\*\appdata\*\microsoft

daiinkl, cBA3aHHBIE ¢ 3THM Ransomware:
1BE018-Readme.txt
DOE731-Readme.txt

<random>.exe - c/iyualiHOe Ha3BaHHe BPeJOHOCHOTO (aiina

Pacnonoxxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHbIe ¢ 3TUM Ransomware:

CM. HIDKe pe3y/bTaThbl aHa/IN30B.

CeTeBble NOAK/TIOUEHUs] M CBSI3U:

Email: kokoklock@cock.li, pabpabtab@tuta.io

BTC: -

CM. HIDKe B OOHOB/IEHUSIX [[pyTHe afipeca ¥ KOHTAKTHI.

CM. HIDKe pe3y/bTaThbl aHa/IU30B.

Pe3ynbTarbl aHa/IM30B:

® Hybrid analysis >>

Z VirusTotal analysis >>
5* Intezer analysis >>

2 ANY.RUN analysis >>
X VMRay analysis >>

) VirusBay samples >>

A\ MalShare samples >>

«# AlienVault analysis >>
{7] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTHU: CPefHAS.

TMoxpobHbIe cBefieHust COOMPAIOTCS PETYJISPHO.
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=== JEIIA®POBIIUK === DECRYPTOR ===
 Hetwalker Decnypler =

F Auto decrypt  Manual decrypt

[T Delete crypter *.txt files

Decrypl |

—— )

HemmpoBILyK /7151 3TOr0 BhIMOraresist Ha3biBaeT cebst "Netwalker Decryptor".

=== ICTOPUS CEMEVICTBA === HISTORY OF FAMILY ===

BapuanT Mailto / Netwalker ¢ 6 3Hakamu B paciuupeHus - ceHTs6pb 2019
BapuanTt Mailto / Netwalker ¢ 4 3HaKamu B paciiupeHud - okTs6pb 2019

BapuanT Mailto / Netwalker ¢ 5 3Hakamu B paciuvpenun - Hosiops 2019

,Z[anee TNPOAO/DKUIIOCH C TEM, UTO YXKe eCTb.

=== B/IOK OBHOBJ/IEHUM === BLOCK OF UPDATES ===

O6uosenue ot 13 okTsa0pst 2019:
Pacumpenue: .mailto[<email>].<random{4}>
3ammcka: <ID>-Readme.txt

Email: kazkavkovkiz@cock.li, Hariliuios@tutanota.com

CopepikaHue 3alMCKHU 0 BBIKYIIE:

Hi!

Your files are encrypted.

All encrypted files for this computer has extension: .1401

If for some reason you read this text before the encryption ended,
this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,

rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,

it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our

help.

The only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to
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recover.
We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,

but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.
Contact us:

1.kazkavkovkiz@cock.li

2.Hariliuios@tutanota.com

Don't forget to include your code in the email:
{code_1401:smjErehmmb8LN/ANr+7IThQKwUq3HbWCnh6hI5U0QmCXXILi+E
vx5Fcfp3p4q8GUCIEwWIpQzIHugCWZqozxmIES390hGqXRDXKkv
Ri/rJHtNC3J8BRvrrbqFYkJrDrwLLBBK?7127c3qEyJf8EyOXhn
WNQ7dH60A06qAejWIE0XH73AqHeQ1hiAeiB3U7vviDKLzYTG9z
V/DoxL9iM4CUbz8ZtVpqelO7mw0OWcsx50HkXVqGXg1SziRPKT

d58WyzVj5niEeKrAIRhd9eJbOOpEtFcw==}

ITepeBop 3anMCKHN Ha PYCCKUM A3BIK:

[Ipusert!

Barm ¢aiinsl 3amvdpoBaHbL.

Bce 3ammdpoBaHHbIe (aiiibl 15 3TOr0 KOMITBIOTepa UMeloT pacimpenue: .1401

Ec/1 1o Kakoii-To MpUUMHe Bbl POUMTAJIU 3TOT TEKCT [J0 TOTO, KaK 11 pOBaHUE 3aKOHUMIOCh, 3TO MOXXKHO IIOHSTh 10 TOMY,
YTO KOMIIBIOTEP 3aMeJI/TUICS, @ YaCTOTa Cep/ieUHbIX COKPAIl|eHHUH YBeIMUM/Iach W3-3a BO3MOXKHOCTH €r0 BBIK/IFOUNTD,
M03TOMY MbI PEKOMEH/IyeM BaM OTOMTH OT KOMITbIOTepA U MPUHSTh, YTO Bbl ObL/IM CKOMITPOMETHPOBAHbI, Ilepe3arpy3ka /
BBIK/TIOUEHNe MIPUBEZET K TIoTepe (aiijioB 63 BO3MOXKHOCTH BOCCTAHOBJIEHHS], U ke OOT He CMOYKET BaM [OMOUb, 3TO
MOTYT OBITh (hali/Ibl B CETH, MPUHA/IXKAILMe JPYTUM I10/1b30BaTesisiM, 00s13aTesIbHO B3SITh Ha Ce0s1 3Ty OTBETCTBEHHOCTD?
Hatuu anroputmsl mdpoBaHusi OueHb CHUIBbHBI, U Bally (aii/ibl OueHb XOPOILO 3allUIIeHbl, BbI HE MOXKeTe HaflesiThCs
BOCCTaHOBUTh X 0€3 Halllei MOMOLIHU.

EMHCTBeHHBIH CrIocob BepHyTh BallK (aisibl - 3TO COTPYAHUYATL C HAMH U TIOJTyYUThb TIPOrPAMMY PacIl(POBKH.

He nibITaiiTech BOCCTaHOBUTH Baliy (atisibl 6e3 paciuugpoBKy MPOrpaMMbl, BbI MOXKETe MOBPeIUTh UX, U TOT/A UX Oyaer
HEBO3MO)XHO BOCCTAHOBUTb.

MBEI peKoMeH/jyeM BaM CBsI3aThCsl C HAMU KaK MOJKHO CKOpee, B TIDOTHBHOM C/Iyuae eCTh BePOSITHOCTb, UTO BallM (haiibl
HUKOT/Ia He Gy/IyT BO3BpalleHbI.

7151 Hac 3TO MpocTo OU3HeC, U YTOOBI ZI0Ka3aTh BaM Hallly CepPbe3HOCTh, MbI pacirdpyemM HeKoTopble (aiibl HecriaTHo, HO
MBI He OyzieM ZI0/Iro JK/jaTh Balllero MUCbMa, 1ouTa MoKeT ObITh 3a6/I0KUpOBaHa, MbI H/leM Jlablile, TIOTOPOIUTeCh C
pelLieHue.

CBsDKUTECH C HAMHU:

1.kazkavkovkiz@cock.li

2. Hariliuios@tutanota.com

He 3a0yapbTe ykasarb CBO# KOJ B TIUChME:
{code_1401:smjErehmmb8LN/ANr+7IThQKwUq3HbWCnh6hI5U0QmCXXILi+E
vx5Fcfp3p4q8GUCIEwWIpQzIHugCWZqozxmIES390hGgXRDXKkv
Ri/rJHtNC3J8BRvirbqFYkJrDrwLLBBK7127¢3qEyJf8EyOXhn
WNQ7dH60A06qAejWIE0XH73AqHeQ1hiAeiB3U7vviDKLzZYTG9z
V/DoxL9iM4CUbz8ZtVpqelO7mw0OWcsx50HkXVqGXg1SziRPKT

d58WyzVjbniEeKrAlRhd9eJb0OpEtFcw==}

INpormycKaroTcst CUCTeMHble AUPeKTOPUY U MHOTHe AMPeKTOPUH NPOrpaMMHbIX (haiisioB:

*system volume information
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*windows.old

*:\users\*\*temp

*msocache

*:\winnt

*$windows.~ws

*perflogs

*boot

*\windows

*:\program file*

\vmware

\W¥\users\*\*temp

\W¥\winnt nt

\W\windows

*\program file*\vmwaree
*appdata*microsoft
*appdata*packages
*microsoft\provisioning

*dvd maker

*Internet Explorer

*Mozilla

*0ld Firefox data

*\program file*\windows media*
*\program file*\windows portable*
*windows defender

*\program file*\windows nt
*\program file*\windows photo*
*\program file*\windows side*
*\program file*\windowspowershell
*\program file*\cuas*

*\program file*\microsoft games
*\program file*\common files\system em
*\program file*\common files\*shared
*\program file*\common files\reference ass*
*\windows\cache*

*temporary internet*

*media player
*:\users\*\appdata\*\microsoft

\\Fusers\*\appdata\*\microsoft

O0HoB/1eHue ot 6 HosIOps 2019:

Coobuenne >>

Pacumpenue: .<random{5}>

CocraBHoe pacuipenue (11a6soH): .mailto[<email>].<random{5}>

CocTtaBHoe pacivpenue (rpumep): .mailto[2Hamlampampom@cock.li].82a80
Email: 2Hamlampampom@cock.li, Galgalgalgalk @tutanota.com

3ammcka (11abson): <ID>-Readme.txt

3ammcka (mpumep): 82A80-Readme.txt

Pesynerare! anammsos: VI + VMR

» OOHapysKeHUsT:
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DrWeb -> Trojan.Encoder.29998

BitDefender -> Gen:Variant.Razy.553720
McAfee -> Ransom-CWall!BO008E752F48
Microsoft -> Trojan:Win32/Nemty.PD!MTB
Rising -> Ransom.Mailto!1.BC36 (CLOUD)
TrendMicro -> Ransom.Win32.MAILTO.ADC

» CopepKaHue 3ariCKH:

Hi!

Your files are encrypted.

All encrypted files for this computer has extension: .82a80

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,
rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,
it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our
help.

The only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to
recover.

We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,

but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.
Contact us:

1.2Hamlampampom@cock.li

2.Galgalgalgalk@tutanota.com

Don't forget to include your code in the email:

{code_3289ad72_82a80:

TdbC2z2sDmbynrNfz+/MNXPnOFfoaKCO6n500cE9BmMdZ+V7rpm
Vk8nf4/uqvCi+PcmAes50FDKnY6wqXAJzs1g6QqwvBDhRwcq2]
MpggWFeJjLISmYxDvGsesTN9VyP2FfgHkhbhQzBb5KGSg7C4S0
YOACdiplxm/8gkdVgESTDoGmAE7ZtM0QB2SvByB3eEOCm64Au8
TIpol+9enkvgfv1oQotXH5d2/BFLMGFUeiR5pFKeZNWBVU3WrI
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gWVZ6NTSCNCEVIuFBGMewtl6c809ADyks=}

=== 2020 ===

O6HoBenue ot 23 sinBaps 2020:

Pacmmpenue (11a6sion): .mailto[<email>].<random{5}>

Pacimpenye (pumep): .mailto[sevenoneone@cock.li].25b0a

» CopeprkaHue 3arncKu:

Hi!

Your files are encrypted.

All encrypted files for this computer has extension: .1a2b3

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,
rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,
it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our
help.

The only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to
recover.

We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,

but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.
Contact us:

1.sevenoneone@cock.li

2 kavariusing@tutanota.com

Don't forget to include your code in the email:

{code***}

O6HoBnenue ot 3 espass 2020:

Coobiiienue >>

Pacmmpenue: .mailto[<email>].<random{5}>

[Mpumepsl paciuupenuii: b0ae6, .c3f7e

CocTtaBHoe pacivpen#e (11absoH): .mailto[<email_ransom>].<random{5}>
CocrasHoe pacmupenue (ripumep): .mailto[kkeessnnkkaa@cock.li].c3f7e

3ammcka: <ID>-Readme.txt

ITpumepri 3anucok: C3F7E-Readme.txt, BOAE6-Readme.txt
Email: kkeessnnkkaa@cock.li, hhaaxxhhaaxx@tuta.io
Daitn: wwllww.vexe

Hara kommussiuu: 6 nexkabpst 2019

Pesynbrare! anamusos: VI + HA + JIA + AR + VMR

» OGHapyKeHHsI:

DrWeb -> Trojan.Encoder.29998

BitDefender -> Gen:Trojan.Heur. FU.fuW@aKB239
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ESET-NOD32 -> A Variant Of Win32/Filecoder.NXP
McAfee -> Ransom-CWall!73DE5SBABF166

Rising -> Ransom.Mailto!1.BC36 (CLOUD)
Symantec -> ML.Attribute.HighConfidence

» CojeprkaHue 3arrcKu:

Hi!

Your files are encrypted.

All encrypted files for this computer has extension: .bOae6

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,
rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,
it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our
help.

The only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to
recover.

We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,

but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.
Contact us:

1.kkeessnnkkaa@cock.li

2.hhaaxxhhaaxx@tuta.io

Don't forget to include your code in the email:

{code_345f15fb_b0ae6:

gLLViWHEEjy2NZnRRmMjfHyyMyN55ePylVs***nsf/ KUM55Y=}

OoHoBenue ot 5 perpasns 2020:
Pacimpenye: .mailto[<email>].<random{5}>
3ammcka: <ID>-Readme.txt

Email: sevenoneone@cock.li, kavariusing@tutanota.com

O6Hosnenue ot 13 despasns 2020:

Coobiienne >>
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Pacumpenue: .aa974, .3cdcb
3amucku: AA974-Readme.txt, C3DC5-Readme.txt

Email: knoocknoo@cock.li, eeeooppaaaxxx@tuta.io

Pesynbrarel anamusos: VT + JA + VMR + AR

» OOHapy>KeHUst:

DrWeb -> Trojan.Encoder.29998

ALYac -> Trojan.Ransom.Mailto

BitDefender -> Trojan.Ransom.Netwalker.A

ESET-NOD32 -> A Variant Of Win32/Filecoder.NetWalker.D
Malwarebytes -> Ransom.NetWalker

Kaspersky -> HEUR:Trojan-Ransom.Win32.Mailto.vho
TrendMicro -> Ransom.Win32.NEMTY.SMTHA

O6HoBenue ot 12 mapra 2020:

Coobmienve >>

ITpumep pacivpenust: .d2723e

IMpumep 3anucku: D2723E-Readme.txt

Ha crpanwue caiiTa oriarsl NOsBUIOCH caMoHa3BaHue: NetWalker
Pesynbrarel ananusos: VT + HA + VMR

» OGHapyKeHusI:

DrWeb -> Trojan.Encoder.31232

BitDefender -> Gen:Variant.Ransom.Netwalker.4
ESET-NOD32 -> A Variant Of Win32/Filecoder.NetWalker.B
Symantec -> ML.Attribute.HighConfidence

» CojeprkaHue 3ariCcKu:
Hi!
Your files are encrypted.

All encrypted files for this computer has extension: .531c5d
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If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised.
Rebooting/shutdown will cause you to lose files without the possibility of recovery.

Our encryption algorithms are very strong and your files are very well protected, the only way to get your files back is to
cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to
recover.

For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.

Just open our website, upload the encrypted file and get the decrypted file for free.

Steps to get access on our website:

1.Download and install tor-browser: https://torproject.org/

2.0pen our website: rnfdsgm6wb6j6suStxkekw4dudy47kp2eatvu7d6xhyn5cs4ltdpdrqqd.onion

3.Put your personal code in the input form:{code_04b069:000aN/OUOKbNO9XH4t***JeVqg==

CKpUHILOTHI CaiiTa OIIaThl:

BriMorareny, HakoHell, "pa3poju/Inch’ Ha3BaHWEM [ijisl CBOel BpeZloHOCHOM rporpaMmel. [llecTs MecsiieB crycTst

OTpe/IeNIMThCS C Ha3BaHHEM — 3TO CBOe0oOpa3HbIi IHOOeTbCKUI PeKop/.

S

Tor-URL: rnfdsgm6wb6j6su5txkekw4udy47kp2eatvu7d6xhyn5ces4lt4pdrqqd.onion

LARSTWY.

B 3armicke 370 Terneps Ha3biBaeTcst Netwalker, a Ha Tor-caiite NetWalker, najke Teriepb OHH ellle ITyTaroTCs C Ha3BaHUEM U
[I0 CHX TIOp He OTpe/ie/TUIHCh B pa3mepe 6ykBbl W. Kakoii 3To "ceteBoii xog0K", 310 "koko", kak oHu camu cebsi v Ha3Bau

B iepBoM email-azgpece kokoklock@cock.li.

16 16 18

®aiin: CORONAVIRUS_COVID-19.vbs (myvtfile.exe)

Pesynerarsl ananusos: VT

O6HoBenue ot 12 masn 2020:

Coobirenune >>

Coobirenne >>
BrIMoraTenu BbIIyCTH/IM KPYTTHOe 0OHOB/IEHHE, BK/IFOUAOLIlee aBTOMAaTHUeCKY0 MyO/IMKALMIO JaHHBIX O KepTBaXx,
pa360K1poBKy mpoteccos (c momortbio API Restart Manager), c6opku PowerShell, nemoncTpariyio 3apabotka Ha

BbIMOTaTe/IbCTBe B MUIJTMOH [10/1apoB (Haripumep, 1 038 491 nonnap OT OfHOM XKepTBbI).
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgBB1PR7pwPpqgnlmkG__6kDKePwJ5Ug8cuKnRAG4OM4q3p3SZ9NEu5L_mZ9b39wuRVFVdFTbk33KhbZ3Zd9TyRnP4zevLOYMC_1LWrC4HnvVZpROudpFahuS-k_jMD9MLxgZSKxy6nZMo/s27/crazy.gif
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhM4wt4EJaxdSwYG3XQkeSCtWvWx5htuyNu_2XGX6qEGkqEicQj4VNJkr-G1Q3RvyMolmMjQRwQlsnA0nJPjltugCpoy0EhskU51nRMc0W6ZX4JchtodZSbFno29S3tVaikC7o1gDFZ4B8/s1009/note-13-2-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhM4wt4EJaxdSwYG3XQkeSCtWvWx5htuyNu_2XGX6qEGkqEicQj4VNJkr-G1Q3RvyMolmMjQRwQlsnA0nJPjltugCpoy0EhskU51nRMc0W6ZX4JchtodZSbFno29S3tVaikC7o1gDFZ4B8/s1009/note-13-2-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh7TsAHUey-RFRSBc_GLaYkxx5KNIkyb04blf25jblBZoBhKVIXLnHWzD6Qw_marzxPYQF7_V6Iqci8_ld5NoWbiI3L6PXkcudwpyBaQciuPvhpnR_l1mjl_oM-4Dl9GXQW6Vfc9YiKzcQ/s472/site-13-3-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh7TsAHUey-RFRSBc_GLaYkxx5KNIkyb04blf25jblBZoBhKVIXLnHWzD6Qw_marzxPYQF7_V6Iqci8_ld5NoWbiI3L6PXkcudwpyBaQciuPvhpnR_l1mjl_oM-4Dl9GXQW6Vfc9YiKzcQ/s472/site-13-3-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZMtRQ6sSgOlxL3cjjcCvOdXVZeE1caJtcaULIbKWATWfriLkriuyXW4B7yvZkFlNtqMrA7ofdaxDLehIvXV_fWiD-Txry563mFc-SmhBvgLuUpAgWgCuu_CFZijMgV1Zvh8BBvJ6Kpyk/s36/mail1.gif
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZMtRQ6sSgOlxL3cjjcCvOdXVZeE1caJtcaULIbKWATWfriLkriuyXW4B7yvZkFlNtqMrA7ofdaxDLehIvXV_fWiD-Txry563mFc-SmhBvgLuUpAgWgCuu_CFZijMgV1Zvh8BBvJ6Kpyk/s36/mail1.gif
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZMtRQ6sSgOlxL3cjjcCvOdXVZeE1caJtcaULIbKWATWfriLkriuyXW4B7yvZkFlNtqMrA7ofdaxDLehIvXV_fWiD-Txry563mFc-SmhBvgLuUpAgWgCuu_CFZijMgV1Zvh8BBvJ6Kpyk/s36/mail1.gif
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZMtRQ6sSgOlxL3cjjcCvOdXVZeE1caJtcaULIbKWATWfriLkriuyXW4B7yvZkFlNtqMrA7ofdaxDLehIvXV_fWiD-Txry563mFc-SmhBvgLuUpAgWgCuu_CFZijMgV1Zvh8BBvJ6Kpyk/s36/mail1.gif
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZMtRQ6sSgOlxL3cjjcCvOdXVZeE1caJtcaULIbKWATWfriLkriuyXW4B7yvZkFlNtqMrA7ofdaxDLehIvXV_fWiD-Txry563mFc-SmhBvgLuUpAgWgCuu_CFZijMgV1Zvh8BBvJ6Kpyk/s36/mail1.gif
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZMtRQ6sSgOlxL3cjjcCvOdXVZeE1caJtcaULIbKWATWfriLkriuyXW4B7yvZkFlNtqMrA7ofdaxDLehIvXV_fWiD-Txry563mFc-SmhBvgLuUpAgWgCuu_CFZijMgV1Zvh8BBvJ6Kpyk/s36/mail1.gif
https://www.virustotal.com/gui/file/9f9027b5db5c408ee43ef2a7c7dd1aecbdb244ef6b16d9aafb599e8c40368967/detection
https://twitter.com/malwrhunterteam/status/1260261904532070402
https://twitter.com/VK_Intel/status/1260266010009010178
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O6HoBienue ot 19 masn 2020:

Cratbs Ha caiite BleepingComputer >>

Netwalker rmo/iHOCTBIO MEPEXOJAT Ha aTAKK KPYITHBIX TIPEATPUSITHH, UTOOBI BHIBECTH CBOM OHU3HEC HA HOBBIN

ypoBeHb. CTaparoTcsi u3beratb poCCUiicKye MpeanpusTys 1 e B crpaHax CHI.

5 targets is prohibived,
he clients vims] who

soven days then for the following week, the % of

will be 1E

gellow 300kS in seven days, the % will be 20

CxeMa, XapakTepu3yroiasi HOByt cTpyktypy Netwalker.

o NETWALKER STRUCTURE

MAIN TEAM Fii: FOETM REFRESCHTATIVES:

RAAS AFFILINTES SRR S TV
[o ]

| ‘Spacisists In Netwark |l‘ m:um |li Taecilists Hetwork ‘
Aecrss Escalation Manoing

CODRDIKATION VIA ADMIN
PAKEL

OGHoB/1eHue ot 22 Mas 2020:

Coobiienue >>

Pacuumpenue: .3e9831

3armcka: 3E9831-Readme.txt

Email: ---

Pesynbrare! aHamusos: VT + AR

» OOHapyKeHUsT:

DrWeb -> Trojan.Encoder.31876

BitDefender -> Trojan.Agent. ERKI

TrendMicro -> Ransom.PS1.NETWALKER.SMW

ST TR O O T T —

& @ i THX

Tor-URL-1: pb36hu4spl6cyjdthing7h3pw6dhpk32ifemawkujj4gp33ejzdq3did.onion
Tor-URL-2: rnfdsgm6wb6j6suStxkekwdudy47kp2eatvu7d6xhyn5es4ltdpdrqgd.onion
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https://www.bleepingcomputer.com/news/security/netwalker-adjusts-ransomware-operation-to-only-target-enterprise/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhR89xnxZj55Moyq4Uea6T6AK3wXWjZjEu1lIKAFpeVhzIkGrQtHdDg9dg7lvcBzdH5IlPYLTyy-PI3E1RcxbqEDfpzLZ0ahqX3bcYTASp2s6JtrqbYlGKXG3sxUsTpwTPScuZ5toSjs0I/s1363/NetWalker-principles_AdvIntel.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhR89xnxZj55Moyq4Uea6T6AK3wXWjZjEu1lIKAFpeVhzIkGrQtHdDg9dg7lvcBzdH5IlPYLTyy-PI3E1RcxbqEDfpzLZ0ahqX3bcYTASp2s6JtrqbYlGKXG3sxUsTpwTPScuZ5toSjs0I/s1363/NetWalker-principles_AdvIntel.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhnzxY-F3X6cw0NGTj00IJGGUhhIvfz5XpacqI2GeO_mBOinrY4f1IbskTZ6p1teRmqDKIk_LukYv-bMk0o1Rw2WWDZVTwnqbL3wf6rvbXV5n0vTc8gmCKBcINs3OnN6ngbpkbumSMykPA/s1153/NetWalkerRaaSmodel-AdvIntel.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhnzxY-F3X6cw0NGTj00IJGGUhhIvfz5XpacqI2GeO_mBOinrY4f1IbskTZ6p1teRmqDKIk_LukYv-bMk0o1Rw2WWDZVTwnqbL3wf6rvbXV5n0vTc8gmCKBcINs3OnN6ngbpkbumSMykPA/s1153/NetWalkerRaaSmodel-AdvIntel.png
https://twitter.com/petrovic082/status/1263769336386400256
https://www.virustotal.com/gui/file/68cf2072515bb9cf6ad418615c1f52dcdf24ca1ee46d115a3de2146d1d40d59e/detection
https://app.any.run/tasks/5ab9f47d-7eb0-4d8d-aca8-f630f1b064ca/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhWPqMhjBRZbrODMMrcIrSyfAmpFMMNQLh-n-c6CZnuS1lDPt9qvBSi1DOUj4Fh9ROK5ez6eMuLmJH7FL_ollQzUjwuzH8xnHZdFdPVYxe1Z0pNZqVpG_cvRlGEjjt7_NDfhWjTj3aZQOc/s1074/note-17-7-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhWPqMhjBRZbrODMMrcIrSyfAmpFMMNQLh-n-c6CZnuS1lDPt9qvBSi1DOUj4Fh9ROK5ez6eMuLmJH7FL_ollQzUjwuzH8xnHZdFdPVYxe1Z0pNZqVpG_cvRlGEjjt7_NDfhWjTj3aZQOc/s1074/note-17-7-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhrzGESszoTnMUOXQz4qdb_Na5S9juhLJooHIMMFemG8MXvqVaU-wrW8Dz5IrPAPLeyFLSLblv8CG5_hN2OdhnvszihaQBrn9Yfu8tIqlCV4XOjHJzdiff89sVcIb-T9jnSLfMHKTqPZ8c/s766/tor-url-17-7-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhrzGESszoTnMUOXQz4qdb_Na5S9juhLJooHIMMFemG8MXvqVaU-wrW8Dz5IrPAPLeyFLSLblv8CG5_hN2OdhnvszihaQBrn9Yfu8tIqlCV4XOjHJzdiff89sVcIb-T9jnSLfMHKTqPZ8c/s766/tor-url-17-7-20.png
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Pesynbrarel aHanusos: VI + AR

» OOHapy’KeHUsI:

DrWeb -> Trojan.Encoder.31757

ALYac -> Trojan.Ransom.Powershell

BitDefender -> Trojan.Ransom.GenericKD.43121546
ESET-NOD32 -> Win64/Filecoder.Netwalker.A
TrendMicro -> Ransom.PS1.NETWALKER.SM

Oo6HoB/enue ot 1 aBrycra 2020:

HaunHast ¢ mapta 2020 roza mudpoBasblivK MPHHEC CBOMM OIepaTopaM OK0JIo 25 MUITMOHOB /jo/1apoB. OGHOB/IeHHE 0T

4 cenTsdps 2020:

O6uoBnenue ot 3 oKTAOPst 2020:
3amucka (1m1abson): XXXXXX-Readme.txt
3anmcka (mpumep): 2F9B60-Readme.txt
®aiinbl: ned2.psl, pay.psl

» OOHapy>KeHUsI:

DrWeb -> Trojan.Encoder.32738

ALYac -> Trojan.Ransom.Netwalker
BitDefender -> Trojan.Agent. EXIG
ESET-NOD32 -> PowerShell/Filecoder.AE
Symantec -> Trojan Horse

TrendMicro -> Ransom.PS1.NETWALKER.SMW
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https://www.virustotal.com/gui/file/f4656a9af30e98ed2103194f798fa00fd1686618e3e62fba6b15c9959135b7be/detection
https://app.any.run/tasks/a7e0647c-81b2-4150-b944-3ae3e697c92a/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgc4aVYV_Jd3MWimbeW5qmyL9Ry-l3kqnsrO3WrhTLrHtKsCClBKr5w3IXdsq4UfCN-4rYBfcvdei_nAb5kXrahzjX-CQHTvD8S7GM0FC5Cv4D15wBXQWJMnBcedsCdM7Sy4tz_unsjPy0/s856/cygilant.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgc4aVYV_Jd3MWimbeW5qmyL9Ry-l3kqnsrO3WrhTLrHtKsCClBKr5w3IXdsq4UfCN-4rYBfcvdei_nAb5kXrahzjX-CQHTvD8S7GM0FC5Cv4D15wBXQWJMnBcedsCdM7Sy4tz_unsjPy0/s856/cygilant.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEixwQuZTdyRwaOW-ZQPQYqEUKDjl02O5Ue9a4b13KsgWYsNAxJBUi5ciowFVeS8sSfpfwPvYf9F7E5QKrpzvz8JIs0TAN0KO8DEEeS5LbrEkK-aWdokYQO-lO21Ottrhi0DZd4QwjwXjqc/s1040/tor-ransom-9-9-20.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEixwQuZTdyRwaOW-ZQPQYqEUKDjl02O5Ue9a4b13KsgWYsNAxJBUi5ciowFVeS8sSfpfwPvYf9F7E5QKrpzvz8JIs0TAN0KO8DEEeS5LbrEkK-aWdokYQO-lO21Ottrhi0DZd4QwjwXjqc/s1040/tor-ransom-9-9-20.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjYBrEqBOQ4WVIxIjLv1GbwyXS5Z5JwDD_jbBOc_DUllUGnlqsdPZBk5C9rLNrhdzueRnNGrUdgAdUzkVrZJW9EEIM-u-5g-B8YLHPnJHMC2kFU8IS7sMLMB9hFN-nNF35LkIRasRQZnGU/s1060/tor-stolen-data-9-9-20.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjYBrEqBOQ4WVIxIjLv1GbwyXS5Z5JwDD_jbBOc_DUllUGnlqsdPZBk5C9rLNrhdzueRnNGrUdgAdUzkVrZJW9EEIM-u-5g-B8YLHPnJHMC2kFU8IS7sMLMB9hFN-nNF35LkIRasRQZnGU/s1060/tor-stolen-data-9-9-20.jpg
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CKpUHIIOTHI caiiTa yTeuek:

Oo6HoBenue ot 10 okTs0pst 2020:

URL: xxxx://rnfdsgm6wb6j6suStxkekw4udy47kp2eatvu7d6xhyn5cs4ltdpdrqqd.onion/blog
3anmcka (mabmon): XXXXXX-Readme.txt
3armcka (mpumep): FODBEC-Readme.txt

®Paitn: 0opsNO.psl

Pesynbrate! anamusos: VT + HA + JA + VMR

» OOHapy’KeHUsI:

DrWeb -> Trojan.Encoder.32816

ALYac -> Trojan.Ransom.Netwalker

BitDefender -> Trojan.PowerShell. Agent. HQ
Symantec -> Trojan Horse

TrendMicro -> Ransom.PS1.NETWALKER.SMW
OoHoBenue ot 27 oKTs0ps 2020:

» OOHapyKeHUsI:

DrWeb -> Trojan.Encoder.32938

ESET-NOD32 -> PowerShell/Injector.BC

Symantec -> Trojan.Gen.NPE

O0HoB/enue ot 27 Hos1Opst 2020:
Pacumpenue: .18a936

3ammcka: 18a936-Readme.txt
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiD0QDidzN3X3sg6oXRdyhn9bLzk4uyU6utKr6r0_NNgeMQVLIv-6DJ4V-4tuE1mAfF5fm_sM7UVb6jDu5r-mVOvreIRcFDNYGW6Gy-uYcfUUQgTVYXTvf_ijJw0BXawReVrcLrr8vL-LY/s1035/note-3-10-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiD0QDidzN3X3sg6oXRdyhn9bLzk4uyU6utKr6r0_NNgeMQVLIv-6DJ4V-4tuE1mAfF5fm_sM7UVb6jDu5r-mVOvreIRcFDNYGW6Gy-uYcfUUQgTVYXTvf_ijJw0BXawReVrcLrr8vL-LY/s1035/note-3-10-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjFzPHDfWWTSFbGBh_E2sVhIOthQJHDhcDgaTPUjy6lEp7tjt_BarPi82hxuEHw1LtPdTtKaNVyolbwDo_0k_hA0_3r_sK1XBOOgLdPUuRk7lu3PfIuGK2vbcbwjtiUBzS_Xh8slEBmFEg/s1072/site-3-10-20.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjFzPHDfWWTSFbGBh_E2sVhIOthQJHDhcDgaTPUjy6lEp7tjt_BarPi82hxuEHw1LtPdTtKaNVyolbwDo_0k_hA0_3r_sK1XBOOgLdPUuRk7lu3PfIuGK2vbcbwjtiUBzS_Xh8slEBmFEg/s1072/site-3-10-20.jpg
https://www.virustotal.com/gui/file/0061e41a2ce989b4561b514db2f03d6206fb582a716a7b09b01950b3016415b1/detection
https://www.hybrid-analysis.com/sample/0061e41a2ce989b4561b514db2f03d6206fb582a716a7b09b01950b3016415b1/5f8598867c11ba2f2142e5a7
https://analyze.intezer.com/analyses/027ef9fe-43fe-4c13-a482-b2982cd16c5f
https://www.vmray.com/analyses/0061e41a2ce9/report/overview.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyX_11FIUkZaZKloD4K0ubuWv7v1XVS3le27G2YogVfqtF4a7Rpk9GD8HLFq9DNBQzCx92V6fOfhciYYmZOJfR4r59mXBSqunwoaM4oec61dpXUW2p2_Y5okobLeFw0tlqxOeInZrxHEI/s883/27-10-20-1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyX_11FIUkZaZKloD4K0ubuWv7v1XVS3le27G2YogVfqtF4a7Rpk9GD8HLFq9DNBQzCx92V6fOfhciYYmZOJfR4r59mXBSqunwoaM4oec61dpXUW2p2_Y5okobLeFw0tlqxOeInZrxHEI/s883/27-10-20-1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEdftoL3Qj3MJB1RpryRvcuFqeQKBpvgENyen5cDDxFJp6d_dwtZt7aWt51MtjZGLQDJEZFiNNq80nlyoJ7Qtx6RwuZeIBi2Jnw4GP_7kIISzlRbDUlRtXX216gOBRqgSI7Nog-JySMT0/s834/27-10-20-2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEdftoL3Qj3MJB1RpryRvcuFqeQKBpvgENyen5cDDxFJp6d_dwtZt7aWt51MtjZGLQDJEZFiNNq80nlyoJ7Qtx6RwuZeIBi2Jnw4GP_7kIISzlRbDUlRtXX216gOBRqgSI7Nog-JySMT0/s834/27-10-20-2.png
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OGHoB/1eHue ot 9 Aekadps 2020:
Pacmmpenue: .5f13f7
daiin: Bedeva Hack.exe

Pesynbrate! aHanm3oB: VT

=== 2021 ===

HoBoctb ot 27 sinBaps 2021

THIS HIDDEN SITE HAS BEEN SEIZED

MumnuctepctBo tocturiyu CIITA, ®BP, Bosrapckast HallMoHasbHast Cy»kba pacciejoBanuii ¥ ['eHepabHOe yripaB/ieHHe
Bonrapuy 1o 60pebe ¢ opraHU30BaHHOM MPECTYMHOCTHIO B XO/le COIVIaCOBAHHBIX /1eHCTBUH KOH(HCKOBAIM CalThI
Netwalker Tor, caiTbl M/1aTe>Xei ¥ yTeUKU JaHHbIX. B UTOre Tereps Ha HUX BbICTaBIeHO coobuieHre oT OBP u

MPaBOOXPaHUTE/IbHBIX OPraHoB bonrapun o KoHMHCKaLMK.
Bapuasr ot 12 deBpasns 2021:

Pacmmpenue (ripumep): .483b6a
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjeab3mfeAWNC10ywVzDBDWt__ZDUfYWGmBQL6ZvmzN_r6GzLW_52iTcftg47M2vNj1BAwSNTwEaljOGSADyxP43ZXz5rCUhwjldILz_A6On0MsnjDpOAl_hFFH-ztf-feRri_CZk-g-00/s860/note-27-11-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjeab3mfeAWNC10ywVzDBDWt__ZDUfYWGmBQL6ZvmzN_r6GzLW_52iTcftg47M2vNj1BAwSNTwEaljOGSADyxP43ZXz5rCUhwjldILz_A6On0MsnjDpOAl_hFFH-ztf-feRri_CZk-g-00/s860/note-27-11-20.png
https://www.virustotal.com/gui/file/9712b369865716c8280cb0a76774f594479b674f34e2f670d3f99524b2d174ed/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjlPNUs_ZmGJ-e4eWOzab5CivL6iMwYq-F8uuEC4PB7onTMrZvCLJHYBUYOc_CMpcGS1s3SwKcpEKvUpCfk1Q3-1tNcb4ftXy5KbcpV7XhomxJ2T4C6yfuNceza_5C2Sq4FbWGzcgNt90I/s768/note-9-12-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjlPNUs_ZmGJ-e4eWOzab5CivL6iMwYq-F8uuEC4PB7onTMrZvCLJHYBUYOc_CMpcGS1s3SwKcpEKvUpCfk1Q3-1tNcb4ftXy5KbcpV7XhomxJ2T4C6yfuNceza_5C2Sq4FbWGzcgNt90I/s768/note-9-12-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg6TqUm6GGNDJgQ8-kXMrJh3s1zvJGG2Ny_CiuWEnc1AA40i5EsPW0_xcB9paoe-_2nwImQkqhKlzBtyZL6DmzkvR4NzZ8-r9pZsvcwOA1LFxbh6dfEo2N_2YEOPvY6ezw_9Gaqa2HzZ_EWpe6cy-khH2Br2z1kIgbIc7Yuk1Pr39t40M52LdfrFkRq/s1600/seizure-notice.jpg
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3anncka: 483B6A-Readme.txt
Tor-URL-1: pb36hu4spl6cyjdthing7h3pw6dhpk32ifemawkujj4gp33ejzdq3did.onion
Tor-URL-2: rnfdsgm6wb6j6subtxkekwdudy47kp2eatvu7d6xhyn5cs4lt4pdrqqd.onion

Pesynwrarel aHamusos: VI + AR

» CopepKaHue 3ariCKH:
Hi ATS,
Your files are encrypted.

All encrypted files for this computer has extension: .483b6a

If for some reason you read this text before the encryption ended,
this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised.

Rebooting/shutdown will cause you to lose files without the possibility of recovery.

Our encryption algorithms are very strong and your files are very well protected,

the only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to

recover.

For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.

Just open our website, upload the encrypted file and get the decrypted file for free.

Additionally, your data may have been stolen and if you do not cooperate with us, it will become publicly available on our

blog.
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Steps to get access on our website:

1.Download and install tor-browser: https://torproject.org/

2.0pen our website: pb36hu4spl6cyjdthing7h3pw6dhpk32ifemawkujj4gp33ejzdq3did.onion

If the website is not available, open another one: rnfdsgm6wb6j6suStxkekw4udy47kp2eatvu7d6xhyn5cs4ltdpdrqqd.onion
3.Put your personal code in the input form:

{code_483bb6a:

MhQ+We64H1mcJk1R89MV4PKE9AeqcU8/VgudouJyIRb8qreE4X

***pcero 292 3Haka***}

=== 2022 ===

HoBocts ot 8 deBpans 2022 1.

IpaxxpannH KaHazel, 00BHHsIEMBIH B MpUYacTHOCTH K aTakam NetWalker Ransomware, mpuroBopeH k 6 roam u 8 mecsijam
TIOPEMHOT'O 3aK/TIOUeHMs1 [10CJIe TOT0, Kak repefi cybeii OHTapro npu3Hai cebst BHHOBHBIM B MHOTOUHC/IEHHBIX

MPpecCTyIvIeHUsX, CBA3aHHbIX C HallaIeHUsIMU Ha 17 KaHaJJCKHX XXepTB.

[exxapieH Mpy3HaJI, uTo BCS €ro BhIMOTaTe bCKasl AesiTeIbHOCTh BK/Ttovasa 6omnee 2000 OUTKOMHOB, U3 KOTOPBIX
719,99591411 GUTKOWHOB GbIK U3BATHI MONHLKEH KaHa/ibl U3 ero 371eKTPOHHBIX KOLIEJIBKOB U cueToB B siHBape 2021 ropa.
Kpowme Toro, nonuius takxke usbsina 15,725489349111 XMR u3 kouiesnska Monero, 299150 KaHa/[CKHX [J0//IaPOB U3 €ro

noma u 6osee 330000 KaHaZCKUX [JO/IAPOB U3 HECKOJIbKUX JIEeM03UTHBIX siueek B HaroHamsHoM GaHke KaHaszibl.
Jlomo/iHeHue oT 5 OKTAOpst 2022:

CebacTbeH Baron-/lexxapzeH, obiBiunii addumiposanHbiii naptaep Netwalker npuroBopeH K 20 rogiam TFOpDEMHOTO
3aK/IF04eHus 1 iTpady B pasmepe 21,5 MUIMOHA /{0/171apOB 3a aTakKi Ha KOMIaHMIO B Tamrle U ipyrye opraHy3aLyu.

Crateg Ha catite BC >>

=== 2023 ===
®eBpasnsb 2023. PeOpeHANHT WIH YX0/] B TeHb?

IMop Ha3BanueMm Alpha Ransomware c deBpasst 2023 rofja akTHBEH HOBbIN BBIMOTaTesib, B KOTOPOM MHOTO 06I1Iero ¢

Netwalker.

HasBanue 570 He YHUKaJ/JIbHO, B MO€M CITHMCKe eCTb HeCKOJIBKO BbIMOTaresiei TIpOUIBIX JIET C TAKUM UJIU ITOXOAWM

HasBaHUEM.

HoBoctb ot 11 aBrycra 2023:

Apnmunncrparopel LOLEKHosted apectoBanbl 3a momoris 6axze Netwalker Ransomware.
=== 2024 ===

HoBocTtb ot 20 gexabps 2024:

Hannsne Kpucrran Xysea, rpaxaaHiH PyMblHUM, 0OBHHSsIEMbIH B IPMYACTHOCTH K aTakaM ¢ ucrnosb3oBaHueM NetWalker

Ransomware, TMPpUTOBOPEH K 20 rofiaM THOPEMHOTI'0 3aK/IF0UeHU I10CJIe TOT0, KaK B MKOHE TPU3Hasl ce0st BUHOBHBIM B Croesope
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C 1L1eJIbKFO KOMITBKOTE€PHOT'0O U 3/71IEKTPOHHOI'O MOILIeHHUYeCTBa. Ero SKCTpaJupoBaiu B CIIA nocne apecTa pyMBIHCKOfI

nonmuue B Kiyxke ettje B utosie 2023 roza 1o 3anpocy rnpaBooxpaHuTe/IbHbIX opraHoB CIITA.

Xynea npu3HajCs B yUaCTHH B CTOBOPe C ILiesibio ucrosb3oBanus NetWalker Ransomware. UneHsl 3T0 K1MbepripecTymHON
TPYIIHMPOBKH MCIIO/Ib30Ba/IN 3Ty BPEJOHOCHYO MPOrpaMMy B arakax Ha COTHH XKEPTB 110 BCEMY MUPY, BKJIFoUasi GObHHULIBI,
TMPaBOOXPaHUTEJIbHBIE OPTraHbl, CIY>KObI SKCTPEHHOH MOMOILLM, KOMITAaHUH, MyHHLIUIIAIUTETbI, LIKOJIbHBIE OKPYTa, KOJIIeKI

W YHHUBEPCUTETHI.

=== BJIOK CCBUIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

http: 9
k Read to links:

Tweet on Twitter + Tweet + myTweet + myTweet + Tweet
ID Ransomware (ID as Netwalker (Mailto))
Write-up, Topic of Support

*

el

Added later:

Write-up by Bleeping_Computer (on February 5, 2020)
Write-up by McAfee (on August 3, 2020)

Threat Analysis by Carbon Black (on February 7, 2020)

Thanks:

Michael Gillespie, GrujaRS, quietman7
Andrew Ivanov (author)

Coveware, Lawrence Abrams

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: https://id-ransomware.blogspot.com/2019/09/koko-ransomware.html
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