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; download and run backdoor

As we look back to summarize the year 2021 we observe that the biggest threat in the cybersecurity landscape is still
ransomware. A large number of ransomware incidents have occurred around the world, extorting hundreds of millions
overall from victims across the globe.

As the sun went down on some past major players in the ransomware ecosystem (such as REvil), the sun definitely shone on

others, specifically the most[1] prolific group in 2021: Conti.

The list of Conti’s victims is definitely long and vary, with some high profile names such as the recent incidents of the bank
of Indonesia[2], and Delta Electronics[3].

Although each case has its own story to tell, it is reported that multiple incidents of attacks that ended up with Conti
ransomware started or had involved BazarBackdoor or BazarLoader malware[4][5].

In this article, I will present an analysis of the BazarLoader malware, its defensive measures to hinder security researchers,

and other important core functionalities.

Bazarloader Background

BazarLoader has been first observed and reported in April 2020[6] and was associated and believed to be developed by a
group called ITG23 or TrickBot gang[7].
The loader itself is known to be distributed by phishing campaigns that use multiple LoLbins for deployment such as

Powershell, Mshta[8], ISO files[9], and eventually the involvement of Rundll32 or Regsvr32.

The Dropper
SHAT hash: 94114c925eff56b33aed465fce335906f31ae1b5
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property walue
~ il indicators (33) mdS C 114232 CSTDEL!
E"”d h.;:{.ﬁ;lh shal 94114925 EFFS6833AEDMESF CEI35006F 31 AE1 BS
os-heacer bites). || e BSCG507FFEDLABTAG33DASS652742D33665 F1 SBFIDIGE0RRRAZFFFGS36FDUELL

dos-stub (messane)

g E first-bytes-hex 40 5A 78 00 01 00 00 00 04 00 00 00 00 00 00 00 00 0D 00 00 00 00 00 00 40 00 B 00 00 00 00 00 00
> file-header (Jan.2022) ?_IHSI-P)'IES-M -4 TP wn B o e ot s W
L optionsl-hesder (GU) | flesize 310272 (bytes)
|- B4 directories {7) enbvigy 28
» sections (blacklist) imphash DDEE62EIAGABNIRDI2G4E5ECHATI ECAE
-] librories (kemel32.dil) = | signature
-~ | functions (69) entry-point 4885 5C 24 08 43 89 74 24 10 57 48 83 EC 2049 3B F3 8B DA 45 8B F183 FA 01 7505 E3 1F 00 00 00
% exports (50) file-version a
t allbacks {n description
LN file-type dynamic-link-library
T resources (manifest) ™ | cpu 64-bit
B (size) subsystern GUL
@- compiler-stamp 0xG1DDBEY3 (Tue Jan 11 13:48:03 2022)
| B mar debugger-stamp
@ i resources-stamp 000000000
G« impert-stamp
L3 ove oporsstomp  0x00000000

version-stamp
certificate-stamp

Bazarloader dropper in PEstudio[23]

Similar to many malware that comes from the e-crime scene, Bazarloader comes packed inside an initial dropper. The

dropper itself is a 64-bit .dll file with a high entropy of over 6.8.

When we open the dropper in IDA, we immediately notice a large olive color in the navigation bar, in many cases
(especially with packed malware) this can be a big clue for obfuscated content yet to be decrypted.

As we investigate the navigation bar, we see two interesting code blobs right at the beginning of the .rdata section, the first
one is quite small, but the second is very big with a size of 156256 bytes. For convenience, we’ll convert them both to a byte

array, to do so, do the following:

1) Right-click on the code blob name
2) Click Byte

3) Right-click on the code blob again
4) Click Array

5) For convenience, change the name of these blobs

small blob db 41h, 42h, 43h, 44h, 45h, 46h, 47h, 48h, 4%h, 4ah, 4Bh
; DATA XREF: sub_lB3@08F2A8+3te

db 4Ch, 4Dh, 4Eh, 4Fh, 58h, 51h, 52h, 53h, 54h, 55h, Séh
db 57h, 58h, 55h, S&h, 61h, 62h, 63h, &4h, 65h, &6h, 67h
db 68h, 69h, 6Ah, G6Bh, 6Ch, 6Dh, 6Eh, &Fh, 78h, 71h, 72h
db 73h, 74h, 75h, 76h, 77h, 78h, 79h, 7&h, 3@h, 31h, 32h
db 33h, 34h, 35h, 36h, 37h, 38h, 39h, 2Bh, 2Fh

Big blob db 6Dh, 43h, 63h, 72h, 2Bh, 47h, S&h, 37h, 62h, 47h, 71h

; DATA XREF: st_decrypt_sub_18086F(

db 58h, 62h, 47h, 39h, 78h, 63h, SAh, 74h, 34h, 2 dup(SAh)
db 6Eh, 4Fh, 61h, 60h, 65h, 4Bh, 49h, S6h, 78h, 63h, 6Ah
db 71h, 4Eh, 3Bh, 6lh, SAh, 6Ch, 68h, 66h, 4Eh, 33h, 74h
db 61h, 73h, 56h, 68h, 71h, 31h, 6Eh, S8h, &1lh, 7%h, 53h
db 6Ch, S4h, S3h, 55h, 62h, 44h, S51h, 6Ch, 2 dup(46h)
db 67h, Sih, 43h, 2 dup(41h), 63h, 41h, 46h, 45h, 4sh
db 53h, 45h, 6Eh, 55h, 48h, 6Bh, 2 dup(4lh), 58h, S52h
db 51h, 45h, 58h, 55h, 52h, &Fh, 54h, 46h, 6Bh, 38h, 44h
db 42h, 6Bh, 67h, G6Fh, 58h, &68h, 42h, 45h, 46h, 77h, 6&Fh
db 43h, 45h, 38h, 4Eh, 6Ch, 65h, 4ah, 3%h, 7&h, 52h, 6Eh
db Sah, 2 dup(78h), 2Fh, &3h, 71h, 38h, 4%h, 47h, 2Fh
db 55h, 72h, 76h, 41h, 73h, 6Ch, 65h, 78h, 33h, 72h, 42h
db S&h, 7Sh, 64h, 33h, 77h, 4Bh, 72h, S4h, 4Bh, 76h, 46h
db 65h, 6Eh, 33h, 4Ch, 31h, 45h, 73h, 63h, &%h, 35h, 5ih
db 4Bh, 4Ch, 47h, 42h, 44h, 71h, 33h, 38h, 36h, 74h, 53h
db 75h, 38h, 41h, 46h, 4Ah, 71h, 6Eh, 66h, 73h, S6h, 6Dh
db 35h, 33h, 52h, 77h, 7a&h, S53h, 73h, 75h, 2Bh, S6h, 36h
db 66h, 63h, 43h, 6Ah, S57h, 2 dup(79h), 62h, 6Ch, 41h

Big & small chunks of data

Next, we’ll want to inspect where these bytes are being used by seeing their cross-reference. By tracing the usage of the big
blob, we can see that it is entering to a function named “sub_1800F110” that also gets a value of 0x26260 which is 156256
in decimal, and as we know, this is the exact size of the big blob.

This function objective will be:

1. Allocate a new buffer using VirtualAlloc

2. Use the small blob

3. Partially decrypt the buffer into the newly allocated memory

4. Once the function is finished, it will return the allocated buffer to a higher function named “sub_18000FC10”.
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if (i 1= 2029262760 )

sub_1308092E0();
sub_l3eeelaEs();
|’e-_u'ned_bL|FT’e’_"
—intea)
(__inte4)v3e
! (__inte4)w3s;

returned_buffer_2 = e_second_decrypt_sub_1800015D8(returned_buffer_
\ qword_18884A088;

= e_first_decrypt sub_188@0FC18(); I

= alloca(16i64);

rst_decrypted_buffer = sub_18600F118(Big blob, ©x26260i64);

1= 1743726888;

if ( ((( _BYTE)dword_188@4A0A@ * (( EVTE)dword 186844040 - 1)) & 1) == @ )
i = 0B7258848;

if ( dword_l30842084 < 16 )

i = 987258340;

¥
¥
iFf i
break;
v2 = alloca(l6i64);
sub_18@0@@F112(Big_blob, 156256i64);

= 9@7258848 )

}

return fi

First decryption

In terms of decrypted data, in runtime, it will look like this:

Embedded obfuscated content (big blob)

844 Dump 1 | 244 Dump 2 | B4 Dump 3 | 4 Dump 4 I 24y Dump 5 | 3 Watch 1 | [=| Locals g
Address HEex ASCII
000000018001A0B0 | BD 42 63 72 (|2B 47 S5A 47 39 78|mMCcr+GZ7bagxXbGax
000000018001A0C0 |62 5A 74 34|5A 5A BE 56 70 69| cZt4ZZnOameKIVpi
000000018001A0D0 | 64 71 4E 30|61 S5A &C jgnoaz Thfaatasvh
000000018001A0ED | 7 7 qinxays1TSUubDQ1F
000000018001 A0FD FOQOQCAACAFEISENUH
oQ000001E001A100 KAAXRQEPUROTFKED
000000018001A110 EkgoPiBEFwWOCEONT
000000018001A120 e)9zRNnZzz /cq0IG/
000000018001A130 UrvAslep3rBZud3w
000000018001A140 7 KrTKvFen3L1Escis
000000018001A150 (51 4B 4C 47 |42 44 71 QKLGEDQ306TSUBAF
000000018001A160 | 44 71 6E 66|73 56 &D JqnTsvms IRwWZ S5uU+
000000018001A170 |56 36 66 63|43 6A 57 7 7| vefocCjwyyblaosy?
000000018001A180 | 45 77 77 4C |76 31 4B EwwLv1K7wGEmhj 8v
000000018001A190 | 61 &0 &% 55|46 66 56 ami UFfvhejmigwxy
000000018001A1A0 | 64 5A 53 4A |59 6C 4E dZSI1YINTFGLOdGPD
000000018001A1B0 (59 6D &8 7B|6C 33 78 ¥mhx 13x+b5 S4Cm9x
000000018001A1C0 | 6A 48 52 2F|(5A S5A GBA jHR/ZZj2bGN1nm1h
000000018001A1D0 (63 59 78 31|61 33 71 CYx1a3qQZwlj1xdh
D0000D018001A1ED |5A 6F 64 74|61 47 69 ZodtaGixaHdzmHh1
OOOOOONIBNNIAIEDN | 4 SF 54 TEICtd 4 70 =TaTalk AnyfF2rn an

First decryption iteration

| @44 Dump 1 | 4 Dump 2 | Y44 Dump 3 I B4y Dump 4 | B4y Dump 5 | & watch 1 | |x=] Locals I &
Address Hex ASCIT

0000000000460000 | 98 27 2B F8|(66 7B 6C 6A(97 6C 6F 71|71 9B 78 65|« '+8T{1j.70q9qg.xe
0000000000460010| 99 CE 64 &7 (8A 21 5A 62 |BE A3 74 69|99 61 7C DF|. I_:I g-!Zb.£ti.a|R
000D0000D00460020 | 6D 6A C5 61|AB 59 D7 6B |24 AS 4D 25 (1B OD 09 45 |mjAacyxki¥Ms...E
0000000000460030 | 16 04 02 00|07 00 14 42|12 12 75 07|90 00 17 45(....... B..U....E
0000000000460040( 01 OF 51 1A|13 16 4F 03|06 48 2B 3E(20 44 17 0A|..0Q...0..H (b D. .
0000000000460050| 02 13 43 65|78 9F 73 46|76 73 CF F7|2A DO 81 BF|..Cex.SFvsT
0000000000460060 |52 BB CO B2|57 A9 DE BO|59 B9 DD FO|2A B4 CA BC R»h =WBD YT Y
0000000000460070 (57 AT DC BD |44 B1 C8B B2 (40 A2 C& 04|3A BF D2 AB 'I\'§U}iD:tE LY T C}x
0000000000460080 |52 BE CO 05|26 A9 DF B1|53 B9 DD 1C |33 4A CBE BE RBA. £BR+Y Y. 2IE%
0000000000460090 (57 AT DC 0A|35 B2 C3 B9|40 AZ C6 3B (13 OC 0B BF |WSU.5S =g TREE; L. LG
00000000004600A0 |52 BE CO 60|66 86 3F 2F|(6A 68 94 15|F5 61 7A 33 |ReA'fT.7/jh..0az3
00000000004600B0| 35 AB OC &F |75 94 B89 &2 (53 53 7C 6B|74 74 &3 C3|Ge.0U..bS5|kttch
00000000004600C0| 62 68 71 97 |7C FE 6F 94|(B8 DA 6F 71|8C 74 7F &5|bhg.|~0. .0Q.T.2
00000000004600D0| 98 FE 6C 63 (75 9E 69 61|71 BC 75 GB|7A 90 65 &2 |.dlcu.iag.ukz.eb
D0D00DOD004600ED | 63 95 77 61|66 87 6D 68|68 97 68 77|73 98 78 65 |c.waf.mhh.hws.xe
00000000004600F0 | 06 7 -wog.q.b.c.i..ee
0000000000460100 | 9C 7A 7 70|72 .z{h.h1j.. 'psi{n
0000000000460110| 66 8A 9D 66|75 81 7D 62 (8A 93 76 6%9|2E 69 71 &5 |f..fu.}b..vi.iqe
0000000000460120( 98 44 Bl 69|66 40 24 GA(93 46 18 14 (0B 10 79 65| .Jxifefj.F. .- -ye
0000000000460130| 9B 3F C9 66|77 61 B6 72|72 73 89 CF|7B 6D 63 9A|.7Efwa.rrs. I{mc.
NOAONAONONNAENTIAN | &7 &4 71 97|46 74 EF 92108 46 1F 16142 10 1B &7 |l adn Ezn E fa

First decryption output

Next, the partially decrypted buffer will be sent to another function called “sub_1800015D0”. This function objective will
be:

1. Perform further decryption using XOR loop with a designated key
2. Allocate new memory

3. Perform another decryption which will result in the final bazarloader payload, and copy it into the new buffer
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if ( i 1= 2829262700 )

sub_1880892E8( ) ;
sub_188001AER( ) ;

eturned_buff e_first_decrypt sub_13eeercle();

w3E
3

w352

returned buffer 2 = e _second decrypt_sub_18@@@15D@(returned buffer 1); |
A = gword 1808459B6;

vl7) *= key[v24 - (v5 & @xFFFFFFE®)];// Writing to the buffer

i = -111258889;

if ( (((_BYTE)dword 188844990 * ((_EYTE)dword 188844098 - 1)) & 1) == @ )
i = -381689598;
if ( dword_138@4A294 < 18 )
i = -3@1689593;
}
}
if (1 » -557011178 )
break;
if (i == -20827587852 )
{

sub_13000A3408(230400164) ;

= w73

= PiG4;

[ e_copy_to_new_buffer_sub_18e@elese(al, 117192i64, v21, v28); |
= %97

Wels

*,
*y2

i = -557011177;
if ( (((_BYTE)dword_188@4A998 * ((_EYTE)dword 180844998 - 1)) & 1) == 8 )
i = -373972645;
if ( dword_13@@4A994 < 18 )
1 = -373972645;
¥
else if ( i == -1167469864 )

v = alloca(48i64);
ey = possibly key;
v3 = alloca(l6i64);
&v13;
alloca(l6i64);

<3

s
key, “chhfxojhhlqsdzefvmguaybqswizoce");|

[ strcpy(possibly

Second decryption

In the end, after these two iterations of data manipulation, the two phases will look like this
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Second decryption iteration

@ Dump 1 | 8% Dump 2 | B4y Dump 3 | ¥4 Dump 4 I 424 Dump 5 | ) watch 1 I |=| Locals | &
Address Hex ASCIT
0000000000460000 [FB 40 S5A 90(00 03 03 OO|FF 04 03 00(02 FF 02 O0[MMZ. . .uaWeurs¥us
0000000000460010 | FF B8 07 00 (FF 40 23 0O0(FF DO 02 00|E3 OE 1F BA|Y .%@#.yﬂ..&..
0000000000460020 | 0E 00 B4 09(CD 21 B8 01(4C CD 21 54|68 &9 73 20|.. .1! .LirThis
0000000000460030|70 72 6F 67 |72 61 6D 20|63 61 02 &E|EA &F 74 20|program ca.néot
0000000000460040 | 62 65 20 72|75 6E 20 &9|6E 20 44 4F (53 20 &0 &F|be run in DOS mo
0000000000460050 |64 65 2E 02|00 FE 0A 24|07 00 BS 9E|50 BF E2 DA|de...p.$....P:a0
0000000000460060 | 31 D1 B1 DA|31 D1 Bl DA|31 D1 Bl 81|59 DO BO D9| 1R+01R+01R:. YD
0000000000460070 (31 D1 B1 DA(31 DO Bl DE|31 D1 Bl &0 |40 D8 BO CE|1RzU1Dx01femes-1
0000000000460080 |31 D1 Bl 6D |40 D1 BO DE|31 D1 Bl 60|40 ZE Bl DE| 1R=m@R°0iRema.+0
0000000000460090 |31 D1 B1 6D |40 D3 BO DE|31 D1 Bl 52|69 &3 &8 DA| 1R+m@06°01RRichl
00000000004600A0 |31 D1 B1 08|00 FE 50 45(02 00 F8 64|86 05 00 56| 1ft..pPE..ad...V
00000000004600B0 |52 DD &1 08|00 F5 FO ¥ o
00000000004600C0 |01 02 00 FF|1A 06 00
0000000000460000 | FE 80 01 04|00 FF 10
00000000004600E0 |00 FF 06 09|00 FF 02
00000000004600F0 | 60 01 02 00|FF 10 06
0000000000460100 | FF 10 0A 00|FF 10 03
0000000000460110 |00 FC FO 01(00 EO 04
0000000000460120 | FE 20 CO 01|00 38 4B
0000000000460130|FD 42 A4 01[02 00 FF
OOOOONONONIENT AN | 04 OF 00 FE 0 02 oo

Final payload

YDump 1 | @ Dump 2 | B4 Dump 3 | Wpump 4 | Wl Dump 5 | % watch 1 I |=| Locals 4
Address Hex ASCIT
0000000000430000 [ 4D 5A 90 00|03 00 00 DO|04 00 00 OG|FF FF 00 0O|MZ...
0000000000490010 (B8 00 00 00(00 OO0 00 OO(40 00 00 OO|0O0 OO0 00 0O ,.
0000000000490020| 00 00 00 00|00 0O 00 00|00 OO 00 00|00 00 00 OO
0000000000490030| 00 00 00 00|00 00 00 00|00 OO0 00 OO(DO 00 00 00 el gl e
0000000000490040 | 0E 1F BA OE (00 B4 09 CD|21 B8 01 4C|(CD 21 54 &8|..°.. .Ir .Li!Th
0000000000490050 | 69 73 20 70|72 6F 67 72|61 6D 20 63|61 GE GE &F|is program canno
0000000000490060 (74 20 &2 &5 (20 72 75 &E(20 65 G6E 20|44 4F 53 20|t be run in DOS
0000000000490070| 6D 6F &4 65(2E OD 0D OA|24 00 00 00|00 00 00 OO|mode....$.......
0000000000490080 | 9E 50 BF E2|DA 31 D1 B1|DA 21 D1 B1|DA 31 D1 B1|.P;aliR+01R:+01R+
0000000000490090( 81 52 DO BO|D9 31 D1 B1|DA 31 DO B1|DB 31 D1 B1|.YP-UifRs010:01Rz
00000000004900A0 | 6D 40 D& BO|CE 31 D1 B1|6D 40 D1 BO|DE 31 D1 Bl |mef°IiRsmaf: 01R+
00000000004900B0 | 60 40 2E B1|DB
00000000004900C0 (52 62 63 &5 |DA
0000000000490000 |50 45 00 00|64
00000000004900E0 | 00 00 00 00|FO
00000000004900F0 | 00 1A 00 00|00
0000000000490100 (00 00 00 50
0000000000490110 |06 00 00 00[00
0000000000490120 |00 00 02 00|00
0000000000490130| 00 00 10 00|00

annanannansand anlnn oanoan anlan

Final output
Note: If we wanted to avoid this way, the easy way to unpack this dropper manually will be:

1. Set a breakpoint on VirtualAlloc
2. On the second instance, set a hardware breakpoint on the allocated buffer
3. Hit Run until you see the final clean payload

BazarLoader

Press enter or click to view image in full size

pestudio 9.23 -
fila settings about
w7 g
users| desktop\bazarunp|bazarunp. | [FRS value
i indicators (25) = - ”
>1 i shal FFE3AFT: J44 CAT: Fl 7]
ﬁ ::;;f::fb:’:ﬂ hal5E F1D7 n £3AEREGAI P 7
rieh header () first-bytes-hes 4D 54,50 000300 00 00 04 00 00 09 FF FF 0000 B3 00 00 09 00 00 00 00 40 00 90,00 00 00 09 09 00
+ file-header (Jan2022) Mrsthes-tent 12 Q..
© optignal-hesder (GUT) file-size 233326 (Bytes)
B directories (time-stamp) entropy 3966
imphash
signature
ankry-point 4853 EC 28 80 30 50 70 01 0000 75 3 €5 05 54 70 01 00 01 E8 3B 6D 00 00 ES CE40.09 00 8401 00
file-version
description n
filestype dynamic-link-library
<pu B4-bit
subsystem aur
compiler-stamp 0x61DD5356 (Tue Jan 11 11:52.22 2022)
debugger-stamp OB 101 (Tue Jan 11 11:5222 2022)
resources-stamp o £
N g import-stamp
Ll ipriéay funlooany experts-stamp FF (Sun Fab 07 08:2815

version-stamp
certificate-stamp

Unpacked Bazarloader

The unpacked file (Bazarloader payload) is a 64-bit DLL file with a much lower entropy of 3.96 compared to its dropper. In
addition, the malware has 8 export functions, however, all of them are empty except the function “EproyAkIW”.

Also, we notice the internal name of the malware called “I_dII_rndll_eaw_64_p2 g8 v221_11_01_22_logs_no.dII”.
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Offset MName Value Meaning it
1B470 Characteristics 0

1B474 TimeDateStamp  FFFFFFFF

1B478 MajorVersion 0 S
1B47A MinerVersion 0

1B47C Mame 1CAES I_dll_rndll_eaw_64_p2_g8_v221 11 01 22 logs_no.dll

1B480 Base 1 I
1B484 MNumberOffunc.. &

1B488 MNumberQOfMames &

1BARC Arld OfFune 1CAQR i
Details

Offset Ordinal Function RVA MName RVA MName Forwarder

1B498 ] 635C 1CE1B BecauseBig

1B49C 2 635C 1CB26 DifferentBelow

1B4AD 3 6318 1CB35 EproyAkiW

1B4A4 4 635C 1CB3F FastBy

1B4A8 5 635C 1CB46 RegularlyPlay

1B4AC 6 635C 1CB54 ThroughSlowly

1B4B0 7 635C 1CB62 Ujvsyh73

1B4B4 8 635C 1CEGB vE424Pnkk

Export functions in PE-bear[22]

Also, the malware’s import function table is empty, which indicates that the API calls will be resolved dynamically by some

mechanism. In addition, in terms of size, Bazarloader is small\mid size malware.

Press enter or click to view image in full size

(7] Functions o x| tmports [ | [Elmavien-s £ | [Elrseudocode-a [0 [ 5] stings [
Function name - || Address Ordinal ~ Mame

sub_1800120EC
sub_180012770
[F] sub_1800120EC
sub_1800131E8
[F] sub_180014044
[F] sub_180014200
[F] sub_1800146DC
[7] sub_18001499C
[F] sub_180014ECC
[F] sub_180014F64
[F] sub_1800172A8

[F] sub_18001738C
A cok 1At @190

|

Empty Import table
My investigation will be separated into two parts:

1. Bazarloader defenses: Any method the malware used to slow down researchers and how to overcome them.

2. Bazarloader operative mechanism: Basically how the malware works.
BazarLoader defenses 1: API Hashing

Right as we enter the export function “EproyAkIW” we observe the first defense mechanism of Bazarloader, its dynamic
API hashing resolving function (which in our case is called sub_1800AC7C).

For those who are not familiar with the term API hashing:

“API hashing is simply an arbitrary function/algorithm, that calculates a hash value for a given text string[10].”

In simple words, the function gets as input some hash to be computed and eventually output a pointer to an API call. Next,
usually, we’ll see this pointer being used in form of a function.

Press enter or click to view image in full size

| int64 EproyAklW()
{
_ int64 ve; // rex
void (_ fastcall *v1)(_QWORD); /f rax
if ( lbyte_130@1D338 )
h
byte 180@1D333 = 1; Has

sub_188000824 () ;
sub_18800A3BC () ;

V1 = (void {_ fastcall *)(_WORD))sub_18@@BACTC(v2, 1,|@x95982819, 89); Data returned to "V1"
if (vl )
vi(eisa); V1 executed as function
return @i64;

}

API hashing function

To confirm our hypothesis, we can always debug the function dynamically and step over it. once we do it we’ll notice two
things:
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1. The register EAX will hold the address of the resolved API call (in this case it is RtIExitUserProcess (which is the

kernel-mode equivalent to ExitProcess).

2. Three instructions later the register EAX will be executed via call, which means RtlExitUserProcess will be

executed.

Press enter or click to view image in full size

sub rsp,28
cnp byte ptr ds:[7FEF444D338],0
jne bazarunp.7FEF4426352

moy. Te pir ds:[7FEF4440338],1
€all bazarunp.7FEF443D0:

call bazarunp.7FEF443438C
mov edx,1

mov rad, 95302819

lea rad,qword prr ds:rdx+5:]
€all bazarunp.7FEF443ACTC
test rax,rax

Jje bazarunp.7FEF3436353
Xor ecx,

EproyAkTW

Hash

Resolving API call

[RA% 606050007 7757130=ncdT R TExicUserpracesss]
REX goouuuuuY 4

RCX 000000007 7576238
RDX 0000000000000220
RBP ‘000000000020F 648
RSP 000000000020F1CS
RSI 0000000000000000
RDIL '0000000000000000

RE 000000007 7494120
R3 000000007 7576270

FETW
ntd11. 0000000077576296
il

L*{aan
& PEZw"

<ntdl1.RUIEXITUSerProcess>
nTdll, 00000007 7576270

ecx = £
g rat ———————JF xecuting the API call |

add rsp,28
ret

Resolving API dynamically

As can be assumed, the main advantages of this technique are:

R11  000000007757FSDE
R1z 000007FEF4426200
R13 ©000000000000000
14 AAAAAAANAAAAAANT

77470000 ntd]1, 000000007 7470000
ntd11. 00000000775 7FSDE

<bazarunp. EntryPoints

1. The malware is more stealthy because as we said, its import table is empty, thus making the analysis more

challenging and slow.

2. This also creates some challenges for automated security products that rely on these API calls to be present in order

to determine the file’s nature.

This technique is very common in the malware world and can be found in other malware such as Emotet, Qbot, Trickbot,

Conti ransomware, Lockbit, and so on.

Small Tip: In many cases, the API hashing function will result in the address of the requested API call, therefore, in many

cases, they will use the Process environment block (PEB) for the part of actually resolving. Searching for the usage of the

PEB in the code is a good way to smell for these resolving functions.

As security researchers, the major issue with API hashing functions is that they are being executed many times, basically

each time the malware wants to use a specific function. In Bazarloader’s case, we can see “sub_18000AC7C” being used

232 times. Obviously going to each function and resolving it dynamically is time-consuming and this process needs to be

scaled.

vl = (void (_ fastcall *)( QWORD))sub_18@BEACTC(v5, 1, @x95982B19, 89);

if ( vl }
vi(@eiss);

=1 =] xrefs to sub_18000ACTC o |[@ =5
Direction Typ Address Text - =

p  sub 180001130+6D sub_18000ACTC

Up p sub_180001130+44 call sub_18000ACTC
Up p sub_180001130+DB call sub_18000ACT7C
Up p sub_180001130+12B call sub_18000ACTC
Up p sub_180001130+16A call sub_18000ACTC
Up p sub_180001130+1B3 call sub_18000ACTC
= Up p sub_180001130+31D call sub_18000ACTC
Up p  sub_180001130+3A3 call sub_18000ACTC
Up p sub_180001130+3EC call sub_18000ACTC
Up p  sub_180001130+478 call sub_1B000ACTC L
=

9 Linelof232

o i (0]4 ] [ Cancel ] [ Search ] [ Help

Multiple times of resolving API

In order to speed things up, we’ll use one of my favorite tools, and a GO-TO when it comes to API hashing: HashDB[11]

[17][18].

The HashDB plugin is a community-sourced library of hashing algorithms used in malware. The plugin allows reverse

engineers to test specific hashes against the algorithms that HasDB has.

Once having HashDB, do the following:

1. Right-click on the hash
2. Click on HashDB Hunt Algorithm

Press enter or click to view image in full size
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int64 _ fastcall EproyAklW{_int64 al, _ int64 az, _ intG4 a3)
__int64 v3; // rex
void (__fastcall *w4)(_QWORD); // rax
if ( !byte_18881D338 )
{
byte_18001D338 = 1;
sub_l80@eDe24(asl, a2, a3);
sub_1886GA3BC();
v = (void (_ fastcall *){ QWORD))sub_186@@AC7C(.3, 1i64, @x95982B19i6 3 n
iF ( vé ) Synchronize with 4
vi(@i6d);
¥ Decimal
return @i6d; Octal
Char R
Enum M
Invert sign =
Bitwise negate =~
Structure offset T
Set call type...
Remove function argument Shift+Del
Edit comment... /!
Edit block comment... Ins
Hide casts \
# HashDB Lookup Alt+
@ HashDB set XOR key
00005738 EproyAklW:11 (18000€33B) . HaShDB Huﬂt Ngoﬂﬁlm
Font..

HashDB Hung Algorithm

After a couple of seconds, we got a popup that tells us that the algorithm found is “rol7_xor”, then, click ok.

_inte4 _ fastcall EproyfkIW(_ inte4 al, _ inte4 a2, _ inte4 a3)

__inte4 v3; // rox
void (_ fastcall *w4)(_QWORD); // rax

if { !byte 188810338 )

byte 188010338 = 1;
sub_lseeeDe24(al, a2, a3);
sub_18868A3BC();

P

va = (void (_ Fastcall *)(_QWORD))sub_18BB@ACTC(.2, 1i64, @x95082819i64, 59i64);
SF (vl )
) va(eisd); ¥ Matched Algorithms X
return 8igd;

The following algorithms contain a matching hash.
Select an algorithm to set as the default for HashDB.

Algorithm Size
rol7_xor 132

< >
Line 1 of 1

HashDB found algorithm
Now, do the following:

1. Right-click again on the hash
2. Choose HashDB Lookup

Then, we’ll get another popup that will tell us that the hash is translated to the API call ExitProcess, similarly to what we
saw during our dynamic analysis.
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__inte4 _ fastcall Eproy
{
_inte4 vi; //
void {_ fastcall *w4)(_QWORD); // rax

IW(_ inte4 al, _ int64 a2, _ inte4 a3)

if ( !byte_18891D338 )
{

byte 180810338 = 1;

sub_18000D024(al, a2, a3);

sub_18888A3BC();

va = (void (_ fastcall *)(_QWORD))sub_18@@@ACTC(v3, 1i64, @x95902819i64, 89i64);

if (va )
va(Bisd);

¥ HashDB Bulk Import X

return 8i64;

The hash for ExitProcessis a module function.
Do you want to import all function hashes from this module?
Selectmodule | kernel32 x>

Import No

HashDB resolving API

Once the function has been decrypted, an Enum will be created, this Enum should be implied to all of the hashes. to do so,

do the following:

1. Right-click on the function name
2. Click Set call type

3. Change the type of the third argument to be the Enum name
Press enter or click to view image in full size

__int64 EproyAklW()

_ inte4 va; S/ r
void (_ fastcall *v1)(_QWORD}; // rax
if ( !byte 188010338 )

{

byte_18881D338 = 1;

e_malware_start_sub_l3@00D024();

e M sub_l3@BBA3BC();

vl = e_dynamic_API_hashing_sub 188@@AC7C(v2, 1i64, ExitProcess, 89);

vl }
1(8isd);
Q Please enter a string X
Flease enter the type dedaration | __int64{__fastcal *)(__int64 al, _int64 azlhashdb_slrings aB.Iint a4) V |

HashDB enum
BazarLoader defenses 2: Stack strings (sort of)

Usually, malware authors like to hide indicative or important strings in embedded obfuscated code blobs inside the PE itself,
a good example will be Qbot[12] which stores strings related to commands, process names, network activity, inside a code
blob.

However, when we inspect this Bazarloader sample, we do not find any suspicious code blobs that could indicate hidden
obfuscated data.

The reason for that is that Bazarloder store those strings in multiple small hashes that are combined during runtime and
xored with a different key.

v19[8] = Bx3DIFFCDB;

[1] = Bx61CIEECC;

[2] = Bx3899B7CA;

[3] = @xS080FED3;

for ( n =@i64; n ¢ 4; +Hn ) // Stack string - reddew28c.bazar.
v19[n] *= @x59FB99A%u;

9 = (al + 416);
opy_string_to_another_place_sub_18@80181C(v9, v19, @x28uib4);

= a;

21[@] = @x7R584A22;

1[1] = @x794C4728;

v21[2] = @x6F44446E;

v21[3] = ex15255421;

= Bi64; i < 4; ++ii ) // Stack strings - bluehail.bazar
v21[1i] *= Bx15252648u;

e_copy_string_to_another_place_sub_18888181C(v9, v21, @x28uisd);

Stack strings (stacked hashes)
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This behavior happened hundred of times during the malware operation, a good way to track them will be to use the plugin
FLARE CAPA[13].

In order to decrypt them statically, all you need to do is the following:

1. Click on the hash

2. shift + E

3. Copy the first 4 bytes to Cyberchef
4. Do it for each hash and merge them

Press enter or click to view image in full size

ions  Windows el
#3-#e X > 00Ok
S

Q Export data X

d External symbol [l Lumina function @ hex string {unspaced)
3 ®rmee. O pee [ | O hexsiring spaced)
tring literal
eudocodeE [ () IDA View-A O stingliera
ViT[1] = @x3778F28; O C unsigned char array (hex)
vI7[2] < Bipae2s; (O cunsigned cher array (decmal)
v17[3] = ex31590628; u
for ( m = Bi64; m < 4; +m ) O initiaized C variable
V17[m] 4= @x31593E18u; @i

&_copy_string_to_another_place_sub |
viE = @3
vig[e] = ex3D9FFCDB; (] save data to lpboard

v19[1] = ex61CIEECC;
v19[2] = ex3899B7CA;
v19[3] = ex5989F8D3; Preview
for ( n = Bi64; n < 4; ++n ) =
V19[n] 4= @x59FBIBABU; |C7"'5°*B
Decrypting hashes

5. Add from hex to the recipe
6. Add XOR to the recipe
7. In the xor key take the last 4 bytes (basically similar to the hashes)

Press enter or click to view image in full size

Recipe S I ] Input
: DBFCOF 3DCCEECOB1CABTI03803FEE950
From Hex S n I ° I
Delimiter
Auto Combined hashes
XOR ® n
ASQQFBSQ HEX~*
Scheme .
Standard [ Null preserving Decrypted C2
Output
Decrypting hashes

BazarLoader operative mechanisms
As mentioned, this section will be about anything related to the malware activity itself and commands.
Network Activity

First, like much other malware, Bazarloader will check the connectivity and try to access multiple legitimate domains.
Some of these domains are traditional for malware connectivity checks like google.com, however, some of them are more

interesting such as the white house website.

Press enter or click to view image in full size
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5[8] = xd3BECOIA;

w23[1] = @wsBAFCTOS;

w28[2] = @x26C08428;

for { ii = @iay ii ¢ 33 ++ii )
29[11] "= Bx26CAA4ZEU;

£f stack strings - live.com

3[0] = ox41037278;

1] - @x4188306F;

23{2] = @x2E681360;
imBib4; i < 3; HH

. x2E681300u;

/f Stack strings - yahso.com

w23, Biga);

e_e string_te_snother_place sub 18680181C(v3, v10, 0i6d); + 1633
i . Caadhi & ring ta_ancther_place_sub_18669181€{(s1 + 16),
[a] - exqsscwrn,
= 9xSC365036; ] = Bx16030467;
0!!51593518; 1] = @x14B2096C;
i 1) #f stack strings - eset,com 5[2] = ex77ACOE6F;

string_to_another_place_sub_18680181C{v3, v31, 0i6d};

= @x2DESFECE;
5[1] - @xzpoErvca;
w30[2] = @x3404FAST;
1 = exssrusaas;
fwr( k = Bi64; kk < &
V39[kk] *= BxEOFBOOAS;
=_copy_string_to_another_place_sub_18886181€{v3,

ki ) #4 stack strings - fortinet.com

va9, eiga);

v19[8] = Bx2FEDF228;
v19[1] = BxdC23EFIF;

" (] - 8is; 5 <3 4 )
u25[]] "= BXTFACESEAU;
py_string to_another_place_sub_1500@151C(v3,

JF Stack strings - geegle.cem

a3, 0i64);

@] - @x20788560;
1] = @x3434806E;
2] = GxSTLABE6E;

For [ k= @deay k < 35 #+k ) #f stack strings - amozen.com
v27[k] *= Ox57LAEIBLu;
e_copy. urmLu another_place_sub_15000181C(v3, v27, Bi64);

e] = @uS44EIFCS;

micrasoft. com

for { il = @i64; i1 € 2; ##i1 ) /1 Stack strings - hp.com
v25[11] ~= BxaC238240u; )
opy_string_to_another_place_sub_1BB081BLC(.3, v10, 8464); ) 47 stack strings -
BRL594TAT; tring_to_another_place_sub_18889181C{v3, v37, 0i64);
Bx2FS1SEAZ; 1]
Qifd; i1 < 3; 482 ) /! Stack strings - hpe.com = BrAFBSCFS;

2] - EN2EICITCIU3
string_to_another_place sub 18009181C(v3, vil, 8i64);

] : Bx76002FE6;
v35[1] = ex7S137182;
i[2] = Bx1ATESEEA;

1] = @xaFDa2me;

2] = @xSE740EA;

3] = OwOBASHFE;

vis[4] = GxBAS442FT;

For ( n o= 0635 n < 5; 40 )
wA5[n] A= OxBAQ42FO8u;

11 stack strings -

for (13 = 0i64; 13 < 3; 4413 ) /¢ stack strisgs - apple.cos
wIS[13] “= @xATOSFETu; :
©_copy_string_to_another_place_sub_l88@@181C(v3, v35, 0i64); ] eﬁasmﬁ?'

[2] - Bx13086560;
{3] = @x7a0E0671;

3[vis+] “= BXT4IEEO1EU; /i Stack strings

Legitimate domains

- whitehouse, gov

7{1] = 3570588

[8] = @x20CESTCA; - 0i64; mm € 2; +4em ) /1 Stack strings - sky.com
] = Bx23DASTCT; ] = Bx15252648u3 .
[z] = BX2ACTSSIC _string to_another_place_sub_1880BL81C(v3, v17, Bi64);
i .
- Ba1483602; :
; 8] - BXSCEE5040;
4 ) £F stack strings - vanguard.cos 1] = exsesiinac;
2 - : 2] = ex3grzaian;
RPiCkeneSaErpRScE Rl I000R B ) VR 0151 for { nn = 0464; an < 33 +nn ) /1 Stack strings - intel.com
= wiifnn] 4= OxIOF23ICau;
. :;:Zj:::i. e_copy_string_to_another_place_sub_138@BLSIC(v3, 33, Bi64);

v15 = @

5[0] = Gx2FADFI2E;

v19[1] = @x4C23EF2F;

for Bi68; i1 < 2; #+il )
u BxdC238246u;

/1 stack strings - hp.cem

esdn,picrosoft,¢

Next, we observe indicative a command that instructs the malware to “download and run backdoor”,

be the BazarBackdoor.

v93[8] = Bx7B524924;
vas[1] = ex7144492C;
v98[2] = Bx714B4768;
v98[3] = 8x7B505460;
v98[4] = Bx76444468;
v98[5] = Bx7A4A4228;
v9s[6] = 8x15252632;
for (n =8i64; n < 7; +n ) // Stack strings - download and

v98[n] *= @x15252640u;

e_copy_strings_to ptr in_allocated_heap_2_ sub_18@001B1C(v148, v98);

download and run backdoor command
As for network capabilities, the malware will have two ways to operate and it will depend on:

1. Use hardcoded IP \ Emercoin

2. Use a generated Emercoin

which could potentially

run backdoor

vEa[0] = @x7D2ABESB;
veB[1] - @x7C3CB580;
vEB[2] = Bx4911FAST,
v60[3] = Bx1958DAE3;
for ( § = @i6d; § < 4; ++] ) // Stack strings - hardcoded IP

vEA[4] A= @x1958DAE3u;

vl7 = vb@;
LABEL_34:
e_copy_strings to ptr_in_allocated_heap 2_sub_1806801B1C(v80, v17);
break;
case 2:
vel = B;
vb2[@] = Bx7CF8BCTD;
v62[1] = @x7DEEB276;
v62[2] = @x75CF4ADT1;
vE2[3] = Bx77E9LF78;
vE2[4] = 8x188A837C;
for ( k = @164; k < 5; ++k ) // Stack strings - hardc

wB2[k] *= 8x188A6D15u;

vl7? = vb2;
goto LABEL 34;

case 3:
v63 =
vE4[@] = 8x429118D4;
vE4[1] = ex428B1CC1;
vE4[2] = 8x42923893;
vB4[3] = BxAE9BLEC];
vE4[4] = @x27FF7DDD;
for ( m = 0@i6d; m < 5; ++m ) // Stack strings - gener

vBd[m] *= @x27FF7DB3u;
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Hardcoded vs generate

First method

Get Eli Salem’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

If the malware will choose to use the hardcoded way, it will first use the following hardcoded IP addresses and Emercoin

domains

185.99.133[.]67
188.127[.]1249
5.255.103[.]36
91.201.202[.1138
reddew28c[ . Jbazar
bluehail[ . Jbazar
whitestorm9p[ . ]bazar

Next, it will go to a function that will use WinINet functions to communicate externally

Press enter or click to view image in full size

r = e_dynamic_API_hashing_sub_188@@ACFC{v54, 8i64, InternetSetOptionA, 471);
{ _InternetSetOptiond }
_InternetSetOptionA(v43, 31i64, &v13@);// InternetSetOptionA

lpBuffer = 8;

e _M_sub_18@8@A3EC();

H ndRequestA = e_dynamic_API_hashing_sub_188@BACTC(v55, 8164, HttpSendRequestd, 466);
if ( _HttpSendRequesth )

v58 = _HttpSendRequestaA(vd3, v112, w6, v1ll, v51);// HttpSendRequestd
else

v = B; f/ Failure
if (w58 ) // Success

{

WinINet network function

This network function will return the status code of the network operation as an output using the API HttpQueryInfo. In

other words, if the function is successful and works properly, it will return 200.

returned status code = e Internet_communication_sub_18888863C(
*(ptr_allocated _buffer_2 + 216),
v21,
&vid,
&v135,
&v138); /7 Internet function
v38 = *(ptr_allocated buffer_ 2 + 288);
de [= returned_status_code;

WinINet function returned value

Next, the caller function will check whether the status code is indeed 200, if yes, it will call a function that contains the code

injection core function.

if ( v22 == 3 && status code == 200 ) // If status code 280

if ( e_wrap_code_injection_sub_188812778(ptr_allocated buffer 2, &v84) )
goto LABEL_133;

else if ( (status code - 288) »>= 188 ) // If failed

Checking status code
Second method: DGA

As told, bazarloader has an option to generate an Emercoin. In this option, Bazarloader will use its domain name generator
(DGA) capabilities to generate a random .bazar (which is related to Emercoin) domain.

After generating the name, the malware will add the string “.bazar” to it as a suffix.
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Press enter or click to view image in full size

al / @x169;

al ¥ 8x169;

(vie / 8x13 + 19 * (*v12 - 48));

w1 = v16 ¥ Bx13 + 19 * (vi2[1] - 48);

#*{randomized_domain + 32) = *(*(ad + 16} + 2 * v17) * *(*(a3 + 16) + 2 * v17);

*(*(random _domain + 32) + 1164) = *(*(ad + 16) + 2 * vi7 + 1) » *(*(a3 + 16) + 2 * v17 + 1);
#(*(randomized_domain + 32) + 2i64) = *(*{ad + 16) + 2464 * v18) » *(*(a3 + 16) + 2i64 * vi8);
*(*(randomized_domain + 32) + 3i64) = *(*(ad + 16) + 2i64 * vi8 + 1) * *(*(a3 + 16) + 2i64 * vi8 + 1);
w19 = *(a2 + 32);

w28 = ((v15 >> 2) + 4 = (*(v19 + 4) - 48));

w2l = ((vi5 & 3) + 4 * #(v19 + 5) - 192);

*(*(ranc ed_domain + 32) + 4164) = *(*(ad + 16) + 2 * v28) *~ *(*(a3 + 16) + 2 * v28);
_domain + 32) + 5i64) = *(*(ad + 16) + 2 * w28 + 1) ™ *(*(a3 + 16) + 2 * vI@ + 1);
_domain + 32) + 6164) = *(*(ad + 16) + 2 * v21) * *(*(ad + 16) + 2 * v21);

v22 = *(ad + 16);

v23 = *(al + 16);

vas(o] - eist; Generating domain
w25[1] = @ie4;
V26 = Bi64;

*(*(randomized_domain + 32) + 7i64) = *(v22 + 2 * w21 + 1) » *(v23 + 2 * v21 + 1);
*(*(randomized domain + 32) + 8i64) = 8;
v24[@] = @x57E6691A;
v24[1] = Bx2D877955;
do // Stack strings - .bazar

124[viB++] = Bx2D870834u;
while ( v1@ < 2 ); T T
e_copy_string_sub_18800173C(v25, v24); Addmg -bazar to the domain

e_copy_string to heap Combined sub 1808@19C8(randomized domain, v26);

Bazarloader DGA

Then, the malware will have the ability to communicate externally using the WINSOCK functions. Unlike the WinINet
functions where the majority of the functions are resolved directly by the API hashing function, in the case of the
WINSOCK function the malware will:

1. Decrypt their name which
2. Use the API hashing function to resolve GetProcAddress

3. Resolve the requested function using GetProcAddress

v109[8] = Ox3ASD51B6;
v109[1] = OxSE335BB1;
for { k = Bibd; k < 2; ++k ) // Stack strings - sendto

v189[k] "= 8x5E3334C5u;
e M sub_18B88BA3BC();
vld = e _dynamic_API hashing_sub_ 18B880ACYC(v12, 1i64, GetProcAddress, 7);
if ( 1vld )
return 8ied;
_sendto = v14(v8, v1@9);
if ( !_sendto )
return 8ied;

v118 = 8;

v119[8] = OxSAE14F1;

v119[1] = Ox1EA203E5;

v119[2] = ©x73CD7183;

for ( m = Bitd; m < 3; ++m ) // Stack strings - recvfrom

v119[m] "= @x73CD7183u;
e M sub_18B8BA3BC();
v17 = e_dynamic_API_hashing_sub_18880AC7C(v16, 1i64, GetProcAddress, 7);

WINSOCK functions resolved

Then, the malware will use these functions to communicate
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if |[( _sendto(v78, heap_buffer, v163, @i64, v143, v187) != -1 )}/ sendto
159 = v78;
vi58 = 1;
v138 = 1i64;

e_M_sub_18808A3BC();
vBB = e_dynamic_API_hashing_sub_18@@8@ACTC(v79, 4ibd, select, 408);
v8l = vB8@ ? vBO(0ie4, &v158, @is4, Aied, &v138) : @;
if (w8l »=1)
{
if ( w6l )

v82 = v149;
v83 = v6l;

v156 = 0i64;

while ( v82 > @ &8 v33 )

[v84 = recvfrom(v78, v61, (v158 - 1), Bi64, 0i64, Bi64)];// recvfrom
if ((vEd >=12)

sendto & recvfrom

Code injection
The malware attempt to inject itself into one of the following processes:

1. Svchost.exe
2. cmd.exe

3. explorer.exe

Then, it will go to a function that iterates through the running processes using the aforementioned API calls of

CreateToolhelp32Snapshot[14] and ProcessFind32First\Next[15]. One found it will retrieve the process ID.

i
= Bx2448F433;

Bx6257F12F;

Bx6CA6FA25

BxaC238248;

i=@i6d; i ¢ 4; ++i ) // stack strings - svchost.exe
= @wdC2382480;

H

= @x72132994;

= @x34042C88;

= @x3A152782;

= @x1ATB5FET7;

i o= @8iBd; § < 4; H ) // Stack strings - svchost.exe
= @x1ATBSFETu;

va3[@] = Bx15858A2;

va3[1] = BxFS94FA4;

va3[2] = Bx2F3C37C1;

for { k = @i64; k < 3; ++k ) // stack strings - cmd.exe
= @x2F3C37C1u;

Processes to be injected

vS1[@] = @x1A297BES;

vS1[1] = @x43C71E2;

w5L[2] = @x132166A3;

US1[3] = Bx7659038D;

do // Stack strings - explorer.exe
vEL[v2eH] ~= @x7659838Du;

while ( v26 <€ 4 };

e_copy_strings_to_ptr_in_allocated_heap_2_sub_1286801B1C(&.72, v5l);

if ( e_iterate_processes_sub_188@18DAS(&v72, &v67, &uE2) > @ )
w24 = e_returns_processID_sub_1836611028(&vc7, &vE2);

Processes to be injected
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Eventually, the process ID of the chosen process will be sent to another function that will deal with the code injection itself.

while ( v32 > @ };
if ( e_code_injections_sub 180814F64(
vad,
&v52,
a3,
*(al + 208) + 48i64,
*(al + 208) + B3i64,
3
89,
-lis4,
@xFFFFFFFFFFFFFFFFi64,
&v32) )

Code injection process gets processID as an argument
In the code injection function, we can see the injection technique itself which appears to be Process Hollowing.
First, a process is created with the creation flag of 0x8000014. This number is actually masking the following flags:

1. 0x08000000: CREATE_NO_WINDOW
2. 0x00000010: CREATE_NEW_CONSOLE
3. 0x00000004: CREATE_SUSPENDED

Press enter or click to view image in full size

b_188@@ACTC(vG1l, 1i64, CreateProcessA, 6@);// CreateProcessA
2(@i64, V353, 064, 0i64, O, OxB000014, 0i64, Bi64, w43, viE) : @) )

Process created suspended

Next, a new virtual memory will be allocated in the remote process followed by the traditional API calls we would expect to

see in the Process Hollowing techniques.

Press enter or click to view image in full size

LABEL_242:

v249 = *yic;

e_M_sub_18000A38C();
K ce:

+ 16) 172;
r_NtSetContextThread(v16[1], v268);// Setting the thread contenxt
=8 )

thread_handle = v16[1];
|_sub_l8@@@a3BC();
re e_dynamic_API_hashing_sub_l18@@@AC7C{v201, 1i64, ResumeThread, 116);

hread(thread_handle);// Resuming thread of the suspended process

Process hollowing

Looking for security products

More activities from Bazarloader are related to security products. Bazarloader will use the API calls
CreateToolHelp32Snapshot and Process32First to create a snapshot of the running processes and iterate on them to search

AV products-related processes.
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v3 = e_dynamic_API_hashing_sub_18@88AC7C(v2, 1i64, CreateToclhelp325Snapshot, 94);
if { w3 )

vA = v3(2i64);
else

vi = Bi64;

B
e_maintaince_sub_18888A3BC();

vE = e_dynamic_API_hashing_sub_188@@AC7C(vS, 1i64, Process32First, 92);
if ( v6 && ve{v4, ptr_allocated_heap) )

i
1

v7 = ptr_allocated_heap + 44;

= @x5F143815;

= Ox2(C754E20;

i=8igd; i < 2; ++i ) // Stack strings - Avast

i] "= @x2C754E54u;

if { !sub_18888ADAC{(ptr_allocated_heap + 44), v17, 5Suisd) )
goto LABEL 6&6;

via = 8;

BxIABELAAC S

Bx49696CE9

j = @8i64; § < 2; H] ) // Stack strings - avast
v19[§] ~= @x49696CCDU;

if ( !sub_186@8AD1IC((ptr_allocated_heap + 44), w19, 5ui6d) )

{

Searching for security products
Also, the malware will use the traditional stack strings to search for the following processes:

1. Norton Security
2. nsWscSve- Windows Security service
3. ISSRV- Microsoft network real-time inspection service

Press enter or click to view image in full size

LABEL_32:
if ( ((*v7 - 'N') & OxDF) == /{ Stack strings - Norton security

&% (ptr_azllo _heap[45] ==
“heap[a6]
_heap[47]
_heap[48]
ed_heap[49] == *
cated_heap[s@] -
_heap[51] ==
“heap[52]
_heap[53]
_heap[54]
“heap[55]
_heap[56]
_heap[57] ==

3) & BXDF) ==

HTEND SO 40

EREEEEEREREER

// Stack strings - Windows security service center

ted_heap{45] == 's'

ated_heap[46] - "W') & exDF) ==

d_heap[47] == s’

_heap[48] == "¢’

allocated_heap[49] - °5') & @xDF) ==
_heap[s@] == "v'

heap[51] == "e'} )

@

RERREER
@

&& ((ptr_allec
&% ((ptr_alleoc

Searching for security products
In addition, as already seen from the first image, Bazarloader will search for the names of the following security products:

1. Avast

2. BitDefender

3. NortonSecurity

4. WindowsDefender
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= @x75DB986C;
BxB6BAEESD;

// stack strings - Avast
++] “= @x6BAEEFDu;
v2 £ 2 });

:

ra

vie[v

= @x1ED44D4E;
Bx34C54269;
= @x5AD24168;

// stack strings - BitDefender
v1A[vZ24+] “= BXSAAB24BCU;
while ( v2 < 3 };

H
= Bx33ECEB9B;
= Bx22CDELBA;
Bx2EECFABG;
= Bw479EFBAL;
// Stack strings - NortonSecurity

= Bx1E9ABLAS;

Bx3EB7IF9B;

@x14918E91;

= Bx7AS63D98;

do // Stack strings - WindowsDefender
vIB[vZ4H+] “= Bx7AFAESFAL;

Searching for security products
Registry operations

Bazarloader has a designated function that will create a process in order to perform specific commands, in most cases, this

function occurs when a cmd command that manipulates the registry happens.
Persistence

Bazarloader will use the cmd process in order to set a persistence into the traditional

Microsoft\Windows\CurrentVersion\Run path.

Press enter or click to view image in full size

15[28] = 764278596
for (7 = @164; § € Bx15; #47 ) Jf Stack strings - cmd.exe /¢ reg.exe add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /§ /v
v ne BX2DBDFTA4U;

B il + 32);
e_copy_string_to_heap Combined_sub_1886@19C8(v12, v15);
e_copy_string to_heap Combined_sub_l82¢@19C8(v
opy_string_to_heap_Conbined_sub_1800913C8(y

Vi = *(a2 + 32);
o_copy_string to_heap_Combined_sub 1800919C8(v12, &
o_copy_string_to_heap_Combined_sub_18809139C8(

Creating persistence

Additional commands are also include

cmd /c

cmd /c choice /c /y /dy /t 10

cmd /c choice /c /y /dy /t 10 & start

cmd /c echo

cmd.exe /c reg.exe query HKCU\Software\

cmd.exe /c reg.exe query HKCU\Software\ /t REG_BINARY /d

cmd.exe /c reg.exe query HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths

Cryptography

Right after the WinINet network function ends, another function that is related to the malware’s cryptography starts. The
function also shares an argument with the network function.

Press enter or click to view image in full size
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returned_status_code = e_Internet_communication_sub_18000863C(
*(ptr_allocated_buffer_2 + 216),
val,
&vad,
&v135,
&vi3a); // Internet function
v38 = *(ptr_allocated buffer 2 + 208);
status_code = returned_status_code;
if ( !returned_status_code )

*y38 = ©;
goto LABEL_138;

¥
if ( 1v38[1] && 35 )

V78 = 8i6d;

V71 = @i64;

V72 = @i6d;

if ([e_start_crypt_sub_18001M9C(&v125, &vEd, &u70) && (v4l = v71) 1= @ )}/ Crypto activity

Cryptography function intro

The cryptography function consists of multiple functions that each does several tasks. In order to not get into each one in

detail, I will only demonstrate their important activities.
One of the functions is responsible to resolve the Crypt32.dll and Bcrypt.dll modules in the following way:

1. Decrypt the names of the modules
2. Use the dynamic API resolving function to resolve LoadLibrary
3. Execute LoadLibrary with the decrypted module name as its argument
4. Assign the handle for the DLL to an IDA variable for later usage
v34[@] = Bx193E10EA;
vB4[1] = Bx4G2BEDS;
vB4[2] = BxEBAC16C4;
for { mm = @i64; mm < 3; ++mm )// Stack strings - Berypt.dll
vaL[mm] "= @x6e4CTAASU;
e_M_sub_18888A3BC();
w32 = e_dynamic_API_hashing_sub 18@@8AC7C(v31, 1i64, LoadlLibrarya, 2);
if ( Iv32 )
i

h_Bcrypt_dll = @ie4;
return 8;

¥
h_Berypt_d11 = v32{v34);
Resolving Berypt.dll

Then, it will do the same for the functions themselves, but with GetProcAddress. When it comes solely to Berypt, 14

different functions will be resolved and assigned to variables.
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©epeeea156e10868 h_Bcrypt_dll 2 dq @ 280eeaa180@10168 ptr BCryptCreateHash dq @ 3
2eeRRee1se810868 eeooeee120010158 H
BERROBE1ERR1DETE ; __int64 (*ptr_BCryptfreeBuffer)(void)  0peeeae180O1DL7@ ; _ int64 (_ fastcall *ptr_BCryptSignHash)
2200EE218201DE7E ptr_BCryptFreeBuffer dq @ 0BREEEE1EER10170 ptr_BCryptSignHash dg @ i
@eeeaaaliselbeve 6800000150010170 ;
0080080130810878 ; _ int6d (_fastcall *ptr_BCryptiddCont gopeecelseelDl7s ; _ ints4 (_ fastcall *ptr_BCryptDecrypt)(
2200002162010878 ptr_BCryptAddContextFunction dq @ 2BEBEEE18BR1D1TE ptr_BCryptDecrypt dq 8 4
£eBEReA15R10878 800866818021D178 3
éeepeoalseelnese ; _ intéd (_fastcall *ptr_BCrypténumCon’ apppeeelseelD18e ; _ inted (_ fasteall *ptr_BCryptDestroyHz
8282060188010882 ptr_BCryptEnumContextFunctions dq @ £2EEe00180010188 ptr_BCryptDestroyHash dq @ %
Seepeee1see10ese 0eRee0a166210188 3
peeeeeelseelbere ptr_BCryptEncrypt dq @ ; G00000eLlce01D1%9@ ; _ intéd (__tastcall "ptr_BCryptGetPrope
eeooocolseelbore ; epeeeeelserlDlose ptr BCryptGetProperty dgq @ H
@e@aeee18eB108FE ; __inté4 (__fastcall *ptr_BCryptCloserlg @opeeeslseelDl3s ; _ inted4 (_ fastcall *ptr_BCryptImportie
22000001820108FE ptr_BCryptCloseAlgorithmProvider dq @  ; pooeeselseelDl3E ptr_BCryptImportKeyPair dg @ i
820860218021D0FE ; BEAOREA1EAR1D13E

8000000180010168 ; _ intéd (_ fastcall *ptr_BCryptOpenAlgo0oeaeeel3e010148 ; _ intéd (_ fastcall *ptr_BCryptFinish)(
eeREEAA15ee10188 ptr_BCryptOpenAlgorithmProvider dq @ ; BEAGEER1ERA10140 ptr_BCryptFinish dq @ i
86ReEEa156810108 ; B20GAE9130010140 H
60e0000180010128 ; __int64 (__Tastcall “ptr_BCryptHashData pececee13ee10148 h_Bcrypt_dll dq 8

@2@aaeelsealDlze ptr_BCryptHashData dq @ ; BOGeeeeLlZRe10148

ARRAGARTRAATNT 78

Bcrypt variables

After the resolving part ends, Bazarloader will use the functions to ignite its cryptography session. The algorithm that will be

used will be RSA, this can be seen as plain text in the ALGID parameter of the function BCryptOpenAlgorithmProvider[19].

if ( 'e_resolving Cyprt_and_Bcrypt_functions_sub_18801738C()
|| ptr_BCryptOpenAlgorithmProvider(&v32, L"RSA", 0164, 8i64) )
BCryptOpenAlgorithmProvider RSA

The malware then continues with creating the session with the usage of the rest of the functions, including generating the
key to decrypt data from the BcryptImportKeyPair. Eventually, it will return to the base caller function (dubbed above as

“start_crypt”).
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in the end, the malware will use the function BcryptDecrypt[20] to decrypt requested data.

Press enter or click to view image in full size

if ( le_resclving_Cyprt_and_Becrypt_functions_sub_188@1738C() )

return @; ——————{Resolving Bcrypt & Crypt32 |
if ( le_CryptAPI_and_RSA_sub_180@1A3BO(v9, al, &hkey, &v21, &v2&) ) 8 vp s
return @;

vlie = *(a2 + 8);

Creating the crypto session & returning the key|

return @;
v23[e] = ei64;
v23[1] = eiss;
V24 = Bi64;
e_heap_alloc_or_free_sub_180001648(v23, (v26 * v12));

S Taie) Content shared with network function |

1
.Ehug (1) L Decrypt data

pbInput = *(a2 + 16) + vis;

v27 = @3

if ( ptr_BCryptDecrypt(hbEy, pbInput, vil, 0i64, @is4, @, vic + vi7, v26, &v27, 2) )
break;

17 4=

.,.

:
if ( #4018 = w21 )
goto LABEL_14;

}
ptr_BCryptDestroyKey(hkey);

Final Berypt decryption
Designated strings and MD5 activity

One of the interesting activities of Bazarloader is the usage of specifically designated strings and using them as arguments in
other parts of its activity.

These strings are manipulated several times before being used, thus making the process of observing their usage a little bit
tricky. In order to show the general idea, I will demonstrate only one case.

Small Tip: In order to track the activity dynamically and align it with static analysis addresses, disabling the ASLR (with
tools such as CFF Explorer) can be handy.

The entire activity will occur in one function that will deal with decrypting hardcoded strings using the aforementioned
stack-strings and xor decryption method. However, as can be seen, before starting decrypting the strings, a different function
named “sub_180005600” occurs.

sub_18@085688(al, (al + 48));
i \|Add|t|onal Key creation

= 78B632782;

= Bx9EBYB58;

= 1575865686;

1848184952 ;

i=9i64; 1 < 4; +i ) // stack strings - a@lDGeEdIfOeg
vaG[1] *= BxEDAEFELFuU;

e_copy_strings_to_ptr_in_allocated_heap_ 2 sub_188@@1B1C((al + 76@), v46);

e_decrypt_again_sub_l8eee4418(al + 768, vl);

= Bx4ADS9157;

= Bx4CC3FA42;

= @x18F2CB02;

= Bx189DChes;

= BxE9BD765;

= @x17F2CB0C;

= Bx99EC1EE;

= Bx7BADAS3A;

j = @ied; j < 8; +j ) // Stack strings - mdtlx n78m_c2h®k_réubn_l2d3r
i] "= Bx7BADAS3AU;

_strings_to_ptr_in_allocated_heap_2 sub_1808@1B1C((al + 8@8), v7G6);
= Bx71BCFABE;

= Bx453A8207;

< = @i64; k < 25 ++k ) // Stack strings - _x64

py_string_to_heap_Combined_sub_1888019C8(al + 8@, via);

= 6B8195886;

n = @i64; m < 2; ++m ) // stack strings - _nologs.
m] ~= @x463F141u;

e_copy_string_to_heap_Combined_sub_18e@819C8(al + 88, v32);

e _decrypt_again_sub_186084418(z1 + 80, al);

Designated strings function

The objective of this function is relatively simple, creating an additional key for further decryption activities. In general, this

will happen in the following way:

Page 19 of 22



https://elis531989.medium.com /highway-to-conti-analysis-of-bazarloader-26368765689d

1. First, with the use of two API calls SHGetSpecialFolderPathA, GetFileAttributesExA, and additional functions, the

malware will generate some sort of digits array.

Press enter or click to view image in full size

| ® Breskpoints I B Memory Map | [} Call Stack | S SEH | o] Seript | &) symbols I <2 Source | /- References | 'S Threads [ £ Snowman
Tea edi,gword ptr_ds: [Fbx:20)
mov gword ptr ss:frbp-z0§,rok [rBp-20]: 20016561, 4256221052 20016562. 14759698, 20016561, 4253725148, "
mov r&d,risd
mov_edx,edi
€all bazaunp_aslr.180001000
mov red,ricd
mov edx,edi
MoV rex,ris

%lﬂ gazaunnaas'!r.mu 01000 R—

ea rdx,quord ptr ss:frbp-50

16 L5 dera Brr ot ot Generated digits
£all bazaunp_asir.1800054E4
lea rdx,qwerd ptr ss:Erbp-50]
lea ecx,quord ptr ds: [rbxr23]
€all bazaunp_aslr.1800054E4
lea rdx,qword ptr ss:[rbp-50)
lea ecx,qword prr ds: [rbx-2a]
a1l bazaunp_asir.1800053E4
mow gx,q‘wnrd ptr ss:[frbp-z0] (rb;_l-BD]:"30016561.425622“352.3001.5562.14?53555.30015561..4253?25143."'
mov edx, el

Generating digits

2. The digit array will go to another function that will deal with MD5 hashing as one of its arguments.

@] = @x72E20B3B;

1] = @x58B6211F;

2] = @x34D74F76;

for ( m = @i64; m < 3; +Hm ) // Stack strings - MDSFinal
v3B[m] ~= B%34D74FTEU}

v18 = ptr_Cryptdll_dll_2;

e_M_sub_18808A3BC();

v28 = e_dynamic_API_hashing_sub 1808@ACTC(v19, 1i64, GetProcAddress, 7);

if ( Iv2e )

i - :
ptr_MDSFinal = @i6d; |Creating the MDS5 functions |
return;

¥

ptr_MD5Final = v2e(vls, v3ie);

if { ptr_MDSFinal )

1
w21 = 104;
v22 = v33;
do
g

Executing MD5 function

while { v21 » @ };

ptr MDSINit(v33); with the long digit as an
?0 argument

2

v23 = H
if ( va < Bx48 ) /
v23 = wd:

ptr_MDSUpdate(v33, var_generatediumbers, v23);
var_generatediumbers += v23;

-= y233

h

while ( vd });

ptr MD5Final(v33);
ved = 1B;

MDS5 activity

If we inspect dynamically, we could see that after passing the MD5Final function, the digits will disappear and an MD5 hash

will be produced.
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l — FF15 5D3CO100 |calT gword ptr ds: [<&MDsFinal>]
| 4418047 10 |1ea red,gword ptr ds:[rdi+i10]
H 41:88CE mov ecx,rad
48:85F6 test rsi,rsi
v 74 15 je bazaunp_aslr.1800033EC
48:88C6 mov rax,rsi
00000001800033DA 48:185C0 TesT rax,rax
000000018000330D ~ 74 0D je bazaunp_aslr.i1800033EC
0000000180003 44:8828 mov byte prr ds:[rax],rish
00000001 800C 41:2BCC sub ecx,rizd
'!nlnn.'m(\ﬂ:nn PEY add rav'ei3
] i

e,
J0180010028 <bazaunp_asir.&MDSFinal=]=<cryptd]1.MDSFinal=

12033C5 bazaunp_aslir.bin:$33C5 #27C5

ump2 | WsDump3 | Woump4 | GWDumps | B wawh1 | Ix-llocels | 2 stuct |
11

——
30 30 31|36 35 26 31|2E 34 32 35 36 32 32 31|B30016561.4256221
38 32 2E|33 30 30 21|36 35 36 32 2E 31 34 37| 052.30016562.147

39 36 39|38 2E 33 30(30 31 36 35|36 31 2E 34)|59698.30016561. 4
35 33 37|32 35 31 34(38 2€E 00 00|00 00 00 00|253725148....... .
5ol 335228233 33 3 Before MD5Final|

RO

05 01 00 00|00 00 00 00(01 00 00 00|00 00 00 00|.
98 €0 2B 00100 00 00 00(20 EB 18 00|00 00 00 00
= 01 00 00 00(00 00 00 00[00 00 00 00|

Before MD5Final
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< | 1

FF15 5D9C0100 €all gword ptr ds: [<&MD5SFinal>]
44:8D47 10 lea r&d,qword ptr ds:[rdi+10]
4 000000018000 41:8BCS mov ecx,rs5d
! ¢ | 0000000180003302 45:85F6 test rsi,rsi
| i s | 00000D001800033D5| ~ 74 15 je bazaunp_aslr.1800032EC
i « | 0000000180003307 45: 8BCE mov rax,rsi
el ¢ | 00000001800033DA 45: 85C0 test rax,rax
! (----#| 000000018000330D| -~ 74 0D je bazaunp_aslr.1800032EC
i | # [ 000000Q01800032DF 44; 8838 mov byte ptr ds:[rax],risb
|14 ¢ | 00000001800033E2 41:2BCC sub ecx,rizd
[ : @ || nNoanANNY ANNNIIEC 49 N34 add _rav ri12
gl

10]=[10]=777
J0033CE bazaunp_aslr.bin:i$33CE #27CB

Jump 2 | 4 Dump 3 | i Dump 4 | W4 Dump 5 | % watch 1 | [=] Locals | ?Sh'uct|
Hex ASCII |

00 00 00 00|00
00 00 00 00|00
00 00 00 00|00
oo 00 o0 o0l oo
B7 64 6B GF |08

After MD5Final

After the MDS5 hash is created, the function will return to the caller function and the events will continue as the following:

1. The hardcoded stack strings will be decrypted and combined into one string
2. The combined string and the md5 hash key will be sent to another function named “sub_180004410” that will deal

with further manipulation on the string.
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] Additional Key creation

Tee632782;
Bx9EB9B58;
1575865686
] = 134@184952;
for (1 =@d64; i < 4; +i ) // Stack strings - a@lDGeEdIfoeg
v46[1] ~= @x6DAEFE1Fu;
e_copy_strings_to_ptr_in_allocated_heap_2 sub_186@01B1C({{al + 768}, ¥
e_decrypt again_sub 18eee441@(=1 + 768, v1);
V75 = @;
v76[@] = @x4ADII1S7;
r = @x4CC3FA42;
= @x18FICEE2; ‘ 1) Decrypt the XOR hashes
= Bx189DCDBes;
= BxE9BD7VE5;
= @x17F20B8C;
= @x99EC1es;
] = @x7BADAS3A;
j =90ied; j < 85 +j ) // Stack strings - m4tlx_n78m_c2hek réuen_l2d3r
v76[3] “= @xTBADAS3AU;
e_copy_strings_to_ptr_in_allocated_heap 2 sub 13e@@1B1C((al + 88), v76);
v30[@] = @x718CFABS;
v38[1] = @x453A8207;
for ( k = @i64; k < 2; ++k ) // stack strings - _x64
vie[k] “= @x453AB207u;
e_copy_string_to_heap_Combined_sub_1860@19C8(=1 + 88, v32);

31

v32[@] = @x6BOCIFIE;

v32[1] = 6B195886;

for (m = @iBa; m < 2; +m ) // stack strings - _nologs.
v32[m] “= @x463F141u;

e_copy_string_to_heap_Combined_sub_l8B0@19C8(=1 + 80, v52);

e_decrypt again_sub_188084418(=1 + 8@, 31); \‘ 2] Combined the Sh—mgs ‘

|3) Send the combined string and the created Key to another function|

Designated strings function workflow

Inside sub_180004410, the string will go through more manipulations, one of them is a loop that will XOR between the key
(the MDS5 hash) and the combined string.
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45:33C9
A

i ombined string
-H e 13 rex

4
11349 08 €70 anord prr g 51,05
4

76
a1
41186809

4315853 10

Et
4913042 08

=
i
ISE SO0 SE L 1ACSBIF O3
4GEEFOSESO03E110191A4CE)
ALY T BN_c2hak_reuEn12:

0+10]
B1F
d3F RGN

34:88C0
49;6B42 10
41: EADCOD

30014
4116045 01

41: 6809 mov ek, g
4813688 08 9 rbi, quord pre
L gt XOR key and string
481E85C24 06 mov rbx, quord prr
H o =1 [

XOR loop between the key and combined string

Next, several other manipulations will occur on the xored output until eventually a new string is generated.
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U e munp_no . Lo e
and gqword ptr ds:[rdi+18],0
mov edx,dword ptr ds:[rdi+10] edx: "wD3TNZXgBUBOVTSvn4gD 6UF7qagCADTE2ZYYTYME"
jmp bazaunp_aslir.18000455E
ftest rax,rax

je bazaunp_aslir.180004562

dec edx . . edx: "wD3TNZXgBUBOVT Bvn4gD UF7qagCADTEZYYTYME"
mov byte ptr ds:[rax],0 Final strlng /|

inc rax

test edx,edx edx: "wD3TNZXgEUBOVTSvn4gD SUF7qagCAOTE2ZYYTYME"
jg bazaunp_aslir.180004551

mov rdx,rbx rdx: "wD3TNZXgEUBOVTSvn4gD 6UF7qogCAOTE2ZYYTYME"

mov rcx,rdi
€all bazaunp_aslir.180001B1C

Final string

Eventually, this process will happen to every string in the list of these designated strings, and as said, they will be used as an
argument in further malware activity.

For example, the string from the image above will be used as the Mutex name when the malware executed
CreateMutexA[21].

Press enter or click to view image in full size

a1 rax Ri4  0DOOOODOOO00000L

mov rbx, rax rhx:"wn3fy; | R15  0000000000000001

Smp bazao00000007 7927200 <Kernel 52.Cr catEMUTENAS

XOr b, A0 <IMP. &Cr SATAMUTEXAS RIP  DOODOOD1BO00E3SE bazaunp_asir.000000015000835E

trop

mov rag. | RFLAGS  0000000000000246
:g:i. red, . lzr1 PF1 AF O
0F 0 5F 0 OF O
TasT rax,|
3= bazauf{n CFO TFO IFL
?ng P word per of LastError OO0D003FO (ERROR_NO_TOKEN)

X, FBX )
je bazaunp_asir.180008386 Laststatus 00000000 (STATUS.SUCCESS)

cmp eax, &7
jne bazaunp_aslr. 1 €5 002E FS 0053

mov dil,1 ES 002B DS 0028

BN bexaunp_asin. 18000A36C Mutex name e

mov edx, 1 =
mov rBd,723EE0DS TR Default (x64 fastcal) z|s BE
Jea rod,gword ptr ds:[rdx+10]

It rox
€811 bazaunp_asir,18000AC7C 2 rd
Test

Is: trsp+z0] 0000000000000000

Final string being used as Mutex name
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