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 Tool: Pony

Names

Pony

Pony Loader
Siplog
Fareit

Category Malware

Type Loader, Info stealer

Description Pony is another loader with information stealing capabilities.

Information

<https://www.proofpoint.com/us/threat-insight/post/threat-actor-profile-ta505-dridex-
globeimposter>

<https://www.mcafee.com/us/resources/reports/rp-quarterly-threats-jun-2017.pdf>
<https://www.uperesia.com/analysis-of-a-packed-pony-downloader>

<https://github.com/nyx0/Pony>

MITRE ATT&CK <https://attack.mitre.org/software/S0453/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.pony>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Pony

Changed Name Country Observed

APT groups

  Cobalt Group 2016-Oct 2019

  TA505, Graceful Spider, Gold Evergreen 2006-Nov 2022

2 groups listed (2 APT, 0 other, 0 unknown)

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=70091619-3444-41ce-9087-87ee12ceb855
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