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Overview

On November 10, 2020, JPCert[1] published a blog post in Japanese (the English version followed about a week
later), providing an overview of BlackTech’s PLEAD backdoor, referred to as “ELF_PLEAD?, specifically
targeting *nix systems. In late March 2021, Intezer[2] tweeted a hash of what was described as a fully
undetectable (FUD) version of ELF_PLEAD.

This post will cover a few updates to the PLEAD backdoor, some that have been publicized, and some that I found

while analyzing the file.

Targeting the Penguin

BlackTech has an extensive malware repo and is best known for utilizing network and software exploits for initial
access. Continued development and refinement of tooling specifically for Linux systems is just another notch in
the belt of BlackTech. In March of 2020, JPCert[3] again identified a Linux Variant of BlackTech’s TSCookie

loader.

The following month in April, TeamT5[4] released a blog post detailing an intrusion at a Taiwan academic
institution attributed to BlackTech utilizing the Ghostcat vulnerability, (CVE-2020-1938) for initial access. The
file later found on the compromised institution’s network was identified as a Unix variant of Bifrose, or Bifrost, a

backdoor associated with BlackTech.
Updated PLEAD characteristics:

e 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, for GNU/Linux 2.6.18.
Shared libraries:

e glibc 2.2.5, glibc 2.3, glibc2.4 > GNU C Libraries
e libcrypto.so.10
e libssl.s0.10

The libcrypto* and libssl* libraries are older versions of OpenSSL libraries for RedHat Linux distributions.
Previous versions of ELF_PLEAD were statically linked, meaning all dependencies are stored within the binary,

however, this also means a larger file size.

One thing that hasn’t changed between the PLEAD versions is the stripping of symbol information in the binary.
Malware developers commonly strip the symbol information to hamper analysis efforts. Figure 1 depicts the

binary with a stripped Symbol Table, however, we can still glean plenty of information from the file.
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Figure 1

*Note: The script myelf_parser.py is a personal project of mine to learn about working with ELF binaries in
Python.

Not visible in this file include the Symbol Table (.symtab), the Dynamic Symbol Table (.dynsym) which contains

libc functions that can give us a glimpse into the capabilities of the backdoor.

The functions visible in Figure 1 hint that the binary makes a connection to some infrastructure using SSL, and

has the ability to execute some commonly known Unix OS commands.

4 Listing: beplead_3fefceeab f9ddbesc3a071 2d45aaddc87fdobl 78d1 3955944dbesb338a3 D& |5 a ks % [ & X
i .
r int FUN_00408570(char *param_1,ushort param_2) T\
LAB_00408640 KREF 00408595
00408640 be 70 de MoV =>5_168,95.1.1_0040dc 70, 5_168. 95.1.1_0040dc70
40 00 =
0040865 48 89 df mov .
0040868 €8 73 fb CALL FUN_00408250 4
1 [4a1:
004086dd 89 c5 Mov .
004086¢f eb <O P LAB_004086a1
004086e1 Of P OFF =l
0040862 1f 22 1FH :
004086e3 80 7 8ok 4
00408684 00 ?? ach 4
004086eS 00 ? ook 4
00408686 00 ?? ach 4 (3l
004086e7 00 7 ook
LAB_004086e8 XREF(1 004088a7(j) if ¢
0040868 ba 06 00 MOV e 1):
0 00 }
01 MOV ) else {
= *int #)* ->h_addr_list
MOV %2 ¥
if ( - 1U < Oxfffffffe) {
00408677 8 34 9b CALL socket = socket( )
1 :
004086fc 83 f8 ff CMP -0 if ( = -1) {
00408611 89 c3 MoV ’ = 10;
00408701 74 a8 1z LAB_004086ab =0
00408703 4c 8d 6c LEA =5 al 48, [ + 0x10] setsockopt( 15, & )
24 10 =
00408708 41 b8 10 Mov 2 0x1C = =0;
0 00 00 s setsockopt(__fd,1,0x14,& .0x10) 5
N e s : J - 1 D e R

Figure 2 Hardcoded C2 IPv4 address

The backdoor connects to an IP (168.95[.]1.1) address we will later see in Figure 3 is located in Taiwan, a known

target for BlackTech. It is likely the location of the command and control infrastructure is to blend in with the

targeted network, as to not raise alarms.
The backdoor described in the November 2020 post utilized the domain mx[.Jmsdtc.tw for command and control.

Of note, this domain has Yu Liang Lin wufi2011@gmail.com, listed as the registrant. The name and email address
could very well be a throwaway account, or stolen credentials used to register the domain. At the time of writing,

there were no other domains associated with the Gmail address.
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Figure 3

ELF_PLEAD conducts a number of checks to ensure it has landed on the correct target. This is important not only
for fingerprinting the victim system but also due to the fact that the ELF binary is dynamically linked. In other
words, if this were a more recent version of the operating system installed, many of the capabilities in PLEAD

would be rendered useless.

i Listing: maybeplead_ dbe9c3a0712d45aaddcs7r., | ) [ 55 » @@ = - /X Decompile: INFO_GATHERING - (maybeplead G = @ v X
00406Tab B9 84 24 HOv dword ptr [FSF + local_84e], L on * a2 = L]
1a 20 00 0O
00406Th2 c7 B4 24 MOV dword ptr [/ + local_84a),0xfded
1e 20 00
00 &9 fd ..
00406fbd c7 B4 24 MOV dword ptr [/ + local_846],0xfded
22 20 00
00 e9 fd .. =1L
0040678 ¢6 84 24 MOV byte ptr [FSP + local_840],0x1 = uname (& b
28 20 00 if ( = 0)
00 01 - . machine:
004067d0 6 84 24 MoV byte ptr [R5 + local_841],0x1 i = stracmp(__<1,"1686%,4):
27 20 00 if ( == 0}
00 01 =0
004067d8 e8 03 b2 CALL uname ¥
i ff else {
00406fdd 85 cO TEST . = strocap(_s1,"x86
00406Tdf of 85 cc nz LAB_004071b1 if (( =0) |l . “and6a*,s), =0 {
01 00 00 1
0040685 4d Bd ac LEA =>local_1d4, [R12 + 0x104] )
24 04 01 i
0 00 sprintf{ 1757,"%5 %5 %s 4s".& release, .version,
00406fed ba 04 00 HOV ,0x4 .machine);
00 00 ¥
00406F2 be a0 db MOV =>DAT_0040dba0, DAT_004Gdba0 else {
40 00 - - streat(
0040617 4c 69 ef HOV . }
00406Ffa e8 f1 b2 CALL strncmp gethostname (
1 ff GET_NET_IF(
00406fff 85 cO TEST . FIND_CURR_EXE_PTH( 00):
00407001 OF 85 6d Nz LAB 00407174 = getuid();
01 00 00 - 1 = getpwuld( )
& 00407007 c6 B4 24 HOV byte ptr [RSP + local_841],0x0 strepy ( . ->pw_nane);
27 20 00 strepy ( r ¥} (*(long 18) + B))
00 00 1 strepy ( r+) (paran_1
= *(unde 2 41 ran_ 0148)
LAB_0040700f KFEF(2] : = FLN_0D4076:
0040700f 48 &d be TLEA ->local_858, [RSP + 0x2010] . : = SSL_WRITE_BYTES(*(undefineds *)(paran_1 + 0x48) ,0KS7h) s L
- a2 10 n - E = OxfTTTf{fLs j -

Figure 4

ELF_Plead Commands

Similar to the ELF_PLEAD sample JPCert identified this updated version is outfitted with seven separate

command groups. The command and command numbers that differ from the prior sample are listed below:

e 11C SockClient >> Client/Server proxy mode
e 11C TravClient

Many of the same commands including file operations, remote shell, and proxy modes are found in this version of

PLEAD. Figure 5 provides some of the aforementioned commands used to navigate through the compromised
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[Esting: maybeplead_sfefceeabofadsioddbencsaozizdasaadacart, [0 [& 5 v @

004057fd Of 44 cl
00405800 48 8d 4a 02
00405804 43 Of 44 d1
00405808 00 c0
0040580a 48 83 da 03
0040580e 66 c7 02

2f 00
00405813 o8 18 dO

ff ff
00465818 48 Bb 3¢ 24
0040581c 31 c0
0040581e b9 12 00

00 00
00405823 48 8d 94

24 50 03

00 00
0040582h 48 89 ee
0040582 f3 48 ab
00405831 bf 01 00

00 00
00405836 e8 f5 cc

ff ff
00405836 85 <0
0040583d 0f 85 3d

ff ff ff
00405843 43 8b 7c

0040584d 48 8d be
24 0 03
00 00

00405855 48 89 c1

00405858 ba 0 d9

CMOVZ
LEA
CHOVZ.
ADD
sBB
MoV
CALL
MOV
XOR
MOV

LEA

CALL

MOV

L)

CALL

ERIE Decomplle; TARGET_SYSTEM_INFO - (maybeplead % L v X
[] . .
xm>local_412, [FOX + 0x2] — S5 | while (1v {
DX, -1
DX, 0x3 g P ar8 + (ulong)bvarls * .2 4 1;
word ptr [FOx],0x2f }
40| *(undefinedd *)puvars = 0
strcat 41 | getewd((char *)local Z
2 firp = opendir({char
RDT,qvord ptr [Rs#]=>local_d58 43| 1f (_dirp == (DIR *)0x0) {
EAX, EAX =\ aq 1Vars = PKG_SYSTEM_INFO?(param_1,0x5c,0,0);
ECX, 012 45 return uVars;
}
Dim>local_108, [RSP + 0x350] 1¥arl = sprintf((char *)local 418, "%s\n",local_218);
if (0 < ivarl
PKG_SYSTEM_INFO? (paran_L,0x5d, Local_a18,1varl + 1);
1 51| local_430 = 0;
DI, 0x1 52| local 424 = 0; %
3 al_434 = 0;
__xstat 54 |LAB_00405780:
55| pdvara = readdir(_dirp);
- do {
LAB_00405780 bVarl2 = pdVard == (dirent ¥)0x0;
if (bvar12) {
DL, qword ptr (RSP + local_d20) closedir(_dirp):
0 1Varl = sprintf((char *¥)local 418, "\t\tFiles: %d\t\tSize: %ld\n\t\tDirs: %d\n*,
localtine 1 (ulong)local_424,local . (ulong)local_434);
5 if (0 < 1varl) {
Dl=>local_78, [RSP + Ox3s0) 3 1VarS = PKG_SYSTEM_INFO?(param_l, 0x5d, local_418,iVarl + 1);
4 return uVars;
X, RAX 66 return 1;
ED¥=>5_%F_%T_0040d5f0, s_%F_AT_0040dgf0 7
68 Vard-»d_name:
10140 69
=i 7o
stritine K 1 s
7 <% L

Figure 5

The backdoor contains the ability to create a new thread and provide the operator with a pseudo-terminal (tty)

shell. Shell commands are executed using “echo -e”, additional functions called are described below.

e “[!] monitor %d %d”

e “[!] openpty %d”
e “[!] ttyname %d”
o “[!Tioctl %d”

o “[!] fork %d %d”

**Featured Image: Photo by Claudio Schwarz on Unsplash

Conclusion

Hope you enjoyed this quick analysis!

Indicators of Compromise (I0OC)

SHA256: 3fefceeab9f845f9ddbe9c3a0712d45aad4c87fdbb178d13955944dbe6b338a3

IP: 168.95.1[.]1
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