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 Tool: Sys10

Names Sys10

Category Malware

Type Backdoor

Description Sys10 is a backdoor that was used throughout 2013 by Naikon.

Information

<https://paper.seebug.org/papers/APT/APT_CyberCriminal_Campagin/2015/TheNaikonAPT-

MsnMM1.pdf>
<https://securelist.com/analysis/publications/69953/the-naikon-apt/>

MITRE ATT&CK <https://attack.mitre.org/software/S0060/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.sys10>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:sys10>

Last change to this tool card: 14 May 2020

Download this tool card in JSON format

All groups using tool Sys10

Changed Name Country Observed

APT groups

  Naikon, Lotus Panda 2010-Apr 2022  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d1d013e0-ad32-4191-95cb-d1a93c9deb73
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