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&2 Tool: DarkPulsar

Names DarkPulsar
Category Malware
Type Backdoor

(Kaspersky) DarkPulsar is a very interesting administrative module for controlling a

Description passive backdoor named ‘sipauth32.tsp’ that provides remote control, belonging to this
category.
. <https://securelist.com/darkpulsar/88199/>
Information

<https://labs.nettitude.com/blog/a-quick-analysis-of-the-latest-shadow-brokers-dump/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.darkpulsar>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag:darkpulsar>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool DarkPulsar

Changed Name Country Observed

APT groups

Equation Group 2001-Aug 2016 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=85f6704b-2e52-4fc3-8742-b449106927a8
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