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RagnarLocker Ransomware
RagnarLocker 2.0 Ransomware
RagnarLocker Doxware

RagnarLocker DDoS-attack-Ransomware

RagnarLocker NextGen Ransomware

(mmdpoBabIMK-BbIMOraTe/ib, My0JIMKaTop) (MIepBOUCTOYHHK)

Translation into English

OTOT KPHUITTO-BbIMOTaTe b IH(PYeT JaHHBIe KPYTTHBIX KOMIIaHUN 1 OH3HecC-TI0/b30Baresel ¢ momorrpsio AES +
RSA-2048, a 3arem TpebyeT BrIKyT B ~20-60 BTC, uTo0B1 BepHYTH (haiiisl. OpuruHanpHOe Ha3BaHMe:

RagnarLocker umu Ragnar_Locker. Ha ¢atine narmicano: VSERV.EXE wmi uto-To errie.

Brimorarenu, pacripoctpansitoipe RagnarL.ocker, MOryT myG/IMKOBaTh YKpaZleHHbIE JaHHbBIe C LIeJIbI0 Y CUIeHHUsT

[laBjleHyst Ha »KepTBY (OTCIoZa 0MO/IHATeNbHOE Ha3BaHUe — Iy0iMKarop). [/1s1 3Toro oreparopsl-BbIMOraTe/iu
HaUMHAIOT KPaKy AaHHbIX elljé repe/ mrdpoBaHueM (ailjioB C MOMOLIBIO TPOrpaMMHBIX cpefcTB (doxware).
I'pyrma Ragnar Locker npesnounTaeT coTpyfHAYATE C BHELIHUMH TI€H-TeCTepaMH J/Is B3/I0Ma CeTel 110 BceMy
mupy. Kpome Toro, ucrosnb3ytor DDoS-araku, 4To0Ob! 3aCTaBUTh )KEPTBY CBSI3aThCSI C HUIMU U JOTOBOPUTHCS O

BBIKYTIE.

V3BecTHO, UTO Ha HAaYaJILHOM 3Tarie PacrpoCTPaHeHUst 3TOro Ransomware 1 TIpOBe/IeHUsI aTakK TPyTIa
3/I0yMBIIITIEHHUKOB Oa3upoBaiachk B YKpanHe U OTTYZa yKe pacTekach 1o crpaHam EBporbl u CeBepHOit
Awmepuku. Unenns! 6aHab! AeficTByOT U3 Yexuu, [1IBeruu, epmanuu, @panrmu, Hugepaangos. Cepeepa
TIPUKPBITHS pacmnosioxkeHsl B Hugepnangax, lepmanuu u [IBermu.

O0OHapyxeHHs:

DrWeb -> Trojan.Encoder.31062, Trojan.MulDrop11.37871, Trojan.Encoder.31231, Trojan.Encoder.31566,
Trojan.Encoder.32719, Trojan.Encoder.32986

BitDefender -> Gen:Heur.Ransom.Imps.1, Generic.Ransom.Ragnar.7430B5C0

Avira (no cloud) -> TR/AD.RansomHeur.gkgib

ESET-NOD32 -> A Variant Of Win32/Filecoder.OAH, A Variant Of Win32/Filecoder.RagnarLocker.A

Malwarebytes -> Ransom.Ragnar
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McAfee -> Ransom-Ragnar, Ransomware-GWY !3CA359F5085B
Rising -> Ransom.Agent!8.6B7 (CLOUD)

TrendMicro -> Ransom.Win32. RAGNAR. THBAABOA,
Ransom_Ragnar.R002CODCAZ20, Ransom_Ragnar.R002C0DDS20

© T'eHeasioTHsl: BBISICHSETCS, IBHOE POJICTBO C KEM-TO He /[0Ka3aHo.

AGNAR

BUE

I/I306pa)KEHI/IE — JIOT'OTHII CTAaTbU

- o

-a o »

K 3ammdpoBanHbIM (aiinam nobapsieTcs: paciivipeHye 1o m1ab/oHy:
Jragnar_XXXXXXXX
-ragnar_<ID{8}>

ITog ID 3meck HaxopuTtcs xsm NetBIOS-nMeHn koMIibroTepa.

[TpuMepbl TaKMX pacIIvpeHui:
.ragnar_44027CDE

.ragnar_46d54535 Buaumanue! HoBble paciiimpenusi, email v TeKCTbI O BBIKyTIE MOYKHO HAMTH B KOHIIE

CTaTbH, B obHoBeHusX. Tam MOTYT OBITD pa3nyud C repBoHa4a/IbHbIM BADUAHTOM.

AKTHBHOCTb 3TOr0 KPUIITO-BBIMOTaTesIsl IIPULIIACh Ha KOHeI] ssHBaps - Hauasio ¢gespasst 2020 r. [larta co3ganus: 31
saBaps 2020. Bo3aMoXKHO, elrie ObU1 60Jiee paHHUI BapyaHT U3 Aekabps 2019 roga. OpueHTHPOBAH Ha

AHITIOA3BIYHBIX HOHBBOB&TEHEﬁ, UTO HE MellaeT PacCripoCTPaHATb €ro 1o BCeMy MUpY.

3amnmcka ¢ TpeboBaHMEM BBIKYTIA Ha3bIBAeTCs 10 11A0/IOHY:
RGNR_XXXXXXXX.txt
RGNR_<ID>.txt
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[TpuMep 3arucoK O BBIKYTIE:
RGNR_44027CDE.txt
RGNR_46d54535.txt

CopepixaHue 3allUCKH 0 BBIKYIIe:
Hello COMPANY !

ke Skdek Skdek Skdek Skdek Skdek Skdek Skdek Skdek Skdek k3 sk ok

If you reading this message, then your network was PENETRATED and all of your files and data has been
ENCRYPTED
by RAGNAR_LOCKER !

kg ke k ke k ke k ke k ke k ke k ke k ke sk sk ke sk sk S 3 s sk sk 3k

wokskckrkkWhat happens with your system 2ok

Your network was penetrated, all your files and backups was locked! So from now there is NO ONE CAN HELP
YOU to get your files back, EXCEPT US.

You can google it, there is no CHANCES to decrypt data without our SECRET KEY.

But don't worry ! Your files are NOT DAMAGED or LOST, they are just MODIFIED. You can get it BACK as
soon as you PAY.

We are looking only for MONEY, so there is no interest for us to steel or delete your information, it's just a
BUSINESS $-)

HOWEVER you can damage your DATA by yourself if you try to DECRYPT by any other software, without
OUR SPECIFIC ENCRYPTION KEY !!!

Also, all of your sensitive and private information were gathered and if you decide NOT to pay,

we will upload it for public view !

stk sk sk

Fodkskkk kR How to get back your files 4+

To decrypt all your files and data you have to pay for the encryption KEY :

Page 3 of 19


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEirCE1hML-Drsq4fsdxXknDMuCq3Hgc_dM1-6zqtFq1FWSkngKkbbkWhoVDiOdkVuB6sRBrNcHIj08ClHED_PATW6rFLaQuE9xXF47TzywG9pUeNupLMIu9IOaBO5uCSITPXI3P6hVdT9A/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEirCE1hML-Drsq4fsdxXknDMuCq3Hgc_dM1-6zqtFq1FWSkngKkbbkWhoVDiOdkVuB6sRBrNcHIj08ClHED_PATW6rFLaQuE9xXF47TzywG9pUeNupLMIu9IOaBO5uCSITPXI3P6hVdT9A/s1600/note.png

https://id-ransomware.blogspot.com/2020/02 /ragnarlocker-ransomware.htm|

BTC wallet for payment: 1E6EjTqYPHLj1luovPKKRXzMpPCcpAcVuilU

Amount to pay (in Bitcoin): 60

stk sk sk

sk How much time you have to pay sk

* You should get in contact with us within 2 days after you noticed the encryption to get a better price.
* The price would be increased by 100% (double price) after 14 Days if there is no contact made.
* The key would be completely erased in 21 day if there is no contact made or no deal made.
Some sensetive information stolen from the file servers would be uploaded in public or to re-seller.
stk

FodkokdokkkkWhat if files can't be restored ¥ *k*

To prove that we really can decrypt your data, we will decrypt one of your locked files !

Just send it to us and you will get it back FOR FREE.

The price for the decryptor is based on the network size, number of employees, annual revenue.
Please feel free to contact us for amount of BTC that should be paid.

Sk sk ok

! IF you don't know how to get bitcoins, we will give you advise how to exchange the money.
NN

! HERE IS THE SIMPLE MANUAL HOW TO GET CONTCAT WITH US !
AR AR AR AR A AR AR AR AR

1) Go to the official website of TOX messenger ( https://tox.chat/download.html )

2) Download and install qgTOX on your PC, choose the platform ( Windows, OS X, Linux, etc. )

3) Open messenger, click "New Profile" and create profile.

4) Click "Add friends" button and search our contact
7D509C5BB14B1B8CB0A3338EEA9707AD31075868CB9515B17C4COEC6A0CCCA750CA81606900D
5) For identification, send to our support data from ---RAGNAR SECRET---

IMPORTANT ! IF for some reasons you CAN'T CONTACT us in qTOX, here is our reserve mailbox (
hello_company@protonmail.com ) send a message with a data from ---RAGNAR SECRET---

WARNING!

-Do not try to decrypt files with any third-party software (it will be damaged permanently)

-Do not reinstall your OS, this can lead to complete data loss and files cannot be decrypted. NEVER!

-Your SECRET KEY for decryption is on our server, but it will not be stored forever. DO NOT WASTE TIME !

sk sk ke ke ke s st sk sk sk sk ok sk sk e sk st sk sk sk sk sk ok sk e s st st sk sk sk sk sk s ke e st st sk sk sk sk sk sk sk sk st st sk sk sk sk sk sk sk e s st st sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk

---RAGNAR SECRET---

MmE2RjY2N2YwNUZIYm*** [Bcero 88 3HakoB]

---RAGNAR SECRET---

kK sk sk sk sk sk sk sk sk sk sk sk sk sk

ITepeBop 3anucKM Ha PyCCKUH A3BIK:

[TpuBer KOMITAHVIA!

Sk Sk skeskk Sk keskk Sk keskk Sk keskk Sk keskk S sfeskeak ook ok sk ok ok ok sk sk ok Sk s sk ok Sk sk sk ok Sk sk sk ok Sk sk sk ok sk sk sk sk sl sk sk ok

Ecimu Bl unTaete 310 cooblijeHre, 3HAUUT, Bailla ceTh Obuta B3JIOMAHA, a Bce Baiu ¢aiisibl U JaHHbIE

3alM(ppOBaHbI.
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RAGNAR_LOCKER!
sk sk sk sk >k sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk s sk sk sk sk sk sk skesk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk skok
okt UTO MPOMCXOAUT C BaLLIEM CHUCTEMO? ¥tk
Bamia cets OblTa B3710MaHa, BCe Ballv (aii/bl ¥ pe3epBHbIe Kormu 3abmokrpoBadbl! Takum o6pa3oM, OTHBIHe
HUKTO HE TIOMOXET BAM BepHyTb Bamu ¢aitisl, KPOME HAC.
Bb1 MoXkeTe rymiuThb, HeT Hukakux IITAHCOB as pacimdpoBky gaHHbix 6e3 Hatero CEKPETHOT'O KJTFOUA.
Ho He BonHyiics! Bamm ¢aiinbl He TOBpeXkeHbI U He TI0TepsiHbl, OHU MPOCTO M3MeHeHbI. Bl Mo)XeTe Mo/yurTh
1X 00paTHO, KaK TOJIBKO 3arlyIaTHTe.
Hawm ny>kHbI TonbKO JJEHBI'M, M03TOMY Hac He MHTEpecyeT, KakK YKpacTh WK yAAIUTh Ballly HH(GOPMAI[UFO, 3TO
npocto BUSHEC $ -)
OOHAKO Bbl MoxkeTe rioBpeauTh cBou JJAHHBIE camu, ecnu nomnbiTaeTech paciim@poBaTh UX C TIOMOILBIO
nro6oit apyroi mporpammel, 6e3 HAIITET'O CITELTUAJIBHOT'O KITFOYA HIMO®POBAHNA !!!
Kpowme Toro, Bcsi Baiia LieHHas ¥ KOHGUeHIManpHas nHpopMarus Obia cobpaHa, u ecsim Bel HE 3arature,
MBI 3arpy3UM ero AJist Bceobiero 06o3penusi!
Sk sk ok
Fokspokskskskokklk Kak BepHYTD Ballld (habiipl? ¥ ¥k+*
Yrobbl pacimmdpoBars BCe Bairy (aiiyibl U JaHHBIE, BB JO/DKHBI 3aTJIATUTE 3a KJTFOY [IM(POBaHUS:
BTC komenek pgns onnarel: 1E6EjTqYPHLj1luovPKKRXzMpPCcpAcVuiU
CymMa K oriare (B OMTKOMHax): 60
Sk sk ok
HAGkdGkIARIR* 33 KaKoe BpeMst BbI JJOJDKHBI 3aIIIaTUTR? *HAkkkadoksok
* BaM HY)KHO CBSI3aThCsl C HAMU B TeueHUe 2 [THel ToC/e TOro, KaK Bbl 3aMeTU/IU UG POBaHUe, YUTOOBI ITOTYUUTh
JIYYULLYIO LIeHy.
* 1leHa Oyget yBennueHa Ha 100% (fBotiHast 1ieHa) uepe3 14 [Held, eC/d HET KOHTaKTa.
* Kuttou OyzieT TIOJTHOCTBIO y/ajieH uepe3 21 ieHb, ec/ii He Oy/leT yCTaHOB/IEH KOHTAaKT WK He Oy/ieT 3aK/IFoueHa
cZiesIKa.
HekoTopast coziep>katesibHast MHGOpMaLyis, yKpasieHHasi ¢ (aiiyioBeIX cepBepoB, OyzieT 3arpy>keHa B OTKPBITBII
JIOCTYI WM NepernpofiaHa.
Sk sfesk ok
skl o, ey (Daiiuibl He MOTYT OBITh BOCCTAHOBJIEHBI? 7%
YToOBI I0Ka3aTh, YTO MBI MIPaBJa MOXKeM pacIiMpoBaTh Balllk JJaHHbIe, MbI paciidpyeM OfWH U3 BallluX
3a6/10KMPOBaHHBIX (haiisioB!
IIpocro ornpaBbTe ero HaM, U Bbl nostyuute ero BECIIVIATHO.
Llena Ha pacIIM(POBIVK 3aBUCUT OT pa3Mepa CeTH, KOJIMUeCTBa COTPYIHUKOB, TOAOBOTO JOXO/a.
[Mokany¥icTa, He cTeCHsNHTeCh oOpalathCs K HaMm 3a cymmy BTC, KoTopast 10/KHa ObITh OrjlaueHa.

Sk sk ok

! Ecnu BBI He 3HaeTe, KaK IMoJIyuynTb 6HTKOﬁHbI, MBI JdaJWM BaM COBET, KdaK 0OMeHATh AEeHbI'H.
TERRRRRREE O R e e e e e vnnee

! 3JECE ITPOCTOE PYKOBOJACTBO KAK ITOJIYUUTL KOHTAKT C HAMMN!
RS AR an R annaannnnnaassinssinmutntl

1) 3atiauTe Ha ouiManbHbIM caliT MecceHmkepa TOX (https://tox.chat/download.html)

2) 3arpysute u ycraHosute qTOX Ha cBoii I1K, Beibepure rardopmy (Windows, OS X, Linux u T. [1.)
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3) OTtkpoiite MecceHpkep, HaxxMuTe «HoBbI podusb» U cosaaiite MpoGub.

4) HaxxmuTe KHOTIKY «/]00aBUTB Apy3eii» 1 HaluTe Halll KOHTAKT
7D509C5BB14B1B8CB0A3338EEA9707AD31075868CB9515B17C4CO0EC6A0CCCA750CA81606900D
5) [nist uaeHTHUKALMKM OTIIPaBbTe B HAIy CTy»KOy mogaep)Kku gaHHeie oT --- RAGNAR SECRET ---
BAJKHO ! Ecnu o KakuM-To MpUYMHAM Bbl He MOXKeTe CBs13aThbCsl ¢ Hamu B TOX, BOT Halll pe3epBHbIi
noutoBbIi K ( hello_company@protonmail.com ) mpuniite coobirieHue ¢ JaHHBIMU U3 --- RAGNAR
SECRET ---

MNPEAYIPEXIEHWE!

-He nprTatitecs pacimdpoBars dhaiiiel 10005 CTOPOHHET MporpaMmMori (OHO IMOBPeIUT JaHHbIE)

-He nepeycranarnupatite cBoro OC, 3T0 MOXKET MPUBECTH K TOJTHOM TI0Tepe [JaHHbIX, U (aiiibl He OyayT
paciudpoadbl. HUKOTIA!

-Bam CEKPETHBIN KJTFOU anis pacimhpOBKH HaXOAUTCS Ha HAIllEM CEePBEpPe, HO OH He OyleT XpaHUThLCS
BeuHo. HE TPATh BPEMSA !

TexHuuecKue geTanu

MoykeT pacripoCTpaHSThCs MyTEM B3/I0Ma uepe3 He3alluileHHY0 KoHurypauuto RDP, ¢ momolisto email-criama
Y BPe/IOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(hanbIMBLIX 0OHOB/IEHUH, TIepelaKOBaHHBIX U 3apaXKEHHBIX MHCTA/LIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacIpoCcTpaHeHust KpUITTOBLIMOTaTe el Ha BBO/IHOM CTpaHuIie biiora.

oHy>KH0 BCer/ia UCI0Mb30BaTh AKTYaJbHYI0 aHTUBUPYCHYO 3aiuTy!!!

Ecru Bl ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIiToi Kinacca Internet Security nim Total Security, To

x0Ts1 OBl ZienaiiTe pe3epBHOe KOIMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

» Tlepen mmpoBaHUeM TIPOBePsieT PacIoNoXKeHWe KOMITBIOTepa U 3aBepliaeT paboTy, ecid 0OHapy>KMBaeTCsi ero
TIPUHA/IIEXKHOCTD K ceytoim crpanam CHI': Poccusi, Asepbatimkan, Apmenus, bemapyce, I'py3us, KasaxcraH,

Kupruscran, Mongasus, Tamxkukucras, Typkmenus, Y30ekncTaH, YKpavHa.

 2020-02-08:

RagnarLocker

F— Renscmwarze |
Locale Check faor

ot Former USSR

B e T ]
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s atoro RagnarLocker ucroneayet dyukiuio "GetLocaleInfoW", 4To6b1 MOMTyUUTE SI3BIK CCTEMBI
nonb3oBaresnisi (LOCALE_SYSTEM_DEFAULT) B Buzie cTpoku. 3aTeM OyzieT IpOBepeH CUCTEMHBIN SI3bIK C
MOMOIL[bO A3bIKOB M3 CMHCKA UCK/TIOUEHHUH, a B C/Tyuae COBIA/IeHUsI BPEIOHOC TIPEKPATUT paboTy

("TerminateProcess") c komom ooy 0x29A.

> yAaHHET TeHeBble KOITNU ('l)aﬁHOB KOMaHJaMu:
WMIC.exe shadowcopy delete (PID: 3976)

vssadmin.exe vssadmin delete shadows /all /quiet

» Tlepen mmppoBaHUeM 3aBepliaeT paboTy C/IeAyIOIUX CTyK0, Cpei KOTOPBIX eCTh MPOrPaMMBbl JIist
VAaJIeHHOTO YTIpaBJIeHNST:
Vss

sql

memtas

mepocs

sophos

veeam

backup

pulseway

logme

logmein

connectwise

splashtop

kaseya

» Ilpouecc mudpoBaHusi:

[nst kKakzoro datina OyzmeT co3aH TOTOK, KOTOPEIH 3ammdpyeT ero. [Tocne co3ganus Bcex oTokoB RagnarLocker
Oyzet x/ath beCKOHeUHOe KOMMUYeCcTBO BpeMeHH, Oaropaps ¢pyHkipu "WaitForMultipleObjects". B mporiecce
mmdpoBanHus B iotokax RagnarLocker mpoeeput, umeet u daiin MeTky "_RAGNAR_" B KoHIle ¢ dhyHKIMeH
"SetFilePointerEx", mpountaB 9 6aliT 1 MPOBEPUB, ABJISAIOTCS JIM OHU 3TON CTPOKOU. Ec/u daiin umeet Ty
OTMETKY, TO OH Oy/leT TPOMTrHOPHPOBAH MPOLIeCCOM IHU(POBaHUS.

B mpyrux ciyuasx RagnarLocker 3ammdpyeT ¢aiin 1 B KOHIL{e 3anMChIBaeT 3alIM(pOBaHHBIN OI0K KITFOUa,
WCTIO0/Ib3yeMbIi B O/10Kke 13 256 6aiiToB, a 0HOPA30BbIi HOMEP UCITOIBL3YeTCs B [PyroM O/ioke u3 256 6aiToB H,

HakoHel], 106aBuT MeTKy "_RAGNAR_ ", BMecTe ¢ ogauM 6aiitom Kak NULL /11 OKOHUaHHsI CTPOKHU (UTO
coctaensieT 9 GaiitoB). Kitou v o/HOpa30BbIH HOMep, UCIOb3yeMble B anroputMe Salsa20, mudpyrorcest
OTKPBITHIM KTF0uoM RSA-2048, BCTpOEHHBIM B IIM(PPOBAIBIIUK. JTO FAPAHTUPYET TOMBLKO pa3paboTurKam
Ragnarl.ocker, nmetoiiium 3akpbIThiii K04 RS A, npuHaziexaiyii OTKPHITOMY K/TFOUY, UCITO/Ib3YeMOMY IJist
JemndpoBaHus KJIFoUa ¥ OFHOPA30BOr0 HOMePa, MPUOPUTET B PacirpoBKe (aiiyios.

[Mepen 3anuchio 3ToM nHGOopMaruu RagnarLocker 6yaet ucronb3oBatsh GyHkimio "LockFile", a korzaa mporjecc
3anucy QyHKLWHU OyzieT 3aBepiiieH, To OyzeT ucnosb3oBaHa GyHkiums "UnlockFile" nyis 0ocBoOOXKIeHUS yoKe

3amngpoBaHHOTO (aiina. ITo c/enaHo A/ peioTBpallieH|s U3MeHeHHs WK yrianeHus (aiina B rporecce
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https://www.veeam.com/
https://www.pulseway.com/
https://www.logmein.com/
https://www.connectwise.com/
https://www.splashtop.com/
https://www.kaseya.com/
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1 poBaHusl.

[Mocne wmdpoBanus unu, ecnu ¢aiin yxe 3ammdposas, RagnarLocker W3MeHUT paciiiupeHre Ha HOBOe, Takoe
Kak ".ragnar_45EF5632".

IlonpoGHee B crathe McAfee.

Cnucok (aiinoBbIX pacliMpeHuii, nojsepramomuxca mugpoBaHUIo:
310 pokymenThl MS Office, OpenOffice, PDF, TekcToBbIe (aiinbl, 6a3bl AaHHBIX, (hOTOrpaduu, My3biKa, BUJIEO,

(hatinbl 00pa3oB, apXUBHI U TIP.

2020-02-08: RagnarLocker
Ransomware | Blacklist

2020-02-08: HagnarLocker
Ransomware | File System
Access

» [Iudporansimk RagnarL.ocker crapaeTcs He MOBpeUTh paboTe OnepaliOHHON CUCTEME W TIPUHUMAET Psifl
Mep, uyTOOBI )KepPTBa MOI/Ia UMeTh [JOCTYIT K KOMITBIOTepY, TIONMYyUUTh YBeZOM/IeH e U 3aIlJIaTUTh BBIKYTL. [71s 3TOr0
OH JleflaeT ClefytolLee...

+ [IpomnyckaeT ciiefiytolijie TUIIbI (aiiyios:

.sys, .dll, .Ink, .msi, .drv, .exe

=+ TTporyckaeT (haitibl ¥ IMPEKTOPUHU, BK/IIOUAOIIHE CIeAYIOIHe Ha3BaHus:
Windows
Windows.old

Internet Explorer
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https://www.mcafee.com/blogs/other-blogs/mcafee-labs/ragnarlocker-ransomware-threatens-to-release-confidential-information
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgtc-9iHwE23qr5TMzmtRifa0YKqB1AidNvE-Hq8kPjtq4nxJWwuvvP3sa1tgtbXPtBov_iYURSuPXUoS-pc3nFULdUIaXNJPQupK5_cSmCNz3fYHiXxmjbOq_0fRNopjGT25ka-n-IaCI/s1600/blacklist.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgtc-9iHwE23qr5TMzmtRifa0YKqB1AidNvE-Hq8kPjtq4nxJWwuvvP3sa1tgtbXPtBov_iYURSuPXUoS-pc3nFULdUIaXNJPQupK5_cSmCNz3fYHiXxmjbOq_0fRNopjGT25ka-n-IaCI/s1600/blacklist.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiiU8P_qxMLfHSKIXEN_UALJqeGAAkhLltJ953cmMlOBK1bZFLfsizRML-4_-Zw5jrXh9-6UmBkJgjE4mm6GKFq_NGrKMvTIerj7540a0icvEPU9N2uZR8ccoSmDrEbvZ7YGxM8iUAUHfg/s1600/access.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiiU8P_qxMLfHSKIXEN_UALJqeGAAkhLltJ953cmMlOBK1bZFLfsizRML-4_-Zw5jrXh9-6UmBkJgjE4mm6GKFq_NGrKMvTIerj7540a0icvEPU9N2uZR8ccoSmDrEbvZ7YGxM8iUAUHfg/s1600/access.png

https://id-ransomware.blogspot.com/2020/02 /ragnarlocker-ransomware.htm|

Google
Opera

Opera Software
Mozilla
Mozilla Firefox
$Recycle.Bin
ProgramData
All Users
bootmgr
bootmgr.efi
bootmgfw.efi
iconcache.db
ntldr
thumbs.db
RGNR_
.ragnar_
kernel32.d11
autorun.inf
boot.ini
bootfont.bin
bootsect.bak
desktop.ini
ntuser.dat
ntuser.dat.log

ntuser.ini

» B KOHel] K&)K/I0T0 3aiupoBaHHOTO (haiisia J00aBsIeTCs MapKep:
_RAGNAR_

®daiinbl, cBA3aHHBIE ¢ ’TUM Ransomware:
VSERV.EXE

RGNR_44027CDE.txt - mpumep 3alMCKU O BBIKYTIe
RGNR_46d54535.txt - mpuMep 3arucKy O BbIKyITie
malware.exe

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (atina
Pacnionoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

3anucu peecTpa, CBA3daHHbIE C 3 TUM Ransomware:
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CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOJK/TIOUEHNUS U CBA3U:

Email: hello_company@protonmail.com

CrnoBo "company" 3aMeHsieT TO, YTO eCTb B OpUTMHA/ILHOM 3arickKe.
BTC: 1E6EjTqYPHLj1uovPKKRXzMpPCcpAcVuiU

Tor-URL: hxxx://p607m73ujalhgkiv.onion/***

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

CM. HUXKe pe3y/bTaThl aHaIn30B.

Pe3ynbTarhl aHATM30B:

 Hybrid analysis >>

Z VirusTotal analysis >> VI> VIT> VT> VT> VI> VT>
# Intezer analysis >> + IA>

2 ANY.RUN analysis >>

X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

%] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeAHHIA.

IMonpobHbIe cBeieHMs1 COOMParOTCs perysisipHo. ITpuckiiakiTe 06pasibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUM === BLOCK OF UPDATES ===

OonoBnenue ot 11 dpeppasns 2020:
Ioct B TBUTTEpPE >>
3armucka: RGNR_EAO01A3BE.txt

datin: Sofreg.exe

Pesynerartel aHamu3os: VT + VMR + IA + HA
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https://www.hybrid-analysis.com/sample/9bdd7f965d1c67396afb0a84c78b4d12118ff377db7efdca4a1340933120f376/5e3a79ea11c8f15e155406af
https://www.virustotal.com/gui/file/9bdd7f965d1c67396afb0a84c78b4d12118ff377db7efdca4a1340933120f376/detection
https://www.virustotal.com/gui/file/7af61ce420051640c50b0e73e718dd8c55dddfcb58917a3bead9d3ece2f3e929/detection
https://www.virustotal.com/gui/file/c2bd70495630ed8279de0713a010e5e55f3da29323b59ef71401b12942ba52f6/detection
https://www.virustotal.com/gui/file/dd5d4cf9422b6e4514d49a3ec542cffb682be8a24079010cda689afbb44ac0f4/detection
https://www.virustotal.com/gui/file/63096f288f49b25d50f4aea52dc1fc00871b3927fa2a81fa0b0d752b261a3059/detection
http://b670441066ff868d06c682e5167b9dbc85b5323f3acfbbc044cabc0e5a594186/
https://www.virustotal.com/gui/file/68eb2d2d7866775d6bf106a914281491d23769a9eda88fc078328150b8432bb3/detection
https://analyze.intezer.com/#/analyses/56585138-6601-4189-b52a-281bbbbd6ad3
https://analyze.intezer.com/#/files/9bdd7f965d1c67396afb0a84c78b4d12118ff377db7efdca4a1340933120f376
https://app.any.run/tasks/ae21fa8e-49d1-4fb1-aae9-95e90428fb3a/
https://www.vmray.com/analyses/9bdd7f965d1c/report/overview.html
https://twitter.com/GrujaRS/status/1227215975348670465
https://www.virustotal.com/gui/file/ec35c76ad2c8192f09c02eca1f263b406163470ca8438d054db7adcf5bfc0597/detection
https://www.vmray.com/analyses/ec35c76ad2c8/report/overview.html
https://analyze.intezer.com/#/files/ec35c76ad2c8192f09c02eca1f263b406163470ca8438d054db7adcf5bfc0597
https://hybrid-analysis.com/sample/ec35c76ad2c8192f09c02eca1f263b406163470ca8438d054db7adcf5bfc0597/5e53ae9d1c8a5e5bf6220b34
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Oo6noBsenue ot 10 mapra 2020:
[Tpumeps! paciuvpenuii: .ragnar_B1298E8D, .ragnar 44027CDE
[Mpumeps! 3anucok: RGNR_B1298E8D.txt, RGNR_44027CDE.txt

®ann: VSD.EXE

Pesynbrartel ananmuzos: VT + HA + IA + AR

O6HoBenue ot 5 mas 2020:

3armcka: RGNR_44027CDE.txt

Tor-URL: hxxx://p607m73ujalhgkiv.onion/?p="***
hxxx://mykgoj7uvqtgl367.onion/client/***
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjK8yCf-catA3FPm-Goaf-iltmRYGCm26ybrL1FEx5Hk-vhDyZ0uV5ms5W9IQ5Wpyc_QMvZXoPJ-B-PCevYZoovmPiJfH1bTFE2_qm1uk9I_AO2bot9LMFtHujL0ennp429N_QtNNXbVx4/s1600/note-11-2-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjK8yCf-catA3FPm-Goaf-iltmRYGCm26ybrL1FEx5Hk-vhDyZ0uV5ms5W9IQ5Wpyc_QMvZXoPJ-B-PCevYZoovmPiJfH1bTFE2_qm1uk9I_AO2bot9LMFtHujL0ennp429N_QtNNXbVx4/s1600/note-11-2-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhXUlJt9FVtw69yrkWH_YNf_PRv3LKAMe0OBaBhqmorOJUqyWVdKdX3vU23Nx_9tfUN5iGvvvF_j6-SBol1BIvhylSvFnpGaNl8qZZCkrv4kEaWeOwqIS01UJeWAd9XHeSPXmRAJvukFwU/s1600/note-11-2-20-p2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhXUlJt9FVtw69yrkWH_YNf_PRv3LKAMe0OBaBhqmorOJUqyWVdKdX3vU23Nx_9tfUN5iGvvvF_j6-SBol1BIvhylSvFnpGaNl8qZZCkrv4kEaWeOwqIS01UJeWAd9XHeSPXmRAJvukFwU/s1600/note-11-2-20-p2.png
https://www.virustotal.com/gui/file/63096f288f49b25d50f4aea52dc1fc00871b3927fa2a81fa0b0d752b261a3059/detection
https://hybrid-analysis.com/sample/63096f288f49b25d50f4aea52dc1fc00871b3927fa2a81fa0b0d752b261a3059/5e97b7891958eb42707ad043
https://analyze.intezer.com/#/analyses/f3d9c834-f23f-41ac-8d7c-6eb89339445d
https://app.any.run/tasks/bc76d512-a40e-41db-b56c-ff89686208e9
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGwe3sJR7Gla9L-JpQqo4o8mIBCtsO64e6XeE3EbIydmh6hgefxPWyYxtA-h-tKxUgTDtnebhicMtFAAL5QgcnJFNhnwnL1LTl9uJkke6lgsKFANkStf5SX9ye4s0gbczlE94ah3ivUT4/s1600/note-10-3-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGwe3sJR7Gla9L-JpQqo4o8mIBCtsO64e6XeE3EbIydmh6hgefxPWyYxtA-h-tKxUgTDtnebhicMtFAAL5QgcnJFNhnwnL1LTl9uJkke6lgsKFANkStf5SX9ye4s0gbczlE94ah3ivUT4/s1600/note-10-3-20.png
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Pesynwrartel aHanu3os: VT + IA + AR
O6HoB1enne ot 22 mas 2020:

CraTbs Ha caiite BleepingComputer >>

Brimorarenu, pacnipoctpansitoiied RagnarLocker, Terepb BHeIpSIFOT BUPTYasibHbIe MailiiHbl VirtualBox Windows

XP pyis1 3arycka porpamMM-BeIMOratesiel U miMgpoBaHus (ailyioB, uToObI OHU He 0OHAPY>KUBATUCH
a"THUBUpYCHBIM [10, paboTaronmmM Ha XoCTe.

. Poirmbpphncs sopnoslabs
| = |

OTa aTtaka HAUMHAETCS C CO3/jaHMs Ak HHCTPYMEHTOB, KoTopasi BK/touaeT VirtualBox, BUpPTyanbHBINH MUHU-
nuck Windows XP ¢ umeHeM micro.vdi ¥ pa3mMuHble UCTIO/THsIeMbIe (hai/ibl ¥ CIieHapUH Z1Jisl TIOATOTOBKU
CUCTEMBI.

VirtualBox nMeeTt GyHKIHIO, KOTOpasi TO3BOJISIET OMEPAI[HOHHOMN CUCTeMe X0CTa 0OMEHMBATHCS TTIAITKaMU U

[IMCKaMU KaK CeTeBbIM PeCypCOM BHYTPH BUPTYa/JbHOW MalllMHbI. JTa QYHKLMS [103BOJISIET BUPTYa/lbHOW MallliHe
MOZIK/TFOUATh OOIINH MyTh KaK CeTeBOM JUCK C BUPTyaabHOUM MaiiuHbl \\WBOXSVR u noyuars K Hell MMOJHbIN
JIOCTYIL

o Shared Foigory
(]
|

&
-

-

1

al

I/ICHOJII)3Y$[ MTaKeTHBIN (bai/’m install.bat, OrepaTopbI-BbIMOraTe/ii CKaHUPYIOT JIOKA/IbHBIE IVCKW U MTOJK/IFOYEHHbIE

ceTeBbIe AWMCKHU Ha XOCTe U CO34ar0T (baf/'m KOH('lJI/IpraL[I/II/I, KOTOprﬁ dBTOMATUYECKU pa3gesdeT ux C BI/IpTyaHbHOﬁ
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgCMknJswFM-7reRODufTLkc0w5lk3YF0LaJY8kd53rhFP_lNg3LpgdvABP4Eie0jcWOEoz6Vz_iZOaBhZAI9nySF-lA5yK97g4R4N_y9_v1g8b8_cQXj5FHEUbHNoMmix53n_XgVvGb2U/s1600/note-5-5-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgCMknJswFM-7reRODufTLkc0w5lk3YF0LaJY8kd53rhFP_lNg3LpgdvABP4Eie0jcWOEoz6Vz_iZOaBhZAI9nySF-lA5yK97g4R4N_y9_v1g8b8_cQXj5FHEUbHNoMmix53n_XgVvGb2U/s1600/note-5-5-20.png
https://www.virustotal.com/gui/file/7af61ce420051640c50b0e73e718dd8c55dddfcb58917a3bead9d3ece2f3e929/detection
https://analyze.intezer.com/#/analyses/f015b849-1dd9-422c-a365-8f8273102adf
https://app.any.run/tasks/c18efa6a-3c66-4da2-a090-e0f9ee1ed9eb/#
https://www.bleepingcomputer.com/news/security/ransomware-encrypts-from-virtual-machines-to-evade-antivirus/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiZ0obv_INkz4WtyD6JaRPQ7YP9HNIfgYqrfxazHF_YvJm4dGyClbzX8NUBbjVdm_2OYX_3YaqX5YEWg0EhR8cn_nnK85z60zz8gnrD4jMCC3wcnLp2shbY5nWlghf2Rgvb4-WRsSy2n0s/s1600/vdi-folder.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiZ0obv_INkz4WtyD6JaRPQ7YP9HNIfgYqrfxazHF_YvJm4dGyClbzX8NUBbjVdm_2OYX_3YaqX5YEWg0EhR8cn_nnK85z60zz8gnrD4jMCC3wcnLp2shbY5nWlghf2Rgvb4-WRsSy2n0s/s1600/vdi-folder.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi0L1PBILQB10j5k131oBvaGstLF1ezVzLS3q-5QiqTpF0cbbWAZQDin00llZpR5U9Y3b02cK1yBYDpIpvN4VXcCRl2nYso_e7HH1V2jjTMQIp0-GsjFaMUun0COilZhWCy-mfz-rH3UHw/s1600/virtualbox-shared-folders.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi0L1PBILQB10j5k131oBvaGstLF1ezVzLS3q-5QiqTpF0cbbWAZQDin00llZpR5U9Y3b02cK1yBYDpIpvN4VXcCRl2nYso_e7HH1V2jjTMQIp0-GsjFaMUun0COilZhWCy-mfz-rH3UHw/s1600/virtualbox-shared-folders.jpg
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MallIMHOM.

ITo 3aBepiieHnu clieHapuii coszaeT daiin sf.txt, comeprailuii mapameTpbl KoHGUrypauu VirtualBox st

dBTOMdTHUUYECKOTO COBMECTHOI'O MCITI0/Ib30BAHHMA BCeX NHCKOB Ha KOMIIbKOTEPE C BHpTya]'[BHOﬁ MaIlIiHOM.

3aTeM 3/I0yMBIIIJIEHHUKH 3aIyCKaloT BUPTya/ibHYI0 MamnHy Windows XP ¢ co3ziaHHbIM (haiiniom KoH(uUryparuy,
rcnonb3ys gupektrBbl SharedFolder, co3paHHbie UX TTaKeTHBIM (haiiioM.
ITpu 3arycke Bce 3TH 0OIIHEe AUCKYU TeTiepb OyAYT AOCTYIHbI U3 BUPTYaTbHON MAIlIUHBI, @ UCTIOTHSAEMBbIN (haiin

RagnarLocker Ransomware OyzieT aBToMaTiueCKi HaXOAUTHCS B KopHe qucka” C".

EoeHoslabs -0
B b0 P Rpeas L S0 s
) Bk ¥ T | - Sowch =i | w, W) T
s [ gl

Ty LR e | T | Dy

20 Lo ot S

51 by e Pt

Taxoke BK/TtoueH ¢haiin vrun.bat, KOTOPBIM HAXOJUTCS B Marnke «ABTO3arpy3Ka», I03TOMY OH 3aIlyCKaeTcsl Cpasy
TIOCJIe 3amyCKa BUPTYaIbHOM MalllUHbI.
10T (haiin vrun.bat, moka3aHHBIN HIDKe, OyI€T MOHTUPOBATb KayK/bIN 00N JUCK, IIUGPOBATh €0 U 3aTeM

TepexouTh K CeJlyloLeMy UCKY, COBMECTHO UCII0/Ib3yeMOMY BUPTYa/bHOW MallITHOM.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiJwqRBPh2bzJLLRj6CLMI2z7dVcbjXeRyV56M4xE-gpnoZViNl290dKalmclif6I-o96hl0oTAiuXi5QB0M9YWVemhl9XdHDvrgKTUjDGXYrsD8gZt9SDf2lX07h2ipHBv6fBhd7mS9qc/s1600/script-snippet.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhNnZh-iv7pZoMj-EubRRgYoqfEoa8YKYnXZvwvobLtvJSwMTaMqMgYq3_lEI_rvXbCZSwz27McZkVIcoAR1mldLLfywa5GhLSOpjAcRFgWHcomm3GaggsfFuteCkQr6ZE7cxux1segwOY/s1600/shared-folder.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhNnZh-iv7pZoMj-EubRRgYoqfEoa8YKYnXZvwvobLtvJSwMTaMqMgYq3_lEI_rvXbCZSwz27McZkVIcoAR1mldLLfywa5GhLSOpjAcRFgWHcomm3GaggsfFuteCkQr6ZE7cxux1segwOY/s1600/shared-folder.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhVOruswZwexEQCoozBrrOeOOlzP79KvzdkABWtsdN6cZblYMWu6ogi9vHvBwOIo480sBaNxD3B5QIChY8MogszGKxcqEy-fwTfTFfI8yMCmGyzgKAg-6H43UbmnhU4_tQprEJYeuPt_ac/s1600/vm-folder.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhVOruswZwexEQCoozBrrOeOOlzP79KvzdkABWtsdN6cZblYMWu6ogi9vHvBwOIo480sBaNxD3B5QIChY8MogszGKxcqEy-fwTfTFfI8yMCmGyzgKAg-6H43UbmnhU4_tQprEJYeuPt_ac/s1600/vm-folder.jpg
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ITockoneky antuBUpycHoe I10, paboraroree Ha xocTe ITK >kepTBbI, He 00HAPY>KUT UCTIONHsIEMBIN (aii-
BBIMOTaTe/ b WM aKTUBHOCTh Ha BUPTYaIbHOW MalllHe, OHO OyZieT yCIelHo MPOZoJ/bKaTh paboTy, He 00HAPYKUB,
uTO (haiiyibl )KePTBBI YoKe LIU(PPYIOTCS.

Korpa mmdposanue 6yzeT cziesiaHo, MoCcTpajiaBilie HaiilyT Ha CBOeM KOMITbIOTepe 3aMKcKy ¢ TpeboBaHNeM

BBIKYTIa, OOBSCHSIFOLIYIO, KaK Oblla B3/I0MaHa MX KOMIaHusl, U UX (aiibl 06U 3aindpoBaHbl.

L0 1
IF you reafing this sepsage, Then youwr nebwork wat PERETRATED sad all of your Files and datas Rau besn ERCRYPTED
Elibwmgh your sedurlly seadures alreidy Sees BREACHED sad your Flles were LOCKED, wi wad #ble to mabe & PENETRATION
af ypour astwork BCAIN

by RAGMAR LDCEER |

Vicrnionb30BaHHe BUPTYa/IbHOW MAIlIMHbI /151 b poBaHus (aiioB ycTporcTBa 6e3 0OHApYKeHUsT IBSIETCS
HMHHOBALMOHHBIM MOJXOZ0M.

IMockonbKy VirtualBox u BupTyasibHast Maimaa Windows XP He CUMTaIOTCS BPeJOHOCHBIMH, OO/IBIIIMHCTBO
rporpamMm obecrieueHus: 6e30MacHOCTH He Oy/[yT 00eCIIOKOeHbI TeM, UTO OHU CTIOKOWHO M3MEHSIIOT BCe JIaHHbIe Ha

KOMTIBIOTEDE.

OTa aTaka IoKa3biBaeT, Kak [10 AJ1s1 obecrieuennst 6e30MaCHOCTH C roBeJeH4Ye CKUM MOHUTOPHUHI'OM CTAaHOBUTCA
BCe Ooiee BaXKHBIM AJ1d TIpe10TBPallieHHs paCIipOCTpaHeHWsA BHPYCOB—BLIMOFGTEHEﬁ. OTa araka MOXXeT ObITh

oOHapy)keHa TOJIbKO TIpY 00HapyKeHUH HeoObIYHOW MacCOBOM 3amucy B aii.

Sk

®» Ecjiu Obl MOoCTpaJaBlIKe WCIT0/Ib30Bajla (1)YHKL[I/II-O 3dlIXTLI OT MPOrpaMM-IIAHTA>KHUCTOB, pea/iM30BaHHYIO B

Windows 10, ux ITK 661111 Ob1 3aI{HII[eHb! OT TIOJ0OHOM aTaKy, MOCKOJIBKY 3Ta 3al{uTa 00Hapy>ku/a Obl 3armcH B

3allMIIeHHbIX ITallKax.

"o MapaseTpes Maipmw O7 BAZYC0E @ LTRTHE 7P

£a CEHCEMRHAR LILIATH OF BHECSHE H YTRC)

.

B aeHma o7 nperpas-usHTa T

B aw#ma or Nporpasy - WasTasucTos

31ech MoKa3aHo, KakK BKIHOUMTH 3Ty 3aiyTy B Windows 10.
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Jo6aByienue 5 urons 2020:

IToct B TBUTTEpE >>

OduupmaneHelil Twitter-akkayHT:
hxxxs://twitter.com/Ragnarlocker

OduiiyanbHBIN JIOTOTHIT:

Home page of Ragnar Blog

RAGNAR _LOCKER

OduiyanbHBIN CalT MyOIMKALU yTeuek:
RAGNAR LEAKS NEWS
Tor-URL: hxxx://p607m73ujalhgkiv.onion/

Oo6HoBenue ot 22-30 urons 2020:

Iloct B TBUTTEpPE >>

Iloct B TBUTTEpE >>

Pacimpenus (iprmepsl):

-ragn@r_B8CF767A

-ragn@r_44027CDE

3anucku (TpMUephl):

I$R4GN4R_B8CF767A%!.txt
I$R4GN4R_44027CDES!.txt

Pesynbratel ananmmsos: VT + AR + JIA + VMR + JSB

Home Page of Ragnar_Locker Leaks sibe

RACHAR _LKER

PRALL OIF WA
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https://twitter.com/jc_stubbs/status/1289199296328298497
https://twitter.com/JAMESWT_MHT/status/1288797666688851969
https://www.virustotal.com/gui/file/04c9cc0d1577d5ee54a4e2d4dd12f17011d13703cdd0e6efd46718d14fd9aa87/detection
https://app.any.run/tasks/1239f486-9579-4121-80a6-9f98ddce7b43/#
https://analyze.intezer.com/analyses/3bcb6749-98c1-45d7-bfa1-aafe7b5297f8
https://www.vmray.com/analyses/04c9cc0d1577/report/overview.html
http://analysis/254277/0/html
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Jo6aByenue 28 okTa0ps 2020:
Pacumpenue (mmabmon): . rdgN4r_ XXXXXXXX
Paciupenue (npumep): .__rd4gN4r__ B8CF767A

3armmcka: !!!_READ_ME_XXXXXXXX !txt

Pesynbrartel aHanu3os: VT + HA + VMR

» OOHapy>KeHWUsT:

DrWeb -> Trojan.Encoder.32719

ALYac -> Trojan.Ransom.RagnarLocker

Avira (no cloud) -> TR/Lolopak.rwsiq

BitDefender -> Trojan.GenericKD.34972578
ESET-NOD32 -> A Variant Of Generik. EIMJVBL
Kaspersky -> HEUR:Trojan.Win32.Lolopak.gen
Malwarebytes -> Ransom.Ragnarok

Rising -> Downloader.Agent!8.B23 (TFE:1:Vb8pB6mgBIQ)
Symantec -> Downloader

Tencent -> Win32.Trojan.Lolopak.Ehrt

TrendMicro -> Trojan.Win32.WACATAC.USMANJT20

OoHoBienue ot 2 HOsIOps 2020:
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https://www.virustotal.com/gui/file/0766beb30c575fc68d1ca134bd53c086d2ce63b040e4d0bbd6d89d8c26ca04f6/detection
https://www.hybrid-analysis.com/sample/0766beb30c575fc68d1ca134bd53c086d2ce63b040e4d0bbd6d89d8c26ca04f6?environmentId=120
https://www.vmray.com/analyses/0766beb30c57/report/overview.html
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O6HoB/enue oT 6 HOsAOPs 2020:
RagnarLocker o ceGe u cBoeM IpoexTe.
"Our main goal is to create cool project, that can show it's power in all it's glory and of course make profit."

"Companies under attack of Ragnar_Locker can count it as a bug hunting"

ITepeBop Ha pyCcCKUH A3BIK:

"Harmia rjiaBHast Liefib - C/ieiaTh KPYTOM MPOEKT, UTOOBI MOKa3aTh BCIO CBOFO MOIIb U TIPUHECTH TTPUOBUTE .
"3aTpoHyThle KOMIaHuK ataky Ragnar_Locker MOTYT CUMTaTh TIOMCKOM OIIHOOK"

=== 2021 ===

BapwuanT ot 21 urons 2021:

Pesynerartsl aHam3os: VT
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B Xo/1e HeCKONBKUX COBMECTHBIX orneparuii EBporiosna v momuuuu crpaH EBporiel 1 CeBepHOY AMepHKU

apeCTOBaHbl HEKOTOPbIe yUacTHUKM rpymnmbl Ragnar Locker 1 oTkitoueHs! cepeepa B EBpore.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: &

‘ Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as RagnarLocker, RagnarlLocker 2.0, RagnarlLocker 2.0+)
Write-up, Topic of Support

*

— ]

R ]

.

—— ]

—
wAdded later:

Write-up by BleepingComputer (on February 10, 2020)
Write-up by McAfee (on July 9, 2020)
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https://www.bleepingcomputer.com/news/security/ragnar-locker-ransomware-targets-msp-enterprise-support-tools/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/ragnarlocker-ransomware-threatens-to-release-confidential-information/
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Thanks:

dnwls@719, Michael Gillespie

Andrew Ivanov (author)

Vitali Kremez, Lawrence Abrams, MalwareHunterTeam
to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/02/ragnarlocker-ransomware.html
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