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The governing body for soccer in the Netherlands said Tuesday that hackers were able to steal the personal
information of its employees during a cyberattack.

Marianne van Leeuwen, director of professional football at the Royal Dutch Football Association, said in a

statement that all of the organization’s servers were investigated to figure out the impact of the attack on their
campus network.

“Earlier it became clear that primary business operations will not be jeopardized and that e-mail systems, for
example, have remained unaffected. So football will continue as planned. But it is now also clear that the
cybercriminals have illegally obtained personal data from KNVB employees,” van Leeuwen said.

“Details of this data are under investigation. The cyber break-in has been reported to the Dutch Data Protection
Authority. Despite our security system, the KNVB has now also fallen victim to this. We are particularly sorry that

our employees may have to deal with this.”

The organization did not respond to requests for comment about whether the incident involved ransomware and
how many employees were affected.

The Royal Dutch Football Association runs the country’s main soccer leagues, the KNVB Cup, and the Dutch
men's and women's national teams as well as amateur leagues.

The organization is based in Zeist and has more than 1.2 million members, making it the largest sports association

in the country.

There have been several high-profile cyberattacks on soccer institutions in recent years. The National Cyber

Security Centre (NCSC) released a report in 2020 that outlined a range of attacks, including a ransomware attack
on a Premier League team that severely damaged its corporate systems, even crippling the turnstile system and
nearly forcing the team to cancel a game.

Hackers nearly stole $1.2 million from another Premier League club by breaking into the email account of a
team’s director during a transfer negotiation. The business email compromise almost allowed them to move the

transfer fee into bank accounts controlled by the hackers.

A similar scheme was successfully conducted in 2018 on the email account of an Italian Series A soccer club
official. More than $1.75 million was stolen by hackers who managed to siphon off payments made to the team by

a streaming platform. The Spanish National Police eventually arrested 11 people involved in the hack in Barcelona
in 2022.

Manchester United also suffered a cyberattack in 2020 that affected several internal systems.
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https://www.knvb.nl/nieuws/organisatie/berichten/67571/knvb-servers-getroffen-door-cyberinbraak
https://www.ncsc.gov.uk/files/Cyber-threat-to-sports-organisations.pdf
https://www.zdnet.com/article/ransomware-attack-locked-a-football-clubs-turnstiles-almost-leading-to-cancelled-match/
https://news.sky.com/story/hackers-try-to-steal-1m-transfer-fee-during-football-club-cyber-attack-report-reveals-12034017
https://www.theolivepress.es/spain-news/2022/03/11/cybercriminals-in-spains-barcelona-steal-e1-6-million-of-broadcasting-cash-from-italian-football-club-florentina/
https://www.theguardian.com/football/2020/nov/20/manchester-united-confirm-cyber-attack-but-confident-match-can-go-ahead
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