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This post describes the infection process of the latest version of the Bunitu Proxy Trojan as seen delivered by the

Neutrino Exploit Kit via a malvertising campaign.

We will start from a high-level overview of the issue and used elements. Then, we will dive deeper in the used

techniques of hiding and obfuscating the modules.

What is Bunitu Proxy and why is it dangerous?

As its name suggests, Bunitu Proxy is a Trojan that exposes the infected computer to be used as a proxy for

remote clients. It is done in a few steps:

1. Installs itself on the machine
2. Opens ports for the remote connections
3. Registers itself in the remote server (clients database) informing about its address and open ports

4. Accepts connections coming on the exposed ports and bypasses the traffic

It may have various consequences for the infected user. Basically, it uses his/her resources and slows down the
network traffic. But it may also frame him/her in some illegal activities carried by the attackers due to the fact that

the infected client’s IP is the one visible from the outside.

Read more: Who’s Behind Your Proxy? Uncovering Bunitu’s Secrets

How is the infection carried?

Bunitu has been dropped from various exploit kits. On June 10th 2015, as Websense Security Labs described in
their post, it was dropped by the Angler Exploit Kit. This time, a similar payload is distributed by Neutrino EK.

Role of Neutrino EK

A malvertising from Adcash (they have been notified and the problem is already fixed) redirected users to the

Neutrino EK via a compromised site and rotator.

The below screenshot from Fiddler Web Debugger, shows the chain of URLs on the way of dropping the

malicious payload:
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4> Fiddler Web Debugger
File Edit Rules Tools View Help GET/book £ GeoEdge

) s Replay - b Go | 4 Stream HiiDecode | Keep: All sessions = &5 Any Process 34 Find [l Save | B8] (3 @ Browse - ¢k Clear Cache [T TextWizard | [& Tearoff | MSI

# Protocol Host LRL Body Frocess Comments

4¥1 HTTP www.adcash.com [script/packcpm.php?r=211675&runauction=1&crr=6ea240c382... 819 iexplore.. Malvertising

€¥%2 HTTP www.adcash.com [script/pack php? 120103.8463641&h=2e... 300 iexplore.. Malvertising

£¥3  HITP «com [ 48,582 iexplore:... Compromised site

4¥34 HTTP eu [ i/indexc.php 531 iexplore.. Rotator

€%43 HTTP ugkynknc.gaelrhvvyricus.cf:4943  [mental/6022/until/91530/younger /99086 {twilight/32526 [soon... 536 iexplore.. Neutrino EK

4—7 HTTP ugkynknc.gaelthvvyricus.cf:4943 [assume/58552/cart/41911/swift/59579 ffalse/ 2500/ vital/4087... 52,433 iexplore.. SWF exploit CVE-2015-3113
Els6 wrre qsrcr.gaelrhvvyricus.cf:45513  [cunning[2642/time/cock/adventure /84022 [west/18450 group... 131,218 wscript... Payload

The rotator (.eu domain) does its job of switching to a new sub-domain every few minutes. This technique is often

used to bypass blacklists because the malicious URLs are ‘moving targets’:

And the landing page carried the exploit:

40000" id="

width=
434&moonlight=fift

value="a

"/slab.phtml?story=217178&stack=691838&bitter=duchess&endless=hard&boot=98434&moonlight=fifteen&
expensive=cluster&casual=snore&worth=extreme" align="middle" name="ghubj" ="true" ="false"

="high" ="sameDomain" type="application/x-shockwave-flash" E
"http://www.macromedia.com/go/getflashplayer"

At this stage, users of Malwarebytes Anti-Exploit were protected — the product detected and stopped the malicious

activity.

@ hitp:// mimi—.com/ p-EXx|C- x| AL

Malwarebytes Anti-Exploit &=

Malwarebytes Anti-Exploit has

blocked an exploit attempt

Application: Internet Explorer (and add-ons)
Protection Layer: Protection Against OS5 Security Bypass
Protection Technique: Exploit Stack Pivating attempt blocked
File /Process Blocked: NfA

Attacking URL: N/A

Malwarebytes
ANTI-EXPLOIT
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But if deployed on a vulnerable, unprotected machine, infection followed further — the payload was dropped and

deployed.
Payload: Bunitu Proxy

Infection symptoms
Looking at the payload from outside, we will see just a typical installer (with an NSIS installer icon).
It pretends to be a legitimate piece of software — scamming an existing product: ManyCam by Visicom Media.

After dropping the malicious DLL (described in details further), the installer tries to run it. Then we witness the

attempt of opening the ports for incoming connections.

Windows Firewall alerts about this attempt (it seems that at this level it relies on social engineering — only under

Windows XP it managed to suppress these messages to maintain stealth).

@ Windows Security Alert @

@ Windows Firewall has blocked some features of this program

Windows Firewall has blodked some features of ManyCam Virtual Webcam on all public and
private networks,

(:.’.x_ Mame: anyCam Virtual Webcam

L4 Publisher: Visicom Media Inc.
Path: C:\users\tester\desktopiinstaller. exe

Allow ManyCam Virtual Webcam to communicate an these networks:
[ Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

Allow access ] [ Cancel

Also, after the successful setup, when the computer is restarted, the persistent module runs again — triggering a

similar alert:
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i Windows Security Alert @

@ Windows Firewall has blocked some features of this program

Windows Firewall has blacked some features of Windows hast process (Rundll32) on all public
and private networks,

] Mame: indows host process (Rundll32

Publisher: Microsoft Corporation
Path: C:Ywindows'system32rundll32. exe

Allow Windows host process (Rundl32) to communicate on these netwarks:
[ Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have lite or no security)

What are the risks of allowing & program through a firewall?

[ '@'Mlnw aCcess ] [ Cancel

If we see the details of the running process (rundll32) i.e. in Process Explorer, it will reveal the module that has

been loaded:

B csrss.exe
=) B wininit exe |_] rundil32.exe:1500 Properties
Pa[tg;or opening process] Image |Performanoe Performance Graph I Threads I TCP/IP I Security I Environment I Strings |
:l%l WmiF‘r.\rS Eex Image File
5| VBoxService exe
[@svchost exe l Windows host process (Rundll32)
(=l [a7]svchost exe Microsoft Corporation
1. audiodg exe Version:  6.1.7600.16385
& [esvchost exe Build Time:  Tue Jul 14 01:41:43 2009
-
svchost.exe
] consent exe C:\Windows\System32Yrundll32.exe Explore
[27svchost exe Command line:
[n7]svehost exe "C:\Windows\System32\yundll32. exe” "C:Wsers\tester \AppData\Local\ynfucvu.di”, ynfucvu
[m7spoolsv exe c ¢ directory:
[ svchost exe urrent directory:
[n7svehost exe C:\Windows\System32),
[=7 sglwriter exs Autostart Location:
[n7taskhost exe nfa o

! [ Searchindexer exe

5. SearchProtocolHost ... Parent: explorer.exe(2038) =
1| SearchFitterHost exe

User: testmachine\tester

[=7sppsvc.exe Bring to Front
5] svchost.exe Started:  21:11:56 2015-07-06 ring tn Fron

] taskhost.exe Comment: Kill Process
[m7lsass.exe ’
5 lsm.exe VirusTotal:
| carss
LX) . e Data Execution Prevention (DEF) Status: DEP
| winlogon exs
=) | explorer exe Address Space Load Randomization: Enabled
t
|
rundll 32 exe
b, PTOCEXD X2 [ Ok ] [ Cancel

and the open ports (chosen randomly at the time of installation):
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._] rundll32.exe:1500 Properties

| Image | Performance | Performance Graph | Threads | TCR/IP |Svau.:|..|ri‘|:5-I | Environment | Strings|

Resolve addresses
F'rcﬁ Local Address Remote Address State
TCP testmachine: 14050 testmachine:0 LISTEMIMNG
TCP testmachine: 18306 testmachine:0 LISTEMING

If we keep it running for some time, we may even see the clients, that connected via our unwanted proxy (in the

below case, julyl.exe was used as the name of the installer)

& TCPView - Sysinternals: www.sysinternals.com
File Options Process View Help

| Ha =

Process ¢ FID Protocol Local Address Local Part Femate Address Femate Part State

37 julvlexe aa TCP testmachine 3381 testmachine 0 LISTEMING
37 julvlexe aa TCP testmachine 40773 testmachine 0 LISTEMING
7 julvl.exe s TCP testmachine 43163 serverB132 megah... domain ESTABLISHED
vl exe 388 TCP testmachine 43190 94.31.29.2300py=-... hitp CLOSE_'wialT
7yl exe a8 TCP testmachine 49134 ec2bd-243-93-18.. hitps CLOSE_'wialT
7 vl exe a8 TCP testmachine 43138 ec2-b0-17-235-41. hitps CLOSE_'wialT
7 vl exe a8 TCP testmachine 43224 thin-f141.1e100.net hitps CLOSE_'wialT
0 julvl . exe a8 TCP testmachine 43229 zerver-5d-192-235... hitp CLOSE_'WwialT
0 julvl . exe a8 TCP testmachine 4324 wawl2:08-inf36.... https CLOSE_'WwialT

Technical details

To hide its real intentions, the installer uses several layers of protection. It takes several modules to run before the

malicious DLL (serving as proxy) is revealed. Let’s go deeper!

Flow:

installer.exe-> unpacks and loads: lithiasis.dll, function: Avidness -> decrypts and runs using |

installer.exe

Unpacks several files into %APPDATA%/Local/Temp/ It seems that not all of them play a role in unpacking the

payload — some are dropped only to make “noise”

e [random].tmp, i.e.: nsn4CBO0.tmp

e pictures

e script (javascript, YUI module): index(5).php

e dalookerzmeoajrhjal44

e UncryptedStub._ini

e [random].tmp/lithiasis.dll (i.e. nse474E.tmp/lithiasis.dll)
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= @ ° =

nse47E4 tmp 160x160_sortable_  dalookerzmeoajrhjal index(5).php play-button.png UncryptedStub. _ini
stats_j3b0337b.jpg 44
=
us.gif

Then, it loads the dropped module: lithiasis.dll into memory and executes the function called — in the analyzed

case — Avidness (responsible for further unpacking).

lithiasis.dll, Avidness (real name of the module: __Intelerino.dll) — is unpacked and loaded by the installer.exe — is

obfuscated — uses files:

o dalookerzmeoajrhjal44 — packed list of functions that are going to be loaded in order to do further
unpacking

e UncryptedStub._ini — packed executable (I refer to it as: stub_unpacked.exe)
Keys used to decrypt the files:

o dalookerzmeoajrhjal44 — “dalookerzmeoajrhja144”

e UncryptedStub._ini — “9JKjPZSpEL8uHmMkHNIXhwhDc9jRTGN”

Files are encrypted with obfuscated, custom XOR based algorithms. For each file the used algorithm is slightly

different. Below you can see sample python scripts for decoding the files: Bunitu Proxy — decoding scripts
(github)

#1 Decrypting functions
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18801524 CHLL ER: read file to a buffer
MOW OWORD PTR S5:LCEEP-Bx1541, E:0 decrypt functions

16EE1E2E MOW ERX, OWORD PTR 55: CEEF-E:1541]

16681536 Mou EDX, OWORD PTR S5: CEEFP-@=1021

16681530 CHF ERX, EDH

16681 53E JSE lithiazi.l88815CE

166681544 MO ERX,DWORD FTR 55:[CEEF-851541

1aEE154A MOz EFH, BYTE PTR S5: [EEF+ER<-BHEE4]

18EE1EE2 MoW EDX, OWORD PTR S55: CEEP-B:15C]

16EE]1 558 MOW ECH, OWORD PTR S55:CEEFP-B=1ES]

16EE]SEE MOL OWORD FTRE SS:CEBF-B:241,ERX

16EE1 561 MOL ERX, EDH

16681562 COG

166681564 IOIL ECH

16681 566 HMOL ERX,DWORD FTR S5: CEEF-8x 1087

18EE 1 SEC MOz EFH, BYTE PTR DO5: [ED-+ERH]

18EE1EFE MoV EDX, OWORD FTR S5: CEEF-8:241

1EEELEFS #OR EDX, EFAX

16EELEFE MO ERX, OWORO FTR S5: CEEF-Ex1541

16681 57E MOy BYTE PTE SS:[EEP+ER=-Bxe6841, OL

16681522 IMC DOWORD PTE S5z [EEP-B=15C1]

16681528 Mou ER,DWORD PTR S5: CEEF-B:1541

166681 52E HMOW EDX,DWORD FTR S5: CEEF-Ex1E2]

1aEE1 594 MO OWORD FTR SS:CEEBF-8:2081,EDH

18EE]1 597 COG

16EE]L 598 MoW ECH,OWORD FTR S5:CEEF-8=2E81]

16EE]1 59 IOIL ECH

18681590 MOU ERX, OWORO FTR S5:CEEF-@=18C1

16681 5A2 CHF EDX, EAX

16EE15AS |~ | JMZ2 SHORT lithiasi.lB8@E815E1

16681 5A7 MOy DWORD PTR SS5:CEEFP-B21SC], 5w

1aEE15E]L IMC OWORD FTR SS5:[CEEBP-Bx1541]

186881 5E7F MOW ERX, OWORD PTR 55: CEEFP-B:1541

16EE1SED MOW EDX, OWORD PTR S55: CEEP-8=1021

1EEELSCS CHF ERX, EDX

1AEALECE |~ | JL lithiasi.l1AAE1544

1 GGG LECE LEA EAX,DWORDPTR SS: [EBF-E:3FE] functions decrypted

4

Address |Hex dump ASCII

BE1ZFEEA[ 42 72 65 E1| 74 &5 E@ 72| EF &2 65 72|72 41 BA 4E|CreateProcescA.H

BE1ZFEFB| 74 E5 6E ED0( &1 7@ 56 &9 EE 77 4F 65|52 65 63 74| tUnmapliewlfSect

BE1ZFEEE[ 69 &F SGE BAR|SE &9 72 74|75 &1 &C 41| &C &C &F &2 ion.UVirtualAl loc

BE1ZFE18[(4E 78 BA B&| 62 72 ¥4 FE|6&1 &C 41 &C|&C &F &3 BA(Ex.VirtualAl loc.

BA1ZFEZE[( 57 72 69 74|65 5@ 72 &F| 62 &5 73 734D &5 &0 &F | WriteProcessHema

BE1ZFE3E[( F2 79 BA 47|65 74 54 68|72 &5 61 64|42 &F &E 74| rvy.GetThreadCont

BE1ZFE48( 65 78 74 BA|[52 65 v4 B4| 68 72 65 61|64 45 6F EE|ent.S5etThreadCon

BE1ZFEEE| 74 65 78 F4|BR 52 65 73|75 &0 65 54|68 72 65 61| text.ResumeThrea

BE1ZFEEE| 64 BA 47 E5|7Fd 46 69 EC|EE 52 69 FH|EE BA 52 65(d.GetFileSize.Re

BE1ZFE7E( &1 &4 EA F2|6F &2 65 72|72 40 65 60| 6F 72 ¥9 BA| adProcessMemaory.

BE1Z2FESB| 6E 74 &4 EC|EC 2E &4 &C|E&C BAH 4C &F| &2 &1 &C 41(ntdll.dll.LocalA

BE1ZFE98(6C &C &6F &3 BA 53 AC &E5|&E 7O B8 88|80 A6 68 88| [ loc.Sleepa. ..

BE1ZFEAS[ PG 00 08 88|06 00 08 B8] 00 A0 B8 88|80 A6 B8 B8] . ... ..eecaaannns

[code language="python”] def decodel(data, key, max_key): 1 = len(key) j = 0 #key index decoded = bytearray()
for i in range(0, len(data)): decoded.append(datali] A key[j % 1]) if (i > 0): j += 1 if (j == max_key): j = 0 return

decoded [/code]

#2 Decrypting PE file
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1eea1a31
1EBE1227Y
1BBE1239
1EEE123F
1BBE1245
1EBE124E
logalsdF
1BEE1355
1BBE135E
1eBE1261
1BBE1264
1EEE12EH
1BBE127E
1EEE1274
leealsvR
1eEa1338
1BBE1333
1EBE12EE
1EBE1226
1EEE1222
1BEE122E
1aEaE1292
loeals3s
1BEE1337
1aea1330
1EBE12AS
1BEE12A
1EEE12AC
1aBa12E2
1EBE12BE
loealzsEC
1aEa1ac2
1BBE13CS
1BBE1ECTY
laBa1ace
1EEE12CH
1aaa1208
1aaa1204
loealzhy

1EBE12ES
1EEE12EE
1BBE12F4
1EBE12FA
leealsFD
1BEE1EFE
1aaa1281
1EEEL 62
166BE1285
1EEE1 36
16661260
1EEEL1I1VF
leealaln
1BEE1323
1aBa1329
1EAEE L3R
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SB35 CCFEFFFF
SE25 14FEFFFF
ZBCZ

~ BF20 F2ERBREG
2B2S 2BFEFFFF
2B9S CCFEFFFF
BFB&A4E2
B335 R4FEFFFF
SE25 ZBFEFFFF
SE30 CCFEFFFF
226411
2B2S 2BFEFFFF
2B9S CCFEFFFF
BFB&A4E2
2B9S A4FEFFFF
SESD RSFEFFFF
3245 E4
SECZ
a3
F7E3
2B2S C4FEFFFF
BFB&A4E2
2BEE E4
3308
SB35 Z8BFEFFFF
SE30 CCFEFFFF
221481
2B2S 2BFEFFFF
2B9S CCFEFFFF
BFB&A4E2
2B9% CCFEFFFF
SESD RSFEFFFF
3245 ES
SECZ
a3
F7E3
2B2S C4FEFFFF
BFB&A4E2
2BEE E2
3308
SB35 Z8BFEFFFF
SE30 CCFEFFFF
221481
FF25 RA4FEFFFF
2B25 CCEEFFFF
2B35 EEFEFFFF

SE4D EC
SEZE TAFEFFFF
A
LTS5 R4FEFFFF
FFS5 CCFEFFFF
SESES CCFEFFFF
8895 14FEFFFF
~ BFSC GEFFFFFF

MOU ERA,.OWORD FTR S55: CEEF-B-134]
MoU ED:, OWORDT FTR S55: CEEF-8=1EC]
CHMF ERX,ED:x

JGE lithiasi.1B@a1931

MOU ERX,. OWORD PTR SS: CEEP-E=1EE]
MOU_ EDX, OWORD PTR SS: CEEP-Bx134]
MOUEX ERX,EBYTE PTR OS: CED<+EAX]
ADD ERX,.OWORD FTR SS5: CEEF-E=15C7
MOU EDA,. OWORD FTR 55: CEEF-B=1EA]
MOU ECH,.OWORD FTR S55: [EEP-B+134]
Mou BYTE PTR DO5: [ECH+EDN], AL
MOU ERX,.OWORD PTR S5: CEEP-BX1EA]
MOU_EDH,. OWORD PTR SS5: CEEP-B1134]
MOUEX ER:,BYTE PTR OS: CED<+EAX]
MOU ED, OWORD PTR SS: CEEP-G:15C]
MOU ECH, OWORD FTR 5S5: [EEF-B5152]
MOU DWORD FTR 55: [EEF-B=1C1, ERX
MoU ERX,. EDR

conR

I0IU ECH

MOU_ERX,. OWORD PTR SS5: CEEP-B2130C]
MOUZX ER:,EBYTE PTR OS: CED+EAX]
MOU ED, OWORD PTR SS5: [CEEP-B:1C1
®OR EDH.ERA

MOU ERA,.OWORD FTR S55: CEEF-B=1EA]
MOU ECH,.OWORD FTR S55: [EEP-B+134]
Mou BYTE PTR DO%5: [ECH+ERA], DL
MOU ERX,.OWORD PTR S5: CEEP-BX1EA]
MOU_EDH,. OWORD PTR SS5: CEEP-B1134]
MOUEX ERX,EBYTE PTR OS: CED+EAX]
MOU ED, OWORD PTR SS: CEEF-G:134]
MOU ECH, OWORD FTR 5S5: [EEF-B5152]
MOU DWORD FTR 55: [EEF-B:1581, ERX
MoU ERX,. EDR

conR

I0IU ECH

MOU_ERX,. OWORD PTR SS5: CEEP-B2130C]
MOUZX ER:,EBYTE PTR OS: CED+EAX]
MOU ED, OWORD PTR SS5: [EEP-B:181
®OR EDH.ERA

MOU ERA,.OWORD FTR S55: CEEF-B=1EA]
MOU ECH,.OWORD FTR S55: [EEP-B+134]
Moy BYTE PTR DO%5: [ECH+ERA], OL

IMC DWORD PTR S5: [EBP-B21E5C]

MOU ERA,. OWORD PTR SS: CEEP-E:134]
HMOU ED, OWORD PTR SS: CEEP-Gx153]
MOU DWORD: PTR S5: [EEP-@8:141, EDX

HDUUEEEQDNDHD FTR 55: [EBFP-8:141
MOU ER:, OWORD FTR S5: CEEF-Ex12C]
0. EAX

EDNE,
JHE SHORT lithiasi.lBEE1217
HMOU DWORD PTR S5: [EBP-E=15C], A:E
IHC DWORD PTR S5: [EBP-E:134]
MOU ERA, OWORD FTR SS5: CEEF-85134]
MOY EDA,. OWORDT FTR 55: CEEF-B=1EC]
CHMF ERX,ED:R
JL Lithiasi.1BB@a123F
KOR ERX.ERX

result — a new PE file (stub_unpacked.exe):

decrupt PE

decrupted PE

Address

Hex dump

BEZADBDE
BEZADBEA
BEZADEBFA
aEzaDCaa
BEZA0OC 18
BEZA0C2E
BEZADCEE
BEZADC4E
BEZADCEE
BEZADCEA
BEZADCTA
aEzaDCea
BEZA0C2E
BEZADCAE
BEZADCER
BEZADCCE
BEZADCDE

B1|BB 81 A5 AC|AA FC BB GE L0 HEIEE. L L.
BE|(AB 1A BB BE|( 63 18 86 B6| . 7H..... R T
GO 88 18 80 0088 82 80 00| E.... B ko8,
BB 84 B8 B8R BE| 88 88 B8 OO 4. ..... Cooopooo
BE| 88 B8 BE GO A2 B8 BE GO CE..e...... Hooo
BE| 88 B8 10 G668 18 B0 GE( .. k.. bk ooloc
BE| B8 BE BE GO G0 B8 BE OO .. ..k e ieaaas
BB A8 EA B2 BE(E2 B4 A6 06| .(..58....PE.54..

BE| Q8 58 88 60 28 98 88 00| .. .eisennssnliana
COl 21 B2 B1 4C|CD 21 54 o8| AT H.H .=t58L=*Th
r2| &6l 60 28 53|61 6E 6E &F| is program canno
EE| 28 &9 EE 20| 44 4F 52 26|t be run
BH| 24 B8 BA 0O O B8 B8 00| mode...
BH| CE CF 94 EE|OE B8 B8 00| PE...LA+.+050. ..

oB0n0nooo

in DOZ

[code language="python”] def decode2(data, key, max_key): j = 0 #key index prev_j = 0 decoded = bytearray/()

for i in range(0, len(data)): val = data[i] + prev_j val = ((val A key[j]) A key[prev_j]) % 256 decoded.append(val)

prev_j =jj=j+ 1if (j == max_key): j = 0 return decoded [/code]

After decrypting the new executable: stub_unpacked.exe — it loads it into the memory using “RunPE” technique

(unmaps the installer.exe and loads the new PE section by section on it’s place).
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stub_unpacked.exe Its main role is to unpack from inside the “heart” of the malware: module ynfucvu.dll. It also

loads and deploys it. Makes following registry keys (Winlogon Notify):

&' Registry Editor

File Edit Wiew Favorites Help
= {1 Motify || Mame Type Data

(0 cryptazchain (Default) REG_SZ {walue not set)

% ”‘*’Eﬁ”Et ¥ asynchronous REG_DWORD 0x00000001 1)

= gsf: - a4 Impersanate REG_DMWORD 0x00000001 (1)

D SEh:;uh;Dp MaxWait REG DWORD 0x00000001 (1)

] sclantfy I. zinkras: REG_BIMNARY d4 1454 bé 4f 53509 9F o |

I:l SensLogn

[:l kermsty

[Z3 wiballoon

£3) M= b
4 > 4 >
My Computer\HKEY _LOCAL_MACHIMEVSOFTWARE\Microsoft! Windows MTY urrentVersion! WinlogoniMokifyynfucvu

The key ‘zinkraxx’ is used to uniquely identify the installation. It is made by following simple algorithm:

[& cPU - main thread, module stub_unp

It uses RDTSC (an instruction that reads time-stamp counter into EDX:EAX). Then part of the result (EAX) is
processed and writen into a buffer. This buffer is then stored in the registry. After unpacking the DLL it drops it in
%APPDATA%/Local folder:

@Uv| I tester » AppData » Local » I - |+¢ | | Search Local
Organize » Include in library = Share with - Mew folder
" Recent Places = Name Date modified Type Size
= Libraries [ & ynfucvudil 2015-07-06 20:31 Application extens... 14 ks]

Then, it loads in the memory and enters in the function ynfucvu of ynfucvu.dll — using JMP EAX:
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' Immunity Debugger - stub_unpacked.exe - || - main thread, module stub_unp]

@File Wigw Debug  Plugins Immlb  Options  Window  Help  Jobs
O EE X LY 1 emtwhcecPkDbzr. s

unpg

e} i ub_unp. @8-
LISH

ynfucvu.dll, ynfucvu

This is the Bunitu Proxy module — malicious part of the full package. It is independent from other modules. Once

installed, it is loaded on system startup, using rundll32.exe. The entry point is in the function ynfucvu.

It carries all the network operations — registers the client on the server, opens ports and serves as a proxy.
Techniques used by the Bunitu Proxy module haven’t changed much from June 10th, when it was described by

Websense Security Lab. Even the xor-ed value is exactly same!

47 Immunity Debugger - stub_unpacked.exe - [ - main thread, module ynfucvu]
IE‘ File Wiew Debug Plugins Immlib  Options ‘Window Help  Jobs

OB EFE «xpr I wH2lid+ 1l emtwhcPkbzr.s ?[j

stbuname

compare with the WebSense analysis:
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e || LO0026FE| 50 push eax ;l General |
s | 10002EF7 FF 15 1C B4 00 10 £all dword ptr ds:[<&wSAStartup:]
» |100026FD| ES 01 EC FF FF call gaottma.l00013032 eax  [FzDecseE]
o |1000270z| A3 AE 31 01 10 mov dword ptr o ds:[100121AE],eax EEX 00000000
« |L100D2707 | C7 05 E4 21 01 10 01 O¢mov dword ptr ds:[100131E4],1 ECX  OODOC2FS
e | 10002711 A3 ES 31 01 10 moyw dword ptr ds:[100131E8], eax EDx FCI0E4F4 <ntdll.KiFastSystemial
« |10002716| €& 05 10 23 01 10 00 |mow byte ptr ds:[10013310],0 EEP  7C900000 ntdl1.7C900000
« |10002710| &8 <o 2z Do OF push FOoozzco ESP  O0BSFEDS
s |lo0027z22 81 04 24 S4& ZF 20 00 add dword ptr ss:[esp]l,302F3a ESI 1000B20C <gaottma.&Regllosekeys
e | 10002723 FF 15 F4 B3? 00 10 £all dword ptr ds:[<&gethosthynames:] EDI 10002007 gaottma.10003007
e |L1000D272F| 0B CO Or eax, eax
--w | 10002731 OF &4 37 01 00 00 Je gaottma.l00025CE EIP 1000273E gaottma,.1000273E
e | 10002737 8B 40 0OC mow eax, dword ptr ds:[eax+C]
s | 10002734 8B 00 mow eax, dword ptr o ds:[eax] EFLAGS 00000302
e |1o00272C| 8B 0O moy_eax, dword ptr ds:[eax] ffcFr o TF 1
Eg— - R G Gl 1 EC 16 PF O IF 1
= |10002743| A2 71 99 00 10 Mg dword per ds:[10009971], eax OF 0
« | 10002745 C7 05 81 99 00 10 55 L1imov dword ptr ds:[lDDDSSBl],lSSEllSSI‘ 85.17.142.21 EZ]
« |10002752| &6 7 05 &0 3% 00 10 0Fmov word ptr ds:[10003360],2
» |1000275E| €6 CF 05 70D 33 00 10 0Fmov word ptr ds:[10003370],2
e |1o002764| 2B CO sub eax,eax GS 0000
e | 10002766 FF 15 28 B4 00 10 £all dword ptr ds:[<&GetTickCount=] FS 00ZB
e | 1000276C 33 D2 ®or edx, eds ed<ikiFast ES 0023
e | 1000276E 33 Co Hor ECK, ECH D5 0022
» |10002770| 83 €0 78 add eax,7s <5 001E
e |10002772| 82 CO 78 add eax,73 55 0022
e |1o002776| C1 E3 0A shr eax,a
e |1000D2772| sSe push esi DRO 00000000
e | 10002774 BE 3C 00 00 00 moy 251,30 DR1 00000000
e |ioon277F| 3B Ce Mo eax.esi Tl|| or2 oooooooo
4 3 ORI 00000000
—_— DRE 00000000
dword [10003371]=0 DR7 00000000
ear=7206CI6E
gaottma.dlil[2743] | ".text':110002743
address | Hex ASCIT ;I 1000295E | FETUFA To gaattma.lUUEd
|| DOEEFEOC| 10002A7E [ return To gaotima. 100
100051A1 )00 01 00 &E 72 21 2E 71 75 &% 75 6A &F 75 60 BE|...Nnsl.quixjoumn OOBSFEED | DO4022EA | 2066, 004022EA
100051E1| 66 2E 63 &F &0 00 00 01 00 00 00 E 00 00 00 00 f.com o O0ESFEE4 | 00000000
100051C1 (00 00 00 00 00 00 00 00 40 00 00 d0 00 05 02 OOESFEES | DOBSFEE0
10005101(01 00 00 00 00 00 00 05 OF 00 01 40 00 00 00 OOESFEEC | 00401F08 | 2C86. 00401F 08
100051E1(00 05 00 00 01 00 00 00 00 00 00 40 5B 00 00 QOESFEFO| 07060504
100051F1(00 00 00 0O 5A 00 00 00 00 00 00 01 00 00 00 48 H 0OBSFEF 4| 0BOAD90S
1000520154 54 S50 2F 31 2E 30 20 32 30 30 20 4F 4B 0D QA|TTP/1.0 200 OK.. OOBSFEFS | OOBSFC24
10005211 (00 A 00 00 03 3C 62 3E 58 3C 2F 62 3E 20 00 DAfl..... <hie b L OOESFEFC | PEA18734 | return to user3z.rE4Lle
10005221(00 00 6E 72 30 2E 71 75 €9 7% €A &F 75 &0 ¢E &&||..ns0.quixjoumnt OOESFC00 | 00lEOOAS
10005231 | 2E &2 €F 6D 00 SE 4A 4C 2A 55 6E 43 73 SE 24 37 [.com.AIL¥UnCsA$7 QOESFo04 | ooooD4rE -
10005241 (58 &1 65 24 4A 00 00 00 00 6E 73 62 2E 71 75 &2 f[aefl....nsb.qui QOESFCOS | Dooooooo _'ﬂ
10005251 |78 6A 6F 75 60 6E 66 2E 63 6F &0 00 00 00 00 08 [xjoumnt.com.....
1000526100 01 01 00 00 01 00 00 00 00 OO0 00 00 00 0O OO j d L4

This module is slightly obfuscated — i.e. domains used to resolve C&Cs are given in a plain text. Only their
addresses are calculated on the fly — to make difficult finding where they are referred. As we see below: the
address of the string is calculated on the stack (this DLL is always loaded on the same, predefined base — what

makes calculation on the addresses easy).

-k L
-k EETI
i1#. ¢ RETUR

It is also responsible for creating registry keys used for persistence and tries to be invisible for the firewall — by
adding itself to the list of Authorized Applications (but effectiveness of it varies depending on the version of
Windows).

Analyzed sample

Original sample (installer) md5=542f7b96990de6cd3b04b599¢c25ebe57 ; payload (ynfucvu.dll)
md5=1bf287bf6cbe4d405983d1431c468de?

Conclusion

It seems that this malware is being actively distributed through various exploit kits. However, the mutation of the
core is not so fast, as we see our sample is very similar to the one observed a month ago. Still, the used packing,

composed of many layers gave it advantage of low detection rates in early days after the release.

On the other hand, the good news is that it’s not an entirely stealthy piece of malware (except on Windows XP), so

a cautious user can notice some of the alarming symptoms.

Part I1: Who’s Behind Your Proxy? Uncovering Bunitu’s Secrets

Page 11 of 12


https://www.malwarebytes.com/wp-content/uploads/sites/2/2015/07/xored.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2015/07/xored.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2015/07/xp_yn_deobf_host_name.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2015/07/xp_yn_deobf_host_name.png
https://www.virustotal.com/en/file/14cf87a14700a36d19e4fb98034437adc054417facb45356f296fe0cfe5d28f4/analysis/
https://www.virustotal.com/en/file/a5090acf84510573ac48de030cf59400813a54cd4af42d1de4bcee9d6ee44cb0/analysis/
https://www.malwarebytes.com/blog/botnets/2015/08/whos-behind-your-proxy-uncovering-bunitus-secrets/

https://blog.malwarebytes.com /threat-analysis/2015/07 /revisiting-the-bunitu-trojan/

About the author

Unpacks malware with as much joy as a kid unpacking candies.

Source: https://blog.malwarebytes.com/threat-analysis/2015/07/revisiting-the-bunitu-trojan/

Page 12 of 12



