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AN1691

Application vetting services could look for applications attempting to get android.os.SystemProperties or
getprop with the runtime exec() commands. This could indicate some level of sandbox evasion, as Google

recommends against using system properties within applications.
Log Sources
AN1692

Application vetting services could look for applications attempting to get android.os.SystemProperties or
getprop with the runtime exec() commands. This could indicate some level of sandbox evasion, as Google

recommends against using system properties within applications.

Log Sources

Source: https://attack.mitre.org/detectionstrategies/DET0625

Page 1 of 1



