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Execution: Registry
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Execution: Active Setup
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Command Shell
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Windows Service

Data from I.ocal System

Data Staged: Local Data
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Encrypted Channel:

Symmetric

Cryptography
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Use

Poisonlvy captures window titles.[21

Poisonlvy creates run key Registry entries
pointing to a malicious executable dropped to

disk.[3

Poisonlvy creates a Registry key in the Active

Setup pointing to a malicious executable [BILZ1[8]

Poisonlvy creates a backdoor through which

remote attackers can open a command-line

interface 2]

Poisonlvy creates a Registry subkey that registers
a new service. Poisonlvy also creates a Registry
entry modifying the Logical Disk Manager

service to point to a malicious DLL dropped to
disk.[2!

Poisonlvy creates a backdoor through which

remote attackers can steal system information [l

Poisonlvy stages collected data in a text file.3]

Poisonlvy uses the Camellia cipher to encrypt

communications.[!]


https://attack.mitre.org/techniques/T1010
https://attack.mitre.org/techniques/T1010
https://attack.mitre.org/techniques/T1010
https://attack.mitre.org/software/S0012
https://www.symantec.com/security_response/writeup.jsp?docid=2005-081910-3934-99
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1547/001
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1547/001
https://attack.mitre.org/techniques/T1547/001
https://attack.mitre.org/techniques/T1547/001
https://attack.mitre.org/software/S0012
https://www.symantec.com/security_response/writeup.jsp?docid=2005-081910-3934-99
https://attack.mitre.org/techniques/T1547/014
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1547/014
https://attack.mitre.org/software/S0012
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Backdoor%3aWin32%2fPoisonivy.E
https://unit42.paloaltonetworks.com/unit42-tropic-trooper-targets-taiwanese-government-and-fossil-fuel-provider-with-poison-ivy/
https://www.fireeye.com/blog/threat-research/2017/02/spear_phishing_techn.html
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/software/S0012
https://www.symantec.com/security_response/writeup.jsp?docid=2005-081910-3934-99
https://attack.mitre.org/techniques/T1543
https://attack.mitre.org/techniques/T1543/003
https://attack.mitre.org/techniques/T1543
https://attack.mitre.org/techniques/T1543
https://attack.mitre.org/techniques/T1543/003
https://attack.mitre.org/software/S0012
https://attack.mitre.org/software/S0012
https://www.symantec.com/security_response/writeup.jsp?docid=2005-081910-3934-99
https://attack.mitre.org/techniques/T1005
https://attack.mitre.org/techniques/T1005
https://attack.mitre.org/software/S0012
https://www.symantec.com/security_response/writeup.jsp?docid=2005-081910-3934-99
https://attack.mitre.org/techniques/T1074
https://attack.mitre.org/techniques/T1074/001
https://attack.mitre.org/techniques/T1074
https://attack.mitre.org/techniques/T1074/001
https://attack.mitre.org/techniques/T1074/001
https://attack.mitre.org/software/S0012
https://www.symantec.com/security_response/writeup.jsp?docid=2005-081910-3934-99
https://attack.mitre.org/techniques/T1573
https://attack.mitre.org/techniques/T1573/001
https://attack.mitre.org/techniques/T1573
https://attack.mitre.org/techniques/T1573/001
https://attack.mitre.org/techniques/T1573/001
https://attack.mitre.org/software/S0012
https://www.mandiant.com/sites/default/files/2021-09/rpt-poison-ivy.pdf

Domain

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

No

—_

—

https://attack.mitre.org/software/S0012/

Name

Execution Guardrails:
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Dynamic-link Library
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Rootkit
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Use

Poisonlvy creates a mutex using either a custom

or default value.lL!

Poisonlvy creates a backdoor through which

remote attackers can upload files.[2]

Poisonlvy, contains a keylogger,113]

Poisonlvy creates a Registry subkey that registers

a new system device 3l

Poisonlvy hides any strings related to its own

indicators of compromise.[:ﬂ

Poisonlvy can inject a malicious DLL into a
process.Lll@]

Poisonlvy starts a rootkit from a malicious file

dropped to disk.[3]
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