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SUMMARY

DETECTION DETAILS RELATIONS BEHAVIOR

Join our Community and enjoy additional community insights and crowdsourced detections, plus an

APl key to automate checks.

Popular
threat
label

O trojan.generickdg/misc

Security vendors' analysis (O

AliCloud
AlYac
Arcabit
Arctic Wolf
Avast

AVG
BitDefender
Bkav Pro
CTX
Deeplnstinct
Elastic
Emsisoft
eScan
ESET-NOD32
Fortinet
GData
Google
Ikarus
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Threat categories

trojan Family labels generickdg  misc

Do you want to automate checks?

RiskWare:Multi/Agent.lY
QD:Trojan.GenericKkDQ.31CDDAECCE
QD:Trojan.GenericQ.31CDDAECCE
Unsafe

Win64:MalwareX-gen [Misc]
Win64:MalwareX-gen [Misc]
QD:Trojan.GenericKDQ.31CDDAECCE
W64.AlDetectMalware
Dlltrojan.generic

MALICIOUS

Malicious (moderate Confidence)
QD:Trojan.GenericKDQ.31CDDAECCE (B)
QD:Trojan.GenericKDQ.31CDDAECCE
A Variant Of WinGo/PSW.Agent.IV
W32/Agent.IVitr.pws
QD:Trojan.GenericKDQ.31CDDAECCE
Detected

Trojan.WinGo.Spy
Trojan.Win32.GenericKDQ.4!c
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analyse our traffic, and to enable website functionality. Learn more about cookies in our

Privacy Notice.



https://www.virustotal.com/gui/file/2a448324f84fca6b8149edb28050d5b5ece2194bcfa1db6ccaa6f014fe4a4b97/summary
https://www.virustotal.com/gui/file/2a448324f84fca6b8149edb28050d5b5ece2194bcfa1db6ccaa6f014fe4a4b97/detection
https://www.virustotal.com/gui/file/2a448324f84fca6b8149edb28050d5b5ece2194bcfa1db6ccaa6f014fe4a4b97/details
https://www.virustotal.com/gui/file/2a448324f84fca6b8149edb28050d5b5ece2194bcfa1db6ccaa6f014fe4a4b97/relations
https://www.virustotal.com/gui/file/2a448324f84fca6b8149edb28050d5b5ece2194bcfa1db6ccaa6f014fe4a4b97/behavior
https://www.virustotal.com/gui/file/2a448324f84fca6b8149edb28050d5b5ece2194bcfa1db6ccaa6f014fe4a4b97/community
https://www.virustotal.com/gui/join-us
https://docs.virustotal.com/reference/overview
https://www.virustotal.com/gui/search?query=engines%3Atrojan%20AND%20engines%3Agenerickdq%20AND%20engines%3Amisc%20AND%20engines%3Awingo
https://www.virustotal.com/gui/search?query=engines%3Atrojan
https://www.virustotal.com/gui/search?query=engines%3Agenerickdq
https://www.virustotal.com/gui/search?query=engines%3Amisc
https://docs.virustotal.com/reference/overview
https://www.virustotal.com/gui/home
https://www.virustotal.com/gui/contact-us
https://www.virustotal.com/sign-in
https://www.virustotal.com/gui/join-us
https://cloud.google.com/terms/secops/privacy-notice
https://cloud.google.com/terms/secops/privacy-notice
https://cloud.google.com/terms/secops/privacy-notice
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Rising @ Stealer.Agent!8.C2 (CLOUD)
Skyhigh (SWG) @ Artemis

Sophos @ Mal/Generic-S

Symantec @ MLAttribute.HighConfidence
Tencent @ Malware.Win32.Gencirc.149b3e3e
Trellix ENS () Artemis!1BDA3AE52D7A
TrendMicro-HouseCall (D TROJ_GEN.R002HO9H625
Varist @ W64/ABTrojan.HZPA-4707
VIPRE (D QD:Trojan.GenericKDQ.31CDDAECCE
Zillya (D TrojanAgent.Win32.4316160
Acronis (Static ML) @ Undetected

AhnLab-V3 (“) Undetected

Alibaba @ Undetected

Antiy-AVL @ Undetected

Avira (no cloud) @ Undetected

Baidu @ Undetected

ClamAV @ Undetected

CcMC @ Undetected

CrowdStrike Falcon @ Undetected

Cynet @ Undetected

DrWeb @ Undetected

Gridinsoft (no cloud) @ Undetected

Huorong @ Undetected

Jiangmin @ Undetected

K7AntiVirus @ Undetected

K7GW @ Undetected

Kaspersky @ Undetected

Kingsoft @ Undetected
NANO-Antivirus @ Undetected

Sangfor Engine Zero @ Undetected

SecureAge @ Undetected

SentinelOpe (Static ML (/) Undetected
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VirlT @ Undetected
ViRobot @ Undetected
Webroot @ Undetected
WithSecure @ Undetected
Xcitium @ Undetected
Yandex @ Undetected
ZoneAlarm by Check Point @ Undetected
Zoner @ Undetected
Avast-Mobile

BitDefenderFalx

Symantec Mobile Insight

Trustlook
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