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MyCERT states that Carbanak is a remote backdoor designed for espionage, data exfiltration, and to remote

control.

The attacker deploy malware via spear phishing email to lure the user to open and run the malicious attachment
that will infect the machine. The main objective of this campaign is primarily to remotely control the infected
machine and gain control of the internal destinations of money processing services such as Automated Teller

Machines(ATM) and financial accounts. The following information are the malware capabilities:

» [TLP:WHITE] win_carbanak_auto (20251219 | Detects win.carbanak.)
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