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Fake Microsoft Store, Spotify sites spread info-stealing malware
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Attackers are promoting sites impersonating the Microsoft Store, Spotify, and an online document converter that distribute

malware to steal credit cards and passwords saved in web browsers.

The attack was discovered by cybersecurity firm ESET who issued a warning yesterday on Twitter to be on the lookout for

the malicious campaign.

In a conversation with Jiri Kropac, ESET's Head of Threat Detection Labs, BleepingComputer learned that the attack is

conducted through malicious advertising that promotes what appears to be legitimate applications.
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For example, one of the advertisements used in this attack promotes an online Chess application, as shown below.

Ready to Play Chess?

Play On er Play Now

Malicious advertisement promoting a fake Chess app

However, when users click on the ad, they are brought to a fake Microsoft Store page for a fake 'xChess 3' online chess

application, which is automatically downloaded from an Amazon AWS server.

The downloaded zip file is named 'xChess_v.709.zip' [VirusTotal], which is actually the the 'Ficker', or

'FickerStealer," information-stealing malware in disguise, as shown by this Any.Run report created by BleepingComputer.
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@ GetxChess 3 - MicrosoftStore X 4
& 5 C @ cdnserverhostingdomainnamesite/lander/prelend--maycrosoft-shahmati-s-picselem/ * @ :
BT Microsoft | Home Devices v Software v Games & Enterainment ~ Deals  Shop Business St All Microsoft v PV v Sign in
| 7 9
xChess 3 Download
SRS © G
2 official Club
P & A See System Requirements
i) ﬂ EVERYONE
CHESS =
This is an exciting adventure game. The ball jumps through the labyrinth
of the tower. Swipe your finger across the screen and move the ball
through the spiral.
Overview System Requirements
Available on
£5 HoloLens o pc [J Mobile device [T Hub
Description
This is an exciting adventure game. The ball jumps through the labyrinth of the tower. Swipe your finger
across the screen and move the ball through the spiral.
Levels are gradually becoming more complex. Don't crush!
xChess_v.709.zip ~ Show all X

Fake Microsoft Store page distributing the Ficker malware

Other advertisements from this malware campaign pretend to be for Spotify (shown below) or an online document converter.

When visited, their landing pages will also automatically download a zip file containing the Ficker malware.
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@ Spotify Premium - Spotify (US) X 4

& > C & cdnserverhostingdomainname:site/lander/prelend-spotify/ & e 3

Premium Support Download Sign up Log in

Spotify Music + YouTube Premium
free for 90 days.

Special offer today.
Download App for Windows.

DOWNLOAD FREE APP (1 MB)

Terms and con

Fake Spotify landing page

Once a user unzips the file and launches the executable, instead of being greeted by a new online Chess application or the

Spotify software, the Ficker malware will run and begin stealing the data stored on their computer.

What is the Ficker malware

Ficker is an information-stealing Trojan released on Russian-speaking hacker forums in January when the developer began

renting out the malware to other threat actors.

In a forum post, the developer describes the malware's capabilities and allows other threat actors to rent the software from

anyone from one week up to six months.

- Mepabiit i npoaykT

Mocze A0ATOi PaGOTH FOTOBK BaM NPEACTABMTS Hall NPOAYKT. Mbi MPOBEY TILATE/IbHbI aHANM3 PhIHKA 1 TOTOBLI BaM NPEACTABUTE OAHO M3 /lyUILIMX Ha AAHHBIA MOMEHT peLeHWii A1 Balliero GusHeca.

BHewnuii BUA nanenm:
Cnoiinep: Manens

Tema co3faHa UCKIOUMTENLHO AN OT3HIBOB, BCe 0BCY)KACHUSA NOMPOLY BECTU B OTAGNHO CO3AAHHOM TonuKe - hiips//forum exploitin/topic/ 175883/

Mpeumyluectsa Hawero cogra:

Jlyuwmi oTCTYK Ha poikike 210 90-95%.
CTunnep NONHOCTLIO HATUBHBIN - HanucaH Ha Rust+Asm (240-250K6) Moa UPX xwmeTca Ao 110-120KB. He vMeeT HUKaKuX 3aBUCUMOCTEH.

COQT He NOATPYXaeT aBCOMOTHO HYKakx DLL, UTO OUeHb NONIOXUTENBHO CKA3bIBAETCA Ha PaHTaliMe

MaHenb 1 COOTCTBEHHO BCE /IOTV HAXOAATCA Ha BaleM cepsepe. Mbl He MMeeM HIKAKOro A0CTyNa K BaluvM N0raM.

Uc Server-side Naponei, reHepaLy Zip apxuBa Ha CepBepe, YTO NO3BO/AET 3HAUMTENIHO CHU3UTH KOA-BO ACTEKTOB

CTunnep NUCanca NOAHOCTBIO C HYNA, He BbINO B3ATO HY OAHON CTPOUKM KOAA C APYTUX NPOEKTOB

CoBpewmeHHan Be6 NaHeAb HaNVcaHHas HaNWcaHHas Ha Rust BKauecTse GekeHaa U React BKaYecTBe GPOHTa, UTO 0BeCneurBaeT MOHMEHOCHbI OTKIVMK Be6 NaHean Aaxe Npu novcke 10K+ foros
CTnep oTpaBaTbiBaeT NOAHOCTLIO B NAMATH, He OCTABAAR HUKAKVIX CEAOB B CUCTeMe

Bce CTPOKY, aApeC reiiTa B COTE NONHOCTBIO 3aLLUGPOBAHHBI

MpocT & kpunTe - aiin Ha Bbixoae Win32 X86

TIOCTORHHO UMCTBIi PaHTalM C MOCTORHHBIMM YHACTKAMM

VIHTYWTVBHO NOHATHAA 1 MOWHeWan Be6 NaHe b Ha PbiHKe

YHuBepcanbHbiii rpabep

Moaaepxka acex sepcuii Win XP - Win 10, 8kaiouas cepaepHbie Bepcvn

PekypcuBHbii cEop Bcex Gpay3epos Ha ocHose Chromium v Morzilla (40+ 6pay3epos) & nanke 1o3epa

Crwnep pa6oraer Hanpamyio ¢ Gaiinamv Firefox key3.db key4.db logins json x86-x64 (MTpoBepA/ ¢ 30 MO HbIHEWHIOK BEPCUKO, CTABUNBHbIA OTCTYK)

C6op Beex AEKCTONHBIX Kp! (15+ Th A06aBHTH CBOIA B rpaBGep, MGO No 3aNPOCy BLIMTL B CTUAEP)

Cruan Windows Credentials Manager

Crvan peckTonHbix kaneHTos (Pidgin, Steam, Discord, ThunderBird v Ta. BosmoxHocTb A06asuTh coit 8 rpab6ep, mbo no 3anpocy BlMTL B CTUNEp)

Crvnn FTP kavenTos (FileZilla, WinScp)

CTwan coxpanentbix Credit Card, Gopw asTo3anoneHua

CKPMHLLOT 3KpaHa co BCeX MOHUTOPOB

C6op nontoii o cucrenme (Processor, CPU, yi ¥ co, npoueccop, 3KpaHa 1 TA, UTO B COBOKYMHOCTY C i , NO3BONAET XOPOLLO OLLEHNTb KaUecTso Tpaduka)

A forum post marketing the FickerStealer malware

Using this malware, threat actors can steal saved credentials in web browsers, desktop messaging clients (Pidgin, Steam,
Discord), and FTP clients.

Page 4 of 5



https://www.bleepingcomputer.com /news/security/fake-microsoft-store-spotify-sites-spread-info-stealing-malware/

In addition to stealing passwords, the developer claims the malware can steal over fifteen cryptocurrency wallets, steal

documents, and take screenshots of the active applications running on victims' computers.

This information is then compiled into a zip file and transmitted back to the attacker, where they can then extract the data

and use it for other malicious activities.

Due to the Ficker malware's extensive functionality, victims of this campaign should immediately change their online
passwords, check firewalls for suspicious port forwarding rules, and perform a thorough antivirus scan of your computer to

check for additional malware.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

ur Full At

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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