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Haron ransomware was first discovered in July 2021. When infected with this ransomware, the extension of the
encrypted file is changed to the victim’s name. They are using a ransom note and operating their own leak site

similar to Avaddon ransomware. They have disclosed only one victim on the leak site so far.
Detailed analysis

A. Similarity of ransom notes
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= Your netwark Nas been INfected! —---=---

#*+D0 NOT DELETE THES FILE UNTIL ALL YOUR DATA HAVE BEEN RECOVERED

[four network Fias been Infected by Avaddo

ALL your docusents, photos, databases and other lmrunr. files have been encrypted . |ALL your documents, photes, databases m other ispartant files have been en:(mcu and you are net able o decrypt
You are nat able 1o decrypt it by yourself. But don't worry, we can help you to restore all your files! it by yourself. But don’T morry, e can help you to restore all your files:

The only wey :D restvre your files is to buy cur xuz:ial software. Only we can give you this software and only we can)
restore your files

e have also downloaded a lot of private data froa your network. T ALy ey 5 PUSAS, e F1TAE 13,06 B0 EAnL. sofiuied - Ausos Gaaernl acryr: Ly ol i ek ol
L1 you do not contact a5 In @ 3 days me will post Inforeation about your breach on our PUbliC news webs this software and only we can restore your files!

g atee ] oy she-vhale unloadee frfe.
You can get more information on our page, which is located in a Tor hidden netwo

You can get more information on our page, which is located in a Tor hidden network.
How 1o get 1o our page

1.Deanload Tor browser - ttps:/fwen. torproject.org/

Haw [0 gel to our page
2.1nstalL Tor browser bonnload Tor browser - hxxps: //wer. torproject.org/
nstall Tor browser
3.00en Link in Tor browser - {Sentinized 52 LAB} |open Link in Tor browser - {Santinized 520 LAB}
4.Use login: {Santinized 52w LAB} passwords {Santinized S2W LAB) Follon The instructions on This page
faur
5.Follow the instructions on This page {Sentinized 520 LAB}

DO NOT TRY T0 RECOVER FILES VOURSELF!
+ DO NOT TRY TO RECOVER FILES IWRSEL?
+ DO NOT HODIFY ENCRYPTED FILES DO NOT MODIFY ENCRYPTED FILES!

+ = OTHERWISE, YOU MAY LOSE ALL YOUR FILES FOREVER!

|OTHERISE, YOU MAY LOSE ALL ¥OUR FILES FOREVER!
ey Identifier: {Santinized Saw LAB}

e The highlighted part in the picture above is the same part between Haron and Avaddon.

ddon

e The main difference is that Haron suggests a specific ID and Password for victim to log in to the

negotiation site.

B. Similarity of negotiation sites
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B-1. Haron operates the negotiation site and leak site on the same domain
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e Avaddon operated negotiation and leak sites on different domain addresses.

 In the case of Haron, ID and password are required to have access to the negotiation page.

B-2. Comparing the contents of the negotiation sites
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4 P 24/7 support
Haron Avaddon
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19:53 06.06.2020

User Icon I need my files nowii!

20723 05.06.2020
anyone there??7?

[Fype your message.

o

Type your message

o The appearance of negotiation site is almost identical except for the name of ransomware “Haron” or
“Avaddon”
o The overall interface and string of the negotiation page are similar, but the date notation hh:mm

dd:MM:yyyy has converted to hh:mm yy.MM and icon in the chat window has disappeared

B-3. Haron’s chat feature is built based on open source
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e As shown in the picture above, the leak site of Haron has the same structure as that of Avaddon.

» Haron also uses a strategy to induce negotiations within that period by setting the time for the next data
update, but there is no DDoS attack notice yet. It has not been confirmed whether they would carry out a
DDoS attack like Avaddon.

e Also, Avaddon gave 10 days for negotiation, but Haron gave about 6 days.
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Next update: 4 Days 3 :

Next update: 4 Days 1:

24:44

54:05

¥ <footer class="fixed-bottom bg-light border-top border-danger shadow-sm">
w<div class="container text-center py-2'

<small /small>
</div>
</footer
¥ <seript

let timers = document.getElementsByClassName("timer");
for (let timer of timers) {
let time = timer.innerText;
let interval = setInterval(function() {
if (time @) {

v <footer class="fixed-bottom bg-light border-top border-danger shadow-sm":
wv<div clags="container text-center py-2">
<smal /small>
<fdiv>
</footer>
¥ <script>
let timers = document.getElementsByClassName{'timer');
for (let timer of timers) {
let time = timer.innerText;
lat interval = setInterval{function () {

if (time e) {

clearInterval Cnterval); clearInterval(interval);

timer.innerText = "Coming soon...";

} else { timer.text = 'Coming soon...';
let d = Math.floor(time / 85488); }oelse { . ) )
let h = Math.floor(time / 360@) % 24; let d = Math.floor(time / 86480);
let m = Math.floor(time / 6@) X 60; let h = Math.floor(time / 3888) % 24;
if (m < 18) m = "8" + m; let m = Math.floor(time / @) % &@;

f = B : or

let s = time % 60; if (mc18) m= '@ +m;
if (3¢10) 5 = "e" + 55 let s = time % 69;
timer.innerText = d + "Days "+ h+ " : " +m+ " : " + 5; if (s < 18) s = '8' + 53

} timer.innerText = d + "Days '+ h+ " : "+ m+ ' : ' + g}

==time; .

}. 1eee); --time;
} 3, 1800);

Avaddon

</seripts </scripty

D. Comparative analysis of Haron and Avaddon

D-1. The files related to Avaddon

e There are logos, icons as well as sample data of victims used by Avaddon on the Haron’s server. However,
all of the files can be collected at the client level.

o The last modified date of the files is the same as the date (2021-06—-11) when Avaddon disappeared after
sending the decryption key to BleepingComputer
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D-2. Haron is based on Thanos Ransomware

e Haron is using Thanos Ransomware to infect victims. Even the functions are almost the same as before.

Press enter or click to view image in full size

Haron Ransomware

Thanos Ransomware

Thanos ransomware is a RaaS that has been sold on DDW since 2019

https://medium.com/s2wlab/story-of-the-week-ransomware-on-the-darkweb-2-ace644c6db3f
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Hi guys I am very pleased for the apportunity of being able to effer you my preducts. T have been developing malware for many years and
update my products sematimes on a daily basis.
1 designed the Ransamware Builder specially for selective attacks on bip targets like companies. These are the main characteristics of the

product:

--Main aspects.

~-Several Manths successfully tested in real life scenarios.

--'Written in NET Framework,

=Works well and It has been thoroughly tested from Windows 7 and vp {thoroughly tested).

--Easy to use attractive interface. Creation of & ransomwarne clignt is as eaty as three steps: L. Change bitcain address to collect the ransorm,
2. Type emall! for contact {anonymous email service) and ransom ameunt, 3. Click Build,

Interface is alse full of contextual help. Any option where yau hever the mause will indicate how te use. If you make ristakes, the builder will
indicate the problem and how to correct it.

-«Unattended updates, The builder updates automatically witheut user interaction using our update server, All you need to do to get updated is
apen your builder and wait far the update be dawnloaded and restarted,

-=5trong Encryption system. It is Impessible to recover the files without the right keys, We use American Government Encryption standard for
cammunications with a large encryption ey,

Unique encryptien key per computer, Even computers in the same natwork will require a different decryption key, In companies ransgmwang
attacks this means that the target will have te pay individually far every computer affected.

Encryption works a5 a doble lock mechanism, Each usér recéives a unigue Kay I[d in their Ransem note and each time you create a client a log
Is created with your personal bullding key. The Ransemware bullder contalns a key decoder utllity where you can feed the unique key of every
client and yaur building key to create the decryption key.

Evan if you infect differant computers with the same client built and the same building key, every costumer will have a different key id and
therefore a different decryption key.

Encryption algorithm is fast and efficiont so encryption will take place wery fast,

=-Configurable ransom note and ransom note filename. The bullder includes a pre-configured nete where all you need to change is ransam
arnpunt and email, hewever you ¢an change it completely ar partially.

--Configurable encryption extension and extensiens te encrypt. Bullder comes with a predefined encryption extension. So all files will be
encrypted and renamed to that extension. Yeu can change that so you can give a personal touch to yeur rancomware like .die or Jfun ar
.encrypted ar whataver.

Target files extensions can also be configured. A large list of typical companies databases is already set but you can add maore If you wish.
--Autematic deceder. Decoder is an small app that is created by the builder and hard to debug but even if you do so, there is nothing you can
do with it to get files back, It can be safely sent to clients with their decryption password,

--Detailed creation log. Includes ransamware file name, compilation password, biteain address for ransarn, time of creation and encryption
extension,

--Small size client.

e Recently, Thanos builder has been published on github.
https://github.com/Hacker-Data/Thanos-Ransomware-Builder

Press enter or click to view image in full size

README.md Initial commit 27 days ago
THanos Video Demo.mp4 Add files via upload 26 days ago
[ Thanos Ransomware Builder.exe Add files via upload 27 days ago
[1  Thanos Ransomware Decrypter.exe Add files via upload 27 days ago

Conclusion

1. It is difficult to conclude that Haron is a re-emergence of Avaddon based on our analysis.

e Avaddon developed and used their own C++ based ransomware.

e But Haron is using C# based Thanos ransomware which is publicly available.

e The Web Interface of Haron’s Leak site is almost identical to that of Avaddon ransomware assuming that
Haron mimicked Avaddon’s UL
- When ransomware gangs rebrand, they usually change many things such as the design of the leak site.
- Example : Gandcrab — Sodinokibi/REvil, Babuk - Payload.bin

2. Haron ransomware gang doesn’t have their own dedicated skills compared to other well known ransomware

gangs such as Avaddon.
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e Using Thanos ransomware leaked to the public.

o Using open-source chat feature on their negotiation site.

e Copycat UI from Avaddon on their leak site.

« Insufficient authentication process when accessing the negotiation site.
- Anyone can enter the negotiation and leak site using test/test account.

* However, after this publication, the test account has removed.

Malware Hash

1. Haron : 6e6b78a1df17d6718daa857827a2a364b7627d9bfd6672406ad72b276014209¢
2. Thanos : c460fc0d4fdaf5c68623e18de106f1c3601d7bd6ba80ddad86c10fd6eal23850

ONTALON

e Homepage: https://www.s2wlab.com
e Facebook: https://www.facebook.com/S2WLAB/

o Twitter: https://twitter.com/s2wlab
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