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This report has been updated with assistance from the cybersecurity community.

Introduction

Morphisec Labs has been tracking FIN7 (Carbanak Group) activity for the past several years. Morphisec’s ability
to collect rich forensic data from memory has provided unique visibility into multiple FIN7 campaigns that our
researchers were proud to share with MITRE and the InfoSec community at large. Fin7 is a well-funded
financially motivated cybercrime group. Their advanced techniques and tactics were even emulated in the third
round of the MITRE ATT&CK evaluations.

This report presents an attack chain that was intercepted and prevented within a customer’s network in December
2020, then will focus on a component from a typical FIN7 attack chain — JSSLoader. Though JSSLoader is well
known as a minimized .NET RAT, not many details have been publicly available with respect to various
capabilities such as exfiltration, persistence, auto-update, malware downloading, and more. Furthermore, in the
many occasions where JSSLoader is mentioned, there are few details on the complete attack chain. The following

provides a never before seen technical analysis of this infamous group’s JSSLoader as part of an end to end attack.

FIN7 JSSLoader Technical Analysis

Below is an example of a typical phishing campaign that may lead to a FIN7 JSSLoader compromise as well as to
other malwares such as QBOT; the traffic is then redirected through BlackTDS traffic distribution system. In this

example an email is being sent from “Natural Health Sherpa” with an invoice to pay from Quickbooks.

Page 1 of 4


https://attack.mitre.org/groups/G0046/
https://blog.morphisec.com/fin7-attacks-restaurant-industry
https://blog.morphisec.com/fin7-not-finished-morphisec-spots-new-campaign
https://attackevals.mitre-engenuity.org/
https://attackevals.mitre-engenuity.org/
https://www.proofpoint.com/us/threat-insight/post/drive-service-blacktds

https://blog.morphisec.com /the-evolution-of-the-fin7-jssloader

Irvolce 21301 from Matural Health Sherpa LLC
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Matural Health Sherpa

DUE 1211712020

$240.00

Fowered by QuickBooks

Dear ,
Here's your invoice! We appreciate your prompt payment.

Thanks for your business!
Natural Health Sherpa LLC

Bill to

Terms Met 10

@ gbickbooks
mtuit Inc. AR tights reserved

Privacy | Security | Terms of Service

e e =
Figure 1: A typical phishing campaign

Clicking the invoice link leads to a private Sharepoint directory that stores an archive file containing a VBScript

(later changed to WSF-Windows Script File).

c & zitos-my.sharepoint.com

Office 365

My files
| Name Modified Modified By File size Sharing
E] Matural Health Sherpa-Conf-21301DEC.wsf December 14 Marcuzi Nikolas 2.0 KB o Shared

Figure 2: The private Sharepoint directory.

Shortly after this phishing campaign “Natural Health Sherpa” posted this on social media.
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“=p Natural Health Sherpa @
December 14 at 9:26 PM - &
Hellg,

You may have recently received an email appearing to be from Matural Health Sherpa with an
invoice to pay from Quickbooks.

This was NOT sent from us and is in no way connected to us, so please do not click on any links or
pay any invoices.

Cur team is investigating the source of the email you received, and we are working as quickly as
we can to resolve any Issues.

We will be in touch with an update as soon as we know mare,

We apologize for any inconvenience this may have caused.

O'.‘ ® 254 424 Comments 31 Shares

o Like (J Comment &> Share

Figure 3: Natural Health Sherpa’s message on social media.

This VBScript downloads and executes the next stage’s VBScript in memory. This second stage was recently
introduced. The in-memory script downloads and writes a .NET module (JSSLoader) on disk, then executes the

module through a scheduled task with a newly introduced timeout delay to bypass attack chain monitoring.

It is worth mentioning that the early versions of the VB scripts have a strong resemblance to the ongoing QBOT

campaign that may lead to an Egregor compromise.

The JSSLoader is a RAT (Remote Access Trojan) with multiple capabilities that were introduced over time. These
various capabilities are documented throughout this report. In the specific attack chain that was recently
intercepted, the RAT typically executes a Takeout script which is responsible for the reflective loading and

execution of a Carbanak.

Not surprisingly, the C2 hosting provider is a company named FranTech Solutions, which has been used before by
the FIN7 group.
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Note: Morphisec CTO Michael Gorelik contributed to this analysis.
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