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Kak 0yTKUTBbI BHEJI]PAIOTCS B COBpeMeHHbIe NMPOIIMBKH U YeM

UEFI otyinuaercsa ot Legacy BIOS
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positive technologies

He EFIMmepHble BpeaoHoOCHI:

[Mpuset, Xabp! Ha cBs3u AHTOH BeyoycoB 1 Asnekceit BUITHSKOB, ¥ MBI POZIO/DKAaeM BMeCTe C BaMU M3ydaTh
OyTKUTBl — Haubosee onacHbii Kiacc BpegoHocHoro I10. ToHKa BOOPY)KeHH MeX/y pa3paboTurKamMu pelleHu
B obmactu B 1 BUpyconucaressiMU He OCTaHAB/IMBAETCsl HA Ha CEKYH/Y: TIePBbIe aKTMBHO BHE/IPSIIOT HOBbIE
MeXaHW3Mbl POTHUBO/IEMCTBUS KMOepyrpo3am, a BTopble — MHCTPYMeHTHI X 00xozia. Kak pa3 ¢ Touky 3peHust
Ge30macHOCTY HaC 3aMHTEPeCcOBasl COBPeMeHHbIH CTaHJapT MpeA3arpy3Ky orneparioHHbIx crcrem UEFI.

[TosTOMY B 3TOM IOCTE MBI PeLly/IN:
» pasobpaTbcs, ueM 3arpyska B pexkxume UEFI oTiruaeTcst ot 3arpy3ku B pexkume Legacy BIOS;
e Ppaccka3aTh 0 HOBBIX 9K3eMIUIIpax OyTKUTOB, HalleJleHHBIX Ha koMmmpoMeTarto UEFT;

* BBISICHUTB, TIOXOXKH JIU OHU Ha CBOUX TPeAIIeCTBeHHUKOB (0OLIMPHYIO TPYIIIY TaK Ha3biBaeMbIX legacy-

OYTKHUTOB MbI TIOAPOOHO M3yUM/TH B TIPOLIUIBIN pa3);
e pPaCcCMOTPEeTH UCIOIb3yeMble 37I0yMBIITIEHHUKAaMU TEXHUKHU U Cy1abble MecTa cucteM Ha tuiatdopme UEFI.

KT0 He XoueT unTaTh MHOTO OYKB, MO>KET 03HAKOMUTBLCS C 9TOM ke uHbopMalueli B popmare

BebuHapa. Takoii ke ypOBEHb M0JIE3HOCTU TapaHTUPyeM!
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ByTKuTBI OBIBAIOT ABYX TUIIOB. I1epBble 3aToueHbI Ha 6ojiee paHHUe 1aTGOpPMbI, Tak Ha3biBaeMble Legacy BIOS.
BTopbie afganTUpoBaHkbI 10J], COBPeMeHHbIe pellleHus], KOTOpble UMerOT YHUBepcanbHbld uHTepdeiic UEFI nns
cBsizu OC ¢ mporpaMmMamu, KOTOpbIe YIIPaB/IsIFOT HU3KOYPOBHEBBIMU (YHKLMSIMU yCTpoicTB (fanee — UEFI,

TPOILKBKA).

Hecmotps Ha 6osiee coBpeMeHHbIH Moaxo K obecrieuenuto 6e3omnacHocTit UEFI, B Kozie ero rnpoImBoK
PEryJIsIpHO 0OHAPY>KUBAIOT YI3BUMOCTU. Hampumep, B deBpasie 3TOTo rojja HaIllk KOJUTeTH U3 KomraHuu Binarly

BLISBUIM Oosiee nBYX fecaTKoB Opereit B UEF], KoTOpble 3aTparuBalOT MUUTHOHBI YCTPOWCTB OT KPYTTHEMIINX

MIPOU3BOAUTE/Iel. 3/I0yMBIILIEeHHUKY, KOHEUHO JKe, He [PeMJIFOT U CTaparoTCsl UX aKTUBHO 3KCIUTyaTUPOBATh.
[ToaTOMY aKTya/bHOCTh UCC/Ie/J0BaHMS 3aIUILIeHHOCTH I/1aT(OPMBI TOJILKO PacTeT. BosbIIMHCTBO Oy TKUTOB
yHuBepcanbHbl. Hanpumep, ESPecter 11 FinSpy ymeroT 3apakaTb Kak cTapble, Tak U HOBBbIe M1aTdopMbl. OfHUM

13 HeslaBHO 06HapyxeHHbIX UEFI-0yTKHTOB cTam MoonBounce.

Apxurekrypa UEFI

UEFI (Unified Extensible Firmware Interface, equHbiii uHTepdeic paciiupsieMOi MPOIIUBKH) — 3TO HeOOJIbINas
oTiepalioHHasi CUCTeMa, KOTopasi HaulHaeT paboTaThk MpH BKIFOUEHWH KOMIThioTepa. OHa MpUIIyia Ha 3aMeHy
ycrapesiieii mogenu BIOS. UEFI nmo3BossieT yarUIMpPOBaTSH Tpoiiecc pa3paboTKy ¥ CO3[aBaTh OTAeTbHbIe
MOZY/IH, a He TOIbKO TPOIIMBKY LeTKoM. PpeliMBOPK MMeeT XOPOIII0 UATaeMbIi 1 JOKYMeHTHUPOBaHHLIM KO Ha
C. MHor#e 10/1b30BaTe/IM OTMeUaroT yA00HbIM HHTepdelic, KOTOPBIH pa3pelaeT M0/b30BaThCsl MbIlIbI0. Cpeau
JPYTUX MMPEUMYIIeCTB T1aThOPMbI — IMOJIEPKKA CeTU «13 KOPOOKU» U BO3MOKHOCThL paboTaTh C JUCKaMU

o6wemom 6oree 2 TB. Bce 3T0 1103B0JIsIeT YCKOPUTH TIPOLiecC pa3paboTKy U ¢/ienaTh ero He3oracHee.

Apxutektypa UEFI
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Apxutektypa UEFI

. GUID Partition Table Scheme
GUID Partition Table (GPT) Bmecto MBR

LBA O Protective MBR

[nvHa agpeca 6noka — 64 6uta LBA 1 Primary GPT Header

LBA 2 Entry 1|Entry 2|Entry 3|Entry 4

\ Entries 5-128 \

Partition 1

512 | —— 9.44 ZB (254 x 512)

Partition 2

— 75.6ZB (264 X 4096) \ Remaining Partitions \
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| Secondary GPT Header |

Secondary GPT

BriurcrieHre pa3Mepa Jucka

[To TpeboBanusaM 1aT(HOPMBI TUCK NO/KeH ObITh pasMedeH B popmare GPT. CoOTBeTCTBEHHO, [/IMHA afipeca
6roka Oyzet paBHa 64 6utam. OnMpasiCh Ha 3TH JJaHHBIE, aBaliTe BEIYMCIUM TUTIOTETHUECKUI pa3Mep AKCKa,
KOTOPBIM MOKHO a/I[pecoBaTh C TIOMOIIBIO 3Toro dopmara. Ec/v ucronb30BaTth CeKTOp pa3mepoM 512 6aiiTos,

nosiyurm Oosiee 9 3eTTabailT.

Kop ans vHMLManu3anuy o00pyIoBaHus, B TOM Uncsie Kof ajist 3arpy3ku OC, pa3yMeeTcs, BAXKHBINA 37IeMEHT
1aThOPMBI, OIHAKO HAaHUOOJIBIINK UHTEPEeC [/t Hac Mpe/CTaB/seT MHTepdec, KOTOPhIA MO3BO/ISeT

B3aumogeiictBoBath ¢ UEFI.
BricokoypoBHeBbIii B3msi, HAa UEFI

[Tpunoxxenus u gpaiisepa UEFI umeroT aBe Tabmuip! A1 paboTel ¢ API-unTepdeticom — EFI Boot Services
Table (cny»x6b1 focTymHBI B Tipoijecce 3arpy3ku) 1 EFI Runtime Services Table (c/iy»k0ObI OCTYIHBI U B TIpoOLiecce
3arpysku, U B nporjecce pabotsl siapa OC). API-unTepdeiic Heobxoaum, uToObl B3aUMO/IEHCTBOBATE C

060opyI0BaHNEM, BBIJIEISATh TTAMATE U BBITIONHATH APYTHe TIPOCThIe PYHKLIWY M0 aHayioruu ¢ WinAPI.
EFI Boot Services Table u EFI Runtime Services Table

Kax msbI yrke roBopuu paHee, npouiBky UEFI moykHo pononHste Mopynsmu. Ytunura UEFI Tool no3Bossier
napcuTh (haiiibl MPOIIMBOK Pa3/IMuHbIX BeHJ0poB. Harnpumep, daiia NpolmBKy ASus COLEp>KUT MHOXECTBO
JpaiiBepoB 1 Mogysiei. C MOMOII[BI0 3TOH YTUIUTHI B ITporiecce pa3paboTKH MOXKHO MEHSITh, yZa/IsiTh UIH

[,06aB/IATh MOJY/IM B 3aBUCUMOCTH OT C/Tyvasl.
@atin npoumeku Asus, oTKpbIThiid B UEFI Tool

Harnomuum cxemy 1ierouky iporpamm B Legacy BIOS (ee Mbl paccMaTpuBasiv B MPOIION CTaThe).
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IMpu nepexoze K UEFI Takue koMnoHeHThl, Kak MBR 1 VBR, ncue3aroT, U ux QyHKIUM YaCTHUHO OepyT Ha cebst

JIpyrue MOAY/IHU.

B UEFI npoueccop To)ke CTapTyeT B peaJlbHOM peXXUMe, HO MepeKItoueHre NPOUCXOAUT Ha PAHHEM STare
WICTIOJTHEeHUSI KO/la TIPOLIMBKU. 3@ CYeT 3TOro KOMIIOHEeHThI, KOTOPble HaXoAsTCs B (ailyioBol cucTeMe U

3arparuBatotT OC, cpa3y paboTaroT B 3all[UILI[eHHOM PEKUMe.

Kon UEFI gocrarouno cnoxkHbii. OH BKIFOYaeT ceMb cTazinii paboTe! mpormmBky: Security, Pre-EFI Initialization,
Driver Execution Environment, Boot Device Selection, Transient System Load, Runtime u Afterlife. Uto
UHTepecHo, pabora Ha crazuy SEC IpOUCXOAUT BO BpeMeHHOH MamsITH, (GopMUpPYIOIeiics U3 Kalila Ipoiieccopa.

Ha stom YPOBHE€ TIPOLIMBKA CTAHOBUTCS KOPDHEM JOBEpUS BCEH CHUCTeMBI.

Ha craguu DXE Beinonsstorcss DXE-apatiBepsl [/ yCTpoCTB. VIMEHHO Ha JaHHOM 3Tarie 3/10yMblIlL/IeHHHKaM
yHoOHee BCero BCTpavBaTh BPeJOHOCHBIE CYIITHOCTH B T0JIe3HYI0 Harpy3ky. BDS — cTafust BeiOopa 3arpy304Horo
YCTPOWCTBa, KOTOpoe oTBeuaeT 3a 3anmyck OC. Runtime — cragus pabotsl OC. Afterlife — cragus 3aBepieHus

paboThI KOMITBIOTEpA.

Crazmun koga UEFI Uctounuk: https://edk2-docs.gitbook.io/edk-ii-build-

specification/2_design_discussion/23_boot_sequence

NVRAM-nepemennble momoratoT UEFI moHMMars, ¢ Kakoro yctpoiicTsa TpedyeTcs 3arpy3uTbcsi. OHM XpaHATCS
B SHEProHe3aBHCHMOH NaMsATH. ECTb cTaHapTHBIe TlepeMeHHbIe U Te, KOTOPbIe OTpe/iesIsioT pa3paboTurKu
riatdopm. Harpumep, nepementnsie db u dbx mcnosnb3ytorest Secure Boot, oHM coziep>kat 6a3y JaHHBIX C

K/IFOUaMH1 U1 XelllaMH.

Hawm uHTepecHa nepemenHasi BootOrder, ornpeesnsitoliiasi MOpsiZIOK 3arpy’kaeMbIX YCTPOWCTB, U NiepeMeHHast

Boot#### c HoMepoM ycTpoicTBa.

Ecmu paccmotpeTs gami nepeMenHoit Boot004 (oHa 0THOCHTCS K IepBOMY YCTPOWCTBY B criicke BootOrder),
MO’KHO 0OHapY>KHTh MyTh K MeHe/pkepy 3arpy3ku bootmgfw.efi. Tak nepemeHHas ykasblBaeT MPOILMBKe, T7ie
WCKaTh MeHe/pKep 3arpy3ku. B nepemeHHol Takke ecTb 0TchblIKa B BUe GUID Ha xpaHu/uille napaMeTpoB
3arpy3ku BCD (Boot Configuration Data). B 3aBUCHMOCTH OT CHCTeMBI BasKHBIE JaHHBIE MOYKHO COXPaHSTh

HerocpezictBeHHO B NVRAM-06/1aCTh.

Hwke npezcraBieHa cxeMa IMCKa, pa3MmeueHHOro ¢ moMmoiieio GPT. B HyneBoM cektope pacrionoxeH Protective
MBR. Ero ¢dopmar npezrosiaraet Bcero oZiUH paszes, ONKChIBaroLUi Bech AUCK. HamepeHHO yKa3biBaeTcs
CrieL[iaIbHBIA JMCK 3TOr0 paszesa: 3To Heobxoanmo, uTobel Komrbiotep 6e3 nogaep)kku UEFI Mor pacrio3Hatsb

nmuck dopmara GPT u ciyuaifHo He 3aTep ero.

B TI€EPBOM CEKTOPE pa3MelleH 3dro/I0OBOK. On COAEPXKUT MapaMeTphbl AUCKd, PA3METKY U d/ipeCa CMELIeHNs

JlaHHBIX.
CxeMa fivicka, pasmeueHHOro GPT

3a MepBBIM CEKTOPOM CJiefyeT Tabmuija pa3nenoB. B Heit 128 35eMeHTOB, KaXK/[bIii 3 KOTOPBIX OMICHIBAET

oTipe/ie/IeHHBIN JIOTUUeCKUM pa3ziesl Ha JIMCKe.

Page 4 of 11



https://habr.com /ru/amp/post /668154 /

CTpyKTypa 3/1eMeHTa TabIuLIbI

Bornbliie Bcero nHTepeceH repBbiil 371leMeHT — type (WieH CTPYKTYPhbI, ONMChIBAIOIIei pa3zien), KOTOPbIi

no3BoJisieT HaiiT paszen EFI System Partition. Tam pacriosnioykeH MeHezpKep 3arpy3KH.
Pazpen EFI System Partition

Pasnen EFI System Partition umeeT cTpykTypy dopmara FAT32, coepKUT TabIUIIbl KIacTePOB, aZipeC KOPHEBOKH
UPEKTOPUH U IPEBOBU/HYIO CTPYKTYPY PACIooyKeHus Bcex ¢aiiioB. Ero MOXKHO pacrapCHTh, IPOUUTATh U
HalTH Bce HeoOxoauMble ¢atinbl. Harpumep, a1t Windows ecTb crieljpanbHast yTH/aMTa mountvol.exe,
TI03BOJISIFOIIasi CMOHTMPOBATh TI0 YMOJTYaHHUIO CKPbIThIH paszien EFI System Partition u mocMoTpeTh ero
coziep>kumoe. 15 3Toro Heo6Xo0ANMO yKa3aTb Kimou /S 1 OyKBY /IMCKa, KyZla ero cjief[yeT CMOHTHPOBaTh. B
IUpeKTOprH, KoTopasi 6pita B NVRAM-niepeMeHHOM, HaxoAUTCs (aiim MeHepKepa 3arpy3ku. [TomumMo Hero, Tam
eCTb U Jipyrue (haisibl: MOY/Ib, OTBEUAroIIni 3a paboTy oTinazumkKa, U daiin BCD (kyct peectpa ¢ BCD-
niapametpam#). [TapameTpsl OynyT He0OXOAUMEI B TIporiecce paboThl MeHepKepa 3arpy3Ku M MHUIMATU3aLiu

CUCTEMBI.
Vcrionp30BaHMe yTHIKTHI mountvol.exe

Memneyxep 3arpy3ku sasisgercss UEFI-nipunokeHueM, II03TOMY JO/DKeH COOTBETCTBOBATE COIVIAIIIEHUIO O TOUKe
Bxoga. Touka BXozia MeHe/pKepa 3arpy3Ku UMeeT OIlpeZie/ieHHyI0 cUrHatypy. Ee Bropoii mapamerp — SystemTable
— yKa3bIBaeT Ha CTPYKTYPY, KOTOpasi, B CBOIO OUepe/ib, COJEP)KHUT yKa3aTenu Ha Tabmuiy RuntimeServices u

Tabmuiy BootServices. VIx 3agaua — mipefoctaButh API-unTepdeiic s pabotel ¢ 0b6opygoBaHueM.

Touka Bxofia MeHe/pKepa 3arpy3Ku

JlaBaiiTe 000011M K/II0ueBbIe 0T/IHYHsA 3arpy3ku B pexxume UEFI ot 3arpy3ku B pexxume Legacy BIOS:
e mepek/oUYeHue pexxuMoB BbinosiHAeTca UEFI Ha paHHei crajun;

e uIs1 padoThl ¢ 06opyfoBaHueM ucnonb3lyercsi API-unrepdeiic, B uacraoctu RuntimeServices u

BootServices;

o MeHepKkep 3arpysku (bootmgf.efi) uHMIaMM3MpPYyeT MexaHK3M NPOBEPKHU L{e/I0CTHOCTH Kopa (Code

Integrity);
e 3arpy3unk OC winload.efi 3aBopaunBaer UEFI-cepBuCHI /sl HCTIO/Ib30BaHUs AApoM yepe3 HAL.
N3yuaem Secure Boot

Ha nHart B3r71sizi, camblil uHTepecHbBI KoMmroHeHT rpoimBkyu UEFI — Secure Boot. Ero apxurekTypa XopoIiio

OIMCaHa ¥ MPOWITIOCTPUPOBAHA B KHUTE «PyTKHUTBI U OyTKKUTh. OGpaTHast pa3paboTka BPeJIOHOCHBIX IPOTPAMM U

YTPO3bI CIe/IVIOIIEro MmoKoneHus» (12+) 3a aBropcTBoM Anekca MarpocoBa, EBrenusi PoaroHoBa u Ceprest

bparycs.

B ocHoBe Secure Boot nexxut Habop Kiroueii pasHoro ypoBHsi. Camblii BaskHbIN cpeau HUX — platform key (PK),

KOTOPBIH coziep>kuTcs B rpoinvBke. HauanbHenii PK Bepuduimpyert key exchange key (KEK).
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CTOWUT OTMETHUTB, UTO CYILL|EeCTBYeT /iBe Oa3bl K/TIouei:
o db — 6a3a K/rouer A1 ayTeHTU(hHKAI|UK, OTBEUAET 3a MPOBEPKY TOANUCEH MOAY/IeH;
o dbx — 6a3a 3amnpelieHHbIX K/Itouel 1 Xellew.

CormnacHo anroputmy paboTsl Secure Boot, TIpy 3arpy3Ke HOBOTO MOZYJIs IPOBEPSIETCST HE TOJTBKO €T0 TIOZTIHCh,
HO U xetn. [leno B Tom, uto ObiBatoT Moy UEFI-apaiiBepoB ¢ abCOMIOTHO JIETUTUMHBIMY TTOATTACIMU. [1pu
0OHapy)XeHUH KPUTHUECKU OTIACHOM ys13BUMOCTH, JIa)XKe eCJId MOAY/Ib TIPOM/IET TIPOBEPKY MOATUCH, HO ero Xelll

OyzeT oTMeueH B Oa3e MCK/IIOUEHUH, OH He Oy/leT AOMyllieH K 3arpy3Ke U UCTIO/THEHHIO.
UEFI-mMomynu MOTyT OBITE IBYX (hOPMATOB:
Portable Executable (ripuBbiunsbiii st Windows);

Terse Executable. 3ToT opmat noxoxx Ha Portable Executable, Ho yiuilieH yacTH rosieit u umeeT

JIpyTye CUrHaTyphl.

Anroputm pabotsl Secure Boot Mctounuk: https://edk2-docs.gitbook.io/understanding-the-uefi-secure-boot-

chain/secure_boot_chain_in_uefi/uefi_secure_boot

Kak pat6oraetr UEFI-0yTkuT

Ectb 1Ba BapuaHTa 3apakeHHs:

1. 3apaxeHue NpPOLIUBKA

2. 3apaxenue B EFI System Partition, B yacTHOCTHU:
nogmeHa bootmgfw.efi
nobaBieHre HOBOTO MOZYJIS

VI3BeCTHBI yCIelHbIe aTaky, B X0/je KOTOPBIX 3/I0yMBIIIUIEHHUKAM yAaBaioCh Mepe3anucarb Koj B SPI-uure, To
eCTb, TI0 CyTH, 3apa3uTh ero. [To3gHee mosBUIack apa OyTKUTOB, HalleJIeHHBIX Ha KOMITPOMETALIUI0 MeHeKepa

3arpys3KH.

Ha maHHBIN MOMEHT MbI MOXKEM BbIZIe/TUTh /iBa BeKTopa aTaku Ha UEFI-tuiatdopmy: nepernpoinveka SPI u
MoAu(UKaLYs MeHepKepa 3arpy3ky. KacaresibHO BTOPOTO BeKTOpa C/ieAlyeT BbIIe/IUTb YaCTHBIN Cilyuait
nmobanenrst HOBoro Mogyist B pazfen EFI System Partition u mocenytoiero m3meHenusi mytd B NVRAM-

MepeMeHHOM, KOTOpast YKa3bIBaeT, C KAKOTO YCTPOHCTBA HEOOXOUMO 3arpy3UThCsl.
IlepBas nacTouka — OyTkuT LoJax

[Mepeoiii UEFI-6yTKUT Ob1T Haki/ieH U onvcaH coerjpanrctamMu ESET. B LoJax HUCIo/b30Bacst MOgX07

repe3armcy CoAgep>KUmMoro MmpoIIrnBKHA. 'HPYFI/IMI/I C/I0OBaMHM, OH CUMTBIBAJI IIPOLIMBKY, HAXO0AW/T MapKephbl, YTO-TO

Z106aBIIsT M 3anMChIBaI 00paTHo.
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Cxema pabotsl OyTkuTa LoJax Vcrounuk: https:/www.welivesecurity.com/wp-content/uploads/2018/09/ESET-
LoJax.pdf

BakHo noHuMarts, uto uun SPI npezncraesieT coboit Hekoe PCI-ycrpotictBo. CriefjoBare/ibHO, UTOObI C HUM
B3aMMOJIeHCTBOBATh HY)KeH 0C00bIi uHTepdetic. [T03TOMY uTeHuMe 1 3aruch COAEPKUMOro Ynma — 3TO
MHOTOCTYTIeHUaTast ¥ CJIOXKHasl OTiepaliys, BK/IIoUarolasi paboTy ¢ pa3TuuHbIMU (yiaramy v lapamerpamu. Eciu
W3YUUTh KOJ| OHOTO U3 Mopy/eli LoJax, yMeIomuyx UuTath ¥ micath B SPI, MO>KHO yOeAUTHCSI, UTO 3TO
neticteurensHo PCI-ycrpoiictBo. B Mogyne nponvcan PCl-agpec ycTpoicTBa, a C yCTpOWCTBOM 3TOT MOAY/Ib

B3aMMOZeHCTBYeT IoCpeICTBOM JipaiiBepa ¢ romorrbio ¢pyHKipu DeviceloControl.

Wnrepdetic pabotel ¢ SPI Herpo3paueH. Kpome Toro, MexaHu3Mbl 6€30MaCHOCTH 3alIMIIAIOT ero OT MPOCTOTO
cunTbiBaHus. B ciyyae LoJax B 0CHOBY mofxo/ja Mo KOMIIPOMeTaLMH Jiervia SKCIulyaTalys ysI3BUMOCTH race
condition. CTOUT OTMeTHUTD, UTO JJaHHAs YSI3BUMOCThH MIPUCYTCTBYET He BO BceX cucTeMax. Y SPI-unrma ects Habop
(bnaroB, ynpae/siFOLIMX He TOJBKO pPaspelleHneM Ha 3aruich, HO U ero 6/10KupoBkoi. OfuH U3 (iaroB MOXKHO
cObpoCUTh C TIOMOII[bIO KOZIa, paboTaroliero B pexxume System Management Mode (SMM). Oto
TIPUBU/IETUPOBaHHBIN PEXXUM, B KOTOPOM MTPUOCTaHABIMBAETCsl UCTIONIHEHUE [IPYTOro Kojia, B ToM uncie koga OC
Y rumnepBu30pa. Kak TOMbKO TIPOMCXOUT TOMBITKA 3armucu, SMM 6/10KUpyeT BO3MOXKHOCTD 3aMUChIBaTh. [1o3ToMy
co3garenu OyTKUTOB UCIIOJB3YIOT Ba MOTOKA. TakuM Criocob0M OHU OJHOBPEMEHHO IBITAIOTCsI COPOCUTH

3alllUTHbIE (bnam 1 3aIl1MCaThb 4YTO-TO B UMII.

Cxema 3KcrtyaTauuyu race condition st mepesarnvicu SPI McTouHuK:

https://composter.com.ua/documents/Exploiting_Flash_Protection_Race_Condition.pdf

Yrtobbl B3anMo/eticTBoBath ¢ PCI-ycTpoiicTBoM, LoJax UCrob3yeT ApaiBep B COCTaBe

yruintel Read & Write Everything. YTummra no3Bosisier paboTaTb ¢ HU3KOYPOBHEBBIMU KOMITOHEHTaMH CHCTEMBbI:
(bu3MUeCKo# MaMsITLIO, YCTPOHCTBaMU BBO/IA-BBIBO/IA U IPYTUMU. UTOOBI BBITIONMHATH (DYHKI[UM UTE€HUSI-3aITUCH
(hr3ruecKoil maMsTH, B3aUMO/eHCTBUS C YCTPOHCTBAMH M pa3/IMuyHbIMU HU3KOYPOBHEBBIMU MO/ICUCTEMaMU U
HaCTpoHKaMu, OHa UMeeT ITO/MCaHHbIN JIeTUTUMHBIHN [JpaiiBep, KOTOPbIM KaK pa3 v UCI0/Ib30Bai Pa3paboTunKu

LoJax.

OtmeTM, uto PCI-yCTpONCTBA HODKHBI C/I€I0BAaTh COT/IAIIIEHUSIM U B TOM UHCJIe UMeTh B CBOeM COCTaBe OJI0K
nmaanbix PCI Configuration Space. PCI Configuration Space Haxogutcs HertocpencteeHHo B PCI-ycrpoticTse.

YroObl UUTaTh 3TOT O/I0K MJIH 3allMChIBaTh B HETO, eCTh jBa mopTta BBoga-BbiBoga: 0xCF8 u 0xCFC.
Crpykrypa PCI Configuration Space Vcrounuk: https://en.wikipedia.org/wiki/PCI_configuration_space

Yepes mopt PCI_COFIG_ADDRESS yka3bIBaeTcst afipec BHyTpH 6/10Ka JaHHBIX, OTKYa MOXKHO cunTath (read)
WM 3arucath (write) gaHHble. Tak, MOXKHO cunTaTh AaHHble U3 PCI Configuration Space, Haripumep
u/leHTU(UKaTOp YCTPOICTBA UM ero TIPOU3BOJUTENS, a TaKKe crieljudryeckye /7 3TOro YCTPOHUCTBa 3HAYeHUsI.
ITopt PCI_CONFIG_DATA wncrnosb3yeTcs [/l CY4MThIBAHUS U 3alliCH JaHHbIX. HarpaBieHue 3aBUCUT OT

nipuMeHsieMoid MHCTpYKUuu: IN — cunteiBanue, OUT — 3anuce.

Kpowme Toro, y PCI-ycTtpoiictBa ecth Base Address Registers — o6s1acTh, cofiepskaiijasi crielihruecKye 3HaueHus

U151 JAaHHOTO yCTpoticTBa. Hampumep, azipec B (hM3MueCKol MaMsTH, KyZa 0TOOpa’keHbI YIPaB/ISIOLIYe PeruCTphl
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SPI. Mo cyTy, 3a cueT B3auMogeiicTeus ¢ PCI-peructpamu, oToOpa’keHHBIMHU B (DU3MUeCKOH MaMsATH, U

BBITIOJIHAECTCA UTE€HHWE TIPDOLIMBKU U 3allCh B Hee.
CDYHK]_[I/IH 3alIMCH ¥ YTeHKs IIPOLIKMBKH

O6pa1uaeM BHHMMadHHe, UTO B ITaMATH 0T06pa)KaETCH He COoAepXUMOe 4uIlad, a, HalippyMep, YeTbIpe W/IU BOCEMb
6aﬁTOB, Ka)K,Z[bIﬁ N3 KOTOPBIX MOXKET OBITE 00 Cl)]'IaFOM, 160 YHpAae/IAOIHUM 3HAYE€HUEM. OTH 3HauUeHusI

M3MEHSIIOTCSl — U BBITIOJIHSAETCS B3auMozelicTBue. Ecu paciucars 1ociefoBaTe/lbHOCTh 11aroB, TO CHavyasa Mbl:
e cuuThiBaeM PCI-peructpsl u3 Base Address Registers c momotiisto moptoB CF8 u CFC;
* TIOJlyYaeM a/ipeC PETUCTPOB, OTOOPayKeHHBIX B (H3UUECKOU MaMsITH;

* TJIMIIeM B OTO6pa)K€HHI>Ie PerucTpbl KOMaHbI YIIpaB/iIeHHs, B YaCTHOCTU YKa3bIBaeM a/ipecC, OTKYy/ld

HeOGXO,E[I/IMO CUUTATb HOBYIO IMPOIINBKY.

Bce nepeunicrieHHble orepaLyy BhIMOMHSIOTCS B LuK/e. OH BK/IIOYaeT yCTaHOBKY KOHTPOJIbHOTO (hiara, Hayasio

yTeHHUs1 (UK 3alliCH) U U3MeHeHe JI0TI0/THUTE/IbHBIX [1apaMeTpOB.
MaHunysnsmuys ¢ 6aiiTaMu B cerMeHTe (hHU3UUeCKOU MaMsITH

OTH, Ha TIePBBIi B3IVIsSII, CJIOKHBIE MAaHUITY/ISILIAK TToMoratoT OyTkuTy LoJax JoCTHub Lie/d: 3armcarb
BpeJJOHOCHbIM KOJ| B TIPOLLMBKY, 3aMeHUTb MOZY/Ib C JIETUTUMHBIM KOZIOM Ha CBOM U MCIIO/IHUTL ero Ha paHHel
CTaZ¥ 3arpy3Ku cucteMbl. Tak oH OyzeT HefjocsiraeM [ijisi aHTUBUPYCOB U JIDYTHX CPE/ICTB 3all[UThI, a aTaKyoL1e

CMOTYT TIOTyYUTh HeOOXOIUMBIN UM persist.

3HakombTech: MosaicRegressor

Emte ogyH uHTEpecHbIN OyTKUT — MosaicRegressor, WcciejoBaHHbBIN CrieljdaancTamMu «JIaboparopun
Kacniepckoro». B ero ciiyuae Haua/ibHbIN BEKTOP 3apa)kKeHHsI HEU3BECTEH, TO eCTh HUKTO He 3HaeT, KaK OyTKUT

OB YCTaHOBJIEH.

B 3apa)keHHOI MTPOILIMBKe HUCC/IeJOBaTe 0OHAPYKIUTN YeThIpe MOAY/IS, IBa IpaiiBepa U iBa MPUIOKEHHUS,
WICTIOJTHSTFOIIX BPeIOHOCHYIO Harpy3Ky. PaccMoTpum ux mogpo0OHee. [1epBbIM UCTIOMHSETCS MOAY/Ib
SmmlInterfaceBase. B ero 3azjauy BXoguT co3anue ¢ momoiisio API-pynkimu CreateEventEx cobbithst
EVENT_GROUPR_READY_TO_BOOT. 3To cobbiTHe HACTyIaeT epe/ TeM, Kak yIpaB/ieHue repeJaeTcs

MeHeKepy 3arpy3ku. Tor/a ke BbI3bIBaeTCst 00paTHbId BeI30B NotifyFunction.
CocraB moaysneit MosaicRegressor

WHrepecHo, uTo nipoucxoauT BHyTpH callback? /TaBatite mocMoTprM. C TIOMOLIBIO0 YHUKATEHOTO

nzeHTudukaropa npunoxkenus (GUID) obHapyxuBaeTcst MoAy/ib SmmAccessSub. 3areM OH 3amycKaeTcsl.

B 3ToM Momyie SmmAccessSub, o HailleMy MHeHH!O, OBOJIBHO TPHUBUATbHBIM MOAX0A K persist. OH
3aK/IrouaeTcs B cOpoce Mosb30BaTeIbCKOTO MOJY/IS B Marky Startup. TTpy 3TOM HUKaKUX [IeMCTBUH C paiiBepamu

WA TI0AMEH He MPONCXOAUT.

Enje ogaMM MozyieM B 3apakeHHO# npormmyBke 6611 SmmReset. O cOpackiBaeT 3Hauenve EFE 1o myss.
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ByTtkut MosaicRegressor He ucronb3yeT SmmReset, 07/HAKO MOJY/Tb /11 PaOOTHI C TOUHO TaKOM >Ke NepeMeHHOH

€CThb B YTEKIIEM DENnOo3uTOPHU Hacking Team u NMPpUMEHAETCA, YTOOBI OIpeae/INThb, 3dPpA>K€Hd MPOIIMBKA U1K HET.

®parmeHT Kofa 13 peno3uTopusi vector-edk. YcraHoBka ¢uiara 3apakeHusi POIIMBKY VICTOUHUK:

https://github.com/hackedteam/vector-edk/

MoonBounce — camblii npuMeYaTe/IbHbIN 3K3eMIUISAP

MoonBounce M0XHO Ha3BaTb HOBMHKOM B CITHCKe OyTKUTOB, yrpoxatomyx UEFI. Ero o6Hapy»KUIK B KOHIE
sHBaps 2022 ropa. BpemoHoc ominuaeT c/ioykHasi 1 MHTepeCHast CxeMa 3apakeHHs. Tak ke, Kak U B CIydae C

MosaicRegressor, Haua/bHbI1 BEKTOP POHUKHOBEHHUSI HEU3BECTEH.

B nporumBke OyTKAT HauMHAeT paboTaTh /10 CTalMU UCTIOJHEHHs paiBepoB. I1py 3TOM Bpe/IOHOCHBIE JeHCTBUS
BBITIOJTHSIFOTCS He B /ipaiiBepe, a HETIOCPeICTBEHHO B Ko/le MPOLIMBKY — B Havasie ctagur DXE. TIpuHmn paboTsl
MoonBounce ciiefyronwii: OyTKAT repexBaTbiBaeT HeCKOIBKO (yHKLI Boot-cepsrcos. TlepBast hyHKLHS
pa3MelriaeT B IAMSITH I1e/UTKOZ YpoBHS Ring 0, fpyras — mepexBaTbiBaeT QyHKLIWIO, KOTOPAs TiepesjaeT
ynpasnienue siipy OC, a 3aTeM repexBaTbiBaeT (GyHKIUIO BbIJe/IeHUsS MaMsATH BHYTpH siipa ExAllocatePool. Bee
5T0 MoonBounce fenaet, 4To0b! UCIIONMHUTD 1L1€JUIKOZ, KOTOPbIH OB «3aMarlien» ellje Ha CTaJiy paboThl
MPOIIMBKY. Jlanbllie B IefI0 BCTYTIaeT CaM IIeJIKOA: OH 3arpy’kaeT U BbI3bIBaeT BPeJOHOCHBIHN JjpaiiBep, KOTOPBIH
o0sazaeT BO3MOKHOCTAMH PyTKUTA. Kak BB, HABEpHOE, Y>Ke ITOHSUTH, He0OBIUHO 3/1eCh TO, UTO CTyUHM/IOCh He

«aKKypaTHOe BHe/IpeHHe» MOJY/Is, a 3apakeHHe BCell MPOIIKBKH.

[Mpunnun pabotel MoonBounce Wcrounuk: https://securelist.com/moonbounce-the-dark-side-of-uefi-
firmware/105468/

Ataku Ha Boot-meHepKepbI

Araku Ha Boot-MeHe/pkepbl paCCMOTPHUM Ha TipuMepe 0yTkutoB FinSpy u ESPecter. FinSpy, Tak)Ke U3BeCTHBIN
kak FinFisher, mopgMeHsieT opurrHanbHbli MeHepKep 3arpy3Ky Ha BpelOHOCHBIM. B uacTHOCTH, IIpu nepeziaue
ynpaesenus: oT UEFI kK MeHe/pkepy 3arpy3Ky BbI3bIBaeTCsl BPEJOHOCHBIN MeHepKep, KOTOPbIi BBINOJHSIET
HEeKOTOphle PyHKLIWH (HarpuMep, repexBaThiBaeT (PYHKLIUY Mepe/iaull YIIpaBJIeHus Py WK TIaTuuT KOf,

OTBETCTBEHHBIH 3a MPOBEPKY LIM(PPOBLIX TIOATUCEN), a 3aTeM 3arpy’kaeTcsi OpUruHasIbHbINA Boot-MeHemxKep.

Copepxxumoe 3apakeHHoro EFI System Partition u kog, asi1 MoHTHUpoBanust EFI System Partition cTounuk:

https://securelist.com/finspy-unseen-findings/104322/

Inist 3apakenust paszena EFI System Partition 3/710yMbliJieHHUKaM JI0CTaTOUHO BOCIIO/Ib30BaThCsI OaHaTbHBIM
HabopoMm API. DTo m03B0OJIsIeT UM CMOHTHUPOBATH pa3/esi U B lajbHelIeM paboTarhk C HUM, KaK C JIFOObIM ApyTUM

JIACKOM.
Anroput™ paboTbl FinSpy BBIT/ISIUT Tak:
e TIOZIMeHeHHbIN Boot-MeHe/kep 3arpykaeT OpurvHasbHbIN Boot-mMeHemxkep;

e TIOAMEHHBIA MeHe/[Kep MaTUrT B OPUTHHAILHOM (YHKIIHIO, TIepealolyIo yIipaB/ieHe CHauaia

3arpy3umKy, a 3aTeM SifIpy.
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Bropoe felicTBre 1103B0JIsIeT NlepexXBaTUTh SAEPHYI0 (DYHKLMIO CO3/jaH1s CUCTEMHOTr0 1oToka. OHa, B CBOIO
ouepe/ib, ZIaeT BO3MOKHOCTb COPOCHTH Bpe/IOHOCHYTO Harpy3ky. [1pommeka UEFI B 3Toif aTake 3aTpoHyTa He

ObLIa.

ESPecter 3amMbIKaeT nsTepKy OYTKUTOB, Ha TEKYIL[Wi MOMEHT U3BeCTHBIX UCC/Ie/ioBaTesisiM. Ero KOPHH YXOZAT Kak
muHUMYM B 2012 roz. B nporjecce cBoeit pabotel ESPecter maTuuT MeHepKep 3arpy3KH, UToObI 3aMeHUTh
JIETUTUMHBIN ApaiiBep (6o beep.sys, mibo winsys.dll) Ha BpegoHOCHBIH. KpoMe TOTO, 3arpy3uuk OyTKUTa

TIATYXT TPOBEPKY LIeJIOCTHOCTH 3arpy3urKa (/ja-7a, 3arpy3urK IpoBepsieT caM cedst Ha MPOMaTueHHOCTh ).

Jloruka pabotsl ESPecter Mctounuk: https://www.welivesecurity.com/2021/10/05/uefi-threats-moving-esp-

introducing-especter-bootkit/

Bytkur ESPecter oTK/FOuUaeT MpoBepKY [U(POBOH MOAMUCH [[paliBePOB, UTOOBI 3aTPY3UTh B CUCTEMY MOMEHHBIH

beep.sys nmm winsys.dll u 3arycTuTh ero.

BpeioHOCHBIH K07, TO3BOJISIOIINI 000ITH ITpoBepKy 1¥i(poBoii mozmcH VcTouHMK:

https://www.welivesecurity.com/2021/10/05/uefi-threats-moving-esp-introducing-especter-bootkit/

[MoMeHa JIETUTUMHOTO JipaiiBepa Ha BpeJOHOCHBIM MPY BBIK/IFOUEHHOM MPOBepKe MOATHCH JipaliBepoB VICTOUHMK:

https://www.welivesecurity.com/2021/10/05/uefi-threats-moving-esp-introducing-especter-bootkit/

B sppe Windows nipezrycmoTpeHa GyHKLMS, OTBevarollasi 3a MUHALMaIM3aLKIo TPOBEPKU LieiocTHOCTH. Eciu ee
3aMaTurTh U MPUPABHATH K HY/M0 TiepeMenHyto CiOptions, TipoBepKu OyAyT IIPOXOAUTE TaK, CJIOBHO JpaiBepbl

nofimucadel. IToT noaxoy, ESPecter mpumeHsieT /st legacy-cucrem.

Uro 310 3a 3Bepb Takoii — System Management Mode

Paccka3sbiBast 0 OyTKUTAX, HEJb3s1 He YITOMSAHYTh System Management Mode — NpHUBH/IErHPOBAHHBIN PEXKUM
pabotsl porieccopa. OH HeoOX0OAUM [i/isl YIIPAB/IeHUs 7IEKTPOITUTAaHWEM U MPOINPUETapHBIMUA QYHKIMAME (UX

OTIPe/Ie/ISTFOT CaMU BEH/IOPBI).

PacmvpenHasi cxema yposHel nipuBuieruii B [IK Mcrounuk: https:/medium.com/swlh/negative-rings-in-intel-

architecture-the-security-threats-youve-probably-never-heard-of-d725a4b6f831

Pexxum SMM, KoTOpBI# UacTo elije Ha3biBatOT Ring -2, Herpo3paueH 7151 OC. [1epexofisi B Hero, MpoLeccop
MOYKeT BBITIO/THATD Kofl. Ko 06bruHo HaxopuTcst B obmacty mamsitu SMRAM. OHa HauMHAeTCs C afipeca
SMBASE. SMBASE 1o gedonTty umeeT hUKCUPOBAHHBINA aZipec, HO TAK)Ke MOXKET MEHSITHCS C TIOMOII[LIO
crierfuanbHbIX MSR-peructpos. B pexxuime SMM ripolieccop coxpaHsieT BeCb CBOW KOHTEKCT (3HaueHUs IOUTH

BCEX PErvCTPOB B BepxXHel 00/1acTH MaMsTH).

[TepeiiTy B pesxuim SMM miporjeccop MO>KeT HeCKOJTBKUMU Criocobamu. Haripumvep, 0H MOKeT BBITIOTHUTE

nipepniBaHue (System Management Interrupt, SMI). BeiensitoT Tpu BUja rnpepbiBaHus:
anraparHoe,

CHCTEMHOe,
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TIpOrpaMMHOe.

C no3uLMHY aTaKyollero CUcTeMHble TpepbIBaHUsl CI0XKHBI B peasu3aliuu. Torja Kak nporpaMMHbIe BIIOTHE
MO>KHO BbI3BaTh KOJIOM Ha YPOBHe [ipaiiBepa. [Ijist 3Toro Ha rmopthl b3 u b2 He06X0AMMO OTIIPAaBUTh OMPeEIeHHOEe

3HaueHue (OHO OT/IMYAETCS [|Jisl Pa3HbIX YCTPOWCTB), U MPOLIECCOP MepPeKTFOUUTCS B pexkuM SMM.

®parmeHT koga u3 ¢ppeiimBopka CHIPSEC a5t BbI3oBa nporpaMMHoro SMI VicTouHuk:

https://github.com/chipsec/chipsec/blob/main/drivers/win7/amd64/cpu.asm

BricokoypoBHeBOe mpe/icTaBieHue poiiecca ob6Hosaenus BIOS u3 OC Mcrounuk: Rootkits and Bootkits by Alex

Matrosov, Eugene Rodionov, and Sergey Bratus (No Starch Press, 2019)

Pe>xxum SMM omnaceH elije ¥ TeM, YTO UMeeT JOCTYN KO BCel aMsITh CUCTeMbl. 13 3TOro BEIpMCOBLIBAETCS
HECKOJIbKO BO3MOXXHBIX BADUAHTOB 3KCIUTyaTalluu: UCIO/Ib30BaHUe PYTKUTA C OCTYTIOM K CUCTeMe 60
nepesanuck cogep>xumoro uura SPI. SMM nmeeT MHOTO ysI3BUMOCTeH, ITpeuMylLile CTBEHHO
BeHJopocrieliupuuHbIX, HaripuMmep; SMM Callout, KoTopasi TI03BOJIsSIET BBITIOJHUTB KOJ, B pexkuMe SMM 3a
nipegenamMu SMRAM. Y6equTbcsi B HEU/ITFO30PHOCTH YTPO3 MOYKHO, 03HAKOMUBIIIHCH CO CLIMCKOM YSI3BUMOCTEH.

[To GospiLIelt YacTH OHK XapaKTepHbI MO0 /17151 KOHKPeTHOTo JeBatica, 6o (GpeiiMBOpKa.

Pe3rome

B 3aK/IF0UeHue KpaTKO HEpE‘—II/ICJII/IM TJIaBHbIe MOMEHTEI CTAaThbU.
o UEFI-6yTKuThI MOTYT 0O0WTH BCE MeXaHW3MbI 3allUThI U TIOyUYHUTb KOHTPOJ/Ib HaJ BCel CUCTEMOW;
o SPI-OyTKUT HEBO3MOXKHO YA/ IUTh HU TiepeycTaHoBKoi OC, HU (hopMaTHPOBAHHEM JKeCTKOTO [IVICKa;

e 717151 60pbOBI C OyTKUTAMK eCTh MEXaHU3MBI 3alJUThI, Takue Kak Secure Boot u Intel Boot Guard, Ho oHU He

naHatless;
* HaWOOJIBIIYIO OMTACHOCTH CETOAHS TIPEICTABISIOT YI3BUMOCTH B pexkuMe SMM u nopcrcteme Intel ME.
Kax stdextriBHO 06HapykuBath UEFI-0yTKUTBI, pacCKaXkeM Ha cjefyroieM BebuHape. Stay tuned!

[TocMoTpeTh BUIEOBEPCUIO CTaThU M CKauaTh Ipe3eHTal[|i0 Bbl MOXKeTe Ha caiiTe Positive Technologies.

Asmopbl:

e AHnmoH Benoycos, cmapwuil cneyuaaucm omoena obHapydxiceHust 8pedoHocHo20 10 3KkchepmHo20 yeHmpa

6e3onacHocmu Positive Technologies

 Anekceli BuwHsiKos, pykogooumesnb omoenda obHapysiceHus 8pedoHocHo20 I10 3kchepmHo2o yeHmpa

6e3onacHocmu Positive Technologies

Source: https://habr.com/ru/amp/post/668154/
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