https://www.bleepingcomputer.com /news/security/montreals-stm-public-transport-system-hit-by-ransomware-attack/

Montreal's STM public transport system hit by ransomware attack

By Lawrence Abrams

Published: 2020-10-21 - Archived: 2026-04-05 18:38:55 UTC

Montreal's Société de transport de Montréal (STM) public transport system was hit with a RansomExx ransomware attack

that has impacted services and online systems.
On October 19th, STM suffered an outage that affected its IT systems, website, and customer support.

While these outages did not affect the operation of buses or metro systems, people with disabilities who rely on STM's door-

to-door paratransit service are affected as it uses an online registration system.

On Tuesday morning, STM announced that the outages were caused by a 'computer virus that caused a major failure on

various platforms."
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Later that evening, STM confirmed that they had suffered a ransomware attack and are working with law enforcement and

external experts to restore their systems and investigate the attack.

"The Société de transport de Montréal (STM) wishes to inform its customers that the major computer failure it has suffered
since October 19 in the afternoon is the consequence of a ransomware type, targeting all applications, despite the various

defenses that are in place to deal with this type of eventuality,"

The STM website is still down, but visitors are now redirected to www.lastm.info, where information about public transport

services and the attack is posted.
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Panne majeure de nos systémes informatiques
en cours

Depuis le 19 octobre en aprés-midi, la STM est aux prises avec un virus informatique de type
rangongiciel qui provoque une panne majeure et affecte plusieurs plateformes, notamment le site
web.

Au fur et a mesure de 'évolution de la situation, nous mettrons a jour cette page. Soyez assuré que
nos équipes fravaillent & pied d'ceuvre pour rétablir la situation dans les meilleurs délais et continuer
d'assurer vos déplacements.

Service a la clientéle | Métro | Bus | Transport adapté | Protection des données personnelles |
Renouvellement de la carte OPUS | OPUS en ligne | Suivez-nous sur les réseaux sociaux

SERVICE A LA CLIENTELE

Notre équipe du service a la clientéle reste joignable pour recevoir vos commentaires mais n‘ont pas
accés au systéme informatique et par conséquent, ne peuvent pas répondre aux demandes de trajets
et d’horaires de bus.

Vous pouvez nous joindre de 7 h @ 19 h 30 au 514 786-4636.

Notez que les délais pourraient étre plus importants qu’a I'habitude.

STM website outage information

If you have first-hand information about this or other unreported cyberattacks, you can confidentially contact us on Signal
at +16469613731 or on Wire at @lawrenceabrams-bc.

RansomExx gang behind attack

According to a source familiar with the situation, STM suffered an attack by the RansomExx ransomware operation.

RansomExx is a rebranded version of the Defray777 ransomware that become more active in June, with attacks against
organizations such as the Texas Department of Transportation (TxDOT), Konica Minolta, IPG Photonics, and more recently,

Tyler Technologies.

When conducting attacks, RansomExx operators will compromise a network and steal unencrypted files as they spread
laterally through the system. Once they gain access to the Windows domain controller, they deploy the ransomware on all

available devices.
It is not known if STM has been in contact with the ransomware operators or the ransom amount.

This is a developing story.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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