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Mustang Panda’s PlugX new variant targetting Taiwanese
government and diplomats
Published: 2023-12-11 - Archived: 2026-04-05 17:53:36 UTC

The Lab52 team has analysed a cyber campaign in which attackers deploy a new variant of the PlugX malware.
Both the infection chain and the various artefacts used in the cyberattack share multiple similarities with the
SmugX campaign, attributed to threat actors Red Delta and Mustang Panda, allegedly linked to the Chinese

government.

This time, the actors deploy an MSI file on victim machines containing a legitimate executable (OneNotem.exe),
a malicious DLL (msi.dll) and a DAT file (NoteLogger.dat). The legitimate executable loads via DLL side-
loading the malicious DLL and the malicious DLL decrypts and loads the DAT file into memory, which is the
PlugX malware. However, this new campaign shows variations compared to previous campaigns. The main

differences are:

e The malicious DLL is written in the Nim programming language.
e This new variant uses its own implementation of the RC4 algorithm to decrypt PlugX, unlike previous

versions that use the Windows Cryptsp.dll library.
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The installer file 45dd12.msi contains the files msi.dll, NoteLogger.dat and OneNotem.exe and, on user

execution, it copies them to the directory “C:\UsersersuserAppData“.
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General  Detalles

File created:

RuleMame: EXE

UtcTirne: 2023-11-16 0%:16:17.329

ProcessGuid: {c458890d-ddd7-6555-0004-000000000500}

Processld: 3624

Image: Ch\Windows\systern32\msiexec.exe

TargetFilename: C\Users\PEPEVAppDatatLocal\MUxPOTy\OnesMotem. exe
CreationUtcTime: 2023-11-16 09:16:17.329

User: NT AUTHORITY\SYSTEM|

Right after, the MSI file copies OneNotem.exe to one of the following folders:

e C:\Users\<username>\VirtualFile

e C:\Users\Public\VirtualFile

e C:\Users\<username>\SamsungDriver
e C:\Users\Public\SamsungDriver

e C:\Users\Public\SecurityScan

In order to obtain persistence on the infected machine, the registry key “HKEY_LOCAL_MACHINE/
SOFTWARE/ SOFTWARE/ Microsoft/ Windows/ CurrentVersion/ RunOneNote Update” is added, which

executes the legitimate OnesNotem.exe binary followed by a numeric parameter.

General  Detalles

Registry value set:
FuleMame: T1060, Runkey

EventType: SetValue

UtcTirme: 2023-11-16 09:18:19.267

ProcessGuid: {c438890d-dde2 -6555-040.-000000000500)

Processhd: 5368

Image: C:\Users\PEPE\AppData'\Local MU PO OnesMotern.exe

TargetObject: HELRAS-1-5-21-2921374862-1653995816-4120576020- 1001 50FTWARE \MicrosoffWindows\ CurrentWersion\ Run' OnelNote Update
Details: “C:\Users\PEPE\SamsungDriver\OnesMotem.exe” 614

User: DESKTOP-IOPMITR\PEPE

The malware then creates the process OneNotem.exe that will first contact with www.google.com to check if the
computer has internet connection and then contacts the C2 domains ivibers[.]com and meetvibersapi[.]com. The

OneNotem.exe process also creates a mutex to prevent the execution of a second instance.

General Detalles

Dns queny:

RuleMame: -

UtcTirne: 2022-07-22 05:28:13.642

ProcessGuid: {c458890d-ddel-6555-1304-000000000500}
Processid: 2024

QueryMame: www.google.com

CuenyStatus: 0

QueryResults: =ffff:192.168.2.1;

Image: C\Users\PEPE\SamsungDriver\OnesMotem. exe
User: DESKTOP-IOPN31R\PEPE
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General Detalles

Dins query:

RuleMame: -

UtcTirne: 2022-07-22 09:28:17.952

ProcessGuid: {c458890d- dde8-6555-1304-000000000500)
Processid: 2024

QueryMame: ivibers.com

QueryStatus: 0

QueryResults: =ffff:192.168.2.1;

Image: ChUsers\PEPE\SamsungDriver\OnesMotem. exe
User: DESKTOP-IOPM31R\PEPE

Moving forward, Lab52’s team has analysed each of the various artefacts contained in the MSI file to discern their

specific roles or purposes.

MSI.DLL

This DLL contains two malicious functions, the NimMain function and the MsiProvideQualifiedComponentW

function.
Mame Address Ordinal
1] DIMain(e,,%) 6DBOTBES 1
MsiProvideQualifiedComponentW G6DBOTEZ0 2
MimMain EDBOTBCA 3
TisCallback_0 EDBOTCB4
]E TisCallback_1 EDBOVDAE
‘E| DllEntryPoint 6DB0121C [main entry]

The DIIMain function has been modified to add the call to NimMain which will be executed when the library is

loaded by the OneNotem.exe process.

L _ stdcall D11lMain(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)

3 MimMain();
4| return sub_6DB86E9B(1u);

This will load the functions necessary for the execution of the malware. This technique is used to reduce the

number of exported functions to make the analysis and possible detection of the malicious library more difficult.
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1|FARPROC sub_6DB@G28F()

2l

3| FARPROC result; // eax

4

5| hModule = (HMODULE)sub GDB@4B32(&unk 6DB16714);

6| if { !'hModule )

7 sub_GDB@4B4B("\b"};

3| dword BDB1EA38 = (int)sub_sDBB4C1A(hModule, "GetModuleFileNamel™);
9| dword BDB1EA34 = (int)sub_sDBR4C1A(hModule, "GetFileAttributesW™);

11| dword 6DB1EA2C = (int)sub_ eDB@4ClA(hModule, “"FormatMessagel");
12| dword 6DB1EA28 = (int)sub &DBB4CIA(hModule, “LocalFree™);

13| dword GDB1EA24 = (int)sub sDBB4CIA(hModule, “GetlLastError™);
14| result = sub_sDBB4C1A(hModule, "FindClose™});

15| dword BDBL1EA2® = (int)result;

16| return result;

)
)
18| dword BDBL1EA3® = (int)sub_sDB@4C1A({hModule, "FindFirstFileW"};
)
)

When the legitimate executable calls the MsiProvideQualified ComponentW function it will load the

NoteL ogger.dat file with the CreateFileW function.

8| if [ (_BYTE)}result }

18| {

11 vl = sub_GDB@GEFC4(v2);

12 result = CreateFilelW(vl, 6xSe088000, 3, @, 3, 8, 8);
13 if [ result )}

14 result = sub 6DBO7BAC(v2, result);

15| }

16| return result;

The malware will then copy the contents to a memory section and use the RC4 algorithm and the key
EtFOWV4hDJf6DA6W to decrypt a DLL contained in the NoteLogger.dat file, which is a PlugX malware

variant.

28| w2 = sub_ GDBBS9ED(47);

29| w24 = sub GDB@EDEG(vZ, v3);
38| if { (unsigned _ inte4)(v24 + ex3e080000i64) >> 32 )

31 sub_6DB@43BC({v24, HIDWORD(v24), @x80000000, -1, @x7FFFFFFF, 8);
32| gmemcpy(v2&, “"EtFOWV4AhDITEDAGW", sizeof(v2B));

33 4if ( (int)v24 < B )

34 sub_6DB@43BC(v24, (int)v24 >» 31, @, @, @x7FFFFFFF, @);

35| w4 = (int *)sub_6DB@4DOG(v24);

36| v2s = @:
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Recipe BEREF  npu engtn: nee + [ 2] B W
RC4 & n
Passphrase r %
EtFOWVARD] FEDABW ke Mame: MoteLogger.dat
,,,p,_,_:.-?,,..d._ :;d.._rr.._,: foernat L":-'File sl Sizes T36.000 bytes
Latin1 Latin1 Type: unknewn
Loaded: 100%
. tims: Jigmt .
Output 7 wgn e @ 0 @ o O
lines: 1761
MZg....
[REU: R AN SR o v v mcns i s g s e 2,
d I!..LI!This program cannot be run in DOS mode.
L P S120%, ¥ .ok, \etd_b®. \etvb( L \ct@)b- \e+OVb . L \CHiND
"N+l b \erd)b Je¥. Jeb \e¥ e e 0Vbe, e Dtba. heRiehY . e
....................... = T R [y
......... [ ) SR | T LI
........... ' R SRR R L S | 1
Buaias inte s Wi e a e s e A A g
STEP L N Ko ererermnnnes e
AutoBake ... text... ! ...... i

Finally, the DLL will be executed at location 0x00 in the memory page where it resides using the
EnumSystemGeolD callback.

oer I_J'\ULI__J.:-
® 51 sub_6DBO44EC(®, v17);
a2
® 83| if ( (int)v24 < 8 )
® 34 sub_6DB@43BC(v24, (int)v24 >> 31, @, @, @x7FFFFFFF, @);
® 35| gmemcpy(v23, w15 + 2, v24);
® 35| return EnumSystemGeoID(16, @, w23);
® 37}

NoteLogger.dat

This file contains an encrypted malicious DLL, a PlugX variant, containing in position 0x00 a small shellcode
that will call the only function it exports. The execution of this shellcode is indispensable for a correct execution

of the malicious DLL.
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SFEDOOO02
SFBDOOD7
SFEDOOOS
SFBDOOOS
SFBDOOOA
SFBDOOOB
SFBDOOOD
SFEBDDOL13
SFBDOOLE
SFBDOOLE
SFBDOOLT
SFBDOOLA
SFBDOOL1C
SFBDOOLE
SFBDOOZ0
SFBDOOZ22
SFBDOOZ24
SFBDDOZ2E
SFBDOOZE
SFBDOO2A
SFBDOO2C
SFBDDO2E
SFBDDO30
SFEDOO32
SFBDOD34
SFBDOO36
SFBDOO3E
SFBEDDOD3A
SFEDOO3C
SFBDDO3E
SFBDOO40
SEFBDDOD4L
SFBDDD42
SFBDOO4T

The malware will decrypt the configuration, which is located in the “.data” section,

SFEDOO0OL
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edx
ES& 00000000 % download. 5 FEDO0OT
113 pop ebx
52 ush edx
45 nc ebp
55 push ebp
8BEC mov ebp,esp
B1C3 59180000 add ebx,1859
FFD3 BNl ebx
(-] leave
c3 ret
0040 00 add byte ptr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte prr ds:[eax],al
0000 add byte ptr ds:|eax],al
0000 add byte ptr ds:[eax],al
0000 add byte prtr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte prr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte prr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byre prr ds:[eax],al
0000 add byte ptr ds:|eax],al
0000 add byte ptr ds:[eax],al
0801 or byte ptr ds: [ecx], al
0000 add byte ptr ds: [eax],al
0E push cs
1F pop ds
EA OEDOE409 mov edx, 984000E
€D 21 e :1

the SmugX campaign.

data] Lidbsbh:
dats | aLeabale:
-data]elodabats:

SE
B
wE

#3002 ROREERY
ERCZRANEYRELEE
FESEREIERBECRERYE

BREZEEEEEERRERY
biaRcErgERRRE

- m
=)
-

Haﬂﬂtzlﬂlz‘-azaill

CEESHEAEZIEFERLEBRE
RCEZISCHEACINEEYE

SEAELERRREENERCELRSEE2E

TERER R
HOFLSEEREPYIERERERIER

15 0% B0 85

E!:atRItBHHEHREBKFS

TRERER

d RN E R R AP E R PR B OB BB R BRI EREY
[
2 b
] -
=

aRRIEG3RYE

PR RR RO B BREREABRY RIS ERR SN AR
CErREY SR E R R RS FEC RS JRENELREEY
BRI ESCER YRR DN BB IR SRR ENI AR R
SR A AR B R E ORI REE YD EC AR
BN GRS R E R AN E ISR ESYBTRAERCREBYERE
P RECRCO BRI NRRETS SRR 80EE
EEEERNE R REREESIPUETERRERECEERRIRRER

EERREERRELZERBERERE

a5k
TER
cEL

The following is the decipher configuration.

AREEINEEIRSHIRAREYLAERGE
45
{ §-§ ]
RER

-65 M 9
AA-GD &5 BE
53-86 £E OF

BEPCErEABEERBACCIEREEECEE

o
b1
"
m
-
o
mm

Bi-FC A B1 1
B3-21 54 D4
[§-52 7) B0
2304 02 9
17-25 B AF
DO-8C ¥ 91 3% KX 0
=07 B0 1A BE B S5F
3-70 T3 6T &4 F3 D)
I-46 §C 7F DE B3 53

EE RGBSR R YRR BB RE RS SdRE

YD PN E I ER R RPN S EL SRR RS RdED
B RS B R LB R SRR AR RPURERRYOEEEE
Bo BB AR RE S ER BRI EERR e RBIERSE

EREEE RN AR E R R ER 2R TR EEY U EEAE I ERE S

2EB

]

52 E
BES RS SRS EEARYEENESCRCRRESRERES

B PR E S Y B O RS RIERAECRRERRRESES

-

Page 6 of 9

B R RS E e R R R SR BN YO Y PSS ARERETE
FEEA R AR AR R R R AT
BRSPS PR e R AR PR PR LB RRCERREBRRTEE
B RS e EE RSP EE I I AP P EIE SRR RED ENEE
BEE RN A YR RSN IY RIS IEREERCENEIERRE

call so

ecx:EntryPoint

similar to other samples from
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035A2D88| 00 81 01 OO|OQOD OO OO OO|CO OD OO OD|O0 OO0 OO O0] .o eeeeennnnnns
035A2D98| 00 00 OO0 OO|O0 OO OO OO|O0 00 OO0 00|00 OO0 OO O0) ... eeeennnnnnn
035AZDAS | 00 00 OO0 OOD|00 OO0 OO 00|00 00 OO0 00|00 OO0 0D O0) ... e e eennnnnns
025AZDBS | 00 00 OO OO|OO0 OO0 OO 00|00 00 OO 00|00 OO0 0D O0) ... eeeeennnnnns
0Z5A2DCS| 00 00 OO0 OO0 |00 OO0 OO0 00|00 00 OO0 00|00 OO0 00 00| sesssnssnnnnnnns
035AZDDS | 00 00 OO OO|O0 OO0 OO 00|00 00 OO0 OO|00 OO0 D00 00| ... eeeeennnnnnn
035AZDES| 00 OO0 OO OO|0QOD OO0 OO OO0|00 00 OO OD|00 OO0 OO0 00| ... eeiennnnnns
035AZ2DFS| 00 00 OO0 00|00 OO0 OO0 00|00 00 OO0 00|00 OO0 00 O0| sessssssnsnnnnns
035AZEOQS| 00 00 OO OO 322 OO0 74 00|78 00 51 00|65 OO0 35 00]....2.T.X.0Q.e.5.
035A2E18 |50 00 44 00|73 OO0 OO OO|OO0 00 OO OO|00 OO OO OO|P.D.5..ccunnnnnn
035AZEZ3| 00 00 OO0 OOD|00 OO OO 00|00 00 OO0 00|00 OO0 0D 00| ... e e eennnnnnn
025A2E38| 00 00 OO OO|OO0 OO OO OO|O00 00 OO0 00|00 OO0 00 O0| ... eeeeennnnnns
0Z5AZE48| 00 00 OO0 OO|00 Q0D OO0 00|00 00 OO0 00|00 OO0 00 00| sessensnnnnnnnns
035AZES8| 00 00 OO OO|OO0 OO OO 00|00 00 OO OO|00 00 D00 00| ... e e e eennnnnns

{
"str_one": "",
"str_two": " 2txQe5PD",
"campaign_id": "tw",
"document_name": "ZR&$RIEIEIAME HARRITIREZE  pdf ",
"ips": [
{
"ip": " ivibers.com",
"port": 443,
"is_https": 1
B
{
"ip": " ivibers.com",
"port": 443,
"is_https": 1
B
{
"ip": " meetvibersapi.com ",
"port": 443,
"is_https": 1
}
1
Decoy PDF

The name and content of the lure used by the attackers seem to indicate that the targets of this campaign are no
different from those seen so far in the SmugX campaign (diplomats and government entities). The lure uses the
upcoming Taiwanese presidential election in January 2024 to capture the interest of its victims. The document
refers to Terry Gou’s announcement in September this year declaring his independent candidacy for Taiwan’s

presidential election, with Lai Peixia as his right-hand man.

Terry Gou — who was founder and CEO of the Taiwanese multinational electronic components company -one of
the largest suppliers to the United States, Europe and Japan and part of the semiconductor manufacturing cluster
along with TSMC, or MediaTek- is running to bring down the current Taiwanese government, to reduce

geopolitical tension and to stabilise the situation.
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Lai Peixia is a singer, activist and politician with dual US-Taiwanese citizenship known for defending human
rights. It seems that the attackers have used a decoy that addresses an event of high interest to political, diplomatic
and governmental figures in Taiwan, as the presentation of the presidential candidacy of Terry Gou and Lai Peixia,
that is particularly relevant because of the links these two political figures have with the Western bloc, the effect
that their figure as president could have on Taiwan’s trade relations with China, the United States, Europe and

Japan and their impact on the technology race in both blocs.
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Decoy PDF': Kuo’s in-depth considerations for choosing Lai Peixia as presidential VP.pdf

Indicators of Compromise
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€7ec098093eb08d2b36d1c37b928d716d8da021f93319a093808a7ceb3b35dc1
651c096¢f7043a01d939dff9ba58e4d69f15b2244c71b43bedb4ada8c37e8859
908ff3a80ef065ab4be1942e0d41583903f6aac02d97df6b4a92a07a633397a8
c6ef220d0c6e9015bdfb7977ff15e7f2c4c0dbfcd3b28ffb3066fe6d21251322
8af3fc1f8bd13519d78ee83af43daaa8c5e2¢3f184c09f5c41941e0c6£68f0f7
45dd12.msi

msi.dll

NoteLogger.dat

FhE SPRIERIN R A AR T IR B 2 pdf

ivibers[.]Jcom

meetvibersapi[.]Jcom

Source: https://lab52.i0o/blog/mustang-pandas-plugx-new-variant-targetting-taiwanese-government-and-diplomats/
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