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Introduction

Packer-based malware is malware which is modified in the runtime memory using different and sophisticated
compression techniques. Such malware is hard to detect by known malware scanners and anti-virus solutions. In
addition, it is a cheap way for hackers to recreate new signatures for the same malware on the fly simply by
changing the encryption/packing method. Packers themselves are not malware; attackers use this tactic to

obfuscate the code’s real intention.

For security solutions to be effective, they will need to augment their solutions with in-memory capabilities in

order to monitor/hook the behavior of the malware after unpacking is completed.

This document describes a sophisticated Andromeda/Gamarue Custom Packer. Andromeda first appeared in 2011
and still remains popular. Since the Andromeda attack chain has been described previously, this analysis instead

focuses on the packer and deobfuscation, which happens before the malware downloads or executes its next stage
malicious payload. The recent version of the custom packer we obtained (originating June 2016), has noteworthy

and innovative functionality.

Does Morphisec stop this attack? Of course, even these new tricks can’t get past Morphisec, which prevents

this attack before it can drop its load.

Technical Analysis: Andromeda/Gamarue Custom Packer

Nowadays most malware employs anti-analysis techniques to make their code harder to analyze by security
researchers. Just like legitimate software developers protect their proprietary work, hackers use obfuscation

techniques to protect their code from being reverse-engineered or debugged.

The malware sample in our analysis is packed by a custom packer. To be able to get to the actual code, we first

need to unpack it.

How can you recognize a packed malware?

e The sample usually comes with a resource section (in this example RC data contains some encrypted
content).

 Typically, the compressed file is very large.

» By looking at the import table — It might have only a few imports and many times these include

LoadLibrary and/or GetModuleHandleW as those functions are used for the initial unpacking procedure.
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e No readable static strings as the strings are encrypted.

» High entropy in sections for higher efficiency of information storage.

e A large portion of the code is inside the .data section (although there are newer versions with code inside
text).

e The program has abnormal section sizes, such as .data and .rsrc sections. The RawDataSize is lower

than VirtualSize and usually also the section names themselves may indicate a particular packer.

How to unpack a packed malware

In forensic analysis, there are different ways to handle the unpacking process. While there are automatic tools for
different popular packers, it is more difficult to handle custom packers, which require some manual work and a
deeper knowledge of the different anti-debugging obstacles. Moreover, custom packers usually also involve

stripping off multiple packing layers.
The Packer — Detailed

Looking at Andromeda’s top-layer packer, we start by noticing an interesting, relatively high entropy in one of the

sections (e.g. entropy of .rsrc is 7.376) which gives us the first indication that it is a packer.

RCData 15135 unknown X 21781 6971E39C83931265F565B711800F340E 7376 English Australia

Determining a point in time for which we know the malicious code was already unpacked, we identify the use of
ws2_32.dll (responsible for communication API). This means we can assume that the malicious code will start

communication after it is unpacked. This is of high probability for downloaders or C&C based malware.

As shown in the image below, there are two unnamed modules with RWE (read write execute) access rights —

those are indicators for the unpacked executable shellcode (the code will write and execute from the same

location).

L| TEECEDEE| BEEALWGEE | FSEF2433| rportd 5.1.7688,. 16385 | C:~Windows~Systen3dZ~rportd.dll

5 TE900EEAE | BEA1FEER | FE901355| imm32 6.1.7681.17514 |C:~Windows~Susten3d2~imm3z2.dL1

q TESFDEEE) BBECCEAD| FEO9F 1688 | msctf 6.1.768A,. 16385 | C:~Windows~Susten3dzZ~msctf.dll

B TECEDEEA| BBEABEAN | FECF49ES| advapid2| 6.1.768A. 16385 | C:~Windows~Systen3d2~aduvapizdz.dll

z TEOCHEEE | BBAACHAR | FEOCA4Y2| msvert Y.8.768A,. 16385 | C:~Windows~Sustend2~msucrt.dll

_| FEEVA8EE| BRECIE6E | FSESOTLL | user32 6.1.7681.17514 | Ci~Windows~SystendzZ~useriz2.dll

§ Y&140886) BEE4EBEH F&149CH9 | gdig2 6.1.7681.17514 |C:~Windows~Sustem3d2~gdigz.dlLl

i TE1308EE | BEA458680| FE&1911E1 | Wldap32 | &6.1.76EA. 165385 | C:~Windows~Systen3dZ~lldap32.dl L

2 TE1EDBEE| BEE208E0 | Fe213F07 | uspld l.86z26.7eEl, 175| Ca~Windows~Systen3dzZ~usplo.dL 1
TE2EHEEE | BAC4AEEH | FE3E160] | shell32 [ 6.1.7681.17514 | Ci~Windows~System3dZ~shell32.d11

f TEEDDEEA | BEESFEEH| FGEEFBHE| shlwapi | 6.1.76EA. 16385 | C:~Windows~Sustem3dzZ~sh lwapi.dll

‘| 7rozeece| seescess| FRes1450 ws2_32 6.1.7688. 16385 |C:~Windows~Systen3d2~ws2Z_32.dl1

i TrEFHEEE) BEA048680 | FYHBEOE4 | kernel32| 6.1, 768A. 16385 | C:~Windows~Susten3d2~kerne132.d11

£ Tr1508EE) BEATEEEN| Fr151AEE| comdlg32| 6. 1. YeEA. 16385 | Ci~Windows~SystendzZ~comdla3z. dl L

& Yra3loaaa) Bal15CeaER| FFEEBAS0| ole32 6.1.7688,. 16385 | C:~Windows~Sustem3dZ~oledz.dL1

i TrdroEEa) Bal 3CEAH| Frd PEEnE| ntdl L 6.1.76@A,. 165385 | C:~Windows~Sustem3dZ~ntdll.dLl

= rrE0oEaa) Baal 2880 | Fre0427s| sechost [ 6.1, 76EE. 16385 | Ci~Windows~Systen3dZ~sechost.dl |

. 7 rEFHEEE | BEEHABEN | FFEF136C| Lpk 6.1.7688, 16285 | C:~Windows~Sustem32~1lpk.dlL

i FAARAAAAA | AAARFAARA| 7FAAIFR1l mleant 2?2 A 1 7FAAT 17514 FeshlinAmmessSnstem3?waleznt 22 Al

i

_AMT lﬁl ™~ L e N T T ] |i'ﬁll -adrd L P [ o QR SR P |

Additionally, we can see now strings which are typical to Andromeda.
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iR L

Memory map

I

Address |size  |ouner |section |contains | Tupe|Rccess |initial|Happed as
77156000 86031080 | cond 932 FE header | Imas R RUE
77151000 06056000 cond 1232 . text SF¥, code, in| Inag| R RUE
7T1IATO0R| 00004008 cond 932 .data data Inag| R RUWE
TT1RBOGE 8001EGHE| comdla32) . rerc resources | Imag|R RUE.
77106000 | 00005008 | cond 1932 . re loo Inag| R RUWE
7731 =
a1 (E=18 R X7
TTa4y BB FF E9 CB 44 4F F7 @A CH 30 98 7F 8E 71 B9 48| i 8=00%,“0E0AgiK .
77454 51 E9 @F 73/53 F7 C7 63 00 60 00 80 33 14 00 89 @&~ =8+C.".1/
7745 BS 81 @1 @0 00 E9 93 69 53 F7 AL BD CD BO A2 45 1ul..65 i (W=GE
7748l B3 EA 80 80 81 E9 13 60 53 F7 F7 21 B D7 C7 CA/9%...00 @eet-x¢
T4 7| B8 A8 B@ 9O @3 E9 E3 B/ 63 F7 E4 9E C3 88 5C EB|q&...BWISIRFENE|
B0 54 24 6C E9 88 &8 63 F7 D& 47 A2 27 BA 68 6f 1 T5.0B84r60 5h |
B8 44 24 88 E9 9B 44 B2 F7 F1 30 97 20 E2 79 FE IDSM9cDRs:=i Msw
"1 B8 FF E9 84 16 56 F7 68 54 E0 IF F3 OF 70 11 60 { 85MUzhTa¥ssdan
B8 FE 83 8@ 88 E9 @3 61 53 F7 A7 F@ A7 71 D9 E5 qs...BeaSz020a'e
°7 B8 62 @0 0@ @9 E9 33 67 53 F7 13 45 FA 65 71 2C|1b...03US IE-eq,
88 FF E9 84 F3 64 F7 00 51 66 98 F1 €8 19 99 C8 [ Ba.T=. 1fGthéde
88 FF E9 05 OC 4F F7 14 6B 17 C5 4D 82 0@ 74 FF 1 6 fm0sM#HGE. ¢
/BB B4 24 BC E9 7B 52 52 F7 C1 20 DF 31 75 08 BB [T5,0(RR=A-=jusx
55 E9 EB 4B 52 F7 59 7R 68 69 D? FE 1B 50 BA 65 UBSKR=Yzhis)+lee
BB FF E9 16 33 50 F7 BB BD 87 9E 30 7B OF 31 58 1 8.9P%)"chACmIX|
7/BL 99 11 C8 OF 76 Bl 12 28 C2 AQ 96 B FF 3E F9| WU4“sulis(T50 >-
6E 48 77 C5 6A 1E 38 C7 45 23 (8 68 24 E2 53 40 nBwtjABiEz=kSFSE
/@B 90 F4 §1 VA F8 OC 8A AF 12 4B 33 77 CS 09 23 1
D8 6C BE F2 DR EC AB 40 IF 44 @5 DF B1 39 28 F1 7|
15 E9 80 3E 87 SC 03 DB D& 3F BA F3 94 IF 04 7E
55 42 C7 51 84 C2 53 B2 DF B4 54 F9 2C E6 56 CF
25 3F 28 SF 2R B7 25 66 CS 54 84 49 D6 @0 C1 82| X7P(_wnZf{Talr.tel ™
e =
TT686000| 00002008 oleaut32 .data Inas| R RUWE
FTE95000 6B001060| oleaut32| .rsre resources | Imag|R RUWE
77659000 B0006000 | oleaut32 .reloc Inag|R RUE
PPEEBAAR| BBOA100A| 3pisetso Inag| R RUE i
PFEFE00E| QB05HEa Hao |R R
TFF7B000| 28001068 Priv| Rl AU |
7FFO0080| 20001080 Priv| RUE RUE |
‘bBassa0 | [Priv/RME  RIE |
] Friv| Rl Rl |
mmwiemma fMap (R R
PFFO0O0E| 0B6a 1500 datas block {Priv|AE AU
TFFOFO@0| Bo0a 10608 Priv|Ri Rl
?FFEBQBD:BMBIN Priv/R R

It is noticeable that those modules are still not a PE file (do not start with PE header) — those are executable

shellcodes.

[B] Dump - TFFE0000..7 FFSOFFF

TFFEOE6G
TFF3a8a2
TFFoBEar
TFFE0Ea2
TFFE0EaF
TFFE@E1a
TFFoOELL
TFF2E1E
TFFE@ELT
TFF3E813
TFFSBELA
TFFE@ELC
TFF2@EL0
TFFE@E1F
TFFoBE2S
TFF20E2A
TFFE@E2F
TFF3a83a
TFFSBE3S
TFFE@E2A
TFFE0E3C
TFFEE83E
TFFoOE3F
TFF2aE42
TFFE@E4d
TFF3a846
TFFoBE48
TFF2@E42
TFFE0E4E
TFFEa84c
TFFSEE40
TFF20EE1
TFFE@EE2
TFF3a854
TFFoBE5?
TFFE@EEA
TFFE0ECE
TFFEa866
TFFooEG4
TFF20E62
TFFE@EEA
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mou EOI,EDID
JMP ntdl L. PP4P44CF
OR CL,O0

WOR BYTE PTR DS:[EAX+@uEB971ISETFI.OL
DEC EBX

PUSH ECK

JHP ntdl L. PP4BTICS

e

ARFL WORD PTR DS:[EAX], AX

PUSHAD

ADD BYTE PTR DS:L[ERXI, AL

HCHG EAR, EBX

ADC AL, @@

ADD BYTE PTR DS:[EAX+Ax13811,.BH

JHP ntdl L. FP4BE2E0

Moy ERK, DWORD PTR DS: [AHAZEDCDED]
INC EBF

HOU ERX, A<EA

JHP nedl L. FP4BGa40

MUL DWORD FTR DS:[ECH]

HOU EH,@x07

277

RETF ExASBS

ADD EYTE PTR DS:[EAX], AL

ADD CL,CH

JECHE SHORT 7FFEGBAS

PUSH EBX

ML ESF

SAHF

RETH

MOy BYTE PTR DS: [EBX+EBP#S-8x731,BL
FPUSH ESF

AND AL, @xC

JMP ntdl L. PP4BEAEL

SALC

INC EOI

HOU BYTE PTR DS:[8x&RE2BOZ7], AL
HOU ERX, DWORD PTR 55: CESP+Ex31

JHP ntdl L. PP4R4564

INTL

CHP ERX, Bu7SE22097

DEC BYTE PTR DS:[EBX+A:1034E9FF1
PUSH ESI

IMUL OWORD FTR DS: [EAK+@xE4]
LOOPDNE SHORT TFFE©@9A

PREFIR REP:

ol
ADC
INC
ADD

DWORD PTR S5: (EBP-O1421,EEF
BYTE PTR DS:CEAX]
BYTE PTR DS:CEAXI. AL

Unknown command

Unknown command
Far return

Superf luous prefix
Unknown command

- FFF2@ZTF|
PFF3@281
FEF2a254)
TFF2@229)
TFFa@zeA)
TFF3@z2ac)
TFF2az80)
TFF2@22F|
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TFF3@293)
YEF2a295)
FFF2@23C)
TFFa@zaD|
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TFF2azA1
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YFFa@zZA9)
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7FF3@Z2E2|
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TFF2@2Ca)
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TFF2@2Ce)
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7FF3@Z2CE]
VFF282CF|
FFF20200)
TFFa@z02|
TFF3@203)
TFF2a205)
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FFFa8Z0A]
PFF3@Z20C)
YFF2az00|
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7FF3@ZES)
7FF3@2ES)
TFF2a2E7|
TFF2@2E9|
FFFI@ZEE|
PFF9a2ED)|
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Dump - TFFI0000, TFFOSFFF

ACD BYTE PTR DS:CEDXI,EBL

LOCK JG SHORT 7FF9@234

CMP ERR, B2C234C6RG

IMC EAX

JME SHORT TRFOGZ4E

LODS BYTE PTR DS:[ESTI

AOC AL, BxFA

FOP EDI

TEST BYTE PTR DS:[EAX+@n221,0H
IMC BYTE FPTR DS:[EDI]

AOC DWORD PTR DS: [ESI+Bx3F54E8E7 ], —Bx4R
ETC

FUSHAD

ACOD OL, AL

LOOPOME SHORT FFF2E3L7

SBB ESI,OWORD FTR DS: [EAX+@x204E202E]
FOP ECH

coR

COe

HCHGE EAX,EDT

MOU ECX, BxEI900EFQ

QOUTS DR, OWORD PTR ES: [EDIT

JMP SHORT PRF98268

HLAT BYTE PTR ES: [EBX+AL]

POP S5

JMP FAR DCEZ2: PARA1E0G

PUSHFD

HLT

AOC DH,BYTE PTR DS:[EDI+EDX#21
QuTS DX,BYTE PTR ES:[EDI]

IMC EBX

FCOM QUORD PTR DS: [EAX+ERE@E139C2]
JMZ SHORT PRFOGZAS

CHEC

HCHG ERX, EST

FOP ES

FUSH ERX

MOU AL, BYTE PTR DS:[EAX]

HOR BYTE PTR DS: [EAX-8:1F1.EL
JL SHORT FFF2820F

HCHGE EH,OL

INC EDT

DEC EBP

AMD ERR, BuE3120932

SBE ECR,OWORD PTR DS:[ERXI

HMUL BYTE PTR DS:CEDX1

JLE SHORT PFF9835A

OR AL,@u32

IN AL, 6u1E

0OR DWORD PTR OS: CEBX+@x3E1, Bx7C

===

LOCK prefix is not allowed

Superf luous prefix

Ir0 command

Modification of segment register
Far jump

Privileged conmand

100 command

Modification of segment register

10 command

We also notice that the code starting from the entry point of the executable was modified, which reminds us of

Process Hollowing/ RunPE techniques.
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Offset Mame Yalue Value
108 Magic 108 MT32
104 Linker Ver. (Major) 6
10B Linker Ver. (Minor) 0
10C Size of Code 7000
110 Size of Initialized Data 10000
114 Size of Uninitialized Data 0
118 Entry Paoint 7198
11C Base of Code 10040
120 Base of Data &000
124 Image Base 400000
128 Section Alignment 1000
12C File Alignment 1000
130 05 Ver. (Major) 4 Windows 95 7 NT 4.0
132 05 Ver. (Minor) 0
134 Image Ver. (Major) 0
136 Image Ver. (Minor) i
138 Subsystern Ver. (Major) 4
13A Subsystern Ver. Mineor) ]
13 Win32 Version Value 0
After Before
I - 5 PUSH EBF ]
. GO0 ADD BYTE PTR DS:CEAX].AL
. Baaa ADD BYTE PTR DS:[EAX],AL
. G0a ADD BYTE PTR DS:[ERAX].AL
SF IAnuteeareral Lagiten 2 eoas ADD BYTE PTR DS:CEAXI. AL
7 6000 ADD BYTE PTR DS: [ERX].AL
7 8000 ADD BYTE PTR DS:[EAX].AL
T 00a0 RADD BYTE PTR DS: [ERXI1.AL
- B0Be ADD BYTE PTR DS:[EAX],.AL
7 2008 ADD BYTE FTR DS: [EAXK].AL
T 000 ADD BYTE PTR DS: [EAX].AL
. Do0g ADD BYTE PTR DS: [EAK].AL
? a0o0 ADD BYTE PTR DS: [EAX]1,AL
T Deag ADD BYTE PTR DS:C[EAX],.AL
r rt.. _3€t_app_type ? 20080 ADD BYTE PTR DS:[EAX],.AL
-« D20 ADD BYTE PTR DS: [EAX]I,AL
T oo RADD BYTE PTR DS:[ERAX],.AL
S aEAld. BA4ATEDE . 2228 ADD BYTE PTR DS:[EAX],.AL
s . eoae ADD BYTE PTR DS:L[EAXJ,AL
7 20ea ADD BYTE PTR DS:[EAX]1,.AL
CALL DWORD 7 2eoo ADD BYTE PTR DS:[EAX1, AL
DB F 7 o200 ADD BYTE PTR DS: [EAX],AL
cHaR ? oooa ADD BYTE PTR DS:(EAXI, AL
7 eo0e ADD BYTE PTR DS:[EAX],.AL
T e0ae ADD BYTE PTR DS:[EAX].AL
T o002 ADD BYTE PTR DS:[EAX],AL
. 228 ADD BYTE PTR DS:[ERX].AL
? G000 ADD BYTE PTR DS:[EAX]1.AL
fd 7 o080 ADD BYTE PTR DS:[EAX],AL
T G000 ADD BYTE PTR DS:[EAX].AL
° o668 ADD BYTE PTR DS: [EAX],AL
7 a0 RADD BYTE PTR DS: [ERX].AL
? 60068 ADD BYTE PTR DS:[EAX].AL
. G08a ADD BYTE PTR DS: [ERAX].AL
Tt 7 ooas ADD BYTE PTR DS:C(EAX].AL
T 0008 ADD BYTE PTR DS:[EARXI.AL
. D080 ADD BYTE PTR DS: [ERAX].AL
71 T 2000 ADD BYTE PTR DS:(EAXKI].AL
a84a871E2 T 0000 RDD BYTE PTR DS: [ERX],AL
ITIEE| . 900 ADD BYTE PTR DS:CEAXKI.AL
. Boo0 ADD BYTE PTR DS:[EAX].AL
7 o0 RODD BYTE PTR DS: [EAXI,AL
7 2000 FIDD_?YTE PTR DS:[EAX],.AL

RunPE techniques are designed to evade AV mitigation methods.

Here are RunPE characteristics, as described in an Andromeda Bot Analysis by Infosec Institute:

e Unpack or decrypt the original EXE file in memory.

e Call CreateProcess on a target EXE using the CREATE_SUSPENDED flag. This maps the executable into
memory and it’s ready to execute, but the entry point hasn’t executed yet.

e Next, Call GetThreadContext on the main thread of the newly created process. The returned thread context

will have the state of all general-purpose registers. The EBX register holds a pointer to the Process
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Environment Block (PEB), and the EAX register holds a pointer to the entry point of the innocent
application. In the PEB structure, at an offset of eight bytes, is the base address of the process image.

o Call NtUnmapViewOfSection to unmap and free up the virtual address space used by the new process.

e Call VirtualAllocEx to re-allocate the memory in the process’ address space to the correct size (the size of
the new EXE).

e Call WriteProcessMemory to write the PE headers and each section of the new EXE (unpacked in Step 1)
to the virtual address location they expect to be (calling VirtualProtextEx to set the protection flags that
each section needs).

e The loader writes the new base address into the PEB and calls SetThreadContext to point EAX to the new
entry point.

 Finally, the loader resumes the main thread of the target process with ResumeThread and the windows PE

loader will do its magic. The executable is now mapped into memory without ever touching the disk.

Also in our case, the packer decrypts the executable memory space and replaces previously encrypted memory

with the functional code. The packer also updates the entry point to the new functional code start.

Forensic analysts will usually stop at this stage and dump the first layer decrypted code for further static analysis

using different tools like IDA.

Based on the resemblance to RunPE methodology, we will execute the malware again, although now we set a
breakpoint on VirtualAlloc functions (used to allocate memory). Other similar functions are VirtualAlloc,
Virtual AllocEx, or ZwAllocateVirtualMemory — also part of the Process Hollowing/RunPE method) called to

reserve some RWX memory.

We get the VirtualAlloc function from PEB->Kernel32.EAT

i =]
aaue25a6
88482506 loc_4825A6: DE
A4 BA25A6 mov ecx, 38h
aa4825AB push duord ptr fs:[ecx] ; Get a pointer to PEB
B84825AE pop [ebp+uar 8]
88482581 mov eax, [ebp+var_ 8]
80402584 mov edx, 8000083FH
88482589 mov eax, [eax+BCh] ; Get PEB->1ldr
804825BC add eax, 14h ; PEB_LDR_DATA.InHemoryOrderList.Flink
884825BF mov [ebp+var C], eax
884825C2 mov ecx, [eax]
484025C4 mov [ebp+uar_4], ecx
lall s 5=
08482567
804025C7 loc_A4825C7:
B804 B25C7 lea ecx, [edx+edx]
884825CA shl edx, cl
B84 B25CC lea eax, [edx+13]
A04A25CF mou esi, eax
884682501 mov ecx, eax
88482503 shl esi, cl
084825D5 sub eax, esi
88402507 lea ecx, [eax-2ah]
B04B25DA test BCX, ECH
8e4825DC jz short loc_4825E3
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SEFF MOL EDI, EDT UirtualAl loc
TETETAEL| ES FUSH EBF

TETETAGZ| BEEC MOV EBF, ESF

FSTETAGA| FFPE 14 PUSH DWORD FTR S8:[EBP+Gu14]
FSTEFAET| FFFS 1@ PUSH DWORD PTR S5:[EBP+@x18]
PSTSTABA| FFPES GC PUSH DWORD FTR S5: [EBF+BuC]
FEPEFAED| FFPES B3 PUSH DWORD FTR S5:[EEP+@u2]
FETEFALE| &R FF FUSH =81

FETEFALZ| ES ALFFFFFF CALL KernelBa.lUirtualAllacEx
FEFEFALT| ED FOF EEF

_ C2 @8 RETH Bxig

FEFEFHIRD 2N ARAEAAT AR MR FOX. A= BARA

BE4EZEEF [FCALL to WirtualAlloc

BEEEEEEES (| Address = HULL

BEEAZ0OEA|| Size = 20EA (11754.1

HEBa1Eaaa| | AL lacat ionTupe = MEM_COMMIT
BRERAE4atRProtect = PRGE_EXECUTE_REAOWRITE
TrEvEaEd| kerne 132, PTAVEOGEE

E2FAFBOF

| BA12FCOE
=1 oE1 2FCoc
ARl 2FCER
BA1ZFCE4S
BE12FCER
BEA1ZFCEC

After identifying the RWE buffer address, we set a memory breakpoint on write to this buffer -> the written code

is actually the unpacker/decode function.
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Mg ] P9
AE4E1592
AR481594
AE4E1597
AE4E1599
@E4a153E §

EE4E 1 EOF
BE4E15A1
BE4E15AS
ER4E1EAS
AE4E15AS
GE4E15AA
BE4E1SAC
BE4E1SAF
BE4E15E1
BE4E15ES
BE4E15ES
ER4E1 RS
AE4615EA
BE4E15E0
BE4E1SEF
BE4E1501
BE4E150T
BE4E 1505
BE4E150S
ER4E1E0E
AE4E15C0
BE4E150F
AE4E1501
BE4E1504
BE4E1505
BE4E 1505
@E4E150A
ER4E 100
AE46150E
BE4E15ER
YBR4015ES
BE4E15ES
BE4E15ES
BE4E15ES
BE4E15ER
ER461SER
AE4615EE
BE4E15F4
BE4E1EFE
BE4E15FS
BE4615FE
BE4E15FD
BE4E1EE
ER4E 1562
AE4E1 665
BE4E 1 SET
BE4E1EES
BE4E 1 SHE
EE4E1511
AE4E1614
BE4E1E1E
ER4E161S
AE4E161E
GE4E1510
BE4E1EEE
BEdE162S
BE4E1525
BE4E1EET
EEdE1E2T
GR4E162E

. SEllF
et d BE
. 20acia
. 2301

> BBCE

S e el

. 8Dsciz e |

22CA
. BBC1
. 2BDE
. B3F2 27
e rd BY
. BBCE
. B3F1 37
. BEDZ
» BRCE
. 83E1 DC
. D3Fe
. 2BDE
» BFAFD=
. BEDZ2
e rd @Y
. SBCE
. B3F1 CC
. D3F=
» BDACLE
. BECS
werd @Y
. BBDZ2
. BEF2
220AR
> 2BDA
. BBCE
. D3FR
. Bz0a8
. BBC3
. B3F8
. BEDE
. SB4E
. 4B
. 47
. 4E
. 2945
. TEFES
» BRC2
. Froe
. CLlEB
. 2BCZ2
. 20acca
. D3FR
. 204B 26
. BECE
e rd HE
. BR C1FFFFFF
» 20B45E
. 20B4CH
. DIEB
e rd BE
. 208cC1A
. BBD1
> Bha4cz
. 20a4cH
. DIEB
. 2BCZ2
e rd @Y
. BBCE
-_s23EL g2

20

21

14

14
DAFEFFFF

Gz
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May BYIe FIE WUs: LEUL D, BL

JE SHORT Vb4EcAld.BR4E1599

LEA ECH,DWORD PTE DS: CERA+EDH]
AMD EDM, ECH

MOL ECK, EAX

HSOR ECH, EDE

0OF ER#,ECH

MO EDs, ERE

H0R EDM, Bn 27

JE SHORT Fb45cAl4.B804815B81

MO ECH,EE=

#0R ECHK, B2 37

0OF EEB®,ECH

MOU ECH, ERs

AMO ECH, B=FFFFFFDC

SAR ERX, CL

MOL ED, ERE

IMUL ED¥,EBH

TEST EDx,EDH

JE SHORT FbdSchld.BRd4@1sCcs

MO ECH, ER®

#“OR ECH, B2FFFFFFCC

SAR ERX, CL

LEA ECH,0WORD FTR DS: [EBX+EBX]
TEST ECX,ECH

JE SHORT Fbd45chl4.B8R481508

MO ED, EER

A0R EDR, Be2C

ArMD EB#X, EDE

MOL ED-, ERS

MOW ECH, EE®

SAR EDs, CL

AOD ED, EAX

MOW ERRK, EER

HSO0R ERAK, G221

0OF ED=,ERX

MO ERK, DWORD FPTR S5: LEBP+Ex5141]
OEC EE=X

IMC EDI

DEC ER=

MO DWORD PTR SS:[EEP+E4141,ERH
JHE Fbd45cEl4d. 884014CE

MO ERRX, ED

HEG ER=X

SHL ERR,B:Z2

SLE ERHX, EDR

LER ECH,DWORD FPTRE DS5: LERA+ER=#S]
SAR EDs, CL

LER ECH,DWORD PTR DS:[EBX+BE:251]
TEST ECH,ECH

JE SHORT YbdSchld.BR48186E

MOL EDM, —B=3F

LEAR ERRX,DOWORD FPTR DS5: CEBA+EE=®#21]
LEA ERX,DOWORD PTRE DS: [ERX+ERX#Z]
SHL ERA, 1

JE SHORT vbdEcAld.@ad4aialn

LER ECH,DWORD PTRE DS:[EDX+EEX]
0OF ED#,ECH

LERA ERX,DWORD PTR DS: [EDS+ED:#21]
LEA ERX,DWORD PTRE DS:[ERS+ER=#Z]
SHL ERH, 1

SLE ERX, EDS

JE SHORT FbdScAld.BRd4@l1s3a@

MO ECH, EBX

QM0 ECH, Ax 32

After the unpacking function finishes execution, its execution is redirected to the first shellcode:

EAX address shellcode start = 0x003D0000
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BRE4EZAES| . 6% F1Z@4604 FUSH 7b45cEld. Ba4@2EF 1 + | Regaisters (30Hc

BH4BEBEHI . Al &8IE4B880 HDU EHH.DNDRD FTR DO5: [Br4B89E6H] 'EEQ'EEEEEEEE__
i PEEHI ECK BBDEEERD

Bad4Ez2aFe) . C3 RETH unpacking shellzode ED: FFFFFFSE

BE4Ez2EFl] . EE FOF ESI EEX BEMEEEEA

Bo482aF2| . C3 RETH ESP 0Bi2FCD4

Address |Hex dump Dizassembly Comment

BEz0@EaE| FrO9 HEG ECH

HE300EEZ2 | &2 S1ZBEEZS FUSH Buz9EEZBZ1

BE30REET| &BCE VO IMUL ERX,ERX,B:7H

HE300E6A| ..EB 82 JMP SHORT B03DanEE

HEZ0AEEC] BE ARGE1IZC MO EBX, Br2C1965AR

‘BE300Ell| Bo0E ADOD BYTE PTR DS:LCEARX].AL

HE30RE13) a10F AOD EDI,EBX

HEZ0RELIE] B9 ZE3008800 MO ECH, Br 35

HE300E1A| .EE B1 JMP SHORT @e@30anin

BE30RE1c|) VA ES JPE SHORT A@30a0Es

bE30RE1E] @108 ADOD DWORD PTR D5:CEAXI, ERE

BE30EE2E) BEEE ADD BYTE PTR DS:[CEAX].AL

JBez0aEz:s) 92 #wCHGE ERX,EDR

HEI0EEZE) BE 20008800 MO ERX, BH2E

HE30@E2) 2332024 85 SUB OWORD PTR S5:LESFI1, -B=7FE

HEZ0REZC] B E00EEa0 AODO ERX, B=E9

BE30@E31| 8302 27 AOC EDX, 8127

HEZ0EEZ4) ER BAEEEEEEH CALL @aznaad4:3

BE30EE39]) 390F Mow EDI,EBEX

HEZ0EE3E | ED 2D1E8BEEH JMP B8301E&D

RAINARAR]  22ne 78 anr FOY Ao 7R

From inside the shellcode, VirtualAlloc is called again. We set a memory breakpoint on write to the new buffer

one more time, get a new PE and are redirected to a second shellcode, the unpacked PE.

From this stage on, we get the regular Andromeda Loader which is described in detail by the Avast Threat

Intelligence Team.

Conclusion

This article describes a single custom packer for Andromeda, one of the most popular malware delivery
frameworks. Packers are a major concern for current security solutions. Packers allow attackers to penetrate

network solutions, file scanning solutions and, in many cases, behavior or Al based solutions.

The use of custom packers will only increase, as will the need for in-memory solutions that can block these types

of attacks.

A number of popular sandbox dynamic scanning services have some basic in-memory defenses, however these

impose severe performance penalties. Moreover, they frequently are not even effective as many packers, such as

in our case, include techniques to identify sandbox environments. Morphisec’s Moving Target Defense based
technology wins the malware packer battle without monitoring, hooking or using any other methods that affect

endpoint performance.

Hash: 7b45c0141ccal6fc14d4c81c653d4f22eb282cbbc4f913c9e830acf6e9d12b86
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