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Maze Ransomware
Aliases: Maze Locker, MazeLocker, ChaCha, ChaChaLocker

Maze Doxware

(¢ poBabIMK-BbIMOraTe/ib, My0JIMKaTop) (IePBOUCTOYHHK)

Translation into English

OTOT KPHUITTO-BbIMOTaTe b IHU(PYeT JaHHbIe OH3HeC-TI0/Ib30BaTe el U KoMIaHui ¢ momorgpio RSA + ChaCha20,
a 3arem TpebyeT BLIKyT B # BTC, uToObI BepHYTh (aiinbl. OpuriHaabHOe Ha3BaHUe: B 3alTHCKe He YKa3aHo.
Xaxkepri-BeiMorarenn: Twisted Spider Extortion Group. Cpeau BeIMoraresieii eCTh rpakZjaHe YKpauHbI, 110

JIPYTUM JJAaHHBIM 3TO MeX/yHapo/{Hasl XaKepCKasi TpyTra.

CMoTtpuTe BH/i€00030p >>

Brimorarenu, pacripoctpassitoiiie Maze, MOTYT ITyO/IMKOBaTh YKpa/leHHbIe JaHHbIe C Le/bl0 YCUIeHNs AaBIeHust
Ha >KepTBY (OTCIO/Ia IOTIO/THUTEIbHOE Ha3BaHWe — My6sMKaTop). [I7isi 3TOro ornepaTophbl-BbIMOTaTed HaYUHAKT
KpaXKy ZIAHHBIX ellé repe mudpoBaHreM (HaiyioB ¢ TOMOIIBI0 MTPOrpaMMHbIX cpefcTB (doxware). O6 3THX

aKIUSIX BEIMOTaTeseli coobimjanocs B CMU.

O0OHapyXeHHA:

DrWeb -> Trojan.Siggen8.29003, Trojan.Encoder.30067

Bitdefender -> Gen:Heur.Ransom.Imps.1, Trojan.GenericKD.32704232
Malwarebytes -> Ransom.Maze

Symantec -> Trojan.Gen.MBT

VBA32 -> BScope.Trojan.Wacatac

© I'eneanorus: Maze > Sekhmet > Egregor
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OpurrHaneHbli gorotun Maze Ransomware

OTHMOIOTUSA HAa3BaHUA:

B panHMX BapuaHTax He ObIJIO HUKAKOTO Ha3BaHWsI, IOTOMY MbI HCIO/Ib30Ba/Iu XapakrepHoe ¢yioBo ChaCha aist
Ha3BaHUSA U cTaThi. He ObUIO HUKAKOT0O M300pakeHus, 3aMeHsroliee 00ou Pabouero ctosa, a B html-3ammcke
BMECTO Ha3BaHUs ObIJIO HEUTO, cooOIIarolee 0 CHCTEMHOM ommmbKe: 66+H0-SY-STEMFAH-URE-6610: VmenHo
Tak, 3auepkHyTo. Ha3BaHue Ha W300paykeHHH, 3aMeHsIIoIeM 000U, TIOIBUIOCH B KOHI[e Mast 2019, B 60/iee HOBBIX

BapHUAHTAX.

K 3ammdpoBanabM (aiinam gobaensieTcs pacimpenue: .<random4-7>

[Tpumeps! APYTUX pacIIupeHUH:
.rCO0syGH

.DLIfZE

.LKc07P

JFBrRDWC

.t6brFnQ

.0HOgD

MINW

ITpu atom, Ha ofHOM ITK MOTyT 106aB/IATECS pa3Hble pacUIMpeHus K pasHbIM (aiinam. TIpUHLKIT Takoi

3dBHCHMMOCTH T1I0Ka HesCeH.

Kpome Toro, B koHer] 3amm¢ppoBaHHBIX (aiinos gobasssieTcs Mapkep ¢arinos: 0x66116166

OTO BUIHO Ha CKPHUHIIIOTaX HIKE, [7e TOT MapKep TIPUCYTCTBYET B pa3HbIX (atinax u3 pasHeix [1K. Bo3MokHO,

UTO 3TO M3MEHHUTCs I103’Ke, HO Ha MOMEHT HallMCaHHWs CTaTbU U HY6J'[I/IKaL[I/II/I 3TO (baKT.
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OBHI/IMaHI/IE! Hogrle paciirpeHud, email u TeKCThI O BBIKYTI€ MOXXHO HaWTH B KOHILIe CTaTbH, B 0OHOBJIEHUSIX.

Tam MOryT OBITh pa3/inuud C repBoHa4d/IbHbIM BaApDUAHTOM.

AKTHBHOCTb 3TOTO KPUITO-BBIMOTaTe IS PHUILLIACh Ha MepByo nojoBuHy Masi 2019 r. OprueHTHPOBaH Ha
AHIVIOSI3bIYHBIX T10/Tb30BaTeseH, UTO He MelllaeT PaClpOCTPAHSTh ero Mo BceMy MUDY. [1epBbie MoCTpa/iaBIiive

6butn u3 CIIA, fase CIIMCOK CTpaH PacIIMPHIICS.
LeneBbie oTpaciu:

AxkazneMuueckast

ABuariys

OHeprusa

®PHHAHCOBBIE YCIYTH
[IpaBUTenbCTBO

34paBooXpaHeHue

[TpousBogcTBO

CpejcTBa MaccoBoit UHGOpMaLn
Po3HnuHas Toprosis
TenekoMMyHUKaLIU

TexHosornu

ABTOMOOU/IBHAS TPOMBILIIEHHOCTD

Y TIpoumue.
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3armcka c TpeboBanveM BeiKyTia Ha3biBaeTcsi: DECRYPT-FILES.html

i LT (bl

=

Copiep)xaHue 3aMMCKH 0 BbIKYIIe:
0010 SYSTEM FAILURE 0010

S sfe >t ok S 3fe sfe ok S sfe > ok e Sfe sfe sk e sfe s ok ke Sfe sfe sk Sk e sk

Attention! Your documents, photos, databases, and other important files have been encrypted!

ke SRk k SRk k SRSk sk

The only way to decrypt your files, is to buy the private key from us.

You can decrypt one of your files for free, as a proof that we have the method to decrypt the rest of your data.
In order to receive the private key contact us via email:

getmyfilesback@airmail.cc

Remember to hurry up, as your email address may not be avaliable for very long.

Buying the key immediatly will guarantee that 100% of your files will be restored.

Below you will see a big base64 blob, you will need to email us and copy this blob to us.

you can click on it, and it will be copied into the clipboard.

If you have troubles copying it, just send us the file you are currently reading, as an attachment.
Base64:

M1ihultJFJtvKrKaMGxt1UtaJoSTHISdL A***

KpaCHbIM BblZle/IeHbI CJI0Ba C OLIMOKaMH.

ITepeBop 3anycKy Ha PyCCKMIl SI3BIK:
0010 SYSTEM FAILURE 0010

St sfe >t ok S 3fe sfe ok S sfe > ok e sfe sfe sk e sfe s ok ke Sfe sfe sk Sk e sk

BHumanue! Bamm goKyMeHTbI, poTo, 6a3bl JaHHBIX U IPyTHe BakHble (aiibl 3amrdpoBaHbl!

ke SRSk ok SRSk ok k3 sk

EuHCTBeHHBIN criocob pacumdpoBaThb Baliy (aiisibl - 3TO KYMUTh Y HAaC 3aKPBITBIN KITFOU.

Br1 MoxeTe GecriyiaTHO pacivrdpoBaTh OAWH M3 Ballkx (aiiyioB B J0Ka3aTeabCTBO, UTO Y HAaC eCTh MeTOZ, /ISt
pacun(poOBKY OCTaIbHBIX BALIMX [JAHHBIX.

YT0O6BI MOYYUTE 3aKPBITHIN KJIF0Y, KOHTAKT C HaMH 110 email:

getmyfilesback@airmail.cc
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He 3a0ypTe motoponuThes, T.K. Ball email-azpec MokeT He OyZeT ZOCTYIIEH ZOMTO.

I[TokyTiKa K/Ttoua HeMe/IeHHO rapaHTupyert, uto 100% Bammx (aityioB OyayT BOCCTaHOB/EHBL.

Hwke BB yBuanTe 60s1B1110# 6106 base64, Bam Hy>KHO OyzieT HamvcaTb HaM Ha email ¥ ckomMpoBaTh 3TOT 6710K B
MIFCBMO.

BbI MO)XeTe Ha)kaTh Ha Hero, ¥ OH OyzieT ckorvpoBaHa B 6ydep obmeHa.

Ecmu y Bac BO3HUK/IM ITPO0O/IEMBI C KOITMPOBAHKUEM, ITPOCTO OTIIPaBbTe HaM (akisl, KOTOPBIi Bbl ceifyac unTaere, B
BH/Ie BJIO’KEHHUSI.

Base64:

M1ihultJFJtvKrKaMGxt1UtaJoSTHISdL A***

[pyrum nH(OPMaTopOM >KepTBBI BBICTYTIAeT H300pakeHHe, 3aMeHsitolee o6ou Pabouero crosna.
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PacrnipocTpansieTcs ¢ oMol Habopa 3kcrnoiito Fallout uepes ¢anbumseiii caiit Abra, BoijaBast cebs 3a
MpU/IOXKeHUe 1711 0OMeHa KPUIITOBa/IOThl. JTOT CAUT CO3ZiaH /ISl TOro, YToObl BblaBarh cebsi 3a pek1aMozaress U
TMOKYyTaTh TpahyK B PeK/IaMHbIX ceTsx. IToceTnTenu 3Toro caifta OyyT NepeHarpaB/ieHbl Ha ClIeldaIbHYo

CTpaHULly, HAUMHEHHYI0 HaOOPOB IKCIJIOMNTOB, KOTOPbIe CPabaThIBAKOT MPU OMPe/e/IeHHbIX YCIOBUSIX.

Mo)KeT Takke pacripoCTpaHsThCS MyTEéM B3/ioMa uepe3 He3alluileHHY0 KoHurypauuto RDP, ¢ momotisto email-
CriaMa U BPeIOHOCHBIX B/IOYKEHHM, 0OMaHHBIX 3arpy30K, O0THETOB, IPYTHUX dKCIVIOUTOB, BeO-UHKEKTOB,
(banbLUIMBBIX 0OHOBJIEHU, TEPETIAKOBAHHBIX U 3aPaXKEHHBIX UHCTALIATOPOB. CM. Takke "OCHOBHBIE CIIOCOObI

pacIpoCcTpaHeHust KPUIITOBbIMOTaTesIei" Ha BBO/IHOM CTpaHuIie biiora.

OHY}KHO BCeryla MCT0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3aluTy!!!

Ecru Bl ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIiToi Kinacca Internet Security nimm Total Security, To

x0Ts1 OBI fleiaiiTe pe3epBHOE KOMMMPOBAaHUE BaXKHBIX (haityio 1o Metoxy 3-2-1.

» Jtot Ransomware ornpezensiet Tur [TK (ZoMaiiHuii KOMITbroTep, pabouast CTaHLIUsI, KOHTPOJIIEp JIOMEH,
CepBepoM | TIp.), a 3aTeM I0Ka3bIBaeT COOTBETCTBYHOLIYIO CYMMY BBIKYTIa, B TEKCTe KOTOPOTo OyZieT UCTo/b30BaHa
OfiHa W3 CJIeAYIOLIUX CTPOK:

standalone server

server in corporate network

workstation in corporate network

home computer

primary domain controller

backup server

very valuable for you

» UAC He 06xoqut. TpebyeTcs pa3peliieHre Ha 3amycK.
» I1IncpoBanbllyK MbITATCS NOAKIOUNTLCS K 15 caiitam (ciyuaiinele URL-agpeca) no IP-azpecy, KoTopblit

HauuHaetcs ¢ 92. CalTbl MOTYT OTHOCUTBCS K pa3HbIM cTpaHaM. CM. CITMCOK HIDKe.

[ Progress Telerk Fiddler Web Debugger - ERFiddle v.0556
File Edit Rules Tools View Help Links

# Resut  Protocol Host URL Body Caching  Content-Type Process Comments  Custo
AT 93 = L. 1245 text/html maze.bin: 4436

0 w4 HP m textm
A fitml
Au s wTe
2

131 textfheml

E 14
B3 302 138 texthtrl

HIP
G4 32 HIP 9263.17.245 [rod=S1aday b, 18 texthoml 4436
€pis 0 HTP 92.63.17.245:5000 Jrod=518dax =] =vyp47aopb. 7662 nostore texthtnl; .. maze.bin: 4436
A 5w 92.63.32.55 166 textfhtml 14436
A w4 e 92.63.11.151 125 et
@ w4 b 92631943 512 nocac.. texthiml;
Aw w4 e 263158 78 textihoml
An  @¢ WP 9263.20.137 | 35 et
Bz ;1 we 9263.32.57 0 texthim; ..
&2z a0 P Tunne ]
Az @ wme 92563155 178 textphiml
A2 w4 wE 92.63.11.151 1,245 textfhtml
Ax w4 uTP 92.63.32.52 210 texthtm; c...
el

A 04 92.63. count/sepa/tamnksuk. shimi?. 300 text/html; c...
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» JIpyrue JeCTPyKTUBHbIE /1eHCTBUS:
Coszaet daiinibl ¥ U3MeHsieT cepTU(UKaThI B KaTasiore Windows.
3anuceiBaeT (haiisibl B anky aBrosarpysku Word u MeHto [Tyck.

V3mensieT ¢aitsipl B manke pacmipenuss Chrome v uuTaeT KyKu, BUAUMO C LIeJIbI0 KPaXKU JIMUHBIX JAHHBIX.

» TlopkirouaeTcs K cepBepy 6e3 IMeHH XOCTa.

» ['pymma, cToslas 3a paclpocTpaHeHreM Maze v aTakamu, He THYLIAeTCs J0KCUHIOM, T.e. C LieJIbl0 JaB/eHus
Ha )KePTB yrpoXkaeM UM 0OHapofioBaHueM B VIHTepHeTe MOXUILeHHON UH(POPMAL|HY, eC/TH He Oy/IeT BbiliaueH

BBIKYTI.

> 3aHp0FpaMMI/Ip0BaH TdK, UTO IIPOBEPAT A3bIK, HCHOHL3YEMbIﬁ B KOMITBIOTEDE U €CJIN 3TOT A3bIK HAXOAUTCS B

6eoM cTICKe, TO IU(POBaHe He TTPOU3BOJUTCS.

_ Code Language
Ox418 Rusiian
Oxd22 Ukrainian
[oxa23 | Belarusian
[axaza | Tajik
[oxaze [ rmenian
| Oxd2C | Azeri (Latin alghabet)
| 0x437 | Georgian
Ox43F Kazakh
| wasn | Kyrgyz
:ﬂ:ﬂﬂ Turkmen
| D43 | Uzbek {Latin alphabet)
| Dxddd | Tatar
(B2 Azeri (Cyrillic alphabet)
[ oxaa3 | Uzbek {Cyrillic zlphabet)
[axre1n | serbian
[ax1c1a | Serbian [Bosnia and Herzegovina
Cyrillic alphabet)
[oxoE1A | $erbian [Latin alphabet]

B 3TOM CrivcKe: pyCCKUH, YKPaUHCKUM, O6e10pyCCKUM, Ta/PKUKCKUH, apMSHCKUH, a3epbaii/PKaHCKUi (JIaTUHULA,
KUPW/UIHIIA), TPY3UHCKUH, Ka3aXCKUH, KUPTU3CKUH, TYPKMEHCKUH, y30eKCKUi (JIaTHHML]A, KHPUJUTUILIA),

TaTapCcKuii, cepOCKUi (JIaTUHUIIA, KUPUJUTHLIA) U 60 CHUHCKHH.

Crucok ¢ail/1oBbIX paclIMpeHuil, NoBepraniuxcsa MuppoBaHUIO:
310 gokymenTsl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, hoTorpaduu, Mys3bika, BUIEO,

(haiisbl 06pa30B, apXUBbI U TIP.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEisXAxz3ioNkbZ8uOfEU985hLqP0MI3VG6JU0cLZEXHPym0v7YSqFseAHtJHw9QbbbW5b4PGi116plZB85pIrZwBcVspzfLeOgnBc-7CQA5q1yUplqcCPFF1ivdKKCnPTFXk9CFLL8yNj0/s1600/Screenshot_2.png
https://id-ransomware.blogspot.com/2016/06/blog-post.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgc4aQjMzGs1BwBmTPsaZ1x5rPTUic5fnyEoGz9PwcE_pnVwawnNoVRV85xZ1Lp9QKst6sA8pRWwnhFoKwNo97k1VZVExPV1TzdagGOfoqpO8vwkVsSc5sgtzNPtncFJGfl_lW8BrKTzRo/s1600/maze-lang.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgc4aQjMzGs1BwBmTPsaZ1x5rPTUic5fnyEoGz9PwcE_pnVwawnNoVRV85xZ1Lp9QKst6sA8pRWwnhFoKwNo97k1VZVExPV1TzdagGOfoqpO8vwkVsSc5sgtzNPtncFJGfl_lW8BrKTzRo/s1600/maze-lang.png

https://id-ransomware.blogspot.com /2019 /05 /chacha-ransomware.htm|

daiiel, CBA3aHHbIE € 3TUM Ransomware:
DECRYPT-FILES.html
foo.dat

<random>.exe - c/lyualiHOe Ha3BaHUEe BPeJJOHOCHOTO (aiiia

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->
%ProgramData%\foo.dat

3anucu peecTpa, CBA3daHHbIE C 3 TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble NMOJK/TIOUEHNS U CBSA3U:

Email: getmyfilesback@airmail.cc

BTC: -

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

CM. HUXKe pe3y/bTaThl aHaIn30B.

Pe3y/bTaThl aHA/TH30B:
@ Hybrid analysis >>

Z VirusTotal analysis >> VT>>

# Intezer analysis >>
X VMRay analysis >> VMR>>

() VirusBay samples >>

/A MalShare samples >>

2 ANY.RUN analysis >>

% AlienVault analysis >>

%] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: BbICOKAS.

IMonpo6HbIe CBesleHNs1 COOMPAIOTCS PETYIISIPHO.

=== UICTOPUSA CEMENCTBA === HISTORY OF FAMILY ===

Maze Ransomware - Ma#i 2019 - Host6ps 2020

Sekhmet Ransomware - mapt 2020 - okTs16ps 2020
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https://www.virustotal.com/gui/file/3885589a3c94d0475a6d994e4644e682f4cff93f8b4d65f37508ffe706861363/detection
https://www.virustotal.com/gui/file/2d2eebc4d408c5f261c8cd130246bca1736376a5b434f422033ff02566354da6/detection
https://analyze.intezer.com/#/analyses/6dbf03e6-4172-45b3-aeb9-29c6f696b245
https://www.vmray.com/analyses/3885589a3c94/report/overview.html
https://www.vmray.com/analyses/2d2eebc4d408/report/overview.html

https://id-ransomware.blogspot.com /2019 /05 /chacha-ransomware.htm|

Egregor Ransomware - ceHtsi6pb 2020 - deBpanb 2021

=== BJIOK OBHOBJ/IEHUMH === BLOCK OF UPDATES ===

OouoB1enue ot 14-15 mas 2019:

Iloct B TBUTTEpPE >>

Pacmmipenue: .<random{4-7}>

3armucka: DECRYPT-FILES.html

Pesynwrartel aHanusos: VI + VMR

Taxke HCII0/IBb3yeT 1/1306pa>1<eH1/1e, 3aMeHsdmoiiee ob6ou Pabouero crora.

B TexcT 3anmcku ,L[06aBJ'[${6TCH M4 I10/Ib30BaTesid.

Oo0OHoBJ1eHHe oT 29 mas 2019:

IToct B TBUTTEpPE >>

CamoHa3BaHue: Maze Ransomware

Pacmupenue: .<random{4-7}>
Email: koreadec@tutanota.com

vourrealdecrypt@airmail.cc

Page 9 of 21


https://twitter.com/GrujaRS/status/1128414143269224450
https://www.virustotal.com/gui/file/3885589a3c94d0475a6d994e4644e682f4cff93f8b4d65f37508ffe706861363/detection
https://www.vmray.com/analyses/3885589a3c94/report/overview.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEincy2xzDzBKs-hT9QkBnC7AyOiaODZYWOm2aJH1jrfrmfj_vIFUje9Y9E3wv1zxMBs3iuwNtaesQ8I0WKK1TVOtJIEc91Uf5PNgeRGR_JImkDKmU7bneWb0DMFHi17TuFi6MIDObqytVk/s1600/note-14-5-19.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEincy2xzDzBKs-hT9QkBnC7AyOiaODZYWOm2aJH1jrfrmfj_vIFUje9Y9E3wv1zxMBs3iuwNtaesQ8I0WKK1TVOtJIEc91Uf5PNgeRGR_JImkDKmU7bneWb0DMFHi17TuFi6MIDObqytVk/s1600/note-14-5-19.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgjjxOMoN8JKK7ZIAUHCzS5vGDS-VJz3OxlHmMNdWxeq25JinGY7LyArDZfb1jcWqu3gjnjZcM-5VBw72PPZf0wGLYMC3l7HmYQSKfGAvTCNKZ7EmHRIo8VTv5mOsfNVI40mUFOMLoitGg/s1600/wallp-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgjjxOMoN8JKK7ZIAUHCzS5vGDS-VJz3OxlHmMNdWxeq25JinGY7LyArDZfb1jcWqu3gjnjZcM-5VBw72PPZf0wGLYMC3l7HmYQSKfGAvTCNKZ7EmHRIo8VTv5mOsfNVI40mUFOMLoitGg/s1600/wallp-note.jpg
https://twitter.com/jeromesegura/status/1133767240686288896

https://id-ransomware.blogspot.com /2019 /05 /chacha-ransomware.htm|

OonoBnenue ot 31 mast 2019:
Camona3Banue: Maze Ransomware
Pacimupenue: .<random{4-7}>
3aricka: DECRYPT-FILES.html
Email: filedecryptor@nuke.africa

Pesynerartel aHanu3os: VI + VMR + A + HA / VT + VMR

B cratbe JloypeHca ABpamca coobiiaetcs, uTo UM 00Hapy»keH azipec bleepingcomputer.com B IporpaMMHOM

namsATu Maze Ransomware. TouHas 3a/laua HesiCHA.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgXLtOAPkpBGWY8I5cfo3bqZiRAKeZrLdUvKeA0GgbHn0ySo0FC7rs2MpW0yV_9NCRAVUQI6DDlkzVWpK1BKrfnUgmKKKzsKq1HNA1xvN1aIIDzwrEKDGlNW5TpXWx8fe6M33BkApAbzoE/s1600/note-maze.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgXLtOAPkpBGWY8I5cfo3bqZiRAKeZrLdUvKeA0GgbHn0ySo0FC7rs2MpW0yV_9NCRAVUQI6DDlkzVWpK1BKrfnUgmKKKzsKq1HNA1xvN1aIIDzwrEKDGlNW5TpXWx8fe6M33BkApAbzoE/s1600/note-maze.png
https://www.virustotal.com/gui/file/e8a091a84dd2ea7ee429135ff48e9f48f7787637ccb79f6c3eb42f34588bc684/detection
https://www.vmray.com/analyses/e8a091a84dd2/report/overview.html
https://analyze.intezer.com/#/analyses/6dbf03e6-4172-45b3-aeb9-29c6f696b245
https://www.hybrid-analysis.com/sample/f9dfdce85f83d7a416ecc162a9f68643357b1fd10ea29e6b2cd934b967192a74/5cf26a6e0388386188a3afd0
https://www.virustotal.com/gui/file/f9dfdce85f83d7a416ecc162a9f68643357b1fd10ea29e6b2cd934b967192a74/detection
https://www.vmray.com/analyses/f9dfdce85f83/report/overview.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEggpsxS6bdLEGVYizRFm3TVHV_MLtx3QQFr5WFFYqpSYZRdDz_fdyb_a46zctYR5flMdLV0iZVn40D5EB0DudBERyjM3QXDmqB2fdMBrPkkehqD949DM5ezy_k3Gm-icx3wELN8ZHUjNyY/s1600/Screenshot_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEggpsxS6bdLEGVYizRFm3TVHV_MLtx3QQFr5WFFYqpSYZRdDz_fdyb_a46zctYR5flMdLV0iZVn40D5EB0DudBERyjM3QXDmqB2fdMBrPkkehqD949DM5ezy_k3Gm-icx3wELN8ZHUjNyY/s1600/Screenshot_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjcGzeEIAzTAa-0UaDJMFsRc1fAZ_2IIAi6XrmCCLpP8xpqfUCoRpLKSrm3pCwwrBBvulTYGoGS1oyb844gWgAIcDcBtE5eHZdI70HRQLpqagJYF1Zm_YADFRUve774WzY96XHb9RiNcvw/s1600/anyrun-image.jpeg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjcGzeEIAzTAa-0UaDJMFsRc1fAZ_2IIAi6XrmCCLpP8xpqfUCoRpLKSrm3pCwwrBBvulTYGoGS1oyb844gWgAIcDcBtE5eHZdI70HRQLpqagJYF1Zm_YADFRUve774WzY96XHb9RiNcvw/s1600/anyrun-image.jpeg
https://www.bleepingcomputer.com/news/security/maze-ransomware-says-computer-type-determines-ransom-amount/

https://id-ransomware.blogspot.com /2019 /05 /chacha-ransomware.htm|

5 Results - f.exe (200) =n o<
1,325 results.
Address Length Result &
0x6000b 20 bleepingcomputer . com
0x60162 4033 <html><head > <script >function Co...
0x61124 25 filedecryptor @nuke . africa
0x51143 195 92.63.8.4792.63.32.292.63.37.100...
0x7001c 20 bleepingcomputer . com
0x708c0 4032 <html><head > <script=function Co...
0x720c8 25 filedecryptor @nuke . africa
0x72150 195 92.63.8.4792.63.32.292.63.37.100...
Oxe0000 20
0xf0000 44 Windows 7 Home Premium
0x28cded 32 ng_logfile=C:\gv
0x28d480 32 ng_logfile=C:\gv
0x2e0e30 2 PROFILE=C:\ProgramData
0x2e0e97 40 APPDATA=C:\Users' \AppDa. ..

Oo6HoBenue ot 17 okTsi0ps 2019:

Iloct B TBUTTEpPE >>

Camona3BaHue: Maze Ransomware
Pacmvipenue: .<random{4-7}>
3armicka: DECRYPT-FILES.html
Pesynwrartel aHanu3os: VT + IA + AR

CKpHHIIIOTHI 3alMUCKU O BLIKYITIE ¥ U300paXkeHus, 3aMeHsttoliero obou Pabouero croa.

Buzeoo0630p, caenanHbli ¢ momornibio caiita ANY.RUN
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https://www.bleepstatic.com/images/news/ransomware/m/maze/fallout/strings.jpg
https://www.bleepstatic.com/images/news/ransomware/m/maze/fallout/strings.jpg
https://twitter.com/GrujaRS/status/1184835119829438464
https://www.virustotal.com/gui/file/91514e6be3f581a77daa79e2a4905dcbdf6bdcc32ee0f713599a94d453a26fc1/detection
https://analyze.intezer.com/#/files/91514e6be3f581a77daa79e2a4905dcbdf6bdcc32ee0f713599a94d453a26fc1
https://app.any.run/tasks/7792b635-4875-4128-9479-13c2391cd0c8/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhsyt6lhdTg0HyPofUxAQ2XHlSjZrgGtXvu3DQC3HZuYPXkk4O76uBUqb4Uar0-QeZcC8bbM05DVUpF5e87mUnGTwtDgZMy21VZqmVqMis46A_jVS1JfZZS7UQiiTWqBz6OTDZQT39QX0A/s1600/note-17-10-19.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhsyt6lhdTg0HyPofUxAQ2XHlSjZrgGtXvu3DQC3HZuYPXkk4O76uBUqb4Uar0-QeZcC8bbM05DVUpF5e87mUnGTwtDgZMy21VZqmVqMis46A_jVS1JfZZS7UQiiTWqBz6OTDZQT39QX0A/s1600/note-17-10-19.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhDD9FJXSWi7TmPEoCeuAFxlg12DNyjFXebGx7BXFfJHArw4BjVKxH36HFnICN9VWF5Z4lPrK89MCHKHQ7A40_XdLIoNxvF0TsCKUWShULGL5IN4hyphenhyphenzfbsKiOjGiUiMREwakEm7XNXhs0s/s1600/wallp-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhDD9FJXSWi7TmPEoCeuAFxlg12DNyjFXebGx7BXFfJHArw4BjVKxH36HFnICN9VWF5Z4lPrK89MCHKHQ7A40_XdLIoNxvF0TsCKUWShULGL5IN4hyphenhyphenzfbsKiOjGiUiMREwakEm7XNXhs0s/s1600/wallp-note.jpg

https://id-ransomware.blogspot.com /2019 /05 /chacha-ransomware.htm|

URL: hxxxs://mazedecrypt.top/***
Tor-URL: aoacugmutagkwctu.onion/***

CKpHHILIOTHI C caliTa BbIMOraresei.

?\1IL|"|: I:-.il

OoHoB/ienue ot 18 okTs0ops 2019:

CraTbs Ha caiite Bleeping Computer >>

B ocHoOBHOM, Mpe/icTaB/ieH uHbOpMalys, Onyo/IMKOBaHHAsi MHOO BhIlle - 17 okTsa6pst 2019. B momnosHeHue K
yKa3aHHBIM MHOIO /JaHHBIM MO’KHO /J00aBUTB ClieayroLIee.

Maze Ransomware Terepb KCI0/b3yeT Habop 3KCIIIONTOB Spelevo B HOBOM BpeIOHOCHOW KaMTIaHWH,
HCTofb3ytolel yss3BumocTh Flash Player zist atak Ha mosib3oBareneii Cetu. PaHee vcrionb3oBasicst Habop
skcruiobiToB Fallout. TTpu nepeHaripaB/ieHUH Ha 9KCIUIONT Spelevo GyzeT MbITaTbCsl UCTIOJIb30BaTh YSI3BUMOCTh
CVE-2018-15982. TIpu 3ToM ysi3BUMBIME OyyT nonb3oBatenu Flash Player Bepcnii 31.0.0.153 7 31.0.0.108 u
6onee panHux. ITocsie ycmemHoH SKCITyaTalyy YI3BUMOCTHA HabOPp KCII/IONTa aBTOMAaTHUeCKH 3arpy3uT U
YCTAHOBUT Teiinoas ¢ Maze Ransomware.

OonoB/ienne ot 21 okTsadps 2019:

Iloct B TBUTTEpPE >>

IToct B TBUTTEPE >>

Pacmvipenue: .<random{4-7}>
3amcka: DECRYPT-FILES.txt
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjZTgb7i-loDxVu_3YuIlQU00RlVaFtOZsHXFy3NFxuLdg5TwRgArvLn5jSnxYkxBb9w5L2FcqU_wF5GRznYNRignIv834_YFxqkFSbAkf6b8TW4OT_cT2xkqSon4e6WNG6XQAeSGSRosk/s1600/001.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjZTgb7i-loDxVu_3YuIlQU00RlVaFtOZsHXFy3NFxuLdg5TwRgArvLn5jSnxYkxBb9w5L2FcqU_wF5GRznYNRignIv834_YFxqkFSbAkf6b8TW4OT_cT2xkqSon4e6WNG6XQAeSGSRosk/s1600/001.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhBfKjJVB5g7oFY3fhHzG1JLc70fzbJza97mzRGfKO_pwYWuPH222reoMrKipYpVOJoxS2EZ6f9L3bNAT883o3DCwjoJRCf261x66TxHJ3Vy66t0eUNmtLCFMSy07m27omsmcg_4fw4yow/s1600/002.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhBfKjJVB5g7oFY3fhHzG1JLc70fzbJza97mzRGfKO_pwYWuPH222reoMrKipYpVOJoxS2EZ6f9L3bNAT883o3DCwjoJRCf261x66TxHJ3Vy66t0eUNmtLCFMSy07m27omsmcg_4fw4yow/s1600/002.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiDJWkKG2GH88w5jX8wN_ZSCMemZ8xR0SHDPL3T9sBa3CQccJyFImYX1bB4diK7p5tgid4cbIiX-9Wx1nDu4t4NbQJIio4hvhxZBTl-efyuECI8QNjjWPqoyyTCkn-62_7AQehD3J5FJAQ/s1600/003.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiDJWkKG2GH88w5jX8wN_ZSCMemZ8xR0SHDPL3T9sBa3CQccJyFImYX1bB4diK7p5tgid4cbIiX-9Wx1nDu4t4NbQJIio4hvhxZBTl-efyuECI8QNjjWPqoyyTCkn-62_7AQehD3J5FJAQ/s1600/003.jpg
https://www.bleepingcomputer.com/news/security/maze-ransomware-now-delivered-by-spelevo-exploit-kit/
https://twitter.com/GrujaRS/status/1186353612676653056
https://twitter.com/raby_mr/status/1186219419531243522

https://id-ransomware.blogspot.com /2019 /05 /chacha-ransomware.htm|

URL: hxxxs://mazedecrypt.top/74980923c4ba3647

Tor-URL: hxxx://aoacugmutagkwctu.onion/74980923c4ba3647
@atin: ESET32.EXE

Pesynwratel anamu3os: VT + IA + AR/ VT + AR

CKpUHLIOTHI € caiita mazedecrypt.top:

CopepixaHue NepBOil CTPAHULbI:

Time is expired, fee was doubled.

To recover your files, you must pay the fee.
Your current fee 2400$ (USD)

You must hurry up because your 50% discount will expire after the counter at the top of this page will reach zero.
If you fail to pay until that time, the fee will be increased x2 (doubled), so if it was 2400 USD it will become 4800
USD.

You can send the money in chunks (parts), the fee will be recalculated on each successful transaction.
Transaction will be completed after 3 confirmations from the network.

To pay the fee you must buy bitcoin, and send exactly this amount of btc 0.3221922 BTC to address:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgKtYQF1_Lms1VauN0rG_IQmnSP1xAIapVwYabHNWWz42Ty1E6TYLGs3j0WgRIHrye06czSB0EL0oyb4DsDsm_FogYU77IdWEX0-3_IFpKGPqhvGwFwOO_5PlxCS7-bnYRkCZATCtY0JU8/s1600/note-21-10-19.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgKtYQF1_Lms1VauN0rG_IQmnSP1xAIapVwYabHNWWz42Ty1E6TYLGs3j0WgRIHrye06czSB0EL0oyb4DsDsm_FogYU77IdWEX0-3_IFpKGPqhvGwFwOO_5PlxCS7-bnYRkCZATCtY0JU8/s1600/note-21-10-19.png
https://www.virustotal.com/gui/file/6a22220c0fe5f578da11ce22945b63d93172b75452996defdc2ff48756bde6af/detection
https://analyze.intezer.com/#/analyses/4847b0d2-16d1-4cd5-9ddb-0205f9471d06
https://app.any.run/tasks/a2c7ef7e-231e-4291-a5fd-3193d1f07790/
https://www.virustotal.com/gui/file/58fe9776f33628fd965d1bcc442ec8dc5bfae0c648dcaec400f6090633484806/detection
https://app.any.run/tasks/f4920c26-0b50-4bdf-9c3d-48829942fed6/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgXFHiv_4Vub9CfUXUGOte3PYeLdAeEzhXzdm3kxHb8D7cLkkgsmLWjhyphenhyphenwSa-0YLch1FkOE6QUiVgZ-WtZ3VKdluHlX0IfkI69BjZLTZemT_W3rZpBkTCX8DQTe7XQD_0jGnutVQzF5NZk/s1600/Screenshot_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgXFHiv_4Vub9CfUXUGOte3PYeLdAeEzhXzdm3kxHb8D7cLkkgsmLWjhyphenhyphenwSa-0YLch1FkOE6QUiVgZ-WtZ3VKdluHlX0IfkI69BjZLTZemT_W3rZpBkTCX8DQTe7XQD_0jGnutVQzF5NZk/s1600/Screenshot_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj43seXM5qXcxcrG64drk_H9hRZhZVwX6jSsO5Z7RsJONsvmNEzMZujBHtatyU050dSjSzn57gIxlO86pMa_NKAy3FHjTRweEw5eICXfPaJF0Eq3mvxr3QcWConvlxpPW4Rj1696_saQQQ/s1600/Screenshot_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj43seXM5qXcxcrG64drk_H9hRZhZVwX6jSsO5Z7RsJONsvmNEzMZujBHtatyU050dSjSzn57gIxlO86pMa_NKAy3FHjTRweEw5eICXfPaJF0Eq3mvxr3QcWConvlxpPW4Rj1696_saQQQ/s1600/Screenshot_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgtoqmyq6eEqUpSpXFxAjFk58bK9Gi3gbEoJQyykRuwnNsxI1ckRXa7c-6-a0GO7EjKeSD9TUF5iUwC_cFoe-QenMQzINVaVrRnMtRHfZjp8ofOYvQ0qAwD2RDyo5m_iqC58SgbSd4X2iw/s1600/Screenshot_3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgtoqmyq6eEqUpSpXFxAjFk58bK9Gi3gbEoJQyykRuwnNsxI1ckRXa7c-6-a0GO7EjKeSD9TUF5iUwC_cFoe-QenMQzINVaVrRnMtRHfZjp8ofOYvQ0qAwD2RDyo5m_iqC58SgbSd4X2iw/s1600/Screenshot_3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjwWcSj-QezpW8mu4bykPXHIApXjjtFgJQiPD270_Hqz1WAIGTRNjxsl2_9_ic9x5OF1dsSL5PcGjqx9No6AKYsyQwAz27MP4Yj0BrUOcDGAm2Rjzr2qh0vtM0Pr84rUl5lov0_ZMt58ZA/s1600/Screenshot_4.png
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3NQ1JyX5iphBOPhAyawMCkyS8iV1xzoTpT

To see how to buy the bitcoins, click Buy Bitcoins at the tab menu on top of the page.
We are providing 3 test decrypts, to prove that we can recover your files.

Click Test Decrypt at the menu on top of this the page to decrypt 3 files for free.

Attention! We are decrypting only image files for free, as they do not have any significant value to you.

Oo6HoBenue ot 29 okTsi0ps 2019:

Iloct B TBUTTEpPE >>

Pacmipenue: .<random{4-7}>
3amucka: DECRYPT-FILES.txt

Pesynbrartel ananmuzos: VT + AR + IA

OonoB/ienue ot 6 HosOps 2019:

Iloct B TBUTTEpPE >>

Pacmvipenue: .<random{4-7}>

3ammcka: DECRYPT-FILES.txt

Oo6nossenue ot 11-14 nosopa 2019:

Iloct B TBUTTEpPE >>

IToct B TBUTTEpE >>

Pacmvipenue: .<random{4-7}>

3armicka: DECRYPT-FILES.txt

®aiin: eset.exe

Pesynerartel aHanu3os: VI + HA + VMR / VT

Oo6noBenue ot 12 fexkadps 2019 ropa:
Crarbs ot Emsisoft >>

OTueT U CTaTUCTHKA O MpUurHeHHOM yiriepbe B CIITA B 2019 rozxy.

=== 2020 ===

Oo6noByienue ot 29-30 saBaps 2020:
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https://twitter.com/petrovic082/status/1189114090163265536
https://www.virustotal.com/gui/file/067f1b8f1e0b2bfe286f5169e17834e8cf7f4266b8d97f28ea78995dc81b0e7b/detection
https://app.any.run/tasks/16a0ac37-70c4-49c1-b952-f19ca08cd53a/
https://analyze.intezer.com/#/files/067f1b8f1e0b2bfe286f5169e17834e8cf7f4266b8d97f28ea78995dc81b0e7b
https://twitter.com/petrovic082/status/1192016997187571712
https://twitter.com/GrujaRS/status/1193666275735719936
https://twitter.com/fbgwls245/status/1194911448784179200
https://www.virustotal.com/gui/file/9be70b7fe15cd64aed5b1adc88c2d5270bce534d167c4a42d143ae0059c3da1c/detection
https://www.hybrid-analysis.com/sample/9be70b7fe15cd64aed5b1adc88c2d5270bce534d167c4a42d143ae0059c3da1c?environmentId=120
https://www.vmray.com/analyses/9be70b7fe15c/report/overview.html
https://www.virustotal.com/gui/file/c040defb9c90074b489857f328d3e0040ac0ddab26cde132f17cccae7f1309cc/detection
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https://blog.emsisoft.com/en/34822/the-state-of-ransomware-in-the-us-report-and-statistics-2019/
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B koze ecTh obOpalijeHre K UCC/Ie[0BaTeIsIM.

Kremez and Hasherezade. Two polish researchers. Why are still not married?
Cryptolnsane, be careful or we will lock your college and rename maze to Cryptolnsane ransomware

What if we pay some niggaman to throw Molotov to southwire office?

U emme ofHO pa3bsiCHeHMe...

Teneps B 3amvcke cOOOIATCS O TOM, UTO HY’KHO ITOCMOTPeTh B ['yIJie, UTO CIyUMIIOCH C JaHHBIMU TeX, KTO He

3ariaTui BeIKyI: Komrnanuu Southwire, MDLab, ropog Pensacola.

OonoBienue ot 5 maprta 2020:

IToct B TBUTTEpE >>

Naae Tearn ol pesin reisane. Jurs 22 3131

TekcT Ha aHIVIMICKOM:

Maze Team official press release. June 22, 2020

Maze Team is working hard on collecting and analyzing the information about our clients and their work. We also
analyzing the post attack state of our clients How fast they were able to recover after the successful negotiations or
without cooperation at all.

Today we would like to tell some words about the cost of non-cooperation and about our clients who were trying
to recover all the information themselves. Looking ahead all those attempts were more close to suicide than to
recovery.

So the company was attacked and the files were blocked and encrypted. What are the worst mistakes the company

can made?
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https://twitter.com/malwrhunterteam/status/1235296230277820417
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Maze Locker can't be decrypted without the help of Maze Team. A few companies we are not going to name were
trying to decrypt the files with the help of side organizations. Those organizations are well known security
companies. That happened at the end of 2019 and they are still waiting for a solution. As we know, compared to
the first offer of Maze Team, those companies already paid two and a half times more money. One of those
companies already spend four times more trying to decrypt the files themselves.

And we guarantee that it would take them years to wait until decryption.

But encrypting files is not the main risk. If the company have chosen to make a long pause in its operations this is
the company's right But sometimes companies can't understand the risk of information leak, especially the private
information We are specializing in client's private information, financial information, databases, credit card data.
NDA documents and all the company's researches.

Usually that kind of information leaks will lead for multimillion losses, fines and lawsuits. And don't forget about
the lost profit and falling of the stock price.

As we know from the reports of our clients the average recovery costs are about $60M We have never asked for
amounts even close to those.

According to our statistics the loss from lawsuits and fines varies from $18M to $47M. As we know from one of
our clients, in one week he loosed $12M while his files were in open access. For large companies the average lost
if about $50M-60M after the publication of private data. A few very large companies have lost from $250M to
$350M.

While hiring the negotiators from the side, especially the those who work on government, and listening to what
they tell you, try to think are they really interested in solving your problems or they are just thinking about their
own profit and ambitions of the government agency they belong to They can't minimize your loss or eliminate the
data breach You'll pay from your own pocket.

But you will be able to find yourself in a statistics of companies who were proudly refuse to pay to minimize the

loss of attack.

ke

ITepeBop TekcTa Ha PyCCKHUIA:

OdunmnansHbii npecc-penu3 Maze Team. 22 urons 2020 r.

Komanja Maze cobupaet v aHaiu3upyeT MHGOPMALUIO 0 HaIlIMX KJIUEHTax U uX paborte. Mbl Tak)Ke aHATU3UPYeM
COCTOSIHUE HallIUX KIUEHTOB Mocsie aTaku. Kak GbICTPO OHH CMOTJ/IM BOCCTAHOBUTBLCS MOCIIe YCIIEITHbIX
TIeperoBopoB WK BOoOIIe 6e3 COTpyIHIYeCTBa.

CerofHst MbI XOTe/M ObI CKa3aThb HECKOJIBKO CJIOB O LieHe 0TKa3a OT COTPYAHHUUECTBA U O HAIIUX KIUEHTaX,
KOTOpbI€ TIbITa/MCh BOCCTAHOBUTDL BCIO MH(POPMAL[MIO CaMOCTOSITe/IbHO. 3arvisiibiBasi BIiepeJi, BCe 3TU TOTBITKU
ObLM O/TMDKE K CYUIU[TY, YeM K BOCCTAHOB/IEHHUIO.

Takum 06pa3om, KOMIaHus ObljIa aTakoBaHa, a Qakiibl ObLM 3a06JI0KUPOBaHBI U 3aliugpoBaHbl. Kakue xypiive
OLIMOKM MOKET COBEepIIUTb KOMIaHUs?

Maze Locker He MOkeT ObITh paciudpoBaH 6e3 oMoy KoMaHabel Maze. HeCKOBKO KOMITaHUA, KOTOPbIE MBI He
XOTUM Ha3bIBaTh, MbITAIUCh PacIUM(ppoBaTh (ai/ibl ¢ MOMOLIbI0 CTOPOHHUX OpraHy3aLyii. DTW OpraHu3aLuu
SIBJISTFOTCS XOPOLLIO U3BeCTHBIMU Security-KOMIaHUusIMU. DTO IPOM3011II0 B KOHLje 2019 roza, 1 OHU BCe ellle XAYT
peteHus. Kak M3BeCcTHO, 110 CPABHEHUIO C [1ePBbIM Mpe/ijiokeHreM Maze Team 3TU KOMIIaHUU yrKe 3aljlaTU/IN B
JIBa C MOJIOBUHOM pa3a Gosnbliie geHer. OfHa M3 3TUX KOMITAHUN Y>Ke MOTpaTh/a B UeThipe pasa 0osibllle, MbITasiCh

paciuudpoBath ¢aitibl CaMOCTOSTETHHO.
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U MBI rapaHTUpyeM, YTO UM MOTPeOyIOTCsI TOfibl, YTOOBI JOXKAATHCS pAaCIM(POBKU.

Ho mmdpoanue ¢aiiyioB He SBIseTCSI OCHOBHBIM PUCKOM. EC/M KoMIaHus peln/ia c/ienaThb JOITyIo raysy B
CBOMX OIepanysix, 3T0 NpaBo KomrnaHuu. Ho MHOra KoOMITaHUK He MOTYT MOHSATh PUCK yTeUKH MH(OpMaLUY,
0cobeHHO yacTHOM nHpopMary. Mbl CrieljiaIM3upyeMcs Ha THIHOUM HH(OpMaLuK KieHTa, GUHAHCOBOH
uH(opMaLmy, 6a3ax JAaHHbBIX, JaHHBIX KPeAUTHOM KapThl, #oKyMeHThI NDA U Bce MCC/Ie0BaHHsI KOMIIaHUH.
O6bIUHO TaKHe yTeukKH HH(GOPMaLi IPUBOAAT K MHOTOMH/UIMOHHBIM yObITKaM, miTpadam u cyfebHbIM HckaM. 1
He 3a0bIBaiiTe 0 NMOTepPSIHHOM NMPUOBITY 1 MTaZleHNH Kypca akIyi.

Kak MbI 3HaeM U3 OTUETOB HalllMX K/IMEHTOB, CPeJjHUe 3aTparhbl HA BOCCTAHOB/IEHHE COCTAaBIISIOT OKOJIO 60
MI/UTMOHOB [I0J/1apOB. MBI HUKOT/|a He TIPOCHITH CyMMBI, Jjaxke 6/IM3KHe K STHM.

Cor/iacHO Halllel CTaTUCTHKe, YOBITKY OT CyIeOHBIX UCKOB M IITPadoB BapbUPYIOTCS OT 18 10 47 MUIIMOHOB
Jio/171apoB. Kak MbI 3HaeM OT OZIHOTO 13 HALMX KJIMeHTOB, 3a OHY HeZle/I0 OH IoTepsiyl 12 MUIIMOHOB [0/1/1apOB,
Koryia ero (haiiibl ObUTH B OTKPBITOM JjoCTyTIe. [I71st KpYTTHBIX KOMIaHUN CPeHsis ToTepst CoCTaBUIa 0koso 50-60
MJTH [IOJI7IapOB ToCsTe IMyO/IMKaii YaCTHBIX IaHHBIX. HeCKo/mbKo 04eHb KPYITHBIX KOMIaHHH 1otepsiia ot 250 0
350 MWITMOHOB [10/1JIapPOB.

HaHuMmasi rieperoBOpIIMKOB CO CTOPOHBI, 0COOEHHO TeX, KTO paboTaeT Ha NMPaBUTE/ILCTBO, U CJIyILIasi TO, YTO OHU
BaM rOBOPSIT, CTapaiTeck /yMaTh, AeHCTBUTE/IBHO JIM OHU 3aHTEpeCOBaHb! B PellleHNH BalllKX 1pobsieM Win
MIPOCTO [yMAIOT O CBOeH cOOCTBEHHOW MPUOBUTH U aMOULIMSIX TPaBUTeNbLCTBEHHOTO areHTCTBa. OHU HE MOTYT
MUHMMU3UPOBATh Ballli 10TePY WM yCTPAHUTD YTEUKY JlaHHbIX, KOTOPbIE BbI 3aI/IaTUTe U3 CBOETO KapMaHa.

Ho BBl cMOJKeTe OKa3aThCsl B CTAaTUCTHKE KOMITAHHH, KOTOPbIe TOPZ0 OTKA3bIBa/IUCh TIATUTD, YTOOBI

MUWHUMU3KUPOBATL ITOTEPU OT aTakK.

gk

OonoBienue ot 29 okTsa0ps 2020:

Cratbsl 0 3aKpBITUM BbIMOTaTe/1bCKOro npoekra "Maze Ransomware" 1 nepexof, oneparopoB-BbIMOraTesieii Ha

"Egregor Ransomware".

BriMoratenu Takxke MOoATBEPXKAN/IN, UTO Maze, Sekhrnet, Egregor SABJIAIOTCA UX BbIMOT'aTe€/IbCKUMH

TporpaMMamH.

Salchmist El-bcryplnr

After pressing O, decryptor will scan all your attached local drives as
well as netaork shares available for current wser. Pleaze consider 1o
close all programs such 2= dstabases so nothing blocks decrypticn

For successfull restoration, D0 MKOT:

* do not close decryptor before you see message shout successfull
completion

* do not eecute at the ssme time multiple decreptors to decrypt KAS
storages from different machines

* do not detach extemal storage while decryptor waorks

* do ot restart cormputer

—
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Boree Toro, mocrpazasiuue ot Egregor mocsie yrniatel BeIKyTa Tiosty4aroT Sekhmet Decryptor.

Oo6HoBenue ot 1 HosOps 2020:

Maze Team o¢uiaIbHO OOBSIBUNN O CBOEM 3aKPbITHH.

—

51 TakKe 0OBAB/IAIO O 3dKpPbITUH 9TOM TeMBI U CTAThH.

nmermdpoBaHus /715 MocTpajapimx or Maze, Sekhmet, Egregor Ransomware.

CchlKa Ha CKPHUHILIOTE CKPbITA, yTOOBI HE AdTb BO3MOXXHOCTB MCITI0/Ib30BATh BDEIOHOCHBIE Cbaﬁf[bl I/IHCl)eKTOPa

mOyv, KOTOpbIe OBUTH B apXUBe.
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Py Do o o g g . e e e e

n [LEAK] Maze » Egrager + Sekimal keys along wilh iy [seping) soune -k
codo

BHaumanue!

Tenepsb ecTh Jem(POBIIUK >>

BapwuanT ot 10 urons 2022:

Pacmvpenue: .<random>

[Tpumep paciupenusi: .wMbix3

DECRYPT-FILES.txt

Tor-URL: hxxx://acacugmutagkwctu.onion/486b0bd5c056dd08

Caiit: hxxxs://mazedecrypt.top/486b0bd5c056dd08

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===
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http:

k Read to links:

Tweet on Twitter + Tweet + myTweet
ID Ransomware (ID as ChaCha)
Write-up, Topic of Support

® Video review >>

Ett fel intraffade.
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