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Unit 42 has collected multiple spear phishing emails, weaponized document files, and payloads that targeted
various offices of the Mongolian government during the time period of August 2015 and February 2016. The
phishing emails and document files leveraged a variety of geopolitically sensitive subject matters as attractive
lures, such as events in Beijing, the Dalai Lama, North Korea relations, the Zika virus, and various legitimate
appearing announcements. As we began to analyze and tear down the various samples we collected, we found
significant overlaps with previously reported and documented adversary groups, attack campaigns, and their

toolsets, exemplifying the concept of the Digital Quartermaster.

The concept of the Digital Quartermaster is not a particularly new one; it is the idea that there is a group, or
groups whose mission is to supply and maintain malicious tools in support of cyber espionage operations. The
existence of a Digital Quartermaster has been discussed within the intelligence community for some time, but it is
not often that sufficient overlaps exist between what appear to be separate toolsets to confidently claim this idea is
indeed in use. The data Unit 42 has collected and analyzed however, does strongly point to the possibility that
while there may be multiple operations groups, a Digital Quartermaster may be the one supplying and maintaining

the tools used.
Attack Analysis

While investigating new BBSRAT instances discovered using the AutoFocus tool, Unit 42 was able to collect
additional samples, weaponized documents, and phishing emails uploaded to VirusTotal between August 2015
through February 2016. Each of the samples collected via WildFire and VirusTotal contained significant overlaps
in tactics used, tools used, as well as infrastructure for command and control channels. In addition, a large

majority of the samples gathered from VirusTotal were uploaded from a single entity in Mongolia.

The attacks themselves followed a consistent playbook throughout the observed timeframe; using weaponized
Microsoft Word documents initially containing an exploit for only CVE-2012-0158, appearing to use the highly
popular “Tran Duy Linh’ toolkit, then adding in an additional exploit for CVE-2014-1761 in the three newest
samples we collected. The newer documents containing exploits for both vulnerabilities appeared to use a
publically available PoC authored by ‘HCL’, with little to no modifications made. All of the weaponized
documents except two executed the Cmstar loader or a lightly modified variant of Cmstar onto the victim host
while displaying a decoy document or a legitimate appearing document that is generated and presented to the user
to make it appear that the weaponized document that had been executed was indeed, legitimate. Once Cmstar was
loaded onto the victim hosts, it would attempt to retrieve a final payload. Unfortunately, at the time of analysis, we

were unable to retrieve the majority of the payloads the Cmstar loaders were attempting to download, but those
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that were available were variants of BBSRAT. The two samples not using Cmstar simply had BBSRAT embedded

directly into to the weaponized document.

Furthermore, examining the data from August indicates that this campaign had started earlier and the adversary
may have already achieved initial footholds, due to the use of what appears to be compromised legitimate email

accounts from within the Mongolian government.

Attack Timeline
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Attack Details

SHA256 5beb50d95c1e720143ca0004£5172cb8881d75{6c9f434ceaff59f34falfe378

Date 8/12/2015

Filename SnanteH 6astpeiH ap gaxb yic Tep.doc (Victory in the back of the government)

Vulnerability
CVE-2012-0158

Targeted

Tools Used Cmstar
Two spear-phishing emails originating from likely compromised account
'altangadas@energy.gov.mn' targets multiple other Mongolian government officials. The
subject and file attachment are titled 'SImanTbin 6aspbis ap gaxsb yic tep' (Victory in the

Description

back of the government). CVE-2012-0158 exploit used, dropping new variant of Cmstar.
The dropped decoy document talks about a Russian festival known as 'Victory Day' and

Mongolian's participation in this event.
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- Mozilla Thunderbird - ==

File Edit Miew Go Message Jools Help
altangadas@ensrgy.gov.mn Reply | Reply || Followup |~  Forward | More
bject ANARTRIH GAApLIH Ap OAXL YAC TP 0B/19/2015 11:31 PM
o davaa_begzi@yahoo.com ., khongorzul@mod.gov.mn ., dava: & moare

Calv Oalwa yy
medes xypryyns Gaana
altangadas@energy . gov.mn

B & 1 attachment: AnanTwd Baapuid ap Aaxs yhc Tepdoc 119 ki [ Save |«
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AnanTes DanApelH ap OQExe yNc Tép

Mapraaw manai xodg xepw OXY-niH HEicnan XoTHOO opockH apd Tyuaxg Mernepaiii
Fepmans apunir ByT uoxwcoHsl 70 *umuid O BCnon Tereniep TaMA3Irnax rax DaiHa
Cpocyy 3u3 DaAper AYras i 3% opHel faliHel ANANTRH DaspeH S48 M3 HIPN3430
HAnanTeii GaApWr TAMI3IrN3E npcil 1945 0HOOC XOAW XammiH nx Oyioy 16 manra rapyi
u3apritis anbaH xaary Mapraawnid GaApWH Napagag oponuoHo. MeH xyypail 3amMblH LIpriik
194 rexuue, 143 oHroy HUCASM T3pSF oponyoHo. Tutnepuiik Mepuadwr GyT Yoxuxog opockH
ApA TYMIHTIA Mep IIDINYIH TYNANLANK ABCAH apaB rapyil OpHe LWIPIWAK Tanaanan Ynaad
TanbGaig xen TaENKeH HIT He Mowron uspryyn Gaix o OXY-wH yawpaarung sus Gaspaap
LUIPrHiHE WHHI 33BCICNINYYAID ONHE aMue W raprax raoe Gafva. NMapagus GanTraneir
Mockea XOTHOO WaHKiK Waraap xuwitx Dadraa Dereeq 343 QONC0 XOHOMOC Xan TARHX LIPTiiH
WATCAANAAC FAAHA YIPTVIH XyHA TEXHYYAWEH y3yynB3puir Cypryymums 3K3nas
Tarayraap capes -Huil GanpeH Marcaansr Ar jasrad Gantraox Galiraa yupaac “smHxaua”
NAPALLIr TENEBHIZIP G "aMbLA33p° He XAPax raciH MOCKBavyya ¥naax Tanbaiy weasp
yyrnapu Gafiraa a4 OpocuH UdPriH Cyy i Tadk Bonox “Apiata’ onHe aHXEapNsIr HxEsp
Taraaj Gafiraa Geraa] xapcam xyH ByD YHIXIAD CAMGAH AMBTAH 0M” XI3MI3H WyHE 2N1 A
Baliraa tanaap OpocwH x3ananyya Guys Baina

Kpeim Bonok Yepansa xapar Asanaac xofiw OXY-wx GapyyH ayr gax xapunyaa xonboo
XYATIPY, YN Tepuit Gonoog 3guitH JACTHilH XYBRg IyyH IyT DYy Xapinuaa syaaarraxaap
sope Gaitraa, Iwa 3y OXY-pm xamriin Tom Tymw Gon XATag SureposH xunasc
QXY -BHXAY-H xoopoHa 3AWEH J3CTIH TOM TOM TECAYYANIT X3PIrHyNIK FAD3IHYyir
YD, XIPINKYYNIX WaTaHgaa Aew Gairaa.

IMyTuH yr He 343 ARANTEH BaApwr Counmiii SENWAH ONUMAKAH TOrNONTEH H3M3H 3gun
aryy Opoc OpHE CYP Xy4nilr xapyynax Harad Gonoss Gonroxoop 20peCOH Y4 XYCCIHIID Hi
Bonoxryi io. JammwiH 0N0H OpH TEPIITH TIPTYYH HAPT ANANTEH GampT OpONUoX YPInr
SHMEPCOH BN MNM33C3H Y 3UCHIAH MEeung ryd Xypaxryil OpHsl TEpUAH T3PryyH Mapraaw Ynaax
Tanbaig ANanTwiH napagq yasd. AHY Gonod EBponsil xonGooHs OpHYYJkH IHEIHX Hi
Kpemnuith ypunraac 3engarksH TATTANICAH Y yHIH x3p3rTa3 Kpem Gonow Yepause
acyyanaap OX¥-uin Gapew Gaiiraa Gailp cyypurlir 3capryyucaH He Togopxoi. Tasgyraap
capeiH 9-4a Ynaad TanGang X34 X3H OUNX TANaap ragasabid XI3BN3NYY0 WeIaxsH Duune.
AHXAIPAN XaHAyyNcaH Kpewunwih 3yrasc y 3H3 acyynTag xapnynaxan Tesertsi Gaicad ke
Togqopxoi. Amap caivgaa n eurepcad Marmap rapury OXYwmM Fanaan xaprid caig Caprai
Naepoa ABCTRWAH Magaan X3pruiiH caligTal XaMT XWACIH X3BNINWAH Gara XypnslH yesp "3H3
Ban Buguin Gasp Ypwnra Bon usprwik 3apna gyyiax xyyaac Bui, X3p8s3 K34 HI1 He
Dl ypunrer xyn3as asax Gonowsryl Bon Gng yyHeir ofnroe SaiHa” X3M3I0H M3GITLIN
bafixas. Xofig ConorrocwH 3anyy yanpaary K Yen Yi-wr ¥naan vanbaig sorcox amriH
eofoH 30unH BaiHa rax Toouoo MK BARcaH U UCHitd Meuwng ouns Bonomryi raarss
magargead. Mawall ypg xepw BEHXAY-wn gapra Co ¥imenns Anantes Gaspt oponyoxoop
gunraep Bazwunrazc mopacoH Baiiva. TapGasp Anantem BaApT 0ponuoxoos ragHa
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YHIHAIS X3H YPWNrEr XyN33H 384, X3H YPUNraac TATTanIas r3grasp S3nxuag yyoaaa

SHA256 10090692{£40758a08bd66£806e0f2c831b4b9742bbf3d19c250e778de638f57
Date 8/28/2015
Filename b33:x1H X0TOZ, LI3pruiiH écnosbiH Karcaan.doc (Military ceremonial parade in Beijing)
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Vulnerability

CVE-2012-0158
Targeted
Tools Used Cmstar

Spear-phishing email originating from 'ganbat_g@bpo.gov.mn'. A single target is discovered

in the collected sample. Subject and filename are titled 'B3%xuH X0TOf, LIPrUiiH ECIOIBIH
Description »karcaan' (Military ceremonial parade in Beijing). CVE-2012-0158 exploit used, dropping

new variant of Cmstar. The decoy document contains a flight itinerary from Ulaanbaatar,

Mongolia to Beijing, China.

™ Mozilla Thunderbird - B %
File Edit View Go Message Tools Help

ganbat_g@bpo.gov.mn Reply | | Reply || Followup [+ | Forward | | More

0 BaYMHH XOTOR UIPFHAN BCAOALIH Xarcaan 082872015 04:46 AM

enkhbaatar_d@mil.gov.mn

Oamamin 11 paidn gyyccaww 78 EMnAAs OAr TOXBONDYYNaH XATAN YNC WP3X SCOYT33p CApO SN&RTHH
fanp TINICN3IN ram ﬁ!ﬂ'i BaRpM UIprais marcaan wpax BCOYr33p CapuH 3-H0 Gonox we. Rarcaan
ﬁenapy(, Ermnet, Kazaxctaw, Kepreactas Mewcwn, Mowron, Mawwctam, Cople, Tamesectam, 0XY,
Ajprawctan, Kasfiom, @wme, Naoc, Bawyaty, Bemecyans, KySa aspar 17 opsd 1008 opumsd yapar
OpONuoE am,

B @ 1 attachment: B3asHH X0TO0 WIPTWAH ECNONBIH Marcaan.doc 126 Ki [ Save | ~
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ITINERARY

BOOKING REFERENCE: HXYZSS DATE: 2015-8-17
ITINERARY FOR:

1 JAMBAAALTANSUKH

CANKDHGN

TKNO: 999-9383194 366

e

AIRLINE COMPANY:AIR CHINA

FLGHT NO:CAS02 CLASS:M

DEP CITY:ULN-BUYANT UHAA ARRCITY.PEK-BENING
DEP DATE/TIME:02S5EP1250 ARRDATETIME: 025EP 1405
FLYING TIME: STATUSHK

MEAL:L AIRCRAFT TYPE:T3K

AIRLINE COMPANY AIR CHINA

FLGHT NO:CAS55 CLASS:M
DEP CITY:PEK—BEWLING ARR CITY:ULN-BUYANT UHAA
DEP DATE/TIME:OSSEP1510 ARRDATETIME: 055EP1830
FLYING TIME: STATUSHK
MEALB AIRCRAFT TYPE:T3K
SHA256 44dbf05bc81d17542a656525772e0£f0973b603704£213278036d8ffc999bb79a
Date 9/15/2015
Filename [Tytunsl ypunra.doc (Putin's Invitation)
Vulnerability

CVE-2012-0158
Targeted

Tools Used Cmstar
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Description

SHA256
Date
Filename

Vulnerability
Targeted

Tools Used

Description

Weaponized Microsoft Word document found titled TIytuns! ypusra.doc' (Putin's
Invitation). CVE-2012-0158 exploit used, dropping new variant of Cmstar. The following

decoy image, embedded within a Word document, is displayed to the victim upon opening

the malicious file.

91ffe6fab7b33ff47b184b59356408951176c670cad3afcde79aa8464374acd3
9/16/2015

1.doc

CVE-2012-0158

Cmstar

Weaponized Microsoft Word document with unknown title found. Likely delivered via
spear-phishing. CVE-2012-0158 exploit used, dropping new variant of Cmstar. The decoy
document, which is 13 pages in length, talks about the interference of the United States in

other countries across the globe.
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Kaxnsn ofpaion AMepRia YCTRANSeT CRONT ApoTHRMIKDON !

BuemaTelbeTEY BO BHYVTPSHHHS JE18 IPSTHL CTDGH SEIGETCH OJHEM H3
MPHHUANGE BHsIHell NOTRTHRM Py IHEY Jepaas uape. TTpecTeays coon ueTH i
OTCTAMBAS COOCTHEHRBYE HAUNOMATHHES, PETROELTRHEMS H  MCEIYHPOIHNE
mETepecy, Coeampennne mmh woe@meT @use poHERe  nocodsl
BMEUIITETRCTED BO BHY TPCHHEMD MOTHTEEY Wy amm cTpas (UOHEM M TPHMEpOB
IOO0 MOEHG CHHMETE “OOCPEIHEACCEHE ISPCEOPOTHS, B X0I¢ KOTOPRX
AMEDHIAHIE! OTBOJAT HY  JOPMATEHENY THISpSW pOTE MOCDEIHHEOE B
PEATHEATHE codcTheHHO N Mo THTHIE.

Mepepopor — 30 MR METEICCKHT DPECM. EOTOPRl JMKTHSACTCL B
CTPEMTCHEE HEKD B HEIAKDHEC IeTHTHReckofl E0ATHIEE My TeM HACHTHA H YTl
VETPEHMTE 0T RTACTH JeflcTEVimes mpanNTemscTse. Hacmtme, 2K Mpamigo,
oCVIBeCTRISETCR melommpoll rpymmofl Tm Koramb ineeHEe 30 oTIIRHeT
REpemopoT 0T PeBOTIOMN., EOTOPEN  CoBSpEssTCR  (IAFOZAPA YOILTHAM
MOIAETAKADET & 0 THIHHCTES TS Tas.

B xoZ¢ #MOCPEIMIMECROio NEPeIOpoTas LOMEPETHME JSATETH, HETR
JMOTYIHTE DOAICPHSY CREpRISpaan, J00ImE0TC BpU I IOMONIH CHEPKEHIA
HILDPIELTRGIY,  JEMOKPATINECKEN MPABITERSTE W BOTMIOT RWCTh B CROM
pyEaL TIpe coBEpIIeHEE MOaolHEN NEBOPOTOR I THISPAME H BCIOIHITE AN
OORMED BEIGHPAKITCE BOCHHEN, ROTOPEN HATHFNTO TT6 3TOM0 COBSTHHKAMH
KOTOHHIATOPCHOTD [OCYIAPCTER H MOCTVIEHD BEUNOTENRT BOf JAHHEE HM
mpEkxs B HOcTOEDSfl CTATRS MM OPEBSIe IAHES OF OCVIISCTETSHHH
AMEPIBAHIEME DOTHTHIECKNY OepesopoTol B DETHEN AT CBETA H JOMLKEM
HATIMAE B BHEMHSl nomimine CLILA IEEHNERS EemaTeIRCTEA B BHYTDSHHIE
3678 IPYTHE CTPAH.

TTocTe HAMATA THECKSHILN 58 HAIHATHEMINGG HedTrHo fl pos (L 1 HHOCTH

B 1950 rogy Hpas crat nepsofl crpamoll wTopes cuoria mlaENTRCE OT
rocooacTha  3amaza. QI OOTVeHEl  mONTMeckoll B soEoMirteckofl

SHA256 6f3d4fb64de9ae61776fd19a8eba3d1d828e7e26bb89ace00c7843a57c5f6e8a
Date 9/29/2015
Filename [Hanait nambIr sM4 Hap ampaxbIT 36B16ex33.doc
Vulnerability
CVE-2012-0158
Targeted
Tools Used Cmstar
Spear-phishing email originating from 'bilguun@masm.gov.mn'. Nearly two thousand
recipients found to be targeted, all within the Mongolian government. Email subject and
L filenames titled '[lamaii 1aMbIr 5M4 Hap aMpaxbIT 36B/65k33' (Dalai Lama doctors advised
Description

rest). CVE-2012-0158 exploit used, dropping new variant of Cmstar. The decoy document
discusses the latest health of the Dalai Lama, as well as a number of US-based trips he made

in late 2015.
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- Mozilla Thunderbird =
Eile Edit View Go Message Jools Help

From fOndL2014 <bilguun@masm.gov.mns Reply Reply Followup ~ |Forward | More-
Subec fanad NAMBIT 3MY HAD aMPAXET I8EASNIY 09y29/2015 03:50 AM
o armagnai_b@Emil.gov.mn , bayarmagnai_z@mil.gov.mn’ 1940 more

annpuncenents COMPANY ! TATT

b @ 1 attachment: (ANAA NAMBIT MY HAR AMPAXKE JS8R6IY.d0C : [l save | v

[anai nameir 3M4Y Hap aMpaxsir 38BNewa3

AMEDHE 3MM HAPLIH 30BNaSCHWA garyy [lanai nawm apaggyraap capg
TENGENSCEH APra XIMKIIHYYAIICIZ TATTananaa. BypxHel WalHe TIpryyHUA
anfad &CHbl CARTAL SH3 TYXAR MAN3NK3

Saree 80 Hactai Danai nam AHY-bIH Heo-Mpok MyseiH PoyecTep XoTeIH
Mafo ragar aMHINAT epUAH SAMHAT IMHANTAAH YIN3AIT Opwas. "3My Hap
D2apxXAH rarasuTang 3034 JoNo0 XOHOT aMpaxsir 3eeneced oM. Bua naspx
WHAQBIPHAH YNIMAAC APTA XIMHIIM 30NMOH DafRryynaxan Xy4dH dapmainT
rapracad XyMyycT XyHOpsn yupyyncaiiaa xynuysn euse” raw anfad mansrnsng
BIYMHIS,

Apaegyraap capg Janad nam Konopagorwad Mx Cypryynkd aimunand yr Xanax,
meH Cont-Medk-Cuti Ga dvnagensgn XoTyyoan apra xamesaTsd Dainaa
Nana@ naMeiH X38N3NWAH Teneanar nam Sarnuwin  Guen angae 30e0yp Safxnw
30K NYPE8 rapArt ManarncHMAr Associated Press areHTnar Qymxyynase.

Nanai nam TyBAvAH Bocnorsr Basknd 1959 oHl Xapurcnad QapcHsl Qapaa
XATAOLIN OPXWMH rapy JH3TEAT aMmelapy Gafraa oM, XATanan TyyHHAr TyBaunK
CAnaH Tycraapnardabid nMOep rax yanar oM. Tyea He 1951 onooc
XOWW  XATAOLIH 3AXMPragHn ABTOHOMbIH 13X apxTai Gafraa oM. byckitd
XYMYYCWIAH rafaaiag ARax, rafaan Magae apax apx Sapar XaanTran. [acamy
TYBAYYA YHAICHHA 0OPUATeS TOLOPROANDKE IPXAANXID TENOE TIMLLIT. IHD
TAMUNAAH M3 30630 Hb N6 ron Gonox AR0AN KM

SHA256 e88ea5eb642eaf832f8399d0337ba%eb1563862ddee68c26a74409a7384b9bb9
Date 10/2/2015
Filename Sudalgaa avah zagvar.doc
Vulnerability
CVE-2012-0158
Targeted
Tools Used Cmstar
Description Spear-phishing email originating from 'davaa_ayush@yahoo.com'.

'davaa_ayush@mod.gov.mn' was a target in the August 12, 2015 attack, indicating the user

may have had their personal email account compromised as well. Single target found. Email
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subject is 'Fw:_Fwd:_@_BX$I-Haac' (Defense Ministry). Filename is titled 'Sudalgaa avah
zagvar.doc', a possible Romanization of Mongolian. CVE-2012-0158 exploit used, dropping
new variant of Cmstar. The decoy table provides information about the rank, class, date of

birth, and experience of individuals in the Mongolian armed forces.

Mazilla Thunderbird

Eile Edit Wiew Qo Mescage Tools Help
Reply || Reply | Followup |~ | Forward| Morew

From IDavaa-ayush Teend <davaa_syushiiyahoocoma
Sooect Pwr Feedt @ EXA-waac 1W022005 02:07 AM

To enkhituvshingimod.gov.mn cenkhtuvshingmod gov.mn>

O Friciay, Cclober 2. 2005 1045 AM, Davas-Ayush <Amas_iyashibme (o mis siots

Sudalgan avah Zagvar

Bast Ragands,

Second Lisulenant. DAVAA-AYUSH

Dask Dfficas

Slate Adminisiration and Managemant Direcicrate
Ministry of Ddonsa of Mongolin

Phone: 878-51-204025

Mobilo: H78-09023058

b @ 1 aitachment: Sudalgan avah egvandos 120 K ] Save |+
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SHA256
Date
Filename

Vulnerability
Targeted

Tools Used

Description

68f97bf3d03b1733944c25ff4933e4e03d973ccdd73d9528f4d68806b826735e
10/22/2015

anbaHyIaaaTHYy/ABIH CapblH HasMHruiHXaa 30 XyBHHT Xacax.doc

CVE-2012-0158

Cmstar

Weaponized Microsoft Word document found titled 'Epenxuii caiif anbaHyIaaaTHyyIbH
capbIH LanuHruitnxaa 30 xysuir xacax.doc' (Prime Minister albanushaaltnuudyn monthly
salary minus 30%.doc). Likely delivered via spear-phishing. CVE-2012-0158 exploit used,
dropping new variant of Cmstar The document discusses changes made to the salaries of

government officials within the Mongolian government
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EHAEP ANDaHYLIANTHY Y ALIH CAPSIH LANUHIxaa 30 xyel xacax

SHeagpuiy Gafgnaap Tecenin opnoro 00 rapyi Teplyuaap TacapcaH, oMbl 3U3C Tyy
CPAAS XOBPXOH CADBIH AADAA IH TOO HA 100 HARAAT Xypd Sorpownyin Hexen Sangan yyeaa
DaiHa, Tuwizac Eperooii cafgbii 3yT3ac Gyoul N GONuDEns SusirnaH, TeCSeT XIMHINT Faprax
LUAAPANArATAAr CaHrWiH Cafgan Saanracan. YyHa

Epescaninery, Eparxui cang, YW Saprasc ragss Ny, Huncrommin Somom animriiH
3acar Qapra Hap, OpnorY HapbiH XaMT, HTX-wH o8pra 33psr Sartax o ToBYoop X3ndan ync
TEPNNH TOMUAFOOrO0P TEPIIH BHASP andan TYWaang o«cos Tyx XyH yanuHrinisxaa 30 xyewi
TECHET HIMIQMIHD FICIH Y1 WD H 3YAMEr TOAOTOXG] TepiwiH anbaH TYLWaaNTaH ressp
TepuliH anban xaar-ng T3p QyH1aa, Cypryymie 3axpan 0arTasa rk oinrnood Sairaa He Gypyy
Geread TepHilH YAMHUAI3HWA andad TYWBanTHyyd Uarsraa xacyynasmyn. XapuH o000
UAMWHI 33 Xacyynax xyMyycTai TamwnytA. Tepuis antarsd xyynkd 33acH3ap Tepuiie eMasp
ANOAH TYLLAANTAH 224 xyH OaiHa. Yy

T&- 1 Eperxuiinerd
TE- 1l YWX-bk gapra, Epexxi caiy,

Te- Il ¥MX-tH 830 gapra, YHAc3H xyymwin Lisywis gapra. YnceH 0330 WyyxiiH Epexxin
LUy

TE- 1V 8y

YWXoH ruuyya, 3acrieid ras-poiH cain sap, Ynoos Epetsonl npokypop, HURCIENMIAH
UTX-uin Tapryymardguis gapra, smic-nameis 3acar gapra Oeresg Ynaas-Gaatap xoTeM
saxmpard, Whyyxnin eperxnil 3senemis napra, Mosron Ynces Eperani ayaumop, AT -biH
Aapra,

Te-\ igar

Eperxiwineryiiiy Tamres raspoid Japra, 3acrivis raspes X3por 3pomx raspeid 4apra,
YHX w4 TanirsiH razpes Eparoinl HapsiH Guririnii 5apra. YHaoess oy mimis L ayimie rmyyH fesl
YNobiH 0330 WYXIAH Wyyrd, aisriis MTX e Tapryyrorgwis gapra 21/, afsniie Jacar
Aapra 21/, Tepuim anBamel 3eanemiie gapra, Lyyooss: epescasi 3eanemaix riwyyH- [gepes’,
YHAICHUA ayNryl GaianeiH eBNeniiH HapsiH Siranass 2apra. MowsronGarsHel EpeHxiinery,
CaHnyyrilii 30UUyyNax XOpooMsl Aapra, YHOicsawi cTamchmiwi raspes gapra, Mowron
¥nces Epasxii npokypopei opnord, X3VK-es gapra, CEX-mma gapra, AT -es 320 gapra

Ta-vI 500

A2n cang M7/ Epesxniinar-sii 3sanax Mamae’ YWX-ss gapros 3sanax gepes/, Eperomi
calfgeH asanex [gonoo’, Wyyxuis epesxil Jsanemss ryiuymax Hapiiin Suuriie gapra,
Tapuiii anfaHsl I8ENENIIH OPOH TOOMHS! MILNYH /mosp’ MosronGamsss 030 epesxninen,
Morran Ynce EpsHxnll SyanTopsi opnord, Yeascwel cTaticTisiis radpeid 430 ABpra,
XIVH-iH ruyy H rypan, Cardyyrisin 30y ynax nopooss! 0pos ToOHE! MLy yH nepes,
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ConryymniH epeHXull XopooHs Hapiwii Guunei gapra spy OaTas Gama TE--Via
3ABCAH TepiiiM Bngep anGan Tywaantme yanee T3-14 /repuis 3amprad’ Gywoy Tepuis nagein
Birarifie QapreiM LANNHG cyypiunas, Tooyos Gagqor i Galva Xapis anban TywWwaanse Capuam
Ly e T 3N YPHIH QA YY TOOU0N 383N

TEl yamw 2 319 274 Terpar

TE-l yams 1748110 Terpar

TEull warww 1341371 Terper, msiT gepeer andan Tywaanras 5 385 484 Terper
TE-IV yars 1289447 Tarpar, maim 99 anGad Tywaantas 127 655 253 terper

Te-Vuyamms 1194253 Terper, sty 68 anGad Tywaanta« 81 209 204 Terper
TE-VI yanw 1142329 Terper, et 50 anfiam Tywaantan 57 116 450 rerper

IMA35C yIEN TApINH erAep anbam TYWAANTHYYILM CADLE ansm wmutt 2TT 181 885 rerper
Gonaor Gadma IHIYY MEHTIT rypsas capaap yvpeyymion £31 485 855 rerper Gadix Gereen
Epstxiul cafgsm CAHAN rapracas TepuiH exgep anfas Tywaanmwe yames rypsas cap 30
wyBuap wacaxan 249 can 445 wmeran Terper X3MHEX TOOWoo xaparnas Oairaa wmou Xyynen
Tapini exidep anban TyWaanTas s Sl XINCHISC Xaps. TOoLeONBan e Too rap« Gavaa
o Mgy Esneid 00w 4xsp T8 LV xypranx anbad TYILAANTHS OpOMYYyNax N
XAMABAPY 430X TOOH SBPUNENT rapax MaragnanTail Auapral ¥ 233pX TOOUOONNoo: xapaan
J00-raag can Terpariir KK SonoueaTor Ganna [ 33pn weeer s Oy Seees cHr Gara Gaiva
F3M YIEIN TOpUH SHOSD ANGAH TYUSANTHYYIEN HIMK TOOUCOMOOD TECHBT Ofisl PN Lt ds
A HTIH TOOT HIMITAYY NN BonouosTod o

SHA256
Date
Filename

Vulnerability
Targeted

Tools Used

Description

00ddae5bbc2ddf29954749519ecfb3978a68db6237ebea8e646a898c353053ce

10/22/2015

Ve Tepuiin www.politik.mn caiit H33171/193.doC

CVE-2012-0158

Cmstar

Weaponized Microsoft Word document found titled 'Yiic Tepuiin www.politik.mn caiit
H3r7133.doc’ (States opens state www.politik.mn site.doc). Likely delivered via spear-
phishing. CVE-2012-0158 exploit used, dropping new variant of Cmstar. The decoy

document dropped by the malicious file discusses a new website being launched by the

Mongolian government.
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¥Ne Tepuiiy www._politik mn caifT Hasrana

YWX-aap 2015 ome Tacauitd Togorron, 2016 oxw Tecewiid Tecmalr xananuas, [ YAHME nawyyH
Eperxuil caiger onyoyynaxaap rapeiH yCar LyTnyyrm, yNCTep QoHComs Gyd 303 xanyy
eapyynag MosransH xamreiH oTrod waww, poliik mn M3A3ENmIiH CART VHWANGRN M3N33Nm3
T3 9xannas. MOHMOmMsH yNC TepHiTH aMegpanss Tyl 0 YN ABLBIMIPEN, CyyL3oTHE Hi
ONOH HIIRT3E WNUNEH Q3nrx, eep eap Dalip cyypuiir 3CpenLyysEH Xapyynax J0punroTon WisHs
CAAT YINC TAPMAH aHXHE TEDaITECOHMIQIANTHAR X3PINCAN M34r33pes apcaniernjeeces
ANrapaxsr 3opex Gyl oM Dafiba.

Tyc caiTuir MosronbH XaMrAiH ON0H YHIHNYTAR WaAW_NEWS. TN CAATHMH TOAMY, HUATNIMEIp
asnnax Gaicad 3 Boprunmas HApEH C3Tyy rMauiH Gar cadaaunad Bannyness, Wwes calteH
MILIIMITIA TaHUNUAX Gon www. poltk mnxasraap xaqgo bononsod. 'I'Eaﬁ.rﬁan. B8 L DHIH

CHLUNOX CHAFATIS JACTHIEH raapeid By TUMIH 88pUnenTIiiH TANAAD XaHOeH

ycaHuir IH3IXYY

XoNGO0Co0D A3IT30YYTIEH YHWHHA YY.

SHAZ256
Date
Filename

Vulnerability
Targeted

Tools Used

Description

c2ebaf4366835e16f34cc7f0b56f8eaf80a9818375c98672bc678bb4107b4d8c
10/28/2015

Unknown

CVE-2012-0158

Cmstar

Weaponized Microsoft Word document with unknown title found. Likely delivered via
spear-phishing. CVE-2012-0158 exploit used, dropping new variant of Cmstar. The decoy

document talks about a 2016 budget discussion in the Mongolian Parliament.
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Lanuns xacanwt BX ganmecanryd

YWk Xyyne 21 BailHrke 10pooss Seee Pl Ty pAngaasaap Jacrshs raapasc spres
sagyyncan 216 osw Teconiin Todp Saxs KININWAreEr Kk

Kypangasme 3:caug YWX-wim muwyyw [ My aoocasgas Ty e wyyraesis gane=Tad
TAMAATY YN Xyy b XAKANTEH Gafiryyinareeoms QA s ep r3ce OlnnoT ey
WyE333 Bana BHesnep AaW, TAMNLS raap aounnas Gairaa ey onis ganess 500500
sAnran Tarper n Gio 4xs. Lamns Gyypyynas SCyyanel 56 sefess S 5o SoTod
TynainGan, Hacaapas XAHAM xiibe GRAraa wywnil waniss GoIT suLApan 5330 £aa1p Syyes
Gak'aa 83 " A

¥r acyynman Casmafin cain B Bonop Nyynuiks canfiag ras yansuniis £acammer
AMSSAPNAL A0y AAN BAfxryh. XAnare KEpeH UANNH Synd=aap S04 wieris Terped Gaias
Mpox xoun xAkary sapsn yaneer Gyypyynaxnyh Sua senmdis Tymuesey sk Gapesa Tepeis
A33g anban Tywaantan Ganos ync Tepeis engep anban TnsaanTie yansr Syypyyna
acyyman Apergax Gakraer yncrepan caim olnrox scrod Tepain JEoiprasswooe: s
GypyyNcan me Gadnan WOMROTION AByY M BARCHEAC TOIOETON Thoes A L
yarssr Syypyynasg Anax M 160 riw yIcE re

et yeap ATT, WALTET, XKET 33par xyyne XAHANTM Gairyynnaryyases yaspanenyy
agoones Gainnaap XagH TErpenai UANNH SB0AT | YT UANHH Hb SP3X OHk TECSET THOTacEs
et Byypyynacasp Gonbon xags xysusd Gyypax Tyoaig Tainbap oo o Kyyhs
eryyxhiin Badiryynnaryygem voapgnaryysws ol Gyil tainbapaap Gon moen Salnyynaanes
Teced W0 xysiap Gyyps ops npa rans. 3us vesp V0e nuyys C EAubianorT ghnes macE
g e pasiit A duoaxryil Galraaraa whpaminxag “Atap” Tanme yao 2012 ong 630 rerper
Gabead Gon ogos 1150 rerpar Gone scces Gaka Wintxst yemiln SCORTT yRAdyy e Lifm
o NP JAKHH MIEICZYYNIN SCTOR rIMs

Canmitn caiy B Bonop canaanss, “3niis aacar syl Sairas ven ganes yypyynes s
angar n apra xawoera. Mowre canoyy cafespcan yes ocrex Gonmo. Ogoommim Saigsaap Geg
¥PETan zapanwr 2017 owel TyRWHHG aRuNpCaK’ x3M3sH TaknBapnanas
Tyynunan ¥HX-wn gapra 3 Svxfong gropx Salryymanyygus YAEpERarag Kasga, Oy
APEEH RHAHES OYTRILARHA TSCHE M CIEIH THER EpoEeRT Togpywncas Merscaa oyme
TaHanTu Gafiryynnaryygun Tecen men mpax Gyp ocoos gywTail Gafe. Moo Yi00ws gapra
3 Duxbong, “Gerepcen  APESH  WOANG  KyYNR  WyyoRHossl  rOTTyE T TRCRET
Galtyymnaryyiss Teoes 510 gacen wdusrgcin Tyxainban, ¥ooww GypTrseis spesomss
ralap TYL mawwn cyypmmyyncas Wau Gailran opos Tooroo vassaryd Ssige Owoo
oproroToid Gaf yewie Tancw japgnaa axyusA m Gaiima Ogoo wpnes 30 oyssap
Gyypyynaxag bonomongi wAnngd® races casanTal Gafraaras mnnad  Meaog gaes
xacaxryid Gaiie Tymad farygQIse FEDFACAN IAPUMES ISOVYTHI CAHANARD CHCAS TYRRAST
ARYYNANAY GNOHK UANHE TACAY EEApLNarany rie yInss

SHA256 aa86f4587423c2ff677aebae604614030f9f4d38280409501662abdedfe20c2a
Date 12/23/2015
Filename COHOPL Y YIIT'A.doc
Vulnerability
CVE-2012-0158
Targeted
Tools Used BBSRAT
Weaponized Microsoft Word document found titled 'COHOPIY YJIT'A.doc'
L. (Announcement). Likely delivered via spear-phishing. CVE-2012-0158 exploit used, with
Description

BBSRAT embedded. The document translates to an announcement of a loan agreement

signed with foreign banks and financial institutions on October 16th, 2015.
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COHOFYYTIrA

CooyTonroAx gang yypradis xonwie rapasr 2015 cew 12 gyraap capes 16-1p
anep MYwn 3aciie rAXpuEM HIDRAH  mpesac  fagaadme  Gasn  cammyYTMAH
GadnyynnaryyqTai  yIsmacTHd  EonBormyynas Mosroness apl Tymoed  Gonos
FAfAaQLWH XNOPEHre OpYYMAnEMH aHxaapany My em YHRCs xyymnap SaTanragscas
MGHTONBH AP0 TYMHMA yiIT eary GRARET OayToniofs TASeed MW SRHANTA]
yiak MABLPYYREH OpYyNax HOUTOR X0p yDueiTER  oyyis  SS{RoBE  yAnRNeAr
Y Cafxanbnnarviis 3Jacinie radad maiceniil 300 Gypyyusids 00N, XY
3550 ¥yNaoH saeweapes Gonousryir Manaras Gadsa

2nudtn IBOTMAM KYHEP® CAMPAN He anfas TywaanTyyn THICE DYk D
Gycan wyyNb TOMTOOMMMAT J8(FaIH 3D MO0 TPy Mosrones apn TyMmnsi
ANk BcHB BlranAr YWX, apn epragssc wyyuaap fycman aaewyynax ymgacnan,
MM TTON, KAALIANAN GO SaQaKryi o

“ChoyTonroin Qang yypasie OyTaos DudnyymanT Casmy Tt Torsn s
wapTairaag 2005 owd 05 gyraap capiae 1B agep AH Y we [lyfad soton wyyysap
AMACHH XyYTIl BOERICHH TOMAPORNROGIO0 TORE, BHE Tym TYMris WasRAs, 30K 1K
Aynis], YN BATRNGRAAYYTILE JOPUNTOTOR  Seamyy X0Newbn FI000 Wl KHN TONONLID
Giyc xanuan GONOKLT GHUTOMRNON amxaapyyTx Dades

CuoyTONMOAr TOMPCOH Ky yTe B[RO T30 CRyya 300 Gapuriinis Tyynn Gyc
yanamya He MY.3 onon TIpOYM QONNADAAD WIS CAHNYY ALMAH 3ACTHAH
ANJATAAN XOXKMPNET AAryyNaAn Gyl Gerean o ran Ganar yaausyy ynaw HxK3op
HIMIEIE He HIIHT TOROPAOA BON00S GaiHa i Gycapuar k3050 ABANT KyN3oH
spgweegar Gonouwsryin MY s Mpral onos s TYBAAMEAH DMEHEANT YPRANnE
Gadtna

CRoyTONMOAM 0PIl YTIC YMOICTHAALED miraas SErmaie Tones Jmml Sooop
YA IOKACTON AWWIMAX ACYYTILE Slsax yerie G2 eesarbe 300 Sapurs] oyme Iyaa
HAALYNSH 368 WWALIS Yafaryd Ga xycanngl Gafrasras XEHFENTTEA HOTIOH
RAPYYNICEH Tym Oy TONTOAH eur BERNMAAT THICS Dyl SAryy SR TYMHERA M3030,
TepWH Mamraagnantay fyyas aBax S0 BCYYAMES) DA MmIATHAH CERHARN acYynra
ABYYTOE, 80 TyMHWA OPONYOOTORIOOD SYICTISH LS WASDANATATAA KNI
Wi GAslaaras Mmagaraas Gafkua

fc21814a5f9ed2f6bef9e15b113d00f9291a6553c1e02ccOb4c185c6030eca45

Weaponized Microsoft Word document found titled '©OBnuiin eBrenuiin yr.doc' (Santa's
word). Likely delivered via spear-phishing. CVE-2012-0158 exploit used, with BBSRAT

SHA256
Date 1/4/2016
Filename OBuiiH eBreHuiiH yr.doc
Vulnerability
CVE-2012-0158
Targeted
Tools Used BBSRAT
Description

embedded. The decoy document, which had spacing removed for an unknown reason,

provides a series of children holiday season songs and poems.
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LianfyypanaaraHaass
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LLBs ey yparTETY yTEH
YT AT 3HAPAACA00NY VD

YA YRTIAMOAHOOCAZSN YD

LL B HLY B S HM D0y HAAT
Liacaxoxuaoonaryynasbyecaen
Uagurmypnoswssantanyygachonoos
ARANTEYTaeAHI
AnnapreaERAHEIOPIAN
JopurthoHroneHypCan
FoExpsHEBH100T AHADT BATBEY Y N3ANAT]

E P T AEHAN M MR E T A5 N K 00D

E pi i A AN AHKETIMYY 14553
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SHA256 7e031a04e570cddda907d0b4b7af19ce60dc481394dfb3813796ce0e6d079305
Date 2/17/2016

Filename Xoiig CosIOHrOCT XOpHT apra X3M»k33 aBHa.doc

Vulnerability

CVE-2012-0158 and CVE-2014-1761
Targeted

Tools Used Cmstar and BBSRAT

Weaponized Microsoft Word document found titled 'Xo#iz CosmoHrocT Xopur apra Xam»K33

aBHa.doc' (North Korea sanctions). Exploits for both CVE-2012-0158 and CVE-2014-1761
Description used, dropping a separate, newer variant of Cmstar which downloaded BBSRAT as its final

payload. The decoy document talks about a recent speech made by the South Korean

President regarding sanctions made against North Korea.
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Xolig ConosrocT Xopur Apra X333 agHa

MxeHBAH WBMWER I3BCTHITH XaTeNGapEaD XeaUaNNEX He "IBEIGH MEXN88 N XypIacraHa’
x3au3aH  Suneg Conourocss epedxainery MNax Kud Xe magargwss. Naz Kud Xe Xollg Conosrocsis
CyYNUAH B eeH XaTrannuH Tanes BHCY MoeHbAHMr WiiTraxnag Gyx Apraa x3parnaHs ragruir SaHeg
ConosrocsiH yHasckni accamBneiy X3ncis yridgas oHuoncod Gaina.

TyyHUN3H SHrEPCEH RON00 ¥OHOT X08p ConoHrockH XauTapoad Kecoks a4 yilnaespuiiH
uoryonbopar xaacad i MeeHsAns 3cpar xopurnis 3eaxed 3xnan rax Mak Key Xe xansas Kecod ax
YHMNOIBIPUAH OPNOrEH HAN330 xyeuir MxessAH WeMHitH 338CMEH xaTanbep, My HMHIMAH TEXHONO
XOrsyyNIx3a awnrna+ Bakraar Smuen Conowroc Magiancad oM. Ak yilnasapuis yongonbopooe
Xoilg Conoxroc esrepced odg 120 can opunm 88 0NNapsH DPNOTo oncoH r3ds Xapud Kecos ax
YRAAEIPUANH Yoruonboper HI2CHI3C xoMmumx 12 xurmiis xyrayaang Xodg Conosroct 360 can opunm
asm. gonnapss B3N3H MeHraHni opnoro opcod k. SHreposH xyrauaaHy xoép ConourocwH YN Tepwiit
JBPUNSBC WANTTIANaH 3% yINABIDMWIH Lorgonboper X3 X305 yAad xasor Bakcam o,

YigHmi 23panyas Anos ync Xoig Conosrocui 3Cpar xopurod Yadrarraan Gy oum. Anod He Xoig
ConoHrockiH X8Nar oHROEHYYALN Go0MT awnrnax Gonod 800 aM QoNNaPaac N33 MEHTEH ryiEyynrer
xopurnosss. Xapus AHY-wH ayrasc Xoig CoNoHroce 3CH30 WHHS XOpEr TABNE Xyyibd epeHxuinen
Eapar OfiaMa rapes yoar sypaxeir xynass Galiraa ax

SHA256 5c7e3cde4d286909154e9a5ee5a5d061a1f0efaa9875fb50c9073ele8bbcfaef

Date 2/19/2016

Filename 3uka Monrosz oiipTcoop.doc

Vulnerability
CVE-2012-0158 and CVE-2014-1761

Targeted

Tools Used Cmstar and BBSRAT
Weaponized Microsoft Word document found titled '3vika Monronz oiiptcoop' (Zika closer
to Mongolia). Exploits for both CVE-2012-0158 and CVE-2014-1761 used, dropping a

Description separate, newer variant of Cmstar which downloaded BBSRAT as its final payload. The
translated Mongolian text found within the decoy document discusses how the Zika virus
has been witnessed in both China and Russia, as well as other countries across the globe.

3uka Mowrang oliprcoop

Yiprwiie raoeur yyeranar 3nea eMpyced Xxanneap xepw OXY-n Mar, XAtanag xodp Xyug wnpaag
Danna. [JoMuHiEas yNCa] aMpaa] MpcaH IMIMTIArIsc JMKa BUPYC MNIPCHIIP DpOCT aHXHE
ToxMongon DypTraracoH oM. XapuH XATA4a0 IXHHA XAnfBapTal XyH 34r3py IMHINIIIC rapmany
B8P H3M XYHA Juka Bupyc unapcsd @« Bedwecyan yncan aAnaan wpocad M wacTal 3parmai
LWliHiiis HEM3HA XANYYPY, TONMOA Hb SEACEH WHHE TIMAMIZD SMHINIIT XaHACEH He JUKa BUpYC
Gonox He cHoWNOrA#Ss. TyyHUAr HCAHCH MyEWIH IMHINIMT X38TIH IMUNYYN3I3L FAPCHY Mapraaw
Hi ML 15 xodp aaxe ToXHGNAON MN3peak 2« Opooroop XATana] JHka BUDYCLIH Xangsap agcau
XO@p faxe XyHuil Tanaapx magaanan Gaioryi Gaina.

Jypary 3uka BUPYCHIH XANNEAD XIPXIH HYYX MaRraap Tapxaw Gafdraar xapyymeis

Juea swpyc enrepceH apasgyraap capa Bpasuwneg rapcraac xoiw Narud Amepur, KapuBoe
20 rapyi opoxg tapxax, 1.5 can xyu xangeap ascvaap [Jamosis 3pyyn maugeis Gairyynnara
oHy Bbaigan 3apnacad Gun3aa Juxa BMPYC Hb MMPIMCIH IMIITIHL XANJBAPNACHAED YPIWIH
TAPXKNHE X BFMMAT J0TCOON, OXYHE XOMCLONTON, BHHM TADXUTAN Xyyx3a Tepger o s
AYYAOVYA HACAM TYpLaa acapraa, CYBHNraan] aMsJpax waapanararan bongor. Konywmb yncag
nraxag 4000 wupascad 3m3rTaRg 3uka BHPYCHH XangBap HNIPCHIIP YP XBHOYYNIX
IBBWeSPANIEr JACTWIH razpaacas waapaa= Gaina

SHA256

Date

0b0e6b40a63710b4f7e6d00d7a4a86e6db2df720fef48640ab6d9d88352a4890

2/19/2016
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Filename Xsaraga/ “3vka” BUPYChIH X0€p axb TOXUOI0 Ua3pu’3.doc
Vulnerability
CVE-2012-0158 and CVE-2014-1761
Targeted
Tools Used Cmstar and BBSRAT
Weaponized Microsoft Word document found titled 'Xsitagan “3uka” BUPYChIH X0ED aXb
toxuomngon umpu3d' (China "Zika" viruses in two cases). Exploits for both CVE-2012-0158
and CVE-2014-1761 used, dropping a separate, newer variant of Cmstar which downloaded
Description BBSRAT as its final payload. The dropped decoy document contains a press release dated
on February 16™, 2016. The press release discusses changes made to the coal industry in
inner Mongolia, The G-20 meeting in China, a five year plan for economic and social
development, and two cases of the Zika virus.
MOHION YNCAAC EHXAY-[ CYYTAA
AMYMH CARBIH AAM
XIBMINMAH TORM
2016 ot 2 QyTasp Baane
capbii 18-t enep T

BME20 HyypcHuA canfapeiH sespunesnTHAr tkis Badna

Cyynin syl Xatagee agnim sacrwi ocent Gyyps, wyypouni canfapt
“REKMP BB WPCHTIA xonborgyynad SME30 “Hyypoxd yoaw HyypC Japaar Gangner
BEPUNIK, HIWYY BOTET WHHISGH 3PIONTal opyyNay 3au)] opood Badva. “Hyyposed xap
HYHTTHAT F3B30 YO WMr esreTsd Tym Gonnos yAngespnas Gafea” xawas “lssexya’
EOPNORELMIH 030 epaHKad 3axipan Wy MNentks xancaH GafHe. 343 He JONKARL XBMIAH
AHEHE CHA TOHHBIH Xy4MH YEJANTEN HYYDC WHrapyymay Temeepans ax 2015 owg TO0
uanran T Tymu Gonoecpyyncas Gafima Hyypouooc usmrapyynicas Ty fagrax
AT XA FADAX, HYYROA My GOROBCpYYNAR TOCTL Cnap MOHIong Assn o
Bonk, 13-p TAEAH H3aNEH TNGENGrGeHHA Tarcran] Hyypc Bonoacpyynax yanIsspnsn
ogoonai 30 xyamac 50 xyewn xypax o Gafdka Map yrackss canfor, yowssis apam
HPHRA Ty, GHONONAAH SUH BONEMEN, TOROT TEXSS0EUIINRH WINJEIDNIN He Seap
MOHroNBIH 30AH 3aCTAM  BCBNTAAH  WMH3 yRnymanmyyl Gonoon Gamka 2015 owg
A0 BHISD TEXHONOMMAKE &X YANZEIPWAH SOBNT BHIGPOBH OHBl MaH year 23 5
YD o Gafna Hyypossd wanfaeapnan e Seod Mowionsii ax yAngiapiameie 50
XyBIEH 808 Hb 33w Gafcas Gon ofod 23 xyRWAr canss GafEa. 13-p Tasas s
AEUAN HYYDCHAR WNZBIQNaNWAH 3anax xyewir Gyypyyns 15 xyBed xyprax 3opwnT
TaBeCcad Gafma Byxan OyTan CRCTemiM BeqrNenT XMACHIGD "WyYDCHIGC Xapaar ax
WANAE3PHAH CANGADET XAMPANAAC TAQraxEap A43ANnax oW Safxa

Paxeumme pulias 2016.2.16
GZ20-MAM yynaanT XATagan GonHe

G20-win opHyyasH 11 43K YORAMWAH 0330 TYBWSESA YYNIENT 343 oue 8 oyraap
capein 4-5-up  aopyyaan BHXAY-we  Meamw  wysodtn  Mawsoy xomHOD  300e0s
GaRrYNArQANE  YyNIan T GANTIIN Al sapiyycas Topian Jomnandain iy Fe
Jouw yymaanTes GoNTranesAn TANAAD CITYWIMOAMM acyyNTAL XaguynT arcos Gafua
Tapaap "2 yARANAAH YYICERNTEE FON CHOM0 He " Ulasiai CaMsinnas, AT ceeT jas
VPArUMAX, AYPTINGET M INEMAH 300N 18cAr" [on J0psNro Wb LONKARH J0sAH MBCAT
WNC OPHYYOLIH MErsNAH WAAPANATa. TOMTBOPTON XBrsmWiAr xaHray ras Ce Bewms
napra xancay” racd Gafwa G0k yynaanT gankaie a0Wis J5Car, onoH yrICHE i
JRCTATN XAMTRS DSUNRAraEN vyan yypar ryigarans 2008 ons 11 gyraap capa anx

The Digital Quartermaster: Tool Overlap

The tools we observed being used in this attack campaign remained consistent throughout the six months of data
we were able to collect and analyze. Yet, prior to the findings in this report, none of the tools used in this

campaign had been observed being used in conjunction with each other. In their 2013 report, Kaspersky theorized
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that NetTraveler may have had connections to the Lurid/Enfal adversaries due to some similarities in command
and control infrastructure and targeting of minority groups in China, but no strong evidence was discovered since
then. CMStar is a variant of Lurid discovered by us in May 2015, with similar targeting as previously observed as
NetTraveler, but again, with no strong connections. BBSRAT is a relatively new Trojan we had discovered and
publicized in December 2015 and had attributed it to a campaign dubbed ‘Roaming Tiger’ by ESET in 2014,
which specifically appeared to target Russia and Russian speaking nation state. None of these tools have been

publicly observed in use together, in a singular campaign, until now:

e The initial dropper embedded in the weaponized document files were obfuscated using a subtraction cipher
previously used to obfuscate strings in the NetTraveler malware family.

e A BinDiff comparison of the newer Cmstar variant with a previously reported on NetTraveler sample
shows an 80% code similarity

o The first stage loader used in the attacks was Cmstar, or lightly modified variants. Cmstar is closely related
to Lurid which is associated with the Enfal trojan

e The final payload for the newest weaponized documents retrieved was BBSRAT, which was previously
associated with an attack campaign called "Roaming Tiger", targeting Russia and other Russian speaking

nations speaking

The one commonality that does appear amongst these seemingly different tools used by different operators is their
geolocational nexus: China. In 2011, TrendMicro strongly attributed Lurid/Enfal to operators based out of China,
although they stopped just short of claiming it. In Kaspersky’s 2013 report on NetTraveler, another strong
attribution was made to a China-based operator. ESET’s “Roaming Tiger” reporting did not attribute the attack to
any specific nation-state, but examining the command and control infrastructure and WHOIS data again suggested

a China-based operator.

These facts begin to lead us to the following possible conclusions: the previous attack campaigns associated with
their specific tool were all actually conducted by one, large, all encompassing operations unit. The previous attack
campaigns were conducted by separate, but related operations unit with access to a common Digital Quartermaster

for tools, or some combination of either scenario.
Technical Analysis of Tools Used

All of the Microsoft Word documents leveraged in these attacks used the CVE-2012-0158 and CVE-2014-1761
exploits. All of the exploit documents, in addition to targeting the same organizations and relying upon the same
exploit techniques, ultimately dropped a version of the BBSRAT. A large number of the encountered samples used
a new version of the Cmstar downloader to accomplish this, while some documents dropped and executed
BBSRAT directly. Upon successful exploitation, the exploit documents would drop and execute a payload using

one of the following techniques:

1. The exploit document drops and executes a file with a path of % TEMP%\xpsfiltsvcs.tmp. This file contains
an original Cmstar downloader that was discussed in a previous blog post.

2. The 'MSOProtect.acl', 'offcln.log’, and 'offcln.pip’ files are dropped in the %APPDATA%\Microsoft\Office\
directory. The MSOProtect.acl file contains a new variant of the Cmstar malware family. The offcln.pip is a

DLL that is responsible for opening a legitimate Microsoft Word decoy document. The offcln.log file
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contains a command that will open this decoy document. The offcln.log file is used by offcln.pip in order
to accomplish this.

3. The %APPDATA%\comctl32.dll file is dropped and subsequently loaded. This file contains either a new
instance of the Cmstar downloader, or a copy of the BBSRAT malware family, which was discussed by
Palo Alto Networks in December 2015.

New Cmstar Downloader

The majority of the spear-phishing attachments leveraged variants of the previously discussed downloader named

'Cmstar'. Much of the functionality remained consistent in the newest variants, which were compiled in July and
August of 2015. For reference, the original Cmstar downloader malware samples were compiled in February
2015.

The new samples appear to have minimal changes made, and in fact a number of the debugging statements
mentioned in the original samples are seen in a number of the newest variants. The obfuscated routine that is
responsible for downloading the payload has increased in size from 779 bytes to 943 bytes. This increase in size is

due to additional error controls put into place. This routine is still encrypted using a single-byte XOR operation.

However, the newest Cmstar variants use a different routine to obfuscate important strings within the binary. The

following code, represented in Python, accomplishes this:

def decode(data):
out=""

c=0

for d in data:
out += chr(ord(d) - c - 10)

c+=1

return out

Malware analysts may recognize this routine, as it's identical to the one witnessed in previously discussed

NetTraveler samples that were found to be targeting an individual working for the Foreign Ministry of Uzbekistan
in China. As witnessed in the following diagram, the new Cmstar downloader’s obfuscation routine has a 100%

code match to the NetTraveler downloader previously encountered:
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Figure 1 Code Overlap
Between Cmstar and NetTraveler Downloaders

The following URLs were identified to be used by these Cmstar samples:

o http://thbaw.ofhloe[.]Jcom/cgl-bin/conime.cgi

e http://dolimy.celeinkec[.]com/cgl-bin/upl.cgi

e http://question.eboregi[.]Jcom

e http://pplime.savecarrots[.]Jcom/cgl-bin/upsd.cgi

e http://dolimy.celeinkec[.]Jcom/bin/r0206/update.tmp

The majority of these URLs were not responsive at the time of analysis, with the exception of the last one. This

returned file is an encoded executable that contains a dropper, which in turn loads BBSRAT.

BBSRAT

Much of BBSRAT's functionality has remained consistent in the newest variants. Like previous versions, the
malware will build an Import Address Table at runtime and uses the following mutex to ensure a single copy of

BBSRAT is running at a given time:
Global\\GlobalAcProtectMutex

Additionally, the network structure, URL pattern, and other characteristics of the malware remain consistent.

BBSRAT will ensure persistence by setting the following registry key:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\comctl32 - rundll32.exe %APPDATA%\comctl32.dll,

Enter

Page 22 of 26


https://unit42.paloaltonetworks.com/wp-content/uploads/2016/03/Quartermaster-fig1.png
https://unit42.paloaltonetworks.com/wp-content/uploads/2016/03/Quartermaster-fig1.png

https://researchcenter.paloaltonetworks.com /2016 /03 /digital-quartermaster-scenario-demonstrated-in-attacks-against-the-mongolian-government /

The largest modification has been the addition of four commands to the command and control handler. These
commands are still being researched and full functionality of them has yet to be determined. We have identified

the following BBSRAT command and control servers:

e cocolco[.]Jcom
e ofhloe[.]Jcom

e housejjk[.]Jcom
Infrastructure Analysis

Mapping out the first stage command and control infrastructure for the analyzed Cmstar samples revealed an

infrastructure that was most likely deployed specifically for this attack campaign:
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Figure 2 Cmstar Command and Control Infrastructure

A single domain, question.erobegi[.Jcom, was found to be reused. This domain had previous been identified as a
first stage command and control in May 2015 when we initially discovered CMStar. However, the payload was
not identified at the time. The WHOIS data revealed heavy usage of resellers by the adversary, likely as an evasion
technique. Analyzing the historical WHOIS data however, revealed one of the 'clean’ personas used by the
adversary as a registrant ' HELENEHELEN@EXCITE.CO.JP', was used to register one of the command and
control domains for CMStar, celeinkec[.]Jcom as well as one of the primary command and control domains for

BBSRAT, housejjk[.Jcom, further supporting the links between CMStar, and BBSRAT.
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The BBSRAT command and control infrastructure remained exactly the same as previously reported in December
2015:

pagbine.ofhloe.com cdaklle.housejjk.com jowwin.cocolco.com

\ Do/

e e =

45.32.249.235 104.238.190.15 104.238.148.71

Figure 3 BBSRAT Command and Control Infrastructure

Unfortunately, we were unable to retrieve all of the final payloads from every sample at the time of analysis. 083
One interesting fact to note is the use of the primary domain ofhloe[.Jcom; BBSRAT uses pagbine.ofhloe[.]Jcom as
a primary command and control, while we also observed Cmstar thbaw.ofhloe[.]com as a first stage command and

control to likely retrieve BBSRAT.

Conclusion

Unit 42 often speaks of sharing threat intelligence, tools, and procedures amongst the security industry, often
times pointing to the fact that the adversaries we are up against on an everyday basis are doing the exact same.
Still, as a community, when we do publicize adversary groups or campaigns, there is a tendency to encapsulate
each and place them in their own isolated bubbles, directly contradicting the message of sharing amongst the
adversary. The reasoning behind this is not meant to be hypocritical — it is simply more straightforward for
identification and ingestion purposes to be able to silo each group or campaign rather than come to the conclusion
that every group or campaign is somehow related due to the sharing nature of the adversaries. We must
acknowledge the fact however, that in general many attacks are related, even if they do appear significantly

different or do not share the same TTPs as observed previously

The collection of data we have analyzed strongly points to the fact that a Digital Quartermaster may exist amongst
the adversary. The strong overlaps within the tactics used in the toolsets as well as links in infrastructure indicate it
is likely that a singular entity is responsible for deployment and maintenance of the tools used, in conjunction with

a separate operator group responsible for the actual execution of the cyber espionage operations.
Palo Alto Networks customers are protected through our next-generation security platform:

o WildFire successfully detects BBSRAT, Cmstar, and the weaponized documents as malicious
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e AutoFocus identifies the tools used under the Cmstar and BBSRAT tags
 Traps actively detects and prevents exploitation of both CVE-2012-0158 and CVE-2014-1761

e The C2 domains and files mentioned in this report are blocked through Threat Prevention
Indicators of Compromise
Exploit Document SHA256 Hashes

5beb50d95c1e720143ca0004f5172cb8881d75f6c9f434ceaff59f34falfe378
10090692ff40758a08bd66f806e0f2c831b4b9742bbf3d19c250e778de638f57
44dbf05bc81d17542a656525772e0f0973b603704£213278036d8ffc999bb79a
91ffe6fab7b33ff47b184b59356408951176c670cad3afcde79aa8464374acd3
6f3d4fb64de9ae61776fd19a8eba3d1d828e7e26bb89ace00c7843a57c5f6e8a
e88eabeb642eaf832f8399d0337ba9eb1563862ddee68c26a74409a7384b9bb9
68f97bf3d03b1733944c25ff4933e4e03d973ccdd73d9528f4d68806b826735e
00ddae5bbc2ddf29954749519ecfb3978a68db6237ebea8e646a898c353053ce
c2ebaf4366835e16f34cc7f0b56f8eaf80a9818375c98672bc678bb4107b4d8¢
aaB86f4587423c2ff677aebae604614030f9f4d38280409501662ab4edfe20c2a
fc21814a5f9ed2f6bef9e15b113d00f9291a6553c1e02ccOb4c185c6030ecads
7e031a04e570cddda907d0b4b7af19ce60dc481394dfb3813796ce0e6d079305
0b0e6b40a63710b4f7e6d00d7a4a86e6db2df720fef48640ab6d9d88352a4890
5c7e3cde4d286909154e9a5ee5a5d061a1f0efaa9875fb50c9073e1e8b6cfaef

BBSRAT SHA256 Hashes

567a5b54d6c153cdd2ddd2b084f1f66fc87587dd691cd2ba8e30d689328a673f
cd3b8e4£3a6379dc36fedf96041e292b4195d03£27221167bce7302678fb2540

BBSRAT C2 Servers

jowwln.cocolco[.Jcom
pagbine.ofhloe[.]Jcom

cdaklle.housejjk[.]Jcom
Cmstar SHA256 Hashes

€3253409cccee20caa7b77312eb89bdbe8920cdb44f3fabfe5e2eeb78023c1b8
3e2c0d60c7677d3ead690b1b6d4d7c5aaa2d218679634ac305ef3d75b5688e6a
3a7348d546d85a179f9d52ff83b20004136ee584993c23a8bfe5c168c00fbaad
19bad0a7fa332b750c7d93385dd51bd08ee63f91cedb4ae5a93f9f33ecb38c44
4e1d59042336¢3758e77c5c521f60ae262aad01bf7265581de54e869a02b65bc

Cmstar C2 Servers
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http://thbaw.ofhloe[.Jcom/cgl-bin/conime.cgi
http://dolimy.celeinkec[.]Jcom/cgl-bin/upl.cgi
http://question.eboregi[.]Jcom
http://pplime.savecarrots|[.]com/cgl-bin/upsd.cgi
http://dolimy.celeinkec[.]Jcom/bin/r0206/update.tmp

Source: https://researchcenter.paloaltonetworks.com/2016/03/digital-quartermaster-scenario-demonstrated-in-attacks-against-the-mongolian-go

vernment/
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