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Maoloa Ransomware
Unnamed RDP-Reset Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

OTOT KpUITO-BBIMOTATe/Th UG PYeT AaHHBIE TIo/b30BaTesiel ¢ moMoisio SHACAL-2 (HO B Kofie €CTh UTO-TO OT
SHA-512 u SHA-224), a 3atem TpebyeT BbIkyT B # BTC, uToObI BepHYTh (hatinel. OpuruHaabHOe Ha3BaHUE: B

3amucKe He yKaszaHo. Ha daiisie HarvcaHo: HeT JJaHHBIX.

OGHapyxeHHs:

DrWeb -> Trojan.Encoder.11539, Trojan.Encoder.28101, Trojan.Encoder.30969
ESET-NOD32 -> Win32/Filecoder.Maoloa.A, Win32/Filecoder.Maoloa.E
Ikarus -> Trojan-Ransom.Maoloa

BitDefender -> Trojan.Ransom.Maoloa.A

Avira -> TR/Maoloa.*

[IIpyruie obHapy»keHusi, onpeenieHHble Kak Globelmposter, ommbouHbie ¥ KX MOXKHO He YUHUTHIBATh!

© Teneanorus: 3 Globelmposter > npepiayIue BapuanTel > Maoloa, Alco, apyrue Unnamed

Ransomware

ITouemy 310 He GlobeImposter?

Maiikn [xunnecnu nogTeepau, uto 3to He Globelmposter. VizeHTHbUKATOD >KepPTBLI U MapKepbl (aiiyioB
BOOOIIIe ApyrHe. AHA/IN3 TEKCTA MTOKA3bIBaeT COBIAZIEHHe 3HAKOB U TEKCTAa B HEKOTOPBIX BapHAHTaX
Globelmposter 2.0 mpouuioro rofa v ofHo# Bepcun Aekabdbpsi 2017 ropa. TakuM o6pa3om, 3T0 (abIIMBLIA

Globelmposter 1 o6HapyxeHusi Ha VT omiubouHble.
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M306pa)KEHI/Ie — TOJIBKO JIOT'OTHUIT CTAaTbU

K 3ammidpoBanHbM (aiinam nobapmsiercst pacinvpenue: .maoloa OBHnMaHne! Hogvle pacmvipenwst, email u

TeKCTbI O BBIKYTI€ MOXXHO HaWlTH B KOHIIe CTaTbH, B obHoBmeHusx. Tam MOryT OBITh pa3/imnyud C riepBoOHa4Ya/IbHbBIM

BapUaHTOM.

OG6pa3sel] 3TOro KpUINTO-BEIMOTaTe s ObLT Hal/leH B Hauaste deBpasst 2019 r. Illtamn Bpemenu: 3 derpasns 2019.
OpueHTHPOBaH Ha aHIVIOS3bIYHBIX [10/1b30BaTe/eH, UTO He MelllaeT paclipoCTpaHsITh ero 1o Bcemy mMupy. Het

HUKAKKX OJaHHBIX O MACCOBOM PACIIPOCTDPAHEHHWH. BEPOHTHO, YTO 3TO TECTOBBIN WU e,[[I/IHI/IqHI:Jﬁ 3K3eMILIAD.

3ammcka ¢ TpeboBaHMeM BriKyTia HasbiBaeTcs: HOW BACK YOUR FILES. txt

[ voeow e vt - e rten =

Pt bt ol Slatage

L I WANT T GET LA VEUK FILER BACE S99

ATTENTION
" pE e rEnaEE HRIYFUEE TE1ES
= Do et Ery Eo oeirypt your dafa wing Ehird party softmars, s cas
resule in coaplete o5 : leas

v pirsoral id
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aATEr paymenr, we Send el The de fon all

et ore nhl Y .u'\u er fres decry on. The tonal mire of file
st B N o), and “"l\..- Shweula et lu-". 1o waluable
Informetion rurv p-. -u zamen, large excel-word shests, stc.

LONTACT of: ormacs_abwrsbec].com, macloa@indda.com, maolcalyshon. com

“\_I.Jallr;h 'N:'I.M.'ld HJMIIE Ll w:u.;.

r1rm—|r VR TRELEF
'.l:'c\.'\l"".lﬁu ALIAF ET

result s complete data Loss.

* &1L yeur Flles have B
* IF WOU FILES BaLK
TTENTION |
* Do not renams encrypted files. |
“ Do not try to decrypt your dats uning third party software, this can |
|
|

with your personal id

k rende Bo for decryetion
e a5 confirmation you are resdy bo pay decrygtion key,
your Files,

send you the decry

of file
waluable

4 aheuld nat casta
faformation (Backups, detabises, lerge excel-wsed sheets, &tc.)
COHTALT US: ermard_shurafool.com, mesoloafirdia.con, seslosfiyeboo.com

{0}y i

Cojep)XxaHue 3alMCKH 0 BBIKYIIe:
** All your files have been encrypted **
*#* PLEASE READ THIS ***

*##4% [F YOU WANT TO GET ALL YOUR FILES BACK ****
ATTENTION

| * Do not rename encrypted files.
| * Do not try to decrypt your data using third party software, this can

| result in complete data loss.
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Send us email with your personal id.

This email will be as confirmation you are ready to pay for decryption key.

After payment, we send you the decryption tool, that decrypt all your files.

Before paying you can send 2 file for free decryption. The total size of file

must be less than 1Mb (non archived), and files should not contain valuable

information (backups, databases, large excel-word sheets, etc.)

CONTACT US: ormazd_ahura@aol.com, maoloa@india.com, maoloa@yahoo.com
KEY

{{ID}}

ITepeBop 3anycKu Ha PYCCKHIl 3BIK:
** Bce Baim (aiinbl ObUTH 3ambpoBaHbl **

4+ [IOXKAJTYVCTA TIPOUTUTE 3TO ***
k4% ECJTM Bbl XOTUTE BEPHYTD BCE MAJIBI **%*
BHUMAHUWE
* He meperiMeHOBBIBaiiTe 3amindpoBaHHbie (aiisibl.
* He mbITaliTech paciirpoBarh Ballly JaHHbIe C IIOMOLI[bI0 CTODOHHUX IIPOrPaMM, 3TO MOXKET ITPHUBECTU K
TIOJTHOM TIOTepe JaHHBIX.
OTnpaBbTe HaM MKUCHMO C BALLIWM JIMYHBIM id.
70 MUCHMO OyZeT MoATBepPKAeHHeM TOTO, UTO BBl TOTOBBI 3aIJIATUTD 3a KJTFOU pacLIM(pPOBKU.
[Toce orinaTbl MBI OTIIPaBUM BaM MHCTPYMEHT Jelin(poBaHUsi, KOTOPbIH paciivgpyeT Bce BalliK (aiiibl.
[Tepen oruiaTol BBl MOXKETe OTIIPABUTH 2 Qatiia /s becriiaTHOM pacimdpoBku. Ob1muii pasmep daiiia Jo/mKeH
ObITh MeHee 1 MB (He B apxuBe), U (haiiyibl He ZO/DKHBI COAEPIKaTh [IeHHOHN nHpOopMaruy (pe3epBHbBIE KOMTHUH, a3kl
TAHHBIX, OosbInve Tabmuiel Excel U T. 1.)
CBf3b C HAMMU: ormazd_ahura@aol.com, maoloa@india.com, maoloa@yahoo.com

KEY

{{ID}}

TexHuueckue geTaau

Mo>KeT pacripoCTpaHAThCS MyTEM B3/I0Ma uepe3 He3alluileHHY0 KoHburypaiuio RDP, ¢ momMoiipio email-criama
Y BPEZIOHOCHBIX BJIOKEHWH, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOWTOB, BeO-UHKEKTOB, (ha/TbLIMBbIX
0OHOBJ/IEHUH, TEPEMAaKOBAHHBIX U 3aPa’KEHHBIX MHCTA/UIATOPOB. CM. Takke "OCHOBHBIE CTIOCOOBI

pacIpoCTpaHeH s KPUITTOBLIMOTaTe el Ha BBOAHOU CTpaHuLle biiora.
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OHy)KHO BCeT/ia UCI0Mb30BaTh AKTYaJbHYI0 aHTUBUPYCHYIO 3aiuty!!!

Ecru Bl ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuToi Kinacca Internet Security nim Total Security, To

X0Ts1 OBl ZienaliTe pe3epBHOe KOMMPOBaHKWe BaXKHBIX (aiiioB 1o MeToxy 3-2-1.

> yl,anIHET TeHeBbIe KOIMTHUH (baﬁf[OB C ITIOMOIIbIO KOMaH/bI:

vssadmin.exe Delete Shadows / All / Quiet

» Ouuiaet >XypHaasl Windows.

» Co6pacbiBaeT HacTpoiiku RDP Ha fedontHbie (MeHsieT aTpulyTh daiina Default.rdp).

» OtkouaeT paboTy 6a3 JaHHBIX, CEPBUCHBIX C/IyK0, OTK/TFOUAeT OIoBelleH st 06 UX 0CTaHOBKE MPH 3arpys3kKe
CUCTEMBI:

MongoDB, SQLWriter, MSSQLServerOLAPService, MSSQLSERVER, MSSQL$SQLEXPRESS, ReportServer,
OracleServiceORCL, OracleDBConsoleorcl, OracleMTSRecoveryService, OracleVssWriterORCL, MySQL

Crucok (aii/IoBbIX paclIMpeHHi, MOABePralIuXcs MU pPoBaHHIO:

.1ch, .acl, .acrodata, .adr, .aod, .bak, .bdic, .bin, .blog, .conf, .contact, .crl, .css, .customUI, .dat, .db, .db-journal,
.dic, .doc, .docm, .docx, .dot, .dotm, .emf, .eot, .etl, .feed-ms, .fey, .fingerprint, .gif, .htm, .icc, .idx, .ini, .jpg, .jrs,
.js, .json, .jsonlz4, .1db, .lib, .library-ms, .little, .Ink, .log, .Ist, .1z4, .1z4, .mozlz4, .mp3, .obi, .oeaccount, .old, .one,
.onecache, .onetoc2, .pb, .pma, .png, .pset, .pst, .rdy, .rtf, .sbstore, .searchconnector-ms, .search-ms, .sig, .sqlite,
.sqlite3, .srs, .store, .ttf, .txt, .url, .vkf, .vpol, .vrt, .wfe, .win, .wmdb, .wmv, .woff, .wpl, .wtv, .xml

910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiib 6e3 paciMpeH U MHOTHE [IPYTHe THIIbI (haliyioB.

daiinpl, CBA3aHHBIE C 9THM Ransomware:
HOW BACK YOUR FILES.txt

<random>.exe - c/iyuaiiHoe Ha3BaHUe

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucH peecTpa, CBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3ysbTaThl aHaIu30B.

CeTeBbIe NOAK/TIOUEHUA U CBA3HU:

Email: ormazd_ahura@aol.com, maoloa@india.com, maoloa@yahoo.com
BTC: ***

CM. HIDKe B 0OHOB/IEHUSIX [JpyrHie afipeca U KOHTaKThI.

CM. HUKe pe3y/ibTaTbl aHA/IU30B.
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PesynrTarnl aHa/1M30B:

® Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
X VMRay analysis >>

() VirusBay samples >>
/A MalShare samples >>
2 ANY.RUN analysis >>

*# AlienVault analysis >>
%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIsl.

IMopo6HbIe cBesleHNs1 COOMPAIOTCS PETYIISIPHO.

=== VICTOPUSI CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJ/IEHUMI === BLOCK OF UPDATES ===

Oo6Hoeenue oT 6 HosOpst 2018 1 axke panbliiie (B ceHTsA0pe 2018):

IlocT_B TBUTTEpPE >>

OToT BapuaHT NofipobHO omwmcaH B crathbe Alco Ransomware >>>
Pacimmpenne: .0x4444
OTUMOIOTUS Ha3BaHUsI PACIIMPEHUS: 0X - TIO-aHITIMHACKY: BOJI, OBIK.

Pesynerartel ananmsos: VI + VMRay
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OonoBsienue ot 28 deBpass 2019:

Pacumpenue: .brydreed

Email: informerdecrypted@aol.com, brydreed@india.com
3armmcka: HOW TO BACK YOUR FILES.TXT

» CopeprkaHue 3arm1cKu:

** All your files have been encrypted **

*** PLEASE READ THIS ***

##4+% [F YOU WANT TO GET ALL YOUR FILES BACK *#%**

ATTENTION
* Do not rename encrypted files.
* Do not try to decrypt your data using third party software, this can

result in complete data loss.

Send us email with your personal encryption KEY.
This email will be as confirmation your are ready to pay for decryption key.
After payment, we send you the decryption tool, that decrypt all your files.
Before paying you can send 2 file for free decryption. The total size of file
must be less than 1Mb (non archived), and files should not contain valuable
information (backups, databases, large excel-word sheets, etc.)
CONTACT US: informerdecrypted@aol.com, brydreed@india.com

KEY
NSET35KOBD6T7*****OQRP7KA2A=

OonoBnenue ot 1 mapra 2019:

OTOoT BapuaHT 1ofipobHO ormcaH B cTathe Alco Ransomware >>>

Iloct B TBUTTEpPE >>

Pacmmipenue: .Alco4444
OTHUMOJIOTHS Ha3BaHUs PACILIMPEHUs: aJIbKO - FO)KHOaMepUKaHCKasl IvKasi cobaka.
3armicka: HOW TO BACK YOUR FILES.txt
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Email: Nhina.helper@aol.com, Nhina.helper@india.com
BeposiTHO, npaBusbHele afpeca: China.Helper@aol.com, China.Helper@india.com

Pesynbrartel ananusos: VT

YOUR FILES ARE ENCRYPTED 111

» CopeprkaHue 3am1cKu:

YOUR FILES ARE ENCRYPTED !!!

TO DECRYPT, FOLLOW THE INSTRUCTIONS:

To recover data you need decrypt tool.

To get the decrypt tool you should:

1.In the letter include your personal ID! Send me this ID in your first email to me!

2.We can give you free test for decrypt few files (NOT VALUE) and assign the price for decryption all files!
3.After we send you instruction how to pay for decrypt tool and after payment you will receive a decryption tool!
4.We can decrypt few files in quality the evidence that we have the decoder.

DO NOT TRY TO DO SOMETHING WITH YOUR FILES BY YOURSELF YOU WILL BRAKE YOUR DATA
I ONLY WE ARE CAN HELP YOU! CONTACT US:

Nhina.helper@aol.com

Nhina.helper@india.com

ATTENTION !!! THIS IS YOUR PERSONAL ID WICH YOU HAVE TO SEND IN FIRST LETTER:
S/oR50rtft/2yT81cpZ XZEdzhmaktbMcIM2wJuksSsP3DV ***

Oo6noBenue ot 20 mapta 2019:

JTOT BapuaHT ToZipobHO onuvcaH B ctathe Alco Ransomware >>>

Pacummpenne: .Mr-X666

Pesynerartsl aHam3os: VT

Oonossenue ot 10 anpess 2019:

OTOoT BapuaHT 1ofipobHO ormcaH B cTathe Alco Ransomware >>>
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Pacmipenue: .Tiger4444
OTUMOIOTUA Ha3BaHUs PACIIMPEHUS: tiger - TI0-aHIIUHACKH: THUTD.

3arucka: how_to_back_files.html niu HOW TO BACK YOUR FILES.txt

Al your data hax Seen ciphared

AleBead

Oo6Huoenenue ot 11 anpens 2019:

Tonwk Ha dhopyme >>

Pacumpenue: .tabufa

Email: tabufa@protonmail.com, tabufa@airmail.cc

@aiin EXE: meaykdxuvtfy.exe mmu tuma Toro.

3amnmcka: how_to_back_files.html v apyroti daiisn.

All peuir data has be ciphaned!

» CopiepKaHue 3armcKu:

All your data has been ciphered!

The only way of recovering your files is to buy a unique decryptor.

A decryptor is fully automatical, all your data will be recovered within a few hours after it’s installation.
For purchasing a decryptor contact us by email:

tabufa@protonmail.com

If you will get no answer within 24 hours contact us by our alternate emails:

tabufa@airmail.cc

We assure full recovery after the payment.
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To verify the possibility of the recovery of your files we can decipher 1 file for free.
Attach 1 file to the letter (no more than 5Mb). Indicate your personal ID on the letter:
38 8A 79 68 5D D3 8E *** .
In reply we will send you an deciphered file and an instruction for purchasing an automatical decryptor for all
your files. After the payment we will send you a decryptor and an instructions for protecting your computer from
network vulnerabilities..
Attention!
Only tabufa@protonmail.com, tabufa@airmail.cc can decipher all your files.
Launching of antivirus programs will not help.
Changing ciphered files will result in a loose of data.
Attempts of deciphering by yourself will result in a loose of data.

Decryptors of other users are unique and will not fit your files and use of those will result in a loose of data.

Oonossenue ot 17 anpess 2019:
Pacmmpenue: .systems32x

3armucka: HOW TO BACK YOUR FILES.TXT
Email: systems32x@gmail.com
systems32x@yahoo.com
systems32x(@tutanota.com
help32xme@usa.com

additional.mail@mail.com

OoHoBienue ot 27 anpesisa 2019:

OTOT BapHaHT NozipobHO onuvcaH B ctathe Alco Ransomware >>>

Pacumpenue: .Pig4444

OTUMOJIOTUST Ha3BaHUS paciirpeHud: plg - TI0-aHIVINMCKU: CBUHbs, ITOPOCEHOK.
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3armcka: HOW TO BACK YOUR FILES.txt

Pesynbrartel ananmsos: VT + VMR

Fle G Fomat Vi

YOUR FILES ARE ENCRYPTED 111

TO DECRYPT, FOLLOM THE INSTRUCTIONS:

To recover data you need decrypt tool.

To get the decrypt tool you should

L.In the letter include your peronal ID! Send me this ID in your first enail to mel

2He can give you free test for decrypt few files (O VALUE) and assign the price for decryption all filest

3.Aften we send you instruction how to pay for decrypt tool and after paynent you will receive a decryption tooll

1Mo can dacrypt fau files in quality the evidence that ue have the decoder.

00 HOT TRY TO DO SOUETHING WITH YOUR FILES BY YOURSELF YOU WILL SRAKE YOUR DATA 111 OWLY WE ARE CAN HELP YOUI CONTACT US:

China.helpergaol..con
China.helpengindia. con

ATTENTION 111 THIS TS YOUR PERSONAL 1D WICH YOU HAVE TO SEND I FIRST LETTER:

Vo /H e U2 nx Az £2 9 vo x7 M uC £l 4f 40 Lp

24 20 FT 8u 05 2 5

8 GK X6 ki L1 3+ XL 1X r3 11 ok R4 PL 86 YN he

Ch U7 at vh Bt uS XF 25 Xu al RF L) On u3 80 ¢7 >
Windows (CRL) .G oo%

OoOuos/ienue ot 3-5 mas 2019:

OToT BapuaHT 1ofipobHO ommcaH B cTathe Alco Ransomware >>>

Pacumpenne: .Tiger4444

OTUMOIOT Y Ha3BaHUsl PACIIMPEHUs: tiger - MO-aHIJIHICKU: TUTP.

3armcka: HOW TO BACK YOUR FILES.txt

Pesynerartsl aHami3os: VI + VMR

Oo6uHoBtenue ot 18 mas 2019:

Iloct B TBUTTEpPE >>

Pacmvipenue: .[epta.mcold@gmail.com]
3armmcka: INSTRUCTIONS!. TXT

Email: epta.mcold@gmail.com, epta.mcold@yahoo.com, epta.mcold@aol.com

** &l1 your flles hawe besn eacrypted *°
=== pyCAST RLAD it
mais TP WD WANT TO GET ALL WOUR FILES MAlE “se=

ATTENTION

¥ Bo not reraes enc d Files.

to decry yeur date uiing third parey software, this can
result In completve data loss.

* Do not try

Send ws emall with your personsl encryption KEY
fan your are ready o pay for decryptlon key.

After payment, we send you the decryption $ocl, thet decrypt sll your Flles.

emall] will he az confirms

e of file

cing you can send 2 §i e total
ehan 1#bh (mon arc t eontals valwable

informition (backugs, ditabases, large excel-word shests, etc.)

DONTRLT U5
epta.mooldigead L, oo
epta.mooldfyshon, com

ADDITIONAL COMTACTS:
rpta.msaldfanl . com

KEY¥
MR LB SFHL T2 ALRRLLT
LL I OB G T S0

HEHRQLOE TOR VIS DO BIHUMPA
HLSVHPIGUIWLRS Y G S KHAMF RS
'|\|.|:.
EMIEOGL HG0 R 20 LG 28 R0 PR XN AT IALELF
el DT WY M 3 74 e 1 DT
WROC T AT GYMTH

SO0 KRR LIBLY T BEAL VPN 1P TH O TEROOY 2T
EEVTH ML AW THL PLL OO0 K 106 SWOC MO, S4B NS ECHR S ] TRMALT X IOPH - RNC R
BT NP SOV SHAHE R L 0800 T FRCRS-E00S THL HMEBF FGE RO P EALT T E5XT2
ONLP) TP el P EEC B A

BLEIXN]ENDUE TS
A B AL
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» CopeprkaHue 3am1cKu:

** All your files have been encrypted **

*#* PLEASE READ THIS ***

*#4+* [F YOU WANT TO GET ALL YOUR FILES BACK ****

| ATTENTION

| * Do not rename encrypted files.

| * Do not try to decrypt your data using third party software, this can
| result in complete data loss.

Send us email with your personal encryption KEY.
This email will be as confirmation your are ready to pay for decryption key.
After payment, we send you the decryption tool, that decrypt all your files.
Before paying you can send 2 file for free decryption. The total size of file
must be less than 1Mb (non archived), and files should not contain valuable
information (backups, databases, large excel-word sheets, etc.)
CONTACT US:
epta.mcold@gmail.com
epta.mcold@yahoo.com
ADDITIONAL CONTACTS:
epta.mcold@aol.com

KEY
EFLNUWG6RCNGXJOBXRNJ4JETCGDCJ6ZN76 WWLKAGS5YHLT27A%***

Oo6HoBenue ot 17 urons 2019:

[ocT Ha dhopyme >>

IToct B TBUTTEpE >>

Pacumpenye: .middleman2020
3armcka: INSTRUCTIONS!.TXT

Email: middleman2020@protonmail.com, middleman2020@tutanota.com
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ALl your Tiles have Becn ofcrypted

=eR pEALE 5 THI
* IF YOU WAMT TO GET ALL vOUR FIRES BAR(E =#+e
ATTENT IO
| * Do not rename encrypted files.
* Do not Uy 1o decrypt your data usisg third perty software, this can
Fesult is complete data lass.
Send us sasil or pargonsl encrypticn KEY.

This emall wi confirmation your are resdy to pay for decryption key
After paysent, we send you The decryptios tool, that decrypt all yowr files

wdy, and Files
. large ewcel-ward

OoHoB1enue ot 18 uronsa 2019:

Iloct B TBUTTEPE >>

3ToT BapuaHT nofipobHO omnumcaH B ctathbe Alco Ransomware >>>
Pacmvipenue: .pigd4444

OTHMOsOTHS Ha3BaHUsl PAaCIIUPeHUs: Pig - TI0-aHITIMHACKU: CBUHbSI, IOPOCEHOK.
3armicka: HOW TO BACK YOUR FILES.TXT

OouHoBenue ot 21 uronsa 2019:

OToT BapuaHT nofipobHo ommcaH B crathe Alco Ransomware >>>

Pacummpenne: .Horse4444

OTUMOJIOTUS Ha3BaHUS paciirpeHus: horse - nmo-anrmiicku: JioniaJb, KOHb.

3armcka: HOW_TO_ _BACK_FILES.txt
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OoHoB1enue ot 1 uroa 2019:

Iloct B TBUTTEpPE >>

JTO0 He OTHOCHTCA HanpsAMyo K Maoloa Ransomware!

Email: Decryptcn@protonmail.ch

URL: xxxx://47.92.55.239/s/

3armmcku: HOW_TO BACK_YOUR_FILES.txt Ha KUTaliCKOM M aHIJIMHUCKOM A3bIKax
HOW_TO_BACK_YOUR_FILES.txt - Ha aHIVIMICKOM SI3bIKE

Tekct 3anucku B3sT U3 Maoloa umu Alco, koTopbie caMm UMUTUPYIOT 3anucky Globelmposter, HO UMeIOT CBOM

0COOEHHOCTH.

Upentudukaims B IDR: cHavasna "Fake Globelmposter", motom "ChineseRarypt" o MoeMy Ha3BaHHIO B CTaThe

ChineseRarypt Ransomware.

[Tomeiaet gaitsibl B Rar-apxuB BMecTo n@poBaHust. [1aposb MOKeT HaX0AUThCS B TOM ke IUpeKTopuy, B Rar-

(atine. Crared ot Tencent 1o 3TomMy canbinmeomy Globelmposter >>

OouoBienue ot 10 urons 2019:

Tonwk Ha dhopyme >>

Pacmvipenue: .shelbyboom
Email: shelbyboom@protonmail.com, shelbyboom@cock.li

3armcka: how_to_back_files.html
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OonoBaenne or 17 urons 2019:

Tonvik Ha dhopyme >>

Pacmvpenue: .diller13
3armmcka: how_to_back_files.html
Email: diller13@protonmail.com, diller13@cock.li
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» CopepkaHue 3am1cKu:

All your data has been ciphered!

The only way of recovering your files is to buy a unique decryptor.

A decryptor is fully automatical, all your data will be recovered within a few hours after it’s installation.
For purchasing a decryptor contact us by email:

diller13@protonmail.com

If you will get no answer within 24 hours contact us by our alternate emails:

diller13@cock.li

We assure full recovery after the payment.

To verify the possibility of the recovery of your files we can decipher 1 file for free.

Page 14 of 18


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhzM5ou8eW5T5DDO8H-DUCjQRrEiJTioJpN2uax1vQwvsBG5l4q9H3mgFpos1qHaombyRaJaimcnA4ruXsaD7s85i3sa3514TlR5ppOjNyNh-B0x7zQ8Ek0DV2vFaSt78CHcZmNsdIBNx0/s1600/note-10-7-19.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhzM5ou8eW5T5DDO8H-DUCjQRrEiJTioJpN2uax1vQwvsBG5l4q9H3mgFpos1qHaombyRaJaimcnA4ruXsaD7s85i3sa3514TlR5ppOjNyNh-B0x7zQ8Ek0DV2vFaSt78CHcZmNsdIBNx0/s1600/note-10-7-19.png
https://support.emsisoft.com/topic/31500-diller13/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEghXgOQ7WMxF6QWhc3XFdjMKQZL_0MZ2CMu0eu_re_sAjoS5QSD36cmOAgU1BumE_mPevEy9zpf3Sqi-1hTDWw4tGp_rmSUS6WlX_QP0uQeCAwb8V0MbZQT0o96d6VG0U5fZAuuM4Mhz3g/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEghXgOQ7WMxF6QWhc3XFdjMKQZL_0MZ2CMu0eu_re_sAjoS5QSD36cmOAgU1BumE_mPevEy9zpf3Sqi-1hTDWw4tGp_rmSUS6WlX_QP0uQeCAwb8V0MbZQT0o96d6VG0U5fZAuuM4Mhz3g/s1600/note.png

https://id-ransomware.blogspot.com /2019 /02 /maoloa-ransomware.html|

Attach 1 file to the letter (no more than 25Mb). Indicate your personal ID on the letter:

20 44 81 30 49 01 DO 83 *** (768 3akoB c mpobesaMu).

In reply we will send you an deciphered file and an instruction for purchasing an automatical decryptor for all
your files. After the payment we will send you a decryptor and an instructions for protecting your computer from
network vulnerabilities..

Attention!

Only diller13@protonmail.com, diller13@cock.li can decipher all your files.

Launching of antivirus programs will not help.

Changing ciphered files will result in a loose of data.

Attempts of deciphering by yourself will result in a loose of data.

Decryptors of other users are unique and will not fit your files and use of those will result in a loose of data.

OoOHoB/1eHue ot 22 uroys 2019:

JToT BapuaHT ToZipobHO oruvcaH B ctathe Alco Ransomware >>>
Pacmmipenue: .Rabbit4444

3amucka: He HaliieHa.

Oo6HoBienue ot 25 aBrycra 2019:

Hogast upentrudukanms: cratbs Maola Ransomware >>

Pacmmvipenue: .decrypt019
3armcka: how_to_back_files.html

Email: decrypt019@protonmail.com, decrypt2019@outlook.com

--- IpONYII€HHbI€ BADUAHTBI ---

=== 2020 ===

Oonosienue ot 22 siusapsa 2020:

Pacimmpenue: .system32x
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Email: systems32@gmail.com, systems32x@yahoo.com
CrieruanbHbIi ¢aiin ids.txt copepxkut ID, HarucaHHbIM 9 pas.
3ammcka B EXE-dopmare: 'INSTRUCTIONS!!.exe
EXE-¢aiinbr: msopsm.exe, system32x.exe

Pesynwrartel aHanu3os: VT + VT + VT

HALL YOUR FILES HAVE BEEN
EMNCEYFTED &

B IF YOI WART TOET ALL YUHIR FILES Bl BLILASH REATS TIOE |

B

s pam b o oy
s sk e wl v Hi

=== 2021 ===

Bapmuanr ot 20 siuBaps 2021:

Pacmmipenue: .Encrypted

Email: opticodbestbad@aol.com, opticodbestbad@mail.ee
3ammmcka: info.html

Pesynbrartel ananuzos: VT + TG
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https://www.virustotal.com/gui/file/a91bcee7f68a95fb85371b9ca32cbc8332d154d2f3180fdde9de2554e9cd1739/detection
https://www.virustotal.com/gui/file/8bae546576fc926c4030f7f5c285842c3d00300ad8c0eac0c7b5dd93c2893bd2/detection
https://www.virustotal.com/gui/file/a662fecb5d0f5767e304fb5fc76050380ff076dd423b4df946e1baf888ab48be/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjeZ6dGZLvR8uAGRIH7rICosV6mj17h0PpARLIqgTt6jqf5PJ6nKi2jvLNtHVZIXwfKYJ56scO5oNlrCjpf_S_mhaNgu5nEECbGMDMoXIfdbsYsQcq-Za4lBcHs_glrh210-JtXG-YxsO0/s1600/note-z.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjeZ6dGZLvR8uAGRIH7rICosV6mj17h0PpARLIqgTt6jqf5PJ6nKi2jvLNtHVZIXwfKYJ56scO5oNlrCjpf_S_mhaNgu5nEECbGMDMoXIfdbsYsQcq-Za4lBcHs_glrh210-JtXG-YxsO0/s1600/note-z.png
https://www.virustotal.com/gui/file/98e9d8b6c7432f168af28106b8868b989f14727d2295ff1bd8f7052ceb8e98c7/detection
https://tria.ge/210122-d4vhnc3qv6/behavioral1

https://id-ransomware.blogspot.com /2019 /02 /maoloa-ransomware.html|

BapuanT ot 10 anpens 2021:
Pacumpenue: .charlie.j0hnson
3armucka: HOW TO RETURN YOU FILES.exe

Pesynbrarel aHanuzos: VT + IA + TG

BALL VIR FILED HAVE B BRI 8

AT ®

Adding new variants has stopped.

Hoeble BapuaHTHI He 00aB/ISIOTCA.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZi2LpoLnl_O8FRUmxTCBwMbF14x3T8KyB66YPQM62ZtDjbKYgoVgpYRt3LZ72EBB-j-W0pI90EJmp6v6acfZ_YmsTLKlzkWr9IcRxAi_uZUyIl_7Yp9w1oV142UlvFJGSDGJ0Y0-AUpE/s1092/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhZi2LpoLnl_O8FRUmxTCBwMbF14x3T8KyB66YPQM62ZtDjbKYgoVgpYRt3LZ72EBB-j-W0pI90EJmp6v6acfZ_YmsTLKlzkWr9IcRxAi_uZUyIl_7Yp9w1oV142UlvFJGSDGJ0Y0-AUpE/s1092/note.png
https://www.virustotal.com/gui/file/d7f19de8eb2461c635c0170448a58a1ec6e6de014b4410883f87d0b5d7868e65/detection
https://analyze.intezer.com/analyses/192529fc-35d8-4b44-bfb9-6c765bfcb6b2
https://tria.ge/210410-pjqlvlb4w2/behavioral1
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEivTybYyMGNJhJoxRMQDhwVYmIu9I0ZsPg0yc9iTO9O_WKtscI3w_iodvQc5Oiu4_BNNgbX0WLOSLmrSfcDQBs_myhOpPoT2h3U8EH97vUMo0jNXm5ts6Y3Z0CkenfHKA70jk1PxbBuSUg/s736/full-screen.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEivTybYyMGNJhJoxRMQDhwVYmIu9I0ZsPg0yc9iTO9O_WKtscI3w_iodvQc5Oiu4_BNNgbX0WLOSLmrSfcDQBs_myhOpPoT2h3U8EH97vUMo0jNXm5ts6Y3Z0CkenfHKA70jk1PxbBuSUg/s736/full-screen.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiM-KM9BvpnYBXIb4G4byHekEynW9qSV0ER-OODLTyYW0Jtvfhkn3EuGn9y1DZemv0tMzSt796CyZCfzMLXK4hmAsDWuuQA_uPGi2zxZd1hU20N6iIMzGQ4Aff1SPJ_Aoz87iCUf4FD3l0/s1280/1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiM-KM9BvpnYBXIb4G4byHekEynW9qSV0ER-OODLTyYW0Jtvfhkn3EuGn9y1DZemv0tMzSt796CyZCfzMLXK4hmAsDWuuQA_uPGi2zxZd1hU20N6iIMzGQ4Aff1SPJ_Aoz87iCUf4FD3l0/s1280/1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjoHQtBWBjXOwlSfFVsA7D8l8IZ861xMn_1bhfHt6bS9s7jABxXQCmDWG96RuXPqwarLGiZpJSfRHFC8vW3KMDAbqifpL4Pa8ia2cPfadcsK5J3bUI76qYEmKroJGoHhNeQnnMSt-7u70Y/s1280/3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjoHQtBWBjXOwlSfFVsA7D8l8IZ861xMn_1bhfHt6bS9s7jABxXQCmDWG96RuXPqwarLGiZpJSfRHFC8vW3KMDAbqifpL4Pa8ia2cPfadcsK5J3bUI76qYEmKroJGoHhNeQnnMSt-7u70Y/s1280/3.png

https://id-ransomware.blogspot.com /2019 /02 /maoloa-ransomware.html|

=== BJ/IOK CCBI/IOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 9

‘ Read to links:

Tweet on Twitter + myTweet

ID Ransomware (ID as Maoloa)

Write-up, Topic of Support
*

Thanks:
SIRi, Michael Gillespie
Andrew Ivanov (author), Thyrex

Petrovic
*

© Amigo-A (Andrew Ivanov): All blog articles.

Source: https://id-ransomware.blogspot.com/2019/02/maoloa-ransomware.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/siri_urz/status/1092365432349167616
https://twitter.com/Amigo_A_/status/1094657297958211584
https://www.bleepingcomputer.com/forums/t/700597/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png

