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 Tool: DustyExfilTool

Names DustyExfilTool

Category Malware

Type Exfiltration

Description
(Bitdefender) DustyExfilTool is a command line tool that, simply put, accepts a file path and
server IP address and port and will send the file to that server. Internally, the tool uses TLS

over TCP to communicate with the server.

Information
<https://blogapp.bitdefender.com/labs/content/files/2024/05/Bitdefender-Report-DeepDive-

creat7721-en_EN.pdf>

Last change to this tool card: 18 June 2024

Download this tool card in JSON format

All groups using tool DustyExfilTool

Changed Name Country Observed

APT groups

  Unfading Sea Haze 2018  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=1803bdf5-e967-4e37-a1cc-898fbb82b50a
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