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Win32/VirLock is ransomware that locks victims’ screens but also acts as parasitic virus, infecting existing files
on their computers. The virus is also polymorphic, which makes it an interesting piece of malware to analyze.

This is the first time such combination of malware features has been observed.
NOTE: Victims can restore their VirLock-infected files using our standalone cleaner, available for download.

Following the release of ESET's detailed white-paper covering our research into the TorrentL.ocker ransomware,

we can now shed some light on a curious new member of the malware family extorting payments from infected

users.

In most cases, ransomware is either of the ‘L.ockScreen’ type or the ‘Filecoder’ type. When a typical Filecoder

encrypts files on the victim’s hard drive it usually doesn’t lock the screen, or otherwise prevent the victim to use
their computer. The ransom notification can be displayed in several ways, such as displaying on the desktop
wallpaper, by opening a text file, or — most commonly — inside a regular window (this was also the method used

by Cryptolocker).

In some cases, ransomware takes a hybrid approach by both encrypting files and locking the screen by displaying
a full screen message and blocking simple methods of closing it. An example of this behavior is

Android/Simplocker — the first filecoder for Android.

In October we discovered a new, previously unseen approach — Win32/VirLock is ransomware that locks the
screen and then not only encrypts existing files, but also infects them by prepending its body to executable files —

thus acting as a parasitic virus. Sophos has also written about this interesting piece of malware on their blog.

We have observed a number of variants of the virus last month. This shows that the malware author has been
keeping himself busy working on their creation. In fact, the virus looks somewhat like a malicious experiment and

due to its polymorphic nature reminds us of viruses from the DOS era, such as the Whale virus. The way VirLock

is implemented demonstrates a high level of programming skills, yet some of its functionality seems to be lacking

logic, which is somewhat puzzling.

In this blog post we give a general overview of the virus behavior and explain what makes it polymorphic.

Win32/VirLock overview

A file infected with VirLock will be embedded into a Win32 PE file and the .exe extension appended to its name,

unless it was already an executable file. When it is executed, it decrypts the original file from within its body,
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drops it to the current directory and opens it. The decryption methods are described later in the article. This

behavior clearly sets it apart from typical filecoders.

VirLock then installs itself by dropping two randomly named instances of itself (not copies — the virus is
polymorphic, so every instance is unique) into the %userprofile% and %allusersprofile% directories and adds
entries in the Run registry keys under HKCU and HKLM so that they are launched when Windows boots up.
These instances, which only contain the virus body without a host file to decrypt, are then launched. More recent
variants of VirLock also drop a third instance that is registered as a service. This approach serves as a simple self-

defense mechanism for the malware — processes and files get restored when they’re terminated or deleted.
The dropped instances are responsible for executing the actual malicious payloads.

One thread takes care of the infection of files. Win32/VirLock looks for host files by crawling through local and
removable drives, and even network shares, to maximize its spreading potential. The file extensions intended to be
infected differ between VirLock versions. An extension list from a recent sample contains the following: *.exe,
*.doc, *.xls, *.zip, *.rar, *.pdf, *.ppt, *.mdb, *.mp3, *.mpg, *.png, *.gif, *.bmp, *.p12, *.cer, *.psd, *.crt, *.pem,
* pfx, *.p12, *.p7b, *.wma, *.jpg, *.jpeg.

Another thread contains the lockscreen functionality — with typical protective measures like shutting down

explorer.exe, the Task Manager, and so on — and displays the following ransom screen.

Your computer was trying to access a restricted area and was automatically blocked

Your computer is ncw blocked. System hard drive has been disabled.

45 files have been temporarily blocked on your compuoter.

To regain computer access and restore Files you are required to pay a Fipe of 250 USD
How to pay a fine?d

You can pay enline using Bi in or in person at your local eourthouse.

Where to get BitCoin?

BitCoin is available pationwide. Click the tabs below to Find the nearest excheange or an ATH.
How to make an instant online payment?

To regain access transfer bitcoin to the following address (click to copy):

198X Tl gboBqeTT 2 ScSBVEN 3o Eazpv

hiter the payment is t':mah..ud enter Transfer ID below.

Amount : Transfer ID:
FIC 0.652 | FAY FIHE

IMPOFTANT WOTICE: If the fine is not paid in 2 working days you will be charged. fined and arrested.

Boyment

The ransom message is self-explanatory, so we will only cover the unique aspects. The screenshot above is from
an earlier version, whereas the ones below are from a more recent one. The ransom is expected in Bitcoin and the
malware author also gives clear instructions to victims who may not be familiar with the cryptocurrency. The

lockscreen even allows victims to use an Internet browser and Notepad.
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This computer was automatically blocked. Reason: Pirated software has been detected.

- 1.

BitCoipn Information BitCoip Exchapges BitColp ATMs Internet Browser Hotepad

Operation Global IIT iz a coordinated effext by U.5.. Cansdian. Europsan. Australian. Fev Isaland
and other lav enforcemsnt agenciss across the globs targeting computers with pirated content.
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This computer was automatically blocked. Reason: Pirated software has been detected.

What is BitCoin

BitCoin is a software-based secure payment system approved by internaticonal law enforcement agehcies.

How to pay a fine?

1.Purchase bitcoins from an exchange or an ATH.

2. Transfer to the address (click to copy): IN43vMz9gBlzcBFFzCOnENSmBrE3s¥ifrn
To locate the nearest exchange or an ATM open the corresponding tab below.

If wou purchased a paper wallet or you want to register a new bhitcoin wallet follow the instructions helow:
Open Internet Browser. Go to the address: blockchain.inforwallet and click 'Start & New Wallet' .Enter vyour
e-mail address(optional) and password. Make sure vour password is secure. Save your password safelvy,
preferably offline(click MNotepad). Follow the steps prompted on the website and pay close attention to the
security recommendaticons. Login to your Bitcoin wallet blockchain.inforwalletslogin Click on Import
Export. Enter the paper wallet's private key by typing it manually (case sensitive) and click on 'Add
Private Key'. Click 'Bweep Key'. Make sure vour Bitcoin balance reflects the new deposit.

Making BitCoin payment: click 'Send Money' on the menu, enter the bitcoin address, click 'Send Payment'.
Learn more about BitCoin
howtobuybitocoins.info bitcoin.oryg

en.hbitcoin.itswiki~Introduction en.hitcoin.it-wiki- Getting_started
en.biteoin.it-wiki-Buying_bitcoins en.bitcoin.itrwiki-Main_Page

Payment BitCoin Information EBitCoin Exchanges EBitCoin ATMs Internet Browser MNotepad

Operation Global III is a coordinated effort by U.S5., Canadian. European., & alian, Hew Zealand

and other law enforcement agenci the globe targeting compute: with pirated content.
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This computer was automatically blocked. Reason: Pirated software has been detected.

View: US Exchanges International Exchanges

CoinBase EzxpressCoin

coinbase.com eXpresscoln.com
support@expresscoin. com

CoinCafe

coincafe.com CoinMkt

Coin Cafe, Inc. colinmkt.com

33 MNassau Ave - 2Znd Floor

Brooklyn, NY 11222 BitQuick

Phone: (347) 454-2646 bitguick.co

support@coincafe.com

CoinEnR.com
WWW L, Colnrnr . com

support@coinrnr.com.

LakeETC
wwrw ., lakebte  com

Payment BitCoin Information BitCoin Exchanges EBitCoin ATMs Internet Browser MNotepad

Operation Global III is a coordinated effort by U.S.. adian., European. Australian. Hew Z

and other law enforcement agenci Y the globe ting compute: with pirated content.

The screen locker is able to do some basic localization based on whether a connection attempt to google.com was
redirected to either google.com.au, google.ca, google.co.uk, or google.co.nz and return value of the
GetUserGeolID function. For those selected countries a different flag, Bitcoin exchanges and displayed currency

will be shown. Even the ransom amount appears to be variable: either 150 USD or 250 USD / GBP/ EUR / NZD
/ CAD / AUD.
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This computer was automatically blocked. Reason; Pirated software has been detected.

Oparaticn Global III iz a coordinated sffext by U.5.. dian. Eurepsan. Australian. Hew Isaland

and other lav enfcrcement agencies across the globe targeting computers with pirated contemt.

VirLock polymorphism

From a technical point of view, probably the most interesting part about this malware is that the virus is
polymorphic, meaning its body will be different for each infected host and also each time it’s executed. But before

we explain how the code changes, we must take a look at the multiple layers of encryption it uses.
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A simplified execution flow of earlier variants of Win32/VirLock is shown in the following infographic:
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When a Win32/VirLock binary is loaded into memory, the only unencrypted code is something we’ll call a XOR
stub builder; all other code, data and the original file (if present — the same scheme applies to “stand-alone”

VirLock instances) are encrypted.

The following description of the XOR stub builder applies to older variants of Win32/VirLock. Newer variants
employ a slightly more complex mechanism. The builder contains eight similar blocks like the one in the example

code snippet below.
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Each block consists of a specific calculated DWORD being written to a specific memory offset. The registers,
operations (additions and subtractions) and constants are generated at random but produce the same desired
output. Each of these blocks generates 4-bytes of the XOR stub that is exactly 32-bytes of assembly code. This

stub is the next stage in Win32/VirLock’s execution.

The XOR stub, as its name implies, will decrypt a smaller part (Part 1) of the actual VirLock code that consists of
several functions. In the example below, the XOR key used is 0x6B130E06 and the size of Part 1’s is 0x45C.

JL SHORT esoAMwIs.(0040100D
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The rest of the code (Part 2), as well as the contained original file, remain encrypted at this point.

An interesting feature of Win32/VirLock is that the body of (nearly) every single one of its functions is also
encrypted and contains a decryption stub at the beginning. This complicates analysis of the malware, as none of
the functions’ relevant code is visible in a disassembler. The function encryption is again simple — a checksum

from the decryption stub is calculated used as the XOR key to the function’s body.

To make things more fun, after the function’s execution, its body will be encrypted again. The key will be

different, however: as shown in the code snippet below, a few garbage instructions within the decryption stub are

XORed with a random number (from RDTSC), thus effectively changing the checksum that’s used as the key.

This is the first part of VirLock’s polymorphism — as it executes, its functions are effectively changing in memory
as they decrypt and re-encrypt themselves. And the memory ‘snapshot’ modified this way contributes (more

polymorphic levels to follow J) to the virus’s uniqueness in each infected file.

The code that makes up Part 1 also contains another decryption function that’s used to decrypt Part 2 and the
embedded host file. This third type of decryption is only slightly more complex than the previous ones in that it
uses ROR in addition to XOR. The decryption keys for the embedded file and for Part 2 are hard-coded.

To summarize, we have encryption at three levels:

o Part 1 of the code is decrypted by the XOR stub in the beginning
o Part 2 of the code is decrypted by a function within Part 1
e Nearly all functions within the virus code (both Part 1 and Part 2) have their bodies encrypted. They are

decrypted as they execute and are re-encrypted afterwards

So how exactly is the code polymorphic? At one point in the malware’s execution after Part 1 and Part 2 have
been decrypted, it copies its whole body into a block of allocated memory. Remember: the functions that have
executed before this in-memory copy was created have been re-encrypted with a different key. This copy will be

used to infect the other files, with the following modifications for each one of them.

Working backwards through the individual layers, the copy is encrypted again. First, Part 2 and the host file being
infected are encrypted using randomly generated keys. The encrypted host file is appended to the in-memory copy
and the new encryption keys, memory addresses and offsets are written to the Part 1 code, so that it will be able to

extract Part 2 and the original file when the new sample is run.
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Then the modified Part 1 is encrypted with XOR with a randomly generated DWORD, which gets written to the
XOR stub in the beginning.

Finally, the XOR stub builder is constructed randomly as described above and the XOR stub is overwritten with

garbage bytes.

After all these steps, we end up with an encrypted copy of the virus in memory with the original file embedded.
This is then written to the hard drive in place of the original file. If the original document was not an executable
(.exe) Win32 PE file, the ,,.exe“ extension will be appended to the filename after the original extension and the

original file will be deleted. The newly created infected file will also have the icon of the original host.

Conclusion

ESET's LiveGrid® telemetry shows that the number of victims of this new virus is relatively low and that for now
the scale of this threat is nothing like that of Torrentl.ocker or other widespread ransomware. Nevertheless,
looking at the transactions associated with the Bitcoin addresses used by the malware reveals that some victims of

this fraud have already paid up. We will continue monitoring the evolution of this new ransomware strain.

What makes this ransomware stand out, however, is the fact that it is a functional polymorphic parasitic virus. Our
analysis of the code has shown that the malware author has truly played around with this venerable means of

writing computer virus code.
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