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To get started right away, just tap any placeholder et [such as
this) and start byping.

-

Organismo-App-inspector within Microsoft Word 2018.

Update !

This article was written while finding a solution to inject Organismo framework, or any other library, into
hardened applications. The article described a journey to overcome the limitations that prevent code injection,

until we stumbled into the final hurdle of AMFI and the Gatekeeper.

Gladly, a little research on AMFI brought a surprising solution. You may jump to the end of the article to find out
the solution to inject code freely on any Mac App. However the content until there is really interesting if you are

into the details of the OS X (& iOS) system security.

In Part I we saw how easy it is to inject code into Mac Apps, from Calculator to Mail, even more surprisingly, into

Microsoft Apps like Word 2018. Why would such important applications not have a simple protection (hardening)
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against external code injection is not easy to understand. In fairness we must say that in Part I we worked with the

condition of disabling System Integrity Protection (SIP) which is a major security layer on OS X.

In Part I we used a dynamic code injection techique using the DYLD_INSERT_LIBRARIES environment

variable, an old property of the Dynamic Linker ‘dyld’ to load external libraries.

However, as one would expect, the simple dynamic code injection used in Part I would not succeed in (important)
Apps such as iTunes, Xcode, Photos... These Apps are hardened to instruct the ‘dyld’ to disable the injection

defined by environment variables as well as to reject code that does not match code signature of the Application.

In this story we will walk towards finding a solution to inject external code into hardened Apps like iTunes and
Xcode.

Hardened Runtime

The Hardened Runtime, along with System Integrity Protection (SIP), protects the runtime integrity of your
software by preventing certain classes of exploits, like code injection, dynamically linked library (DLL) hijacking,

and process memory space tampering.

There are two ways to harden your Application, the official one is by using entitlements and a less common one

by creating a _ RESTRICT segment in the Mach-O binary.

To harden your Application in Apple’s official way navigate in Xcode to your target’s Signing & Capabilities

information and click the + button. In the window that appears, choose Hardened Runtime.
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Then add the capability ‘Hardened Runtime”. Check in ‘Build Settings’ that “Hardened Runtime” is enabled.
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Find Apple’s documenttion here:

Hardening by Entitlements

We’ve seen that Xcode allows to harden one Application in a simple manner, but how are they applied to the

binary and where are they kept in a binary.

Let’s start by retrieving the the entitlements of any Application binary, this is done using codesign, lets’ do it on

Music.app:

$ codesign -d --entitlements :- /System/Applications/Music.appExecutable=/System/Applications/Music.:

This is the output of the codesign command containing the xml list with the entitlements of the Music.app:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd
<plist version="1.0">

<dict>
<key>com.
<true/>
<key>com.
<true/>
<key>com.
<true/>
<key>com.
<true/>
<key>com.
<true/>
<key>com.
<true/>

apple.PairingManager.Read</key>

apple

apple

apple

apple

apple

.PairingManager .RemovePeer</key>

.PairingManager.Write</key>

.amp.artwork.client</key>

.amp.devices.client</key>

.amp.library.client</key>

<key>com.apple.application-identifier</key>

<string>com.apple.Music</string>

<key>com.apple.authkit.client.internal</key>
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<true/>
<key>com.apple.avfoundation.allow-system-wide-context</key>
<true/>
<key>com.apple.avfoundation.allows-access-to-device-list</key>
<true/>
<key>com.apple.avfoundation.allows-set-output-device</key>
<true/>
<key>com.apple.cdp.recoverykey</key>
<true/>
<key>com.apple.mediaremote.allow</key>
<array>
<string>TVPairing</string>
</array>
<key>com.apple.private.accounts.allaccounts</key>
<true/>
<key>com.apple.private.applemediaservices</key>
<true/>
<key>com.apple.private.aps-connection-initiate</key>
<true/>
<key>com.apple.private.audio.notification-wake-audio</key>
<true/>
<key>com.apple.private.bmk.allow</key>
<true/>
<key>com.apple.private.commerce</key>
<array>

<string>Accounts</string>
</array>
<key>com.apple.private.fpsd.client</key>
<true/>
<key>com.apple.private.notificationcenter-system</key>
<array>

<dict>

<key>identifier</key>
<string>com.apple.appstoreagent</string>

</dict>
</array>
<key>com.apple.private.rtcreportingd</key><true/><key>com.apple.private.security.storage.mo
bilesync.heritable</key>
<true/>
<key>com.apple.private.sqlite.sqlite-encryption</key>
<true/>
<key>com.apple.private.tcc.allow</key>
<array>

<string>kTCCServiceAddressBook</string>
<string>kTCCServicePhotos</string>
<string>kTCCServiceAppleEvents</string>
<string>kTCCServiceSystemPolicyAllFiles</string> <string>kTCCServiceCamera</string>
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</array>

<key>keychain-access-groups</key>

<array>
<string>com.apple.pairing</string>
<string>com.apple.airplay</string>
<string>apple</string>

</array>

</dict>

</plist>

At runtime the OSX/iOS needs to validate the operations and resources accessed by the executable, for that it
needs to know what has the App been validated for, via the entitlements. The entitlements are kept in the binary

Mach-O structure itself, in the ‘Code Signature’ setion.
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The Code Signature section in Music.app binary.

Entitlements is therefore a simple xml list of keys defining the entitlement and its properties. Although Apple

documents and offers a handful of them to programmers, internally there might be hundreds.

The assignment of entitlements to an App is a matter of defining the entitlements xml file in the codesign

command:

$ codesign --entitlements entitlements.xml -f -s "iPhone Distribution: Company (XYZ)" Payload/Examp

Hardened by _ RESTRICT

A __RESTRICT segment is a section in the Mach-O binary file that can be created at link time. The section has

no content. It acts like a flag to instruct the ‘dyld’ to perform code signature validation to all code loaded to the
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process.
See bellow how does the _ RESTRICT section look like in iTunes:

Press enter or click to view image in full size
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The _ RESTRICT section in iTunes.

Creating the _ RESTRICT segment in Xcode is actually very easy. It is done by adding the following flags into
your “Other Linker Flags”:

-Wl,-sectcreate, __RESTRICT, _restrict,/dev/null

Why Is the Injection Rejected
The __RESTRICT segment flags the ‘dyld’ to activate the code signature validation for all library to be loaded.

We saw in Part I how the injection in iTunes failed with the following message:
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“dyld warning: could not load inserted library into hardened process because no suitable image found. Code

signature in framework not valid for use in process using Library Validation”

Press enter or click to view image in full size
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If we analyse the code signature of iTunes and Organismo we can see they obviously have a different code signing

values (certificates):
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Executable=/Applications/iTunes. app/Cantents MacdS/ iTunes
Identifier=com.apple.iTunes

Farmat=app bundle with Mach-0 thin (x86_54)

CodeDirectory w=201P0 sire=266721 flags=0x2008(library-validation) hashes=B328+5 location=embedded
Platform identifiers7

Hash type=zshal5e size=32

CandidateCDHash shal256=bddGE19ddb2908746ebbdc2 d158d5178455d391
Hash choices=sha256
CoMash=bdd6819ddb2907046ebEde20d150d5178459d391

Signature size=4485

Authority=Software Signing

Authority=Apple Code Signing Certification Authority
Authority=Apple Root CA

Info.plist entries=42

TeamIdentifiersnot set

Sealed Resources version=2 rules=13 files=4142

Internal requirements countsl sizes64

iTunes code signature values.
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Identifier=scom.organismo-mobile.Organismo
Format=bundle with Mach-0 thin (xB&_64)
CodeDirectory w=20288 sizes1054 flags=8x@(none) hashes=27+3 locationsembedded
Hash type=shalse size=32

CandidateCDHash sha2S56=T6ced%9acB3a@ladetfl188c6b2ca8a043bbT348

Hash choices=shazse

CDHash=T6cedd%ach3adlialesf1188cbb2c48a043bb 7348

Signature size=d738

Authority=Apple Development: Jon Gabilondo (HSI HR}

Authority=Apple Worldwide Developer Relations Certification Authority
Authority=Apple Root CA

Signed Time=17 Sep 2019 at 16:22:49

Info.plist entries=19

TeamILdentifiersNR ZC

Sealed Resources version=2 rules=13 files=4

Internal reguirements count=l size=196

Organismo code signature values.

Approaches to Overcome Hardening

In order to overcome the hardening barrier, these are the ideas that come to my mind. From foolish to realistic,

they are:

1. Build our own tweaked ‘dyld’ and instruct the Application to use it, instead of the default ‘/usr/lib/dyld’.
2. Codesign all software components with your own Certificate.
3. Remove the __ RESTRICT segment.

Option 1. Create a Custom dyld
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This is certainly a bold idea. To build a custom ‘dyld’ removing all the security measures that would not care
about SIP or __RESTRICT, sounds exciting. This option comes motivated by two ‘reasonable’ facts. First, the

‘dyld’ code is open source:

second, as we saw in part I, the Mach-O binary of every App specifies what dynamic linker must be used. In Mac
OS X is always ‘/usr/lib/dyld’:
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As of today the macOS 10.14.5 open source site has more than one hundred projects. The Dynamic Linker of OS
X and iOS is right there. Impressive.
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Well, first problem:
Base SDK  Mac0SX.internal (SDK not found)

MacOSX.internal... Okay... I understand, Apple has its own SDK, makes sense. Can I get it ? Obviously not. So
lets set the Base SDK to what we’ve got by default: ‘macOS’.
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What happens from then on is a never ending compilation attempts with missing includes: _simple.h,
Block_private.h, coreSymbolicationDyldSupport.h, CrashReporterClient.h, cs_blobs, objc-shared-cache, etc. etc.

etc.

Get Jon Gabilondo’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

One can painstakingly find the missing includes from different packages of the open source, until it makes no

sense to continue. There must be a better way to do it, but it’s nowhere to be found.

This option ends here. One wonders how does Apple understand open source.

Option 2. Re-Codesigning with Your Certificate

We assume that the Organismo framework is rejected by the ‘dyld’ because its code signing certificate is different

from the one of iTunes. Organismo uses your Developer Certificate, iTunes uses Apple’s Private Certificate.

Therefore we assume that code signing iTunes with our Dev Certificate, the ‘dyld’ will pass the code integrity

validation when loading Organismo.

Re-codesigning any App is as simple as (remember to work on a copy of the App !):
$ codesign --deep --force --preserve-metadata=entitlements -s ‘Mac Developer: Jon Gabilondo (HSU--:--- I

Checking the signature with ‘codesign -dvvv’ we can actually see that the signature is now ‘Jon Gabilondo’,

which is what we wanted. Let’s run the modified iTunes to see if it runs properly, before we attempt the injection:
$ DYLD_INSERT_LIBRARIES=/path_to/Organismo-mac.framework/Versions/A/Organismo-mac /Users/jongabilond:

Press enter or click to view image in full size
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iTunes cannot be opened because of
a problem.

o Check with the developer to make sure iTunes works
with this version of macOS. You may need to reinstall
the application. Be sure to install any available
updates for the application and macOS.

Click Report to see more detailed information and
send a report to Apple.

lgnore Report...

The assumption of having the same code signature was right, partially. It did not consider the ramifications of
dylib dependencies that will always end up in an Apple system dylib with Apple’s Signature. Like we see in the
error report of the modified iTunes, the dylibs of iTunes have Jon’s signature, but its dependencies always end up
in Apple’s OSX /ust/lib dylibs.

Option 2 not good either.
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Problem Report for iTunes

iTunes cannot be opened because of a problem.

Check with the developer to make sure iTunes waorks with this version of macOS. You may need ta reinstall the application, Be sune 1a install any
available updatos for the application and macOs,

Click "Send to Apple” 1o submit the repert to Apple. This information is callected ananymously.
F Comments
Problem Details and System Configuration

g AT A T
dyld: launch, loading dependent Libraries
@executable_pathy../Frameworks/ Libgnsdk_dsp.3.06.1.dylib

Dyld Error Message:
Library not loaded: @executable_path/../Fraseworks/libgasdk_dsp.3.86.1.dylib
Referenced from: AUsers/USER/Desktop/iTunes.app/Contents MachsS/iTunes

Reasan: unsafe use of @exécutable_path in fUsers/USER/DesktopsiTunes.app/Contents/Mac0s/iTunes with
restricted binary

Binary Images:

@x1BBC14008 ~ Bx10293afa? com.apple. iTumes (12.9.5 - 12.9.5)
<2CTBRTST-5043-2038-250E-5BR0I6 IR0 fUsers/USER/ Desktop/ iTunes . app/Contents Mac0s/ iTunes
@x1fal3Teed - @xldalaléel dyld (655.1.1) =CEG35DBZ-D47E-3C05-ARAI-GEDOAZETETSE= fusr/Lib/dyld

Ba7fEFIRA32008 - QxTFFFZLBATEFF  com.apple.agl (3.3.2 - AGL-3.3.21 <DI7S3ATC-4109-3778-
BAST-9ED1BCEDEEBC> sSysten/Library/Franeworks/AGL. framework/Versions A AGL

BT FIhI3E00D - @xTEFEZbb1AFFT  com.apple, avFoundation (2.8 - 1548.22) <T33E940A-TE1E-IFAC-BIAC-
DICECAZATBAE= Foysten/Library/Frameworks/AVFoundation. framework/Verslons/A/AVFoundation

7 Hide Details Don’t Send Send to Apple

Error loading dylib because binary is restricted.

It is always very useful to read Apple’s Code Signing In Depth:
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Option 3. Removing the _ RESTRICT segment

I’m left with the last bullet. If the _ RESTRICT segment is the flag that is activating the code signature

validation, we might just remove it from the Mach-O binary.

This approach requires static code modification, which obviuously causes the binary (checksums) invalidation.

But we know how to recodesign an App with our Dev Certificate so there should be no problem.

Removing the _ RESTRICT segment

Several tools could be used to modify a Mach-O binary file, you can choose your favourite. Here I will use iHex
editor. Find the _ RESTRICT segment and rename it , for instance to: __XESTRICT. Save the file and codesign it

with your Dev Certficate.

Press enter or click to view image in full size
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Hex

[l
2352
2388
2408
2436
2464
2492
2528
2548
2576
2604
2632
2668
2688
2716
2744
2772
2E08
2828
2856
2884
2912
2948
2968
2996
3824
3852
3888
3108
3136
3164
3192
3228
3248
3276
3304
3332
3368
3388
3416
Jd44
3472
3508
3528
3556

Signed Int -

Renaming the _ RESTRICT segment of iTunes Mach-O binary.

iTunes **OVERWRITE MODE**

Find | _-RES

Text |

Replace

VUTURTWY S S U UG WU U
GA0ARA00 DA0MROOR TATIFFAL
23000000 CA0RA0D C2ORRNG0
SF5FeFE2 BABISF73 7S7@6572
£A0A0B0E FATAFFRL 01000000

Replace All Replace -_RepFacﬁ Find | Previous

WLWAT S TRV G J) J) TR SPTAVTUY
o1 Ta71FF@L
2000010 PAOAC0OD DARIABOR CIRRA0A0
72656673 SFSF4441 54410020 Oaooecad
18040000 200090 FATAFFALl B3000020

1@
BAB3SFED THE17200 00BOROD
BE7FFFA1 21020308 FE120800
22000000 SA00000D CIODRDOR
61740100 BALA0EdE SFSFA441
B1ea0000 EA330000 Do0GRBOD
BAEA0E0D BASARE0D DaOBOBED
20000800 SFSF4441 54410800
7ASEQ100 GOLa000d EQCSFFAl
BARACHOD BARAREGD DIDBRDOD
S5F5F4441 54410800 00000800
BOBAGHOD S0210102 B3000808
S2000000 BA00CB0R SFSFT468
54410000 G0020000 0OGRODOD
GE210102 B32A0008 GAGA0HAE
G008 SFSFE3EF GOEDGFGE
BORAEOD B0BARE0E 80210102
B4Ea0B08

o La0RRaR SFSFEFG2
SF5F4441 54410000 20000000 DOGBOR00
23030800 QBVFFFO1 02030000 0ARRGR20
23000800 220BRBOR SFSFEFE2 BAGISFE4
54410000 0OQDODOD PORBRRAD DAIZFFAL
BAIZFFOLl Q30BOROD PORBRARID DACBODID
BAGBODOR SFSFR4El 7AR10000 DEGBOEID
23000000 0OOGQEOR EACSFFOL 01R20020
24000800 02000L00 COQEQLOR VALEOLAD
SFSF7463 72656164 SF7GE172 730080000
DAGEORGE 59210107 PLOBGEN0 15080000
2R0G0000 BO0000A0 13000000 BARAGAMG
72656164 SFE40174 G1OEQ00R SFSF4441
GE210102 Q1000000 10080000 DEGROGOO
BA0RGE00 11000000 LOREC0OR DORBORAG
23000800 BI0ABOR SF5F4441 54410000
1080000 IE000200 PAAOEAD BAGBOGOE
21 Lo et [ Tt T s Tl T

SFSFGE273 73000000 GaB30008
GARAA0R (B210302 B1000800
BOBIGROD GORARE0D 01000008
9ERA0B0E SFSF5245 53545249
BARADEOD GORARARE BAIBGLZ
B3000000 B1OARAGE G4000000
S5F5F5845 53545249 43540008

BAOBGEAE SF5F444]1 54410000 GAGEOEAG
34D0A500 LOOG0E0D DARACEAR B4RBORAG
BO0B000R SH0BO0OD PARBOGAD 19080000
43540000 GOO0O0OD PARBOSOZ DLRBODAD
BADB00OD CADROLOD PAREOEAD BTEBOGID
SF5F7865 73747260 63740000 0AGG0020
22000000 PAOAN0OZ DLRAAERR BARDAERR

Ba300102

o RAGOED BROBOBRE

1
BRRACOOD GOBARTRZ O1ODGRHRD
40900600 BHRA0D00 B7RDONOD
30020000 29300102 FACTOROD
BED1R202 GALFR1R

4§ SF3F4C49 4E4B4544 49540000
BRABOBOD GRRBO0O0 PAGO10Z DORGODOD
1020000 PIODOLO0 POROOEDD 2ZO00DED
FOF70102 20080000 10D00202 FEROO0D0

65000000 F4240792 484FO100
21020000 CA0ARAGE L1OMLAA0
£0000000 GA00R00R CAODRD0R

22 18 S80EQGA2
RERB00OD 50000000 PARAORAD DLEDOMAD
4000000 ROOM0ROD CARGOLAR CARIGRAR
ABD4REOZ 15140000 02000000 OOLGOLAR

RE
2FE4796C 64

2 RCRBORAD 2F757372 2FGCE062

SSDESEED 363CBD44 12080000
21000000 83000008 £201C201
2B0a0080 15000808 GeCIFSOR

7 1 a2

~

little =

1 1 2C7@2757 50433838
20080000 01080000 PARERASD DEBEAABD
ZARDBODOD 10000000 85142000 D3BAA42Q
2R0BODOD CORDODOD PORBRLID DCRBARDD
PRPBEBOZ PAOROLOD 2F537973 TAGSGD2ZF

| Next
—— e _ L LHIDIITIDI__WHIA

pa”

pa

_—objc_superrefs__DATA
4z .z’
—-ob
__DATA

je_ivar
——objc_d
__DATA i’
i

ata
13
__data
__DATA 3=
rL t="
__DATA
P!

__thread_vars
P!

_-thread_data
h!

__Da
TA
ht

—-COomman ~-DATA

Al 3

_.bss
i =

~DATA

&  __RESTRICT
@
—-xestrict
~-XESTRICT

H  __LINKEDIT

e U3 HO P

Ausr/lib
Fdyld SPIWYCE;
OR[A6<0D2
- é&
¢ A fil

p i /System/

=)(+

45 bytes selected at offset 3115 out of 34393408 bytes

Now let’s inject Organismo into iTunes:

$ DYLD_INSERT_LIBRARIES=/path-to/Organismo-mac.framework/Versions/A/Organismo-mac /Users/jongabilond:

This time Organismo framework was successfully loaded into iTunes.

Press enter or click to view image in full size
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CLASSIC
ROCK

ITH g ew
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L]
=
L
=
=
-
L]
)
|
L]
[
L
#
|
-}
[
=
L)
|
E

Update for Catalina!

Mac OSX Catalina has added new system protections. After changing the RESTRICT section the Apps and re-

codesigning with the Dev Certificate it does result in a non valid App.

Music.app crashes on start. The logs hint to the the taskgated-helper and amfid processes. The error says:

Disallowing com.apple.Music because no eligible provisioning profiles found.

Here the Console logs:

error 11:06:47.743379+0200 taskgated-helper Disallowing com.apple.Music because no eligible provisiol
success = 0;

Ydefault 11:06:47.743834+0200 amfid Failure validating against provisioning profiles: No eligible pr

The taskgated process belong to a daemon that can be found in:

/System/Library/LaunchDaemons/com.apple.taskgated.plist
and the related:
/System/Library/LaunchDaemons/com.apple.taskgated-helper.plist

Which executables are : /usr/libexec/taskgated and /usr/libexec/tasgated-helper

Press enter or click to view image in full size
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[ BN
B < >
Key
v Root
POSIXSpawnType
EnableTransactions
Label
¥ MachServices
¥ com.apple taskgated
TaskSpecialPort
¥ ProgramArguments.
Item Q

com.apple.taskgated.plist

com.apple.taskgated.plist ) No Selection

Type

Dletionary
String
Boolean
String
Dictionary
Dictionary
Number
Array
String

=]
i
55|

Value

(5 items)

Interactive

YES
com.apple.taskgated
(1 item])

<

(1 item)

9

(1 item)
fusrflibexecitaskgated

The amfid is a daemon of the Apple Mobile File Integrity found in

/System/Library/LaunchDaemons/com.apple.MobileFileIntegrity.plist which launches /usr/libexec/amfi.

Press enter or click to view image in full size

com.apple.MaobileFilelntegrity.plist

g com.apple MabileFilelntegrity.plist } Mo Selection

Labal
¥ MachServices
¥ com.apple.MebiloFilolnkagrity
HostSpecialPort
¥ LaunchEvems
¥ comapple.fsevents.matching

Fath

Path
¥ Programarguments
Iem 0
POSIXEpawnType
EnablePressuredExit

¥ com.apple. Mabilefilelnte grity. Code Requirement PrefsChanged

¥ com.appie.MabileFilelnte grity. LibraryValidationPrefsChanged

B E H
Type value
Dictionary 3 (6 items]
SEing com.apple MobalaFileintegrity
Dletionary (1 iterm)
Cietionary 11 iterm)
Number 138
Dictionary 7 itorm)
Dictionary (2 iterms]
Dictionary (7 itern)
String ILibrary/Proferencesicom. apple. security. coderequirements.plist
Dictionary (1 itern)
String ILibraryPreferencesicom. apple. Security. ibraryvalidation. plist
Aridy 11 itern)
String Just/Ebexeeiamlid
String Interactive
Boglean YES ]

This is a very interesting article on AMFI:

We can assume that these two Apple Security daemons are rejecting our codesigned Music.app because the

entitlements it requires are not accepted for our Dev Certificate. To confirm this we can create an entitlements file

based on Music.app’s entitlements and removing the entries that start com.apple.private.*. The resulting

Music.app will pass the AMFI and Gatekeeper security validation and it will launch, but it will fail in operations

that require those entitlements.

These is a great WWDC video on Gatekeeper and other security updates for Catalina:
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The Solution
The ending of the first version of the article was this one:

For my purpose of making Organismo App Inspector still work in Catalina and coming versions, the direction to

take is to get dyld, AMFI and the Gatekeeper ‘out of the way’, i.e. to disable their integrity validation.

The expression to ‘get them out of the way’, could have not been more premonitory. See the entry on AMFI on

iphonewiki.

The amfi kext recognizes quite a few boot-args, including:amfi_unrestrict_task_for_pid - Allowing thi
amfi_allow_any_signature — Allowing any digital signature on code, not just Apple’s
amfi_get_out_of_my_way - disable amfi

cs_enforcement_disable - Disable code signing enforcement

cs_debug — Debug code signing

We can set a boot-arg to disable AMFI daemon process completely !

0,

% sudo nvram boot-args="amfi_get_out_of_my_way=0x1"
(careful with the quotes if you copy-paste.)

Reboot. The AMFI will disappear from your system. Organismo is free to be injected into any App.

% DYLD_INSERT_LIBRARIES=/path/to/0Organismo-mac.framework/Versions/A/Organismo-mac /System/Applicatio

Press enter or click to view image in full size

Page 15 of 16


https://www.theiphonewiki.com/wiki/AppleMobileFileIntegrity

https://jon-gabilondo-angulo-7635.medium.com /how-to-inject-code-into-mach-o-apps-part-ii-ddb1 3ebc8191

Apple Muss

£ For You

) Browse

) Radio
Ubrary

[ recanitty adoed
Artists

7] Atbums raing) HSWindow
Songs
Store

£ Munes Stere
—

@ Bs Music

@ Classical Music

@ Music Videos

@ My Top Rated

@ Recontly Added

@ Regarily Played

@ Top 25 Most Plyed
T vid

Organismo injected into Music.app

Thanks !

I hope you enjoyed it. You may explore it yourself using Organismo.

Source: https://jon-gabilondo-angulo-7635.medium.com/how-to-inject-code-into-mach-o-apps-part-ii-ddb13ebc8191
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