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Introduction

Contagious Interview

discovered
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Key Findings

Discovery of a different fraudulent video conferencing application dubbed “FCCCall” that
mimics a legitimate video conferencing application, which is used as part of an attack chain.

Classification of a new suite of Python scripts as CivetQ.

Aside from Linkedin, they also reached out to victims using other job search platforms, and
attempted to continue the conversation via Telegram.

All tools are in active development, with code updates observed between the binaries found in
July and August 2024. Updates were also made to BeaverTail (Javascript) and InvisibleFerret as
well.

Telegram was added as an additional data exfiltration method.
BeaverTail (Python) configures AnyDesk for Unattended Access.
Trojanizing Node.js-based web games projects.

Implementation of stealthier ways to obscure malicious code.

Expanded scope of targeted browser extensions and data including Authenticator, WinAuth,
Proxifier, password managers, note-taking applications, and cryptocurrency wallets.

Page 3 of 25



https://support.anydesk.com/knowledge/unattended-access
https://chromewebstore.google.com/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai
https://winauth.github.io/winauth/download.html
https://www.proxifier.com/

https://www.group-ib.com /blog/apt-lazarus-python-scripts/

Page 4 of 25




https://www.group-ib.com /blog/apt-lazarus-python-scripts/

Targeting victims through job portals

WWR, Moonlight, Upwork,
attempt



https://www.linkedin.com/pulse/north-korean-hacking-operations-targeting-blockchain-kyohei-hamaguchi-zlrac/
https://www.reddit.com/r/webdev/comments/1ddpmiz/beware_of_scammers/
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legitimate business

Graph Network Analysis

research
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Technical Details

BeaverTail - Windows
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Data

campaign_id

Call_[hostname]

Unix timestamp

Browser Local State
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pld Browser Login Data

logkc_db Keychain files

[filename] Files collected from targeted browser extensions

Browser Extension ID Wallets

nkbihfbeogaeaoehlefnkodbefgpgknn Metamask

ejbalbakoplchlghecdalmeeeajnimhm Metamask (Edge)

fhbohimaelbohpjbbldchgcnapndodjp BNB Chain Wallet

hnfanknocfeofbddgcijinmhnfnkdnaad Coinbase

ibnejdfimmkpcnipebkimnkoeoihofec TronLink

bfnaelmomeimhlpmgjnjophhpkkoljpa Phantom

aeachknmefphepccionboohckonoeemg Coin98

hifafgmccdpekplomjjkcfgodnhcellj Crypto.com

ibIndlipeocapafnldhamapaacccfchoi Kaia

Endpoint Description Location
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[pdown Downloads Python library [homepath]/p

{uploads Sends collected information

[client/[campaign_id] Downloads InvisibleFerret Initial script [homepath]/[campaign_id]

Malicious Repositories
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BeaverTail - Python & CivetQ
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Description

Launches the “.queue” script

Execute any scripts sent by C2. It can choose if the downloaded script is to be
saved as “.ext” on disk

Keylogger and clipboard stealer component and writes to [nomepath]/.pygl/.[uuid]

Cookies stealer component

Browser stealer component

Any additional Python scripts
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Platform Persistence mechanism

Windows %APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\queue.bat

macOS [homepath]/Library/LaunchAgents/com.avatar.update.wake.plist

Linux [homepath]/.config/autostart/queue.desktop

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/Propertyl
<plist version="1.0">
<dict>
<key>Label</key>
<string>com.avatar.update.wake</string>
<key>ProgramArguments</key>
<array>
<string>[filepath of python]</string>
<string>[filepath of .g2]</string>
</array>
<key>RunAtLoad</key>
<true/>
</dict>
</plist>
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ad.anynet.pwd_hash=1bbb953890e752a6898afe71121583881c3eebd2365df7d985c52ddadbd89e14
ad.anynet.pwd_salt=675928d7a0a28f70740b7eedf021de82
ad.anynet.token_salt=2c5e45a85a8eed94ffed26a7c3b0790e

Authenticator

Endpoint Description Location

[tmpdir]/p.zip, [tmpdir]/p2.zip,

[pdown Downloads Python executable
[homepath]/.pyp

[avatar Downloads BeaverTail (Python) [homepath]/.avatar
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/info Sends host information

Janys Sends contents of AnyDesk
Y ‘system.conf’ file.

[queue Download ‘.queueg’ file [homepath]/.locale/.queue

/queue Download ‘.g2’ file [homepath]/.locale/.q2

Download ‘bow’ script — browser stealer

[bow/[campaign_id] [homepath]/.locale/bow

component

InvisibleFerret

source
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Endpoint Location Description

Downloads infostealer, remote control
[payload/[campaign_id] [homepath]/.n2/pay W I
component

[brow/[campaign_id] [homepath]/.n2/bow Downloads browser stealer component

[keys Upload data

Annex B
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Commands

ssh_obj

ssh_cmd

ssh_clip

ssh_run

ssh_upload

ssh_kill

ssh_any
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Description

Command Execution

Closes socket

Sends clipboard and keylogger data

Downloads and executes the browser stealer script form http://[host]:
[port]/brow/[campaign_id]/

Upload directories and files specified in given command

Kill Chrome and Brave browser processes

Download AnyDesk from http://[nhost][port]/adc/[campaign_id]

Collect and upload folders via FTP
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Repository name

Gamer-Hub

guilherme-matos-
test-task

gglab-mvp-v1.7

ultrax-u2u

llgchessgame

jetracing
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Filepath

server/app.js

server/controllers/fuserController.js

socket/index.js

auth/controllers/orderController.js

routes/api.js

backend/app.js

Dynamic Analysis
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Original App
| Template

GamerHub

Create Next
App

Casino
Template

ULTRA-X-DEX

Chess Hub

CubeRun

Date
created

2024-08-
29

2024-08-
28

2024-08-
26

2024-08-
22

2024-08-
22

2024-08-
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Conclusion

Recommendations

Be vigilant when recruiters ask you to perform tasks or download applications, especially if these
involve executable files.

Always verify that the companies and recruiters offering job interviews are genuine and properly
established

Be cautious with links and attachments in unsolicited emails or messages claiming to be from
recruiters or companies
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Use up-to-date antivirus and anti-malware software to scan any files or applications before
opening them.

Keeping your organization secure requires ongoing vigilance. Utilizing a proprietary solution like
Group-IB’s Threat Intelligence can enhance your security posture by providing teams with
advanced insights into emerging threats allowing you to identify potential risks sooner and
implement defenses more proactively.

Implementing a Digital Risk Protection solution will enhance your company’s security by
detecting and addressing instances of brand impersonation, allowing you to identify and
mitigate risks from unauthorized entities exploiting your brand’s identity.

Supercharge your cybersecurity with
Group-IB Threat Intelligence

Requestademo

MITRE ATT&CK

Indicators of Compromise

Filename SHA256
FCCCall.msi fd9e8fcchbbda88870b12b47cbblcc8775ccff285f980c4a2b683463b26e36bT0

FCCCall.msi 36cac29ff3c503c2123514ea903836d5ad81067508a8e16f7947e3e675a08670
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FCCCall.msi d502f822e6c52345227b64e3c326e2dbefdd8fc3f844df0821598f8d3732f763
FCCCall.exe d5c0b89eldfbe9f5ebb2c3f745af895a36adf772f0b72a22052ae6dfa045ceab
FCCCall.exe 0621d37818c35e2557fdd8a729e50ea662ba518df8cablad4cc3add5c6deb3cd
FCCCall.exe c0110cb21ae0e/fb5dec83cal0db9e250b47a394662810f230eb621b0728aa97
FCCCall d80ladlbeeab3500c65434da51326d7648a3c54923d794b2411b7b6a2960f31e

FCCCall.dmg 000b4a77b1905cabdb59d2b576f6dalb2ef55a0258004e4a9e290e9f41fb6923

Consolidated Network loCs

Annex A

Extensions

Annex B

Extensions

Application Data
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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Partners Company

Page 24 of 25



https://twitter.com/intent/tweet?text=APT%20Lazarus:%20Eager%20Crypto%20Beavers,%20Video%20calls%20and%20Games&url=https://www.group-ib.com/blog/apt-lazarus-python-scripts/
https://www.facebook.com/sharer/sharer.php?u=https://www.group-ib.com/blog/apt-lazarus-python-scripts/&quote=APT%20Lazarus:%20Eager%20Crypto%20Beavers,%20Video%20calls%20and%20Games
https://t.me/share/url?url=https://www.group-ib.com/blog/apt-lazarus-python-scripts/&text=APT%20Lazarus:%20Eager%20Crypto%20Beavers,%20Video%20calls%20and%20Games
https://www.linkedin.com/sharing/share-offsite/?url=https://www.group-ib.com/blog/apt-lazarus-python-scripts/
https://api.whatsapp.com/send?text=https://www.group-ib.com/blog/apt-lazarus-python-scripts/
https://www.group-ib.com/resources/research-hub/
https://www.group-ib.com/resources/success-stories/
https://www.group-ib.com/resources/knowledge-hub/
https://www.group-ib.com/resources/certificates/
https://www.group-ib.com/resources/webinars/
https://www.group-ib.com/resources/podcasts/
https://www.group-ib.com/top-investigations/
https://www.group-ib.com/resources/ransomware-notes/
https://www.group-ib.com/ai-hub/
https://www.group-ib.com/products/threat-intelligence/
https://www.group-ib.com/products/fraud-protection/
https://www.group-ib.com/products/managed-xdr/
https://www.group-ib.com/products/attack-surface-management/
https://www.group-ib.com/products/digital-risk-protection/
https://www.group-ib.com/products/business-email-protection/
https://www.group-ib.com/products/cyber-fraud-intelligence-platform/
https://www.group-ib.com/products/cyber-fraud-intelligence-platform/
https://www.group-ib.com/products/unified-risk-platform/
https://www.group-ib.com/integrations/
https://www.group-ib.com/partner-program/
https://www.group-ib.com/mssp-and-mdr-partner-program/
https://www.group-ib.com/mssp-and-mdr-partner-program/
https://www.group-ib.com/technology-partners/
https://www.group-ib.com/partners/
https://www.group-ib.com/about-us/
https://www.group-ib.com/team/
https://www.group-ib.com/services/cert/
https://www.group-ib.com/careers/
https://www.group-ib.com/
https://www.group-ib.com/

https://www.group-ib.com /blog/apt-lazarus-python-scripts/

Subscription plans Services Resource Center

Contact Subscribe to stay up to date with the

latest cyber threat trends
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