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After over two years since the inital spread of the ransomware and Malwaretechs sentencing last week I got a bit

nostalgic and took a second look at different samples

L IE9 - Win7 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
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ela -/ Wana Decryptdr 20

Qoops, your files have been encrypted!

What Happened to My Computer?

|Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to
files, butdo time. Nobody can file i

our decryption service.

Payment will be raised on "
& [ § Can I Recover My Files?

113172019 03:41:10 Sure. We guarantee that you can recover all your files safely and easily. But you have
not 50 enough time,
Time Left [You can decrypt some of your files for free. Try now by clicking <Decrypt>.
Butif you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on
Ml How Do I Pay?
[Payment s accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,

81472019 03:41:10

ol click <How to buy bitcoins>.
|And send the correct amount to the address specified in this window.

[After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:

bitcoi
Pleaa il | 12t9YDPgwueZ9NyMgw519p7AA8isjré SMw

E9 - Win7 [Running

Since the first wave of infections in May 2017 WannaCry is basically the goto example for the whole ransomware
scheme and that is actually a good thing. The potential damage that WannaCry and the variants following the
original version would have been massive if it wouldn't have been for Malwaretech, 2sec4u and all the other
researchers who helped to contain the spread of ransomware powered by the wormable EternalBlue exploit.
Funnily enough there are still people from around the world that pay the ~300$ ransom in hopes to get their data

decrypted as can be seen here.

A general disclaimer as always: downloading and running the samples (especially the ones without the kill
switch) linked below will lead to the encryption of your personal data, so be f$cking careful. Also check with

your local laws as owning malware binaries/ sources might be illegal depending on where you live.

The three samples I'll be looking at:
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Wannacry Sample #1 sometimes referred to as "dropper" available @

24d004a104d4d54034dbcffc2a4b19a11f39008a575aa614ea04703480b1022¢

Wannacry Sample #2 sometimes referred to as "encryptor" available @

https://github.com/ytisf/theZoo/tree/master/malwares/Binaries/Ransomware.WannaCry sha256
ed@1ebfbc9eb5bbea545af4dd1bf5f1071661840480439cbe5habe8e080ed1aa

Wannacry Plus available @

55504677182981962d85495231695d3a92aa@b31ec35a957bd9cbbef618658e3

The first thing we're going to take a look at is the symbol tree. Stepping into the function called entry: we notice
that it is in fact not the main / WinMain function, but rather a preparing function that will call WinMain at the end

(this might acutally be an artifact of Ghidra's decompiler).
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File Edit Analysis Mavigation Search Select Tools Window Help
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v [T wannacry *wannacry X
Headers
text
rdata
.data
.rsrc
assume DF = |
= pE400000 4d 53 90
0o 03 oo
0o 0o o4
= pO400EEE 4d Sa
pe4copen [0
00400002 90 00
oo4oooed 03 00
—L Program Tree * J 00400806 60 BO
— oo4000RE 04 00
s Symbol Tree B B | X pe40000a 00 60
» Ol Imports R po4paEac ff ff
r B Exports 0040000e 0O OO
i pO400010 bs B0
v Functions g 00400012 00 60
» §F _aldiv ! 00400014 00 00
» f _ allrem 0E400016 60 0O
» ¥ dllonexit -~ 00400018 40 0O
» ¥ controlfp pO40001a 60 00
¥ ftol 0040001c 00 0O
» ¥ initterm 0o e
» f StartAddress 00407720 00400024 00 B8O
> § entry 00400026 00 0O
» ¥ free 00400028 00 0O
» [ FUN_00401... v 00 00
. . oo oo
Filter: &) @0400O3c f8 00
& po400040 oe 1f
ioT 2 Manager v X gi 22
a - | &= (N L [ — s e . -

Because the decompilation result in our WinMain function is not that pretty yet we will edit its function signature

to match the one described in the Win32 API Reference.

int WINAPI wWinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, PWSTR pCmdLine, int nCmdShow);
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00409b5F 51
00409060 e8

ANABORET Th

15 ac
40 00

6 es

45 98

15 ec
40 00

https://dissectingmalwa.re/third-times-the-charm-analysing-wannacry-samples.html

LAB_00409b3a
PUSH EAX
PUSH EST

PUSH

XREF[1]:

00469b2a(j)

Edit Function at 00408140

int WinMain(HINSTANCE hinstance, HINSTANCE hPrevinstance, PWSTR

pCmadLine, int nCmdShow)

Function Name: FUN_00408140

Calling Convention |_ stdcall

M|

Function Variables

Index Datatype Name
undefined4

Call Fixup:

-NONE- i\

Function Attributes:

[ varargs (] In Line
LJ No Return[_] Use Custom Storage

Storage

EAX:4 —

<TAB= or <RETURN> to commit edits, <ESC> to abort

Cancel

42 local_70 = DAT_00701884;

43 | _ getmainargs(&local_64,&local_74,&local_68,_DowildCard_pe707880,&local_76);
44 _initterm(&DAT_0040b00A,&DAT_00840b008) ;

local_78 = *(byte **)_acmdln_exref;

if ( 178 1= 0x22) {
do {
if {*#local 78 < 0x21) goto LAB 00409b09;
49 local_78 = local_78 + 1:
50 } while( true ):
51
52
53 78+ 1;
54 ) break
55 1= Bx22);
56 0x22) goto LAB_00409b09;
57
b8 78+ 1

local

59 [LAB_00409009:
Y} while ((*local 78 != 8) & (*local _78 < 0x21)):
local_60.dwFlags = 0;
GetStartupInfoA( (LPSTARTUPINFOA)&Local 60);
GetModuleHandleA( (LPCSTR)Gx0) ;
local B¢ = FUN_38408140();

/* WARNING: Subroutine does not return */
exit(local_Bc);

rt;f Decompile: entry x JE‘K} Defined Strings * J

After this is done the decompilation result will be much better and easier on the eyes. One of the first things you

will spot is the famous Kill Switch URL registered by Malwaretech after the inital outbreak which is to this day

pointing to the Kryptos Logic sinkhole. After Line 41 you are also able to see multiple InternetOpen etc. function

calls that will check if the aforementioned URL is registered and reachable. If that is the case it will close the

connection socket and exit to WinMain before the encryption processs even started. Of course this also means that

if the infected PC is not connected to the Interwebs (remember it propagates via SMB over local networks as well)

or is unable to resolve the domain name the ransomware will go to town with the user's files.

Looking into sample #2 there is acutally no such kill switch which means that it is one of the later versions

following the inital outbreak.
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Decompile: WinMain - (wannacry) % | By | [ | ﬁ| v K|

13 undefinedd local 17;
14 | undefined4 local 13;
15 | undefined4 local f;
16 | undefinedd local b;
17 undefinedd local 7:
18 | undefined2 local 3;
19 | undefined local 1;

21 iVar? = Oxe;
22 puvar3d = (undefined4 *)s_http://www.1lugqerfsodp9ifjaposdf)_0o4313do;

C

23 puvard = local 58; h
24 | while (ivarz != @) {

25 iVar2 = iVar2 + -1;

26 *puVard = *puVar3;

27 puVar3d = puvar3 + 1;:

28 puVard = puvard + 1;

29 1

30 | *{undefined *)puVard = *{undefined *)puVars3;

31| local_17 = O;

32 local 13 = 0;

33 local f = 0;

34 | local b = 8;

35 | local 7 = 0;

36 | local_3 = 0;

37 ustack9z = 0;

38 ustack9s = 0;

39 ustacklog = 9;

40 | local 1 = 0;

41 | uwvarl = InternetOpenA(o,1);

42 | 1Var? = InternetOpenUrlA(uvarl,&usStackloo, 0,0, 0x34000000,0);
43 | if (ivarz = 0) {

A4 InternetCloseHandle{uvarl);

45 InternetCloseHandle(0);

46 FUN_B0408090() ;

a7 return ©;

43 1

49 | InternetCloseHandle{uvarl);

50 InternetCloseHandlelivar2);

51 return o;

52 |}

53 ¥
LS -

[Cf Decompile: WinMain 13‘2} Defined Strings J

To show the differences between the kill switched first sample and the second rambo version I fired up
hasherezade's awesome PE-Bear and loaded Sample #2 and #1. This indeed confirms that the samples are

basically the same, but version #2 is missing the notorious kill switch.
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s Compare Info w Wannacry/ed0le a545afado ~ jh

9eb5bbea545af4d01bf5f10716618404...
der

£
General DOSHdr  RichHdr  File Hdr  Optional Hi
Hex D1

(55 3C 53 90 11 5D 3D C3 11 5D 3D €3 11 5D 3D C3
64 41 31 C3 10 50 3D C3 92 41 33 (3 15 50 30 C3
7€ 42 37 C3 1A 5D 3 C3 7E 42 36 (3 10 5D 30 C3
76 42 39 C3 15 5D 3D C3 D2 52 60 C3 1A 5D 30 C3
11 50 3C C3 4A 50 30 3 27 75 36 C3 16 5D 30 C3
D6 58 38 C3 10 50 3 (3 11 50 3 (3

e
(20 30 38
o

01bf5f107166184¢

WannaCry Plus

I haven't heard of this strain/ variant before, but it got it's own subfolder in ytisf's TheZoo so it has to be special in
some way, right? Let's first check the entropy of the binary with "Detect it easy" to see if it is packed or

obfuscated in any way:

m Entropy
Offset: - ' Reload

Entro i )i not packed Save diagram

PE Header("0.695199")

Section0(".text")("1.4433¢
Section1(".rdata")("0.734¢
Section2(".data")("0.0855
Section3(".rsrc")("4.7421%

Section4(".reloc"}("0.0003
Overlay("0.480898")

'_|_|_I_|_|_|_|_|_l_|_|_|_|_|_|_|_l_l_|_'_l_l_|_|_'_|_l_|_|_|
0 = i . i 3e+06 Ade+06 5e+06 6e+06

Looking at the entropy graph we can pretty comfortably say that the PE is neither packed nor obfuscated (which

would have been out of the ordinary for a WannaCry sample anyway). Looking at the symbol tree we are greated
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with a new function called PlayGame. Please no Fortnite ransomware kthxbye :D We'll have a look into that later..

lﬁnl Tree B P X
» [l Imports K
» [ Exports
v Functions
> F _initterm
entry
FUN_10001000
FUN_10001016
FUN_100010ab
FUN_1000113e
PlayGame
» [P Labels
» [CI3 Classes [/
v

» [5{}Namespaces

Filter: | &2

oy e e e R

L L A B B

Jumping into the entry function things are looking quite different compared to first two samples. Following the
procedure we are dropped into FUN_10001016 which is what i presume the file encryption function. This pretty

easy to spot through the rather characteristic combination of FindResourceA, CreateFileA and WriteFile.

ile Edit Analysis Navigation Search Select Tools Window Help

5
Ei
He-=» BPREPD JIDULFRYB- 2% oo /JRI@G.0BO 13+ |®

iheas i3 & (%

T % @ o x| i runioosmon wmszvemscye % ho @-x

v 5 Win32.wannacry.exe i
B Headers — = e < 2 |7+ Encryption function */
B text undefineds EAX:a <RETURI> - 3
B rdata undefineds stack[ox4]:4  paran_1 XREF[1]:  10001007(R) = ||| ¢|&nt Fun_10001016(void)
O dea int Stack[ox8]:4 paran_2 XREF[1] 10001000 (R) °
b FUN_10001000 XREF[3] 1000010c (*), 100001e4(*), 6|t
B e entry-16061338(c) 7| WRSRC hes
B reloc 10001000 8b 44 24 08 MOV EAX,dword ptr [ESP + param_2] 8
10001004 48 DEC EAX N
10001005 75 09 INZ LAB_10001010 o
10001007 8b 44 24 04 MOV EAX dword ptr [ESP + paran_1] 11
| 1000100b a3 3¢ 31 MoV [hModule_1000313¢], EAX 12
| 00 10 13
1a
» LAB_10001010 XREF[1] 10001005 (3 5] fo 1= (HRSRO)0x0) &6 . .
Program Tree x 10001010 6a O1 PUSH Ox1 ,9 (F a = LDadReSour(e(hMmmle’lqﬂﬂ?13(,\1RF;Infni, hResData != (HGLOBAL)0xE))
P A— 10001012 58 POP EAX 17 (pl (DWORD *)LockResource(hResData), pDVarl != (DWORD *)0x0))
B wo x| 10001013 <2 6c 00 RET oxc i e = SizeofResource(hModule_1000313¢, hResInfo) , nlunber0féytes

it 1 {
> Gl Imports I 20|  nlunber0fBytesTolrite = *pDvarl;
» D Exports * Encryption function * 21 hFile = CreateFileA((LPCSTR)& Dest_10003038,0x40000000, 2, (LPSECURITY_ATTRIBUTES)O0xO

v B Functions. 22 . (HANDLE}0x0) ;
»%F _initterm f int _stdcall FUN_10001016(void) 23| Af (File 1= (HADLE)OxFFFFFFTT) {
Ot s EAR.4 ZRETURM> 2a WriteFile(hFile,pOVarl + 1,nHumber0fBytesTonrite,&local_d, (LPOVERLAPPED)OXB);
» § FUN_10001000 undefinedl Stack[-0x41:1 local_d XREFI1] 10001089 (*) s Closeriandle(hFile):
» § FUN_10001016 FUN_10001016 XREF[1] PlayGane: 10001131 (c) i o 1
L i 27| return 1
1 e i seneals el i
> FUN_1000113¢ - ;
. ; e ze 10001018 57 PUSH EDI 29| return o;
v/ 10001019 68 10 30 PUSH DAT_10003010 30
> Bp Labels = 31
> [0 Classes i 1000101¢ 62 65 PUSH 0x65 B
» () Namespaces A 10001020 ff 35 3¢ PUSH dword ptr [hModule_1000313c]
- 18 100 10 |
Fitter: 10001026 Ff 15 18 cALL dword ptr [->KERNEL32.DLL::FindResourceAl
-_— 20 00 3 o |
55 Data Type Manager v X 1000102¢ 8b f8 MoV EDLEAX
.. 1000102¢ 85 ff TEST EDI,EDL
CEE RN . 10001030 74 2f 2 L1g10001061
v i3 Data Types ! 10001032 57 PUSH Enr S HRSRC hResInfo for LoadResou
i 10001033 ff 35 3¢ PUSH dword ptr [hModule_1000313c] HMODULE hModule for LoadResol
> @ BuiltinTypes | o010 L =% >
» Eowin32.w: g 100A1A20 £ 15 14 can chanrd e [ SVEONEL 39 DI+l asdDacainrenl L] o
>: "‘d a"']‘z‘;":‘e M > | [ # Decomplle: FUN_10001016 * | 4 Defined Strings * |
windows_vs12

Heomoe-serpng EYAES

Filter: 2

@ 10001016 FUN_10001016 PUSH ECX

=B - 5:54 PM

To see what happens if I run the malware I fired up a Windows 7 x86 VM in VirtualBox provided by
https://modern.ie/. After seeing the error message below I thought the executable might actually be a x86_64 one
since it refuses to run on the 32-bit Windows 7 System. Even these days it is actually quite unusual for malware to

be compiled for x64 systems only since it'll cut out a lot of the old and vulnerable systems running x86 XP for
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example (which is kind of a no-brainer since the potatohead holding PCs for ransom would want to maximise the

attack surface and earnings).

IE9 - Win7 [Running] - Oracle VM VirtualBox

hine Wiew Input Devices Help

Host Name: IESWINT

IE Version: 9.0.8112.16421
0S5 Version: Windows 7
Service Pack: Service Pack 1
User Name: IEUser
Password: Password!

Snapshot/backup:

Create hot (or keep

¥ C\Users\IEUser\Download Wannacry_Plus\Win32 Wannacry.exe (=5 M

|8\ C\Users\IEUser\Downloads\Ransomware Wannacry_Plus\Win32.Wannacry.exe is not a valid
M \Win32 application,

‘,'c-u have 30 da},fz-after first boot. You will see a toast notification pop up a few

R
. ¢ IEUser » Downloads » RansomwareWannacry Plus - |+ Search Ransomware.\
S L 5

Organize = Open Share with « Mew folder Bz

.
¢ Favorites MName Date medified Type Size

-

Bl Desktop [2] Win32.Wannacry.exe 7/28/2019 9:57 AM  Application 5145 KB
& Downloads

=, Recent Places

- Libraries
3 Documents

J’ Music

E1 Dirtrar

c

Kudos to Microsoft in this case: Their Defender and SmartScreen really stepped up their game. For an attacker
and (sadly) for a malware reverse engineer it is actually quite difficult to circuamvent or disable the built in
Mal-/Ransomware Protection. You are constantly greeted with Pop-Ups about a detected ransomware executable

and the Defender will even go as far as simply deleting your precious sample :(
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i MSEdge - Winl0 [Running] - Oracle VM VirtualBox
File Machine view Input Devices Help

| ¥ 5 | Manage

File Home Share Vig

M » ThisPC » o o -
Malicious file

Ma
# Quick access

[l Desktop
* Downloads
|=| Documents

IEER  This application ma
so be at risk.

=] Pictures
B Music Ignore Wind malw: rning and run anyway.
B Videos
‘i Onelrive

= This PC

£F Netwerk

Titem  1item selected 5.02 MB

But even after calming down the Windows Defender I couldn't get the malware to encrypt anything :S

Page 9 of 11



https://dissectingmalwa.re/third-times-the-charm-analysing-wannacry-samples.html

File Machine view Input Dey

This app can't run on your PC

To find a version for your PC, check with the software publisher.

Type here to search

W@ O G

Looking at the Anyrun Sandbox Analysis over here we see the same error message but it seems to drop another
executable called "SearchProtocolHost.exe" which is probably RunPE Process Hollowing at play. The next step

will probably be manual debugging, so stay tuned!

I0Cs

Wannacry (SHA256)

24d004a104d4d54034dbcffc2a4b19a11f39008a575aa614€a04703480b1022¢
ed01ebfbc9eb5bbeab45af4d01bf5f1071661840480439cbe5babe8e080ed1aa
55504677182981962d85495231695d3a92aalb31ec35a957bd9chbef618658e3
32f24601153be0885f11d62e0a8a2t0280a2034tc981d8184180c5d3b1b9e8cf
697158bcade7373ccc9e52ea1171d780988fc845d2b696898654e18954578920
ed@1ebfbc9eb5bbea545af4d01bf5f1071661840480439c6e5babe8e080ed 1aa
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